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Catalog submenu pages

The following table describes each of the submenu items of the Data Catalog application.

Page

Catalog Home

Reports

Data Sets

Data Sources
Data Dictionary

Technology
Assets

Metrics
Access Requests

Advanced Data
Types

Description

The landing page for Data Catalog. This page is designed to help you quickly
and easily find Data Catalog-related assets.

All report assets.

All Data Set assets shown as a set of tiles or as a table, with their name, descrip-
tion and, if there are any, connections to existing assets in Collibra.

Data sources that are used for data source registrations.
All data assets in Collibra.

All technology assets in Collibra.

Contains a variety of statistics related to how the assets of Catalog are used.
The history of your access requests and their status.

All advanced data types, which are used during a data source registration.

Data Catalog asset pages

The asset pages in Data Catalog provide information about assets.

-----

.....

-----

.....
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What has an impact on the page layout and
contents?

e The user interface (Ul): latest Ul (beta) or classic UL.
We've built a new Ul for Collibra Data Intelligence Cloud in Collibra 2024.02. You
can learn more in the Ul overview.

« In the classic Ul, the layout also depends on the Catalog experience setting.
Catalog experience is a setting that improves the user experience of the Data Cata-
log asset pages. The improvements include:

° Custom tabs that correspond to the page you are working on.
o A streamlined title bar showing general information.
° Quicker and easier navigation that requires less scrolling.
The Catalog experience setting is enabled by default. If required, you can disable it.

» The layout and information also depends on the asset type, the asset type's assign-
ment, and, in the latest Ul, the asset's page layout.

Page layout and contents

For more information on the Data Catalog asset pages, see the online version of this
guide.

Data Catalog Home

The Collibra Data Catalog Home is the landing page when you click the Data Catalog tab.
This page is designed to help you quickly and easily find Data Catalog-related assets.

Note You need the Data Catalog global role or Data Catalog Author role to view
Data Catalog Home.

The page is organized into five groupings, or sections, of assets and a Data Catalog-
specific search field.


co_ui-overview.htm
co_assignments.htm
co_assignments.htm
ta_edit_layout.htm
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC1229
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC1229

Chapter 1

@ Browse

Catalog Home eports ata Sources ata Dictionary e \ccess Requests Advanced Data Types

search catalog by keyword (eg Tableau, SQL, address) n

Data Sets you might like

Ml ADOPTasset2 Bl ADOPTassetd il ADOPTasset1 Bl ADOPTasset10

related t
GIS, GIS CORELATION

* Show more

Recently viewed

== 2000-2003 Bl ADOPTasset2 L7 pefault % Defaultcsvcatalog
Description
The default project that was automatically created by Tableau.
« show more
Reports
[T GIS CORELATION [ TwsH [H [E=1 Product [ Order Details
it [ e — Product Orilldomn Order Details
| E—— —————
- .
B R e R R —
—— E— s omwm T L e B - -
- — — A e ow om e
. - o m w e -E-
—— E— - -
—— — - s __ ]

View all reports (65)

Data sources

Note The Data sets you might like section is enabled and disabled via Collibra
Console. By default, it is enabled (shown) on the page. The other four sections are
always shown and cannot be disabled. However, for any of the five sections, if there
is no relevant data, nothing is shown on the page, including the section header.

Element name Description

Search field A Data Catalog-specific search field that you can use to find any asset in
CollibraData Catalog, for example assets of asset types Data Set, Schema,
Table, Column, Tableau Workbook and Tableau View.

This search field works in the same manner as does the global search field, but
it uses a default 'Data Catalog' filter.

Data Catalog Data | Shows up to four data sets you might be interested in, as determined by the
Sets You Might recommender, which takes into account your data sets and the data sets of
Like similar users.

The Show More button enables you to view up to eight data sets on this page.
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Element name

Recently Viewed

Reports

Data Sets

Data Sources

Description

Shows the four most recently viewed Data Catalog-related assets.
This section uses the Recent widget functionality.

The Show More button enables you to view the eight most recently viewed
assets.

Shows the four most recently created assets of asset type Report and its child
asset types.

Clicking the asset name takes you to the asset page.

Clicking View All Reports takes you to the Catalog reports page.

Shows the four most recently created assets of asset type Data Set.
Clicking the asset name takes you to the asset page.

Clicking View All Data Sets takes you to the Data Sets overview page.

Shows the four most recently created assets of asset type Table.
Clicking the asset name takes you to the asset page.

Clicking View All Data Sources takes you to the Data Sources page.

Recommenders in Data Catalog

The recommenders aim to suggest relevant business assets and data sets.
Recommenders have to train regularly to update the recommendations. By default, this is
done every night. Recommendations can be calculated on the basis of several algorithms.
These algorithms also calculate an error margin for each recommendation, and eventually
only the algorithm with the lowest error margin provides the recommendations.

You can edit the settings of the recommenders and matchers to optimize the

recommendations.

Note The recommenders use statistical information. Therefore, your
recommendations will be empty or less useful if your company just started using
Collibra Data Intelligence Cloud.
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Recommendation of data sets to users

Description

The data set recommender recommends data sets to users, based on the data sets of
similar users.

If you use some of the same data sets as some other users, you are probably also
interested in data sets that they use but you don't. The recommendations are shown on
Catalog Home.

Example
@ Browse Q Search + o Tasks 0 :l @ 0

Catalog Home Reports Data Sets Data Sources Data Dictionary Technology Assets Metrics Access Requests Advanced Data Types

search catalog by keyword (eg Tableau, SQL, address) n

Data Sets you might like

@ @ @ @

Bl' JDBC Drivers Usage Dataset  ja( Bl Salesforce Data ] B’ Sample Superstore Data [ 8 Author License Consumpti...
Description Description Description Description

Usage of the JDBC drivers in our customer Dataset containing cleaned CRM data from This is a publicly available sample dataset. To Dataset with information on instances used in
instances. Cloudops team is running queries Salesforce be used for trainings and demo. The data set production. This data set contains all detailed
against Postgres DB in custmer instances related to used here is the sample superstore data from and enriched data from the License

related to Account, Opportunity related to related to

Ingest JDBC driver usage in datalake, JDBC Dri... Sample Dataset Collibra Cloud Environment, Collibra Cloud Us...

v Show more

Strategy

The data set recommender compares the data sets used by the users to find relevant data
sets. It roughly follows these steps:

See which data sets you are currently using.

Look for other users that also use your data sets.
See which data sets those users use, but you don't.
Recommend up to 9 of those data sets to you.

B ownh =
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Note

If the recommender does not have enough data, for example if you just started using

Collibra, it only considers 3 parameters:

o Certified
e Quality

e Popularity (number of views of the data set asset page)

Recommendation of business assets to data sets

Description

The asset recommender recommends business assets to data sets, based on business

assets itis related to.

If two data sets have relations to the same business assets, business assets related to
only one of the two data sets may be relevant to the other data set as well.

Example

£ Business Analysts Community b F3 New Data Sets

E Miscellaneous
Data Set @ Candidate (0) <o Do 5%

Add characteristic < Description

No value has been given yet. Double click or use the edit button.

Summary

Details Certified

=)

No value has been given yet. Double click or use the edit button.
ﬂ Data Elements

W Add to Data Basket m

Click here

2 suggestions Add

P sample data related to Business Asset
Name + Asset Type Status
2 Dia
BE - EaET Customer Acronym Candidate
Customer Revenue Acronym Candidate

[ Pictures

B-B Ssimilar Data Sets
Data Profiling

Responsibilities
Sample data

L

References
Tags

History
No value has been given yet. Double click or use the edit button.

® O

Files

L3

L
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Add related to Business Asset X

min. 1
Enter the asset name M

Start Date
= MADAYYYY

End Date
- M/DAYYYY

ARR
& RecommendationsCommunity » & Domain

Revenue
& RecommendationsCommunity » & Domain

Cancel

Strategy

The asset recommender uses the relation data set related to business asset set to find
relevant assets. It roughly follows these steps:

See which business assets are related to the current data set.

Look for other data sets related to those business assets.

See whether those data sets are also related to other business assets.
Recommend those business assets on the data set page and in the Add related to
dialog box.

> wbh -

Note If the recommender does not have enough data, for example if you just
started using Collibra, it does not give you any recommendations.

Recommendation of business assets to column assets

Business assets are recommended to column assets based on the search engine in
Collibra. The recommendations are shown in the section of represented by business
asset relation.

Example
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& Data privacy building blocks » & Countries and states

> Opex per
& Business Analysts Community » & Collibra Demo Tableau Server » & Collibra Demo

Recommendation of business assets to Tableau workbook
assets and Tableau view assets

Business assets are recommended to Tableau workbook assets and Tableau view assets
based on the search engine in Collibra. The recommendations are shown in the section of
report related to business asset relation.

Matchers

Matchers aim to suggest assets and data sets that might be interesting for you. Matchers
find similar data sets and schemas based on name and attributes.

You can edit the settings of the recommenders and matchers to optimize the
recommendations.

Note The matchers use statistical information. Therefore, your recommendations
will be empty or less useful if your company just started using Collibra Data
Intelligence Cloud.


ta_configure-recommenders-matchers.htm

Chapter 1

Data set matcher

The data set matcher looks at the names and attributes of the Column assets that a data
set contains.
Similar data sets are displayed in the Data Set asset page.

Schema matcher

The schema matcher is currently not used in Collibra.
Data Catalog Search

Note You need the Data Catalog global role or Data Catalog Author role to view the
Data Catalog search page and use the Data Catalog Search.

The Data Catalog Home page has a Data Catalog-specific search field that you can use to
find assets in Data Catalog.

In the search input field, you can type any text and press Enter or click Search to launch
the search.

The search finds resources that contain a word that begins with your search text. For
example, if you type ca, the search results could contain 'California’ and 'Lewis Carroll', but
not 'Meercat'.

You can also use wildcards and symbols to search, see Wildcards and symbols for
searching.

When you launch a search from Data Catalog, the search page is the regular Collibra
search page, but with the Catalog search filter applied.

Y Catalog ~ [=]
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Catalog Reports page

The Reports page is a view that shows:

e All Report assets.
 All out-of-the-box or manually created child asset types of Report, for example Bl
Report, Tableau View, and Looker Query.

Report views

You can view the assets in table or tile display mode, and can perform all the same actions
you can for any other table or set of tiles.

Reports in tile display mode

In tile display mode, you can do the following:

» Click an report name to open the relevant asset page.
» Click anywhere else in the tile to select one or more reports. The list of available
actions appears in the action toolbar.

All reports ~

View on Report index page with Tiles enabled

> 1/18  Sortby + Name ~ Delete  Move Validate  AddtoDataBasket  Approval  Simple Approval

g

3MFctRevByProduct ActualSales
¥
Accepted Candidate

SupplyChainManagement > 3MFctRevByProduct (Tableau SupplyChainManagement > ActualSales (Tableau View)
View)

Reports in table display mode
In table display mode, you can do the following:

» Click an report name to open the relevant asset page.
» Select the checkbox in front of a report to select it. The list of available actions

10
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appears in the action toolbar.
o Edit cells in the table.

All reports ~

flew on Report index page with Tiles enabled

/18 Delete  Move Validate  AddtoDataBasket ~ Approval  Simple Approval  Vote

<
ol

Name + status Domain communi ity

<]

3MFctRevByProduct Accepted Supply Chain Performance Ma...  Tableau Server - Official Demo.
ActualSales Candidate Supply Chain Performance Ma...  Tableau Server - Official Demo.

Candidate FinancialServices Tableau Server - Official Demo.

a oo

Canidate Supply Chain Performance Ma...  Tableau Server - Official Demo..
Candidate Supply Chain Performance Ma...  Tableau Server - Official Demo.

Candidate Supply Chain Performance Ma...  Tableau Server - Official Demo.

ooao

Canidate Supply Chain Performance Ma...  Tableau Server - Official Demo..

Filters

The default All Reports view doesn't apply a specific filter. It shows all Report assets.
Some of the other out-of-the-box views do contain a filter. For example the Certified
reports view only shows reports that are certified.

You can also create your own filter and, if necessary, save the filtered view as a new view.
For example, you can create separate views for Report assets belonging to a specific
source, for example Tableau, Looker or Power BI.

All reports ~

X Allreports

X Certified reports
X Looker reparts
X PowerBl reports
X Tableau reports

Show all...

Data Catalog Data Sets

A data set is a logical, handpicked set of data elements that can come from multiple data
sources. For example, Customer Contact information. Data sets allow users to quickly
know which data to use for a specific purpose and request access to it.

The Catalog Data Sets overview page displays existing data sets in a table or as tiles. The
page displays the name of the data set, its description, its certification status, and, if there
are any, connections to existing business assets in Collibra Data Intelligence Cloud.

11
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Data Sets overview page

The Data Sets overview page contains the data sets that are available in Collibra Data
Intelligence Cloud. You can view the data sets in tile display mode or table display mode.

Tile display mode

» Click a data set title to open its details.

Data Sets ~

View for displaying all data sets

Delete  Move Validate  AddtoDataBasket AddRelationship  Approval  Approval

» Click anywhere in the tile except for the title to select the data set.
» The list of actions that you can perform is displayed.

@ Browse

Reports

Data Sets v

View for displaying all data sets

> 1/50 | Sortby t Name v Delete  Move Validate  AddtoDataBasket  AddRelationship  Approval  Approval
PBDS' Coronavirus in Us B Customer Analytics Anonymized E
Candidate

PBDS| Customer Churn Insights

Candidiate
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Table display mode
» Click a name of the data set to open its details.

Data Sets -

View for displaying all data sets

O
([
(I
([
(I

MName t

153lesMarketing
Admin Usage Model
AdventureWorksLT{AzureSQL)

AdventureWorksLT{Azure50QL)

» Select one or more data sets.
» The list of actions that you can perform is displayed.

Data Sets ~

View for displaying all data sets

> 2150 Delete  Move Validate AddtoDataBasket AddRelationship  Approval  Approval  More ¥

Y @ Nemes Description Certified status

15alesMarketing x Candidate

Admin Usage Model v Candidate

Data Set asset page

The Data Set asset page is basically the same as any asset page in Collibra Data
Intelligence Cloud with the following differences:

» The Data Set asset page has a special attribute, namely Certified. That attribute
indicates whether a data set is certified or not. There are no restrictions for certifying
a data set, except the ones your organization chooses. You decide when a data set
can or has to be certified. For more information about how to do this, see Certify a
data set.

« |t contains suggestions for related Business Assets, based on the asset recom-
mender.

13
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« |t contains data profile and sample data, if available.
The Sample Data tab shows the first 100 columns of data. If you have more than 100
columns, they are not shown.

You can perform the following actions on this page:

e Create aview

Filter data

Sort Catalog submenu pages
Request access to data sets

Important
This workflow accepts by default only data sets that contain Column assets as
data elements.

Delete data sets

Creating data sets

In this section you can learn how to create a data set and how to add data to it.

Create a data set

You create data set assets to later add data to them.

Steps

1. On the main toolbar, click .
» The Create dialog box appears.

2. Click the Asset tab.

3. Click Data Set.

4. Inthe Domain field, select the domain to which you want to add one or more data
sets.

5. Inthe Name field, type the name of the data set and press Enter.

You can create multiple data sets in one action.
6. Click Create.

14
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What's next?

Add data to a data set from an asset page

Add data to a data set from the Data Sources or Data Dictionary page

Add or remove the Add to Data Set button

This feature only affects the latest user interface (Ul) (beta).

By default, the Add to Data Set action is available in Schema, Table, and Column asset
pages, and in the Data Sources and Data Dictionary page in Data Catalog. You can
remove this action via a setting in the Data Marketplace section.

Requirements and permissions

The Settings landing page is enabled.

You need the SysAdmin global role.

Steps

1. On the main toolbar, click i, and then click € Settings.
» The Collibra settings page opens.

2. Inthe Data Marketplace section, click Shopping Basket.

Click Data Set Creation.

4. Toremove the Add to Data Set action, deselect the Show 'Add to Data Set' check-
box.
To make sure the action is available, select the Show 'Add to Data Set' checkbox.

w

Note
This change only impacts the latest Ul. In the classic Ul, CSS override could
be used.

5. Click Save.

15
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» Depending on your selection, the Add to Data Set action will or won't be available
in Schema, Table, and Column asset pages, and in the Data Sources and Data
Dictionary page in Data Catalog.

» If the button is visible and the user clicks the button, the asset is added to the data
set. For more information, go to Add data to a data set from an asset page or Add
data to a data set from the Data Sources or Data Dictionary page.

Add data to a data set from an asset page

When you come across an asset that you want to add to a data set, you can add that asset
from that asset page.

Requirements and permissions

* You have a global role with the Catalog global permission, for example, Catalog
Author.
* You have a resource role with the Attribute > Add resource permission.

Steps

1. Navigate to an asset page of a schema, table or column asset.
2. Inthe upper-right corner, click Add to Data Set.
3. Enter the required information in the Add Data to Data Set dialog box.
o Existing Data Set:
a. Select the data set.
b. Click Add to data set.
°© New Data Set:
a. Type aname in the Data set name field.
b. Type a description in the Description field.
c. Click Create & Add data.

Add data to a data set from the Data Sources or Data
Dictionary page

You can add data to a data set from the Data Sources or Data Dictionary page.

16
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Requirements and permissions

» For Data Dictionary: You have a global role with the Data Dictionary global per-

mission, for example Data Dictionary.

* You have a resource role with the Attribute > Add resource permission.

Steps

o

. On the main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.

In the submenu, click Data Sources or Data Dictionary.

If necessary, filter the list of data assets.

Select the checkboxes of the data assets you want to add to a specific data set.

Note
o Some data assets are nested. If you select the top one, all its children
are added as well.
o Keep in mind that you can only add schemas, tables and columns.

Above the table, click Add to Data Set.

Enter the required information in the Add data to data set dialog box.

Click Add to data set.

» A notification in the upper-right corner lets you know how many assets you have
added to the data set.

Certify a data set

You can approve, endorse or guarantee the contents of a data set.

Steps

a s wbnp =

Navigate to the asset page of a data set that you want to certify.

Find the Certified characteristic and double-click the line of text below it.
Click in the field.

Click True.

Click Save.

17
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Tip You can design a workflow to take care of the certification of a data set.

Delete data sets

If you no longer need a certain data set, you can delete it from the repository.

Steps

1. On the main toolbar, click i, and then click 8 Catalog.
» The Catalog Home opens.

2. Inthe submenu, click Data Sets.

3. Search for the data sets that you want to delete.
You can use the Filter pane or sort your data sets.

4. Intable mode, select the check boxes of the data sets that you want to delete.
In tile mode, hold the SHIFT key to select multiple data sets.

5. Click Delete.

6. Click Yes to confirm.

Data Sources page

The Data Sources page is page that shows the asset types that are created by Database
and S3 registrations. It's a combination of Data and Technology asset types.

You can view the assets in table display mode or tile display mode.

Data sources in table display mode

With hierarchies enabled, you can expand the assets to consult the structure of the data
sources. If needed you can also show other asset types in the lower levels of the
hierarchy.

18
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» Click an asset name to open the relevant asset page.

@ Browse Q Search

Catalog Home Reports Data Sets Data Sources Data Dictionary

Data Sources ~

View for displaying all data sources

Technology Assets

>

Y [J Name t Description Asset Type
[J  »| default Default Hive database Database
0 » dwh-scm-raw Database
[0 »| dwh-scm-refined Database

» Select one or more assets. The list of actions that you can perform is then displayed.

@ Browse Q Search

Catalog Home Reports Data Sets Data Sources Data Dictionary

Data Sources ~

View for displaying all data sources

Technology Assets Metrics

> 1/3 Delete Move Validate Add to Data Basket ~ Approval Assign Owner To Data Set
Y E Namet Description Asset Type
[J » Employeeinformation Schema
» Engineeringlnformation Schema
O » Profiling test Schema

19
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Data sources in tile display mode

» Click an asset name to open the relevant asset page.

@ Browse  Q search

Catalog Home Reports Data Sets Data Sources Data Dictionary Technology Assets Metrics Access Requd

Data Sources ~

View for displaying all data sources

> Sortby t Description «

Y

El default =l sampledb
Description Description
Default Hive database Sample database
Asset Type Asset Type
Database Database

» Select the checkbox of a tile to select it. The list of actions that you can perform is
then displayed.

» Click anywhere else in the tile to select the asset. The list of actions that you can per-
form is then displayed.

@ Browse Q Search

Catalog Home Reports Data Sets Data Sources Data Dictionary Technology Assets Metrics Access Requg

Data Sources v

View for displaying all data sources

> 1/10 Sortby t Description ¥ Delete Move Validate Approval Simple Approval Vote

Y

=) default =l sampledb
Description Description
Default Hive database Sample database
Asset Type Asset Type
Database Database

20
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Data Dictionary page

The Data Dictionary page is a page that shows the assets of asset type Data Asset and its

children asset types in Collibra Data Intelligence Cloud.
You can view the assets in table display mode or tile display mode.
On this page, you can perform the following actions:

e Create aview

» Filter assets

e Sort assets by name, description and asset type

e Delete assets

¢ Move assets

e Add assets to a data set

» Start an asset workflow from an asset table, for assets

Technology Assets page

The Technology Assets page is a view that shows all assets of every technology asset
type in Collibra Data Intelligence Cloud.

You can view the assets in table display mode or tile display mode.
On this page, you can perform the following actions:

o Create views.

Filter assets.

Sort assets by name, description and asset type.
Delete assets.

Move assets to another domain.

Access Requests page

If you have requested access to one or more assets, the Access Requests page allows
you to view the status of your requests. When you request access:
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e The Request Assets Access workflow starts.
» A Data Usage asset is created in the Data Usages domain in your community.

(?) Browse Q, search -l- o Tasks 0 20 @ . ie

Catalog Home Reports Data Sets Data Sources Data Dictionary Technology Assets Metrics Access Requests Advanced Data Types

Access Requests

Name | Purpese Effective Start Date + Effective End Date Status

2018-04-20 #2 Testing the Access Requests page functio... 4/23/2018 4242018 Approval Pending

2018-04-20 #1 tygfegdf 212142018 5/4/2018 Approval Pending

The names of your requests are automatically generated with the date of your request.

Click the request name to open the asset page which shows all the information about your
request.

If you have requested access to multiple assets, you can sort on any of the columns on the

Access Requests page, to find a specific access request.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to
Announcements.

Advanced data types

When you profile data when registering a data source, Collibra Data Intelligence Cloud
can detect some basic data types, such as numbers and text. Besides these basic data
types, you can create your own advanced data types.

Note Advanced data types are not taken into account when profiling via Edge. See
About profiling and classification via Edge.

This feature isn't available in the latest user interface (beta).

In this section, you learn how to work with advanced data types.
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Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to
Announcements.

Data type detection

This feature isn't available in the latest user interface (beta).

When you run a data profiling when registering a data source, Collibra Data Intelligence

Clo

1.
2.
3.

Out
eac
spe
you
can

ud tries to detect the data type of each column.

Collibra tries to match the fields of each column with every data type.

Collibra remembers the matches for each field, also if a field has multiple matches.
Collibra calculates the matching percentage of how many fields of the column match
the same data type.

Collibra verifies the matching percentage against the data type detection threshold.

Tip You can define the data type detection threshold in Collibra Console, see
the Collibra Installation and Configuration Guide.

. Collibra assigns the data type with the highest matching percentage to the source
column, provided that the matching percentage exceeds the threshold.

of the box, there are several base data types such as integer, text and boolean. With

h data profiling, these base data types are evaluated. If your data source contains

cial data types such as social security numbers or international bank account numbers,
can define them as advanced data types. In the data source registration wizard, you
then choose to also evaluate the data on these advanced data types.

Keep in mind that detecting advanced data types significantly increases the data profiling
job execution time.

Warning We have announced the end of life of Jobserver and all related Jobserver

integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to

Announcements.
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Advanced data type management prerequisites

This feature isn't available in the latest user interface (beta).
To manage advanced data types, you need the following prerequisites:
» Catalog role

» Advanced Data Type global permission

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to
Announcements.

Create an advanced data type

This feature isn't available in the latest user interface (beta).

If the basic data types, such as numbers and text, are not specific enough, you can create
your own advanced data types.

Prerequisites

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have a global role with the Advanced Data Type > Add global permission.

» Ensure that your environment uses the classic user interface.

Steps

1. On the main toolbar, click i, and then click © Catalog.

» The Catalog Home opens.
2. Inthe submenu, click Advanced Data Types.
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3. Above the table, to the right, click Add Advanced Data Type.
4. Inthe Add Advanced Data Type dialog box, fill in the new data type properties.

Option Description

Name The name of the advanced data type. The name has to be unique, includ-
ing the basic data types.

Description The description of the advanced data type.
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Option Description

Base data type The data type used as basis for the advanced data type:

°o Text

o Geographical
° True/False

o Date

° Time

o Date and Time
°© Whole Number
° Decimal Number
° Array

° N/A
Examples

Base datatype Field name

Text Email address
Text IP address
Date Custom Date
Time Custom Time

Date and Time Custom Date and
Time

True/False Boolean (French)

Patterns

[a-z0-9]+[ a-z0-
O\.-1*[a-z0-9]+@[a~-
z0-9-1+(\.[a-z0-
9-1+)* (\.[a-z]1{2,4})

\b(?2:(?2:2(?:[0-4][0-
9115[00-5]) 1 [0-112[0~
912[0-91)\.) {3} (2=

(?:2([0-4]1[0-9]15[0-

51) | [0-112[0-9]2[0-
91))\b

yyyy-MM-dd

HH mm

MM/dd/yyyy HH:mm:ss

° true: vrai, v
o false: faux, f
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Option

Advanced data
type (variable
field name)

Description

The field name depends on the selected base data type.

Base data type

Text

Geographical

Date

Time

Date and Time

Whole Number

Decimal Num-
ber

True/False

Field name

Regular expres-
sions

Regular expres-
sions

Date pattern

Time pattern

Date and Time pat-
tern

Numeric format

Numeric format

© True values
° False values

Description

List of regular expressions.

For more information about
regular expressions, see
regular-expressions.info.

List of regular expressions.

For more information about
regular expressions, see
regular-expressions.info.

List of date patterns using the
DateTimeFormatter format.
See the official Java doc-
umentation.

List of time patterns using the
DateTimeFormatter format.
See the official Java doc-
umentation.

List of date and time patterns
using the DateTimeFormatter
format. See the official Java
documentation.

Locale for the format of whole
numbers.

Locale for the format of decimal
numbers.

° List of values that are accep-
ted as True value.

o List of values that are accep-
ted as False value.
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Option Description
Base data type Field name Description
Array or N/A Not applicable for advanced
data type detection.
5. Click Save.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to
Announcements.

Edit an advanced data type

This feature isn't available in the latest user interface (beta).

If an existing advanced data type is incorrect, you can edit it.

Prerequisites

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have a global role with the Advanced Data Type > Update global permission.
» Ensure that your environment uses the classic user interface.

Steps

1. On the main toolbar, click #:, and then click 8 Catalog.

» The Catalog Home opens.
2. Inthe submenu, click Advanced Data Types.
3. Inthe row of the data type that you want to edit, click # .
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The Edit Advanced Data Type dialog box appears.
4. Enter the required information.

Option Description

Name The name of the advanced data type. The name has to be unique, includ-
ing the basic data types.

Description The description of the advanced data type.
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Option Description

Base data type The data type used as basis for the advanced data type:

°o Text

o Geographical
° True/False

o Date

° Time

o Date and Time
°© Whole Number
° Decimal Number
° Array

° N/A
Examples

Base datatype Field name

Text Email address
Text IP address
Date Custom Date
Time Custom Time

Date and Time Custom Date and
Time

True/False Boolean (French)

Patterns

[a-z0-9]+[ a-z0-
O\.-1*[a-z0-9]+@[a~-
z0-9-1+(\.[a-z0-
9-1+)* (\.[a-z]1{2,4})

\b(?2:(?2:2(?:[0-4][0-
9115[00-5]) 1 [0-112[0~
912[0-91)\.) {3} (2=

(?:2([0-4]1[0-9]15[0-

51) | [0-112[0-9]2[0-
91))\b

yyyy-MM-dd

HH mm

MM/dd/yyyy HH:mm:ss

° true: vrai, v
o false: faux, f
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Option

Advanced data
type (variable
field name)

Description

The field name depends on the selected base data type.

Base data type

Text

Geographical

Date

Time

Date and Time

Whole Number

Decimal Num-
ber

True/False

Field name

Regular expres-
sions

Regular expres-
sions

Date pattern

Time pattern

Date and Time pat-
tern

Numeric format

Numeric format

© True values
° False values

Description

List of regular expressions.

For more information about
regular expressions, see
regular-expressions.info.

List of regular expressions.

For more information about
regular expressions, see
regular-expressions.info.

List of date patterns using the
DateTimeFormatter format.
See the official Java doc-
umentation.

List of time patterns using the
DateTimeFormatter format.
See the official Java doc-
umentation.

List of date and time patterns
using the DateTimeFormatter
format. See the official Java
documentation.

Locale for the format of whole
numbers.

Locale for the format of decimal
numbers.

° List of values that are accep-
ted as True value.

o List of values that are accep-
ted as False value.
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Option Description
Base data type Field name Description
Array or N/A Not applicable for advanced
data type detection.

You cannot change the base data type.
5. Click Save.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to
Announcements.

Delete one or more advanced data types

This feature isn't available in the latest user interface (beta).

If you no longer use an advanced data type, you can delete it.

Prerequisites

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have a global role with the Advanced Data Type > Remove global permission.

» Ensure that your environment uses the classic user interface.

Steps

1. On the main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.
2. Inthe submenu, click Advanced Data Types.

3. Single advanced 3. In the row of the data type that you want to delete, click ¥ .
data type b. Inthe Delete advanced data type dialog box, click Delete advanced
data type.
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Multiple a. Select the check boxes in front of the advanced data types that you
advanced data want to delete.
types b. Click Delete.

Tip You can select all the visible assets at once by clicking the
check box next to the Name column header.

c. Inthe Delete (x) advanced data type(s) dialog box, click Delete (x)
advanced data type(s).

The data type attributes that contain the deleted advanced data type are reset to the base
data type that was used for the advanced data type.

Sort Catalog submenu pages

You can reorder the data on Catalog pages, such as Reports, Data Sets, Data Sources
and so on.

Steps

1. On the main toolbar, click #:, and then click 8 Catalog.

» The Catalog Home opens.
2. Click any of the items in the submenu, for example Data Sets.
3. Sortyourdata:
° In Table display mode, click any column header to sort the data based on that
column.
Click again to toggle between ascending and descending order.
° In Tile display mode:
i. Click the arrow before the Sort by drop-down list to sort ascending or des-
cending.
ii. Thenin the Sort by drop-down list, select the field on which you want to
sort.

33



Chapter 2

Registering a data source

By registering a data source, you connect a data source to Collibra and make metadata of
the data source available in Collibra. Based on that, you can create data sets that can then
be used for reporting and analysis.

Note If you are using a Collibra Data Intelligence Cloud environment with an on-
premises Jobserver, the Jobserver version must be compatible with the cloud
version. You can find the version of your Collibra Data Intelligence Cloud
environment at the bottom of the sign-in window, for example 2024.02.0.

About registering a data SOUrCe ... ... ... 34
Registering a data source via Jobserver ... ... . 44
Registering and synchronizing a data sourceviaEdge ... ... 78
Migrating schemas from Jobserverto Edge ... ... .. 115

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

About registering a data source

By registering a data source, you connect a data source to Collibra and make metadata of
the data source available in Collibra.

You can register a data source via Jobserver or via Edge.

.....
-----
-----
.....
-----
-----
-----
.....
ooooo
-----
-----
ooooo
-----
.....
-----
ooooo
.....
-----
-----
.....
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Differences between registering a data source
via Jobserver or via Edge

The following table shows the differences between registering a data source via Jobserver

or via Edge.

Part of process

Permissions

Registering a data
source

Register a data source via Jobserver

The required permissions to register a
data source via Jobserver or via Edge
are the same except for the following
permission:

You need a resource role with the
following resource permissions on the
Schema community:

¢ Asset>add

e Attribute > add

¢ Domain > add

¢ Attachment > add

When you register a data source via
Jobserver, you have to enter all
database connection properties in the
Register data source dialog box.

Register a data source via Edge

The required permissions to register a
data source via Edge or via Jobserver
are the same except for the following
permission:

You need a global role with the View
Edge connections and capabilities
global permission.

Before you register a data source via
Edge, you have to enable data source
registration via Edge. You also need a
JDBC connection to your data source
and Edge capabilities with a JDBC
Catalog JDBC ingestion capability
template.

When you register a data source in
Data Catalog, you can then select
which database you want to add to the
JDBC connection.
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Part of process

Refreshing or
synchronizing

Profiling options

Register a data source via Jobserver

After registering a data source, a
Schema asset is created. On the
Configuration tab page of the Schema
asset page, you can refresh a data
source.

At the end of the registration process,
you can select profiling options to
create data profilingdata profiling and
sample datasample data. The profiling
data is automatically created after the
refresh process.

¢ Data profiling creates a summary of
a data source that is registered with
Data Catalog and determines the
data type of columns in the data
source. The summary mainly
contains statistics and graphics to
give the user an idea what the
registered data is about.

¢ Sample data is a set of randomly
collected data from a data source.
The purpose of showing sample
data is to provide examples of the
data so you know what to expect
when you use the asset.

Register a data source via Edge

After registering a data source, a
Database asset is created. The
Database asset has a relation of the
type "Technology asset groups / is
grouped by Technology asset" to the
System asset that was selected when
registering the data source. On the
Configuration tab page of the
Database asset page, you can
synchronize one or many schemas.

To be able to profile the data, you have
to enable profiling and classification via
Edge. After you have registered the
data source, you can then select
profiling options to create profiling data
and data classes on a Database asset
page. The metadata is profiled and
classified automatically after
synchronizing a schema or manually.

Also to show sample data for a data
source, extra setup is needed.

Difference between registering a data source
and importing data

When you register a data source, Data Catalog reads and processes metadata of data
sources that are not governed in Collibra Data Intelligence Cloud. Collibra will create
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assets of the relevant types, such as Database, Table and Column.

Example You register a data source that contains your financial data in a SAP
HANA database. Afterwards, you can use the Collibra to manage the data, for
example manage access control through data sets and use traceability to see your
data lineage.

When you import data, you create or edit assets or complex relations, with their
characteristics, from a view. Collibra will create assets of the type specified in the imported
XLSX or CSV file.

Example Youimport an XLSX file containing the most common business terms of
your company. You can use Collibra to approve the terms and link them to more
technical assets.

Naming convention

When you register a data source, Collibra follows a strict naming convention for the names
of the new assets. Each asset has a display name and full name. You can freely edit the
display name. However, you should never edit the full name, because Data Catalog may
need it to refresh data sources. Editing the full name may cause unexpected results and
break the synchronization process.

Warning Editing the full name of the Database and Schema assets may lead to
errors during the refresh process.

For information on Edge naming conventions, go to naming conventions.

Quartz Cron syntax

Cron is a software utility that specifies commands to run on a given schedule. This
schedule is defined by a Cron pattern, which has a specific syntax that will be described in
this section.
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For example, you can refresh the schema of a data source or synchronize Tableau or
Amazon S3 metadata outside office hours to reduce the impact of these actions on the
performance of your environment.

Note By default, you use Spring Cron expressions to schedule Collibra Console
back-ups.

Warning If you create an invalid Cron pattern, Collibra Data Intelligence Cloud
stops responding.

The Cron pattern consists of six or seven space-separated fields:

<second> <minute> <hour> <day of the month> <month> <day of the

week> <year>

Position Field Mandatory  Allowed Allowed spe- Examples
values cial char-
acters
1 second Yes 0-59 ,-* e 10: at the 10th second.

e */10: every 10 seconds.

2 minute Yes 0-59 ,=x ¢ 30: at the 30th minute.
e */15: every 15 minutes.
e 5/10: every 10 minutes start-
ing at the 5th minute after the
hour

3 hour Yes 0-23 =5 e 10: at 10 o'clock.
e 8-10:at 8,9 and 10 AM.
e 6,18 at6 AM and at 6 PM.
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Position Field Mandatory  Allowed Allowed spe- Examples
values cial char-
acters

4 day of Yes 1-31 -T2 /LW 3: on the 3rd day of the month.
the 1-4: every first four days of the
month month.

1,15: the first day of the month

and the 15th day of the month.

L: on the last day of the month.

L-3: on the third-to-last day of

the month.

15W: on the nearest weekday

to the 15th of the month. If the

15th is a Saturday, then the
trigger will be on the 14th, if
the 15th is a Sunday, then the
trigger will be on the 16th.

Note If the 1st day of
the monthis a
Saturday, then TW
corresponds to the 3rd
day of the month, since
the month is specified
in the 5th value of the
Cron expression.

LW: on the last weekday of the
month.

5 month Yes 1-12or ,=x e 12:in December.
JAN-DEC e 1-3: every first three months of
the year.
e JUL,AUG: every July and
August.

Tip The names of the
months are not case-
sensitive.
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Position Field Mandatory  Allowed Allowed spe- Examples
values cial char-
acters

6 day of Yes 1-7 or -T2 L # TUE: every Tuesday.
the week SUN-SAT » 2-6. every weekday, Monday

to Friday.

* MON,WED,FRI. every
Monday, Wednesday and Fri-
day.

e L:on Saturday, the 7th day of
the week.

e 2L: atthe last Monday of the
month.

e 6#3: on the 3rd Friday of the
month.

Tip The names of the
days are not case-
sensitive.

7 year No empty, - e <empty>: if your schedule
1970- doesn't require a year, you
2099 can leave this value empty.
e 20217:in 2021.
e 2021-2025: in the years 2021,
2022, 2023, 2024 and 2025.
o 2021,2022,2025: in the years
2021, 2022 and 2025.

Special characters

Character Description

*

Used to select all values within a field.

Example * inthe minute field corresponds with every minute.
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Character

?

Description

Used to specify something in one of the two fields in which the character is
allowed, but not the other, mainly used for days of the week.

Example If you want your trigger to fire on a particular day of the month,
for example the 10th, but don't care what day of the week that happens to
be, you could put "10" in the day-of-month field, and "?" in the day of the
week field.

Used to specify ranges.

Example 10-12 inthe hour field means “the hours 10, 11 and 12”.

Used to specify additional values.

Example MON, WED, FRT in the day-of-week field means “the days
Monday, Wednesday, and Friday”.

Used to specify increments.

Example 0/15 inthe seconds field means “the seconds 0, 15, 30, and
45”. And 5/15 in the seconds field means “the seconds 5, 20, 35, and
50".

You can also leave out the number before /, which is equivalent to having
0 before /.

1/ 3 in the day-of-month field means “fire every 3 days starting on the
first day of the month”.
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Character

L

Description

Has different meaning in each of the two fields in which it is allowed.

The value L in the day-of-month field means “the last day of the month” - day 31

for January, day 28 for February on non-leap years. You can also specify an
offset from the last day of the month, such as “L-3” which would mean the third-
to-last day of the calendar month.

If you use L in the day-of-week field by itself, it means “7” or “SAT”. But if used

in the day-of-week field after another value, it means “the last xxx day of the
month” - for example “6L” means “the last Friday of the month”.

When using the L option, it is important not to specify lists, or ranges of values,
because you may get unexpected results.

Used to specify the weekday (Monday-Friday) nearest the given day.

Example 15W in the value for the day-of-month field, means the nearest
weekday to the 15th of the month:

¢ Ifthe 15th is a Saturday, the trigger will fire on Friday the 14th.
¢ Ifthe 15th is a Sunday, the trigger will fire on Monday the 16th.
¢ Ifthe 15th is a Tuesday, then it will fire on Tuesday the 15th.

However if you specify 1W as the value for day-of-month, and the 1stis a

Saturday, the trigger will fire on Monday the 3rd, as it will not ‘jump’ over the
boundary of a month’s days. The ‘W’ character can only be specified when the
value in the day-of-month field specifies a single day, not a range or list of days.

Tip The'L'and 'W' characters can also be combined in the day-of-month
field to yield 'LW', which translates to *"last weekday of the month"*.

Used to specify “the nth” XXX day of the month.

Example 6#3 in the day-of-week field means “the third Friday of the
month” (day 6 = Friday and “#3” = the 3rd one in the month).

Other examples: 2#1 is the first Monday of the month and 4 #5 is the fifth
Wednesday of the month. Note that if you specify #5 and there is not 5 of
the given day-of-week in the month, then no firing will occur that month.
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Example

e 0 0 * 2 * x *=thetop of every hour of every day.

e */10 * * x x 7 =egverytenseconds.

e 0 0 8-10 * * 2 2020=28,9and 10 o'clock of every day during the year
2020.
006,19 2 * *=6:00 AM and 7:00 PM every day.
0 0/30 8-10 2 * *=8:00,8:30,9:00, 9:30, 10:00 and 10:30 every day.
0 0 9-17 * * MON-FRI = on the hour nine-to-five weekdays.
0 0 0 25 12 2 =-every Christmas Day at midnight, no matter what day of
the week it is.
0 15 10 ? * 6L 2022-2025 =10:15 AM on every Friday of every month
during the years 2022, 2023, 2024 and 2025.
0 30 11 ? * 642 =11:30 AM on the second Friday of every month.

Warning Quartz Cron only supports a value in either the 4th or the 6th position, but
not in both. At the same time, both positions cannot be empty.

Foreign key ingestion

A foreign key, in relational databases, is a field in one table that refers to the primary key of
another table. A primary key is a column or combination of columns, to uniquely identify
table records.

» The table with the primary key is referred to as the referenced table or parent table.
» The table with the foreign key is referred to as the child table.

Ingesting foreign keys

In Data Catalog, a foreign key is ingested as an asset of the Foreign key type. See Foreign
Key asset page.

The Foreign key asset creates relations between columns of different tables. It consists of
foreign key mappings between the parent and child table.

In the following example, you see an overview of the tables, columns and a foreign key:
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» food: Schema that consists of two tables:
o food_types: Table with the columns food_name, food_code
and food_type.
o fastfood: Table with the columns main_food_code, company_
name and main_food_type.
« fastfood_fk: Foreign key asset consists of one or more foreign key
mappings.
° mapping 1 (marked with blue arrows):
®  Constrains the column main_food_code from the child
table.
® References the column food_code from the parent table.
° mapping 2:
B Constrains the column main_food_type from the child table.
B References the column food_type from the parent table.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Registering a data source via Jobserver

By registering a data source via Jobserver, you connect a data source to Collibra. With
this, you can make metadata of the data source available in Collibra.

During the data source registration process, you create a Schema asset. Via this asset,
you can refresh the metadata of the data source.

Tip You can also register a data source via Edge.

Data source ingestion steps

The following table shows the steps required for data source ingestion.
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Step What? Description

1 Register a data source = Registering a data source creates a connection between your data
source and Collibra. It makes metadata of the data source
available in Collibra.

Note You can register a data source using a Collibra-
provided driver or your own driver.

2 Ingestion After registering a data source, Collibra creates a Physical Data
Dictionary domain and new assets of the type Schema, Table and
Column, corresponding to the data in your data source.

Note Once you used a connection to successfully register
a data source via Jobserver, you cannot change the
connection properties. See Error when managing
connection properties of a driver for Jobserver.

3 Refresh a data source = Refreshing the schema of a registered data source updates the
metadata of the data source in Collibra. You typically do this when
the data in a registered data source has been updated.

Tip You can do this manually or automatically at fixed
intervals.

Profiling data options

When you register your data source, you can choose profiling options for the registered
data.

Option Description
Store Data Profile = Option to perform data profiling on the registered data.

Detect advanced @ Option to detect advanced data types in the data source.
data types

Store Sample Option to extract sample data from the registered data.
Data
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Option Description

Tables excluded Database tables that will not be ingested.
from registration

Note

« If required, you can exclude multiple tables. To do this, press Enter
after typing a value and then type the next.

» You can use an asterisk (*) as wildcard to select multiple tables. For
example, if you want to exclude the tables that all start with act_, you
can enter act_*.

e The table names are case sensitive.

e You can add or remove tables from this list by refreshing the schema.

e The Table assets that are created after ingestion have an attribute
type called Table Type that defines the type of table that is declared in
the data source. For example, TABLE, VIEW,...

After registering a data source

When the registration is complete:

A message at the top right tells you that data source registration is complete. A
domain and Schema asset are immediately created and an ingestion job is started.
You can immediately add the registered data source to a data set by clicking the cor-
responding link in the confirmation message.

The ingestion job creates assets that represent the metadata of the data source.

Note Table assets that are created after ingestion have an attribute type
called Table Type that defines the type of table that is declared in the data
source. For example, TABLE, VIEW,...

A workflow to assign a technical steward to the new domain is started. This is a
simple packaged workflow that you can edit to fit your organization's needs. When
you have assigned a technical steward, that technical steward has to set the security
classification and indicate whether the data elements contain personally identifiable
information (PII).

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
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using GovCloud or on-prem environments.
For information about using Catalog connectors on Edge, go to Overview of Catalog
connectors.

Register a data source using a Collibra-certified
driver

You can register a database as a data source using one of the JDBC drivers provided by
Collibra Marketplace.

Note

* For an overview of the connection details of the various databases, see the
JDBC connection details of Collibra-provided drivers.

e You can also do this with your own JDBC drivers.

» This operation should only be executed by your database administrator.

e The Collibra-provided drivers have been tested with Collibra Data
Governance Center version 5.7.5. In older versions, you might encounter
unexpected behavior.

Prerequisites

You have a global role with the Catalog global permission, for example, Catalog
Author.
You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.
If you are using a Collibra Data Intelligence Cloud environment with an on-premises
Jobserver, both must have the same installer version. You can find the installer ver-
sion of your Collibra Data Intelligence Cloud environment at the bottom of the sign-in
window of its Collibra Console, for example 5.9.1-0
You have a resource role with the following resource permissions on the Schema
community:

o Asset > add

° Attribute > add

° Domain > add

o Attachment > add
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Steps

1. On the main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.
2. On the main toolbar, click +.

» The Create dialog box appears.

3. Inthe Create dialog box, click Register data source (use a Collibra provided

driver).
4. Inthe Register data source dialog box, enter the required information.

Field Description

Schema Name This name is used in Collibra as schema asset and must therefore be

unique.

Schema Descrip-  The description of the schema. This is used as description of the schema

tion asset.
Owner The owner of the registered data in Collibra.
5. Click Next.

6. If required, add and configure the driver of your preference:
a. Inthe JDBC driver version field, click manage drivers....

Note By default, you see the name of the driver that was used last.

Register data source x

JDBC driver version

515

Connection details

——> manage drivers...
Host * Database *

Login information Store credentials

Schedule data refresh

Cron pattern Time zone

Sec Min Hours Dav-of-month Month Dav-of-week

<Back

b. Do one of the following:
® Click Add JDBC Driver if you want to create a new JDBC driver.
m Click # if you want to edit an existing JDBC driver.
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c. Enterthe required information.

Field

JDBC Driver
Version Name

Description

The name of the JDBC driver.

Tip As a best practice, we recommend you use a strict
naming convention which includes the data source and a
version number. For example: Google BigQuery 1.5 or MySQL
5.9.

4. Upload Button to upload the relevant files for the data source.
Driver files This table contains a list of uploaded files.
You can remove a driver file by clicking v,
d. Click Next.
e. Configure the JDBC connection.
Field Description
Connection The JDBC connection string.
Warning Some connection properties can be added to the
URL as name-value pairs separated by semicolons. We
recommend you not to use this mechanism unless we specify
differently in our documentation. Keep in mind that most
properties in the URL are ignored. Instead, we recommend
you to specify all connection properties in the below section of
this dialog box.
Driver Class The driver class name of the connection.
Name
Connection This section contains the connection properties.
properties

f. Click Create.
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Enter the database connection properties.

Field

JDBC driver ver-

sion
Connect via

<Connection
properties sec-
tion>

Login Inform-
ation

Store
Credentials

Username

Password

Schedule Data
Refresh

Cron
Expression

Time Zone

. Click Next.

Description

The JDBC driver to connect to your database.

The jobserver used for ingesting.

This section contains the connection properties.

This section contains the login information.

Select this option to store the credentials to access the database. With a
schema refresh, you can clear this option again.

Username to access the database.

Note This field is ignored if your data source uses any other means
of authentication, such as Cyberark, Kerberos, NTLM or any
certificate-based authentication method.

Corresponding password to access the database.

Note This field is ignored if your data source uses any other means
of authentication, such as Cyberark, Kerberos, NTLM or any
certificate-based authentication method.

Enable or disable a schedule to automatically refresh the data registration.

Schedule of the data refresh as a Cron pattern.

If you create an invalid Cron pattern, Collibra Data Intelligence Cloud stops
responding.

The time zone of the database.
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9. Select the data profiling options.

Field Description
Store Data Option to perform data profiling on the registered data.
Profile

Detect advanced = Option to detect advanced data types in the data source.
data types

Store Sample Option to extract sample data from the registered data.
Data

Tables excluded = Database tables that will not be ingested.
from registration

Note
° If required, you can exclude multiple tables. To do this, press

Enter after typing a value and then type the next.
o You can use an asterisk (*) as wildcard to select multiple tables.

For example, if you want to exclude the tables that all start with
act_, you can enter act_*.

° The table names are case sensitive.

° You can add or remove tables from this list by refreshing the

schema.
° The Table assets that are created after ingestion have an

attribute type called Table Type that defines the type of table
that is declared in the data source. For example, TABLE,
VIEW,...

10. Click Create.

What's next?

The data source is registered and the data is automatically ingested. The ingestion of data
is executed in a job. You can see this job in the list of activities.
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Tip

If the database contains foreign keys, they will be registered as new assets of
the Foreign Key asset type. Assets of this type contain the complex relation,
which is the link between all column assets that are part of the foreign key
definition.

However, the complex relation is not created if a column is part of a table that
is added to the list of Tables excluded from registration.

If you exclude a table during the schema refresh, the corresponding table,
column assets and foreign key mapping will be deleted.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information about using Catalog connectors on Edge, go to Overview of Catalog
connectors.

Register a data source using your own driver

You can register a database as a data source using one of your own drivers.

Note

For an overview of the connection details of the various databases, see the
JDBC connection details of Collibra-provided drivers.

You can also do this with a Collibra-provided JDBC driver.

This operation should only be executed by your database administrator.
The Collibra-provided drivers have been tested with Collibra Data
Governance Center version 5.7.5. In older versions, you might encounter
unexpected behavior.

Prerequisites

» You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.
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« If you are using a Collibra Data Intelligence Cloud environment with an on-premises

Jobserver, both must have the same installer version. You can find the installer ver-
sion of your Collibra Data Intelligence Cloud environment at the bottom of the sign-in
window of its Collibra Console, for example 5.9.1-0

» You have a resource role with the following resource permissions on the Schema

community:
o Asset>add
o Attribute > add
° Domain > add
o Attachment > add

Steps

1.

6.

On the main toolbar, click i, and then click © Catalog.

» The Catalog Home opens.
On the main toolbar, click +.

» The Create dialog box appears.

In the Create dialog box, click Register data source (use your own driver).

In the Register data source dialog box, click GenericAmazon RedShiftCloudera
HiveHortonworks HiveHP VerticalBM DB2Mapr HiveSQL
ServerMySQLOraclepostgreSQLTeradata.

In the Register data source dialog box, enter the required information.

Field Description

Schema Name This name is used in Collibra as schema asset and must therefore be
unique.

Schema Descrip-  The description of the schema. This is used as description of the schema
tion asset.

Owner The owner of the registered data in Collibra.

Click Next.
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7. Ifrequired, add and configure the driver of your preference:
a. Inthe JDBC driver version field, click manage drivers....

Note By default, you see the name of the driver that was used last.

Register data source X

JDBC driver version

515

Connection details

——> manage drivers...

Host * Database *

Login information Store credentials

Username* Password

Schedule data refresh

Cron pattern Time zone

Sec Min Hotirs Dav-of-month Month Dav-of-week

<Back

b. Do one of the following:
® Click Add JDBC Driver if you want to create a new JDBC driver.
m Click # if you want to edit an existing JDBC driver.

c. Enterthe required information.

Field Description

JDBC Driver The name of the JDBC driver.
Version Name

Tip As a best practice, we recommend you use a strict
naming convention which includes the data source and a

5.9.
4. Upload Button to upload the relevant files for the data source.
Driver files This table contains a list of uploaded files.

You can remove a driver file by clicking ¥ .

version number. For example: Google BigQuery 1.5 or MySQL

d. Click Next.

54



Chapter 2

e. Configure the JDBC connection.

Field
Connection

Driver Class
Name

Connection
properties

Description
The JDBC connection string.

The driver class name of the connection.

This section contains the connection properties.

f. Click Create.
8. Enter the database connection properties.

Field

JDBC driver ver-
sion

Connect via

<Connection
properties sec-
tion>

Login Inform-
ation

Store
Credentials

Username

Description

The JDBC driver to connect to your database.

The jobserver used for ingesting.

This section contains the connection properties.

This section contains the login information.

Select this option to store the credentials to access the database. With a
schema refresh, you can clear this option again.

Username to access the database.

Note This field is ignored if your data source uses any other means
of authentication, such as Cyberark, Kerberos, NTLM or any
certificate-based authentication method.
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Field

Password

Schedule Data
Refresh

Cron
Expression

Time Zone

9. Click Next.

Description

Corresponding password to access the database.

Note This field is ignored if your data source uses any other means
of authentication, such as Cyberark, Kerberos, NTLM or any
certificate-based authentication method.

Enable or disable a schedule to automatically refresh the data registration.

Schedule of the data refresh as a Cron pattern.

If you create an invalid Cron pattern, Collibra Data Intelligence Cloud stops
responding.

The time zone of the database.

10. Select the data profiling options.

Field

Store Data
Profile

Description

Option to perform data profiling on the registered data.

Detect advanced = Option to detect advanced data types in the data source.

data types

Store Sample
Data

Option to extract sample data from the registered data.
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Field Description

Tables excluded = Database tables that will not be ingested.
from registration
Note
° If required, you can exclude multiple tables. To do this, press

Enter after typing a value and then type the next.

o You can use an asterisk (*) as wildcard to select multiple tables.
For example, if you want to exclude the tables that all start with
act_, you can enter act_*.

° The table names are case sensitive.

° You can add or remove tables from this list by refreshing the
schema.

° The Table assets that are created after ingestion have an
attribute type called Table Type that defines the type of table
that is declared in the data source. For example, TABLE,
VIEW,...

11. Click Create.

What's next?

The data source is registered and the data is automatically ingested. The ingestion of data
is executed in a job. You can see this job in the list of activities.

Tip

« If the database contains foreign keys, they will be registered as new assets of
the Foreign Key asset type. Assets of this type contain the complex relation,
which is the link between all column assets that are part of the foreign key
definition.
However, the complex relation is not created if a column is part of a table that
is added to the list of Tables excluded from registration.

« If you exclude a table during the schema refresh, the corresponding table,
column assets and foreign key mapping will be deleted.

JDBC connection details of your own drivers

In this section, you will see the connection details needed to register a data source or
manage your own JDBC driver.
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Note About the Connection properties table:

¢ The Label column is the value that will appear in the connection details dialog

box of the Data Source Registration wizard.

» The Property column contains the parameters in which the user input will be

saved.

Amazon Redshift

Label Property
Hostname host

Port port
Database database
Schema schema

Cloudera Hive

Label Property

URL host
(hostname:port)

Principal principal

Schema schema

Hortonworks Hive

Label Property

URL host
(hostname:port)

Schema schema

Mandatory
Yes
Yes
Yes

Yes

Mandatory

Yes

Yes

Yes

Mandatory

Yes

Yes
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HP Vertica

Hostname host Yes

Port port Yes

Database database Yes

Schema schema Yes
IBM DB2

Hostname host Yes

Port port Yes

Database database Yes

Schema schema Yes
MapR Hive

URL host Yes
(hostname:port)
Schema schema Yes
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Microsoft SQL Server

Hostname host Yes
Port port Yes
Database databaseName Yes
Schema schema Yes
MySQL
Hostname host Yes
Port port Yes
Database database Yes
Oracle DB

Hostname host Yes
Port port Yes
SID sid Yes
Schema schema Yes
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PostgreSQL

Label
Hostname
Port
Database

Schema

Teradata

Label
Hostname
Port
Database

Schema

Property
host
port
database

schema

Property
host
port
database

schema

Mandatory
Yes
Yes
Yes

Yes

Mandatory
Yes
Yes
Yes

Yes

Authentication methods

Certain authentication methods require additional connection properties.

NTLM

If you want to use NTLM authentication, you also need the following connection properties.

Label

Security

Authentication scheme

Property Mandatory
integratedSecurity must be value True. Yes
authenticationScheme must be value NTLM. Yes
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Kerberos

If you want to use Kerberos authentication, you also need the following connection

properties.
Label Property
Principal principal

Kerberos realm realm

Login context loginContextName
name

You can find the value for this property in the jaas.conf file.

Jaas file name com.collibra.jobserver.dto.catalog.JdbcConnection.jaasConfig

Kerberos com.collibra.jobserver.dto.catalog.JdbcConnection.krbConfig

configuration file

Cyberark

If you want to use CyberArk authentication, you need the following connection properties.
If you use one of the CyberArk connection properties, Data Catalog automatically uses

CyberArk authentication.

Label

Keystore file

Keystore password
Default truststore
CyberArk address
CyberArk application ID

CyberArk query

Property
keystoreFile
keystorePass
defaultTruststore
cyberarkAddress
cyberarkAppld

cyberarkQuery

Mandatory

Yes

Yes

Yes

Yes

Yes

Mandatory

Yes

Yes

No

Yes

Yes

Yes
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Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Authentication

If you register a database as data source or manage a JDBC driver, you can use various
authentication methods to access your data source.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

CyberArk authentication

CyberArk is middleware to manage authentication and is used to provide access to
various data sources. You can use CyberArk to let Data Catalog access and ingest data
sources with username and password authentication.

Note You can only authenticate to data sources using username and password
authentication.

Setting up CyberArk authentication

You set up CyberArk authentication when you register your data source or manage your
JDBC driver. When you register your data source or manage your JDBC driver, you only
provide the username, the password you need to authenticate to the data source is stored
in CyberArk and is retrieved by the Jobserver. When you ingest a data source using
CyberArk authentication, the Jobserver uses certificate-based mutual authentication to
authenticate to CyberArk.
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Note The connection to CyberArk is only supported over HTTPS.

To authenticate via CyberArk, you have to enable CCP WebService in CyberArk and keep
the default name AIMWebService unchanged. You also have to provide your own
CyberArk certificates via a JKS keystore that you upload to Collibra when you register your
data source or manage your JDBC driver. The JKS keystore contains the CyberArk client
certificates, the private key and, if required, a server certificate.

Authentication workflow

>
JobServer o CyberArk
) e
Data source

Step Action
1 The Jobserver requests credentials from CyberArk through a certificate-based mutual

authentication.
2 CyberArk provides the Jobserver with a username and password.
3 The Jobserver uses these credentials to authenticate to a data source.
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Configuration

If you want to use CyberArk authentication, you need the following connection properties.
If you use one of the CyberArk connection properties, Data Catalog automatically uses
CyberArk authentication.

Label Property Description Mandatory

Keystore file keystoreFile The name of the keystore file. The keystore = Yes
must contain the client key and client
certificate or certificate chain.

IfdefaultTruststoreissetto false,
the keystore has to contain the trusted CA
certificate needed to validate the server
certificate offered by CyberArk.

The value must have the following format:
file://<keystore-file

name. jks>.

Example file://cyberark-
keystore.jks

Keystore keystorePass The password required to open the Yes
password keystore.

Default truststore | defaultTruststore The indication of the default truststore. The No
default value is setto False.

e False: The certificate is validated

through the keystoreFile property.

o True: The certificate is validated
through the default truststore from the
Java JRE. This is recommended when
CyberArk is set up to offer a server cer-
tificate that can be validated by a public
CA (certification authority).
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Label Property Description Mandatory
CyberArk cyberarkAddress | The host and port number through which the | Yes
address CyberArk server is accessible. The format of

the address is hostname :port.

Example
my.cyberark.com:5502
CyberArk cyberarkAppld The application ID as defined in CyberArk. Yes
lication ID

application This ID should be provided by your network

or system administrator.
CyberArk query cyberarkQuery The CyberArk query. Yes

This query should be provided by your
network or system administrator.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

NTLM authentication

NTLM is an authentication protocol used on networks that include systems running the
Windows operating system and on stand-alone systems. It uses a challenge-response
authentication to connect to the Microsoft SQL Server data source. For more information,
see the Microsoft NTLM user guide.

If you have a Microsoft SQL Server data source that uses NTLM authentication, you have
to set up specific connection properties when you register the data source or manage the
JDBC driver.
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Authentication workflow

When you ingest a Microsoft SQL Server data source using NTLM authentication, the
Jobserver connects to the server to request access. The server then sends a challenge for
the Jobserver to encrypt and send back. The domain controller validates that response
and gives the Jobserver access to the data source.

(1 ,
o E
Jobserver e server
>
o o
Domain
controller
Active
directory
Step Action
1 The Jobserver requests access to the Microsoft SQL Server data source.
2 The server sends a challenge message to the Jobserver to identify the Jobserver.
3 The Jobserver sends a response back to the server.
4 The server sends the challenge and response message to the domain controller.
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Step Action

5 The active directory on the domain controller validates the challenge and response
message and sends the result to the server.

6 The server gives the Jobserver permission to access the data source.

Configuration

If you want to use NTLM authentication, you also need the following connection properties.

Label Property Description Mandatory
Security integratedSecurity must be The security that enables the Yes

value True. authentication
Authentication authenticationScheme must be = The used authentication Yes
scheme value NTLM. scheme, which is NTLM.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Kerberos authentication

You can use Kerberos authentication for registering a Hive data source, for example
Cloudera Hive, Hortonworks Hive or MapR Hive.

Authentication type

We only support Kerberos username and password authentication, not keytab. Ensure
that you configure this in the jaas.conf file by setting the useKeyTab option to false.

In the following jaas.conf example, Client is the value of the loginContextName field when
you configure the Kerberos connection configuration.
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Example

Client {

com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=false

useTicketCache=true;

b

If there are multiple entries in this configuration file, ask the database administrator or
network administrator which one to use. For more information about the Jaas login
configuration file, see the Java documentation.

Example krb5.conf

The following is an example configuration file of Kerberos.

[libdefaults]
renew lifetime = 7d
forwardable = true

default realm = MY.REALM

ticket lifetime = 24h

dns lookup realm = false

dns lookup kdc = false

default ccache name = /tmp/krbScc %{uid}

[logging]
default = FILE:/var/log/krb5kdc.log
admin server = FILE:/var/log/kadmind.log
kdc = FILE:/var/log/krb5kdc.log

[realms]
MY .REALM = {
kdc = <kdc.my.realm>
admin server = <kadmin.my.realm>

}

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.
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or information on registering a data source via Edge, go to Registering and
ynchronizing a data source via Edge.

Enable debug for Kerberos authentication issues

If an error occurs during the Kerberos authentication, you can enable debugging to track
the root cause of the error.

To enable debugging for the Kerberos authentication:

1. On the server that hosts the Jobserver service, open the file context_jvm.conf in
<drive>/collibra/spark-jobserver/conf for editing.
2. Isthe following parameter present in the file: -Dsun.security.krb5.debug
° Yes: Setits value to true.
° No: Add the following line to the file: -Dsun.security.krb5.debug=true
3. Save and close the file.
4. Restart the Jobserver service.

The default log file in which to look for Kerberos authentication issues is <drive>/collibra_

data/logs/context_<context-name>/spark-job-server.log.

In general, you list the context_<context-name> directories and pick the most recent one.

Tip After resolving the authentication issues, set the parameter to false.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Cancel a data ingestion job

If you are the one that started the data ingestion job, you can cancel it while the data
ingestion job is still running.

70


to_dgc-services.htm
ref_announcements.htm#End

Chapter 2

Prerequisites

* You have registered a data source.

Steps

1. On the main toolbar, click <, then Show more.

» Your profile page opens on the Activities tab page.
2. Click @ next to the ingestion job to cancel it.

Note When the job is finished, the @ icon changes into a ¥ icon. You can't
cancel the ingestion job anymore.

» The data ingestion job is canceled.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

About refreshing a schema

Refreshing a schema is the process of updating the metadata of a registered data source
in Collibra Data Intelligence Cloud.

You can refresh a schema manually or automatically at fixed intervals. This is particularly
useful if the content of the data source changes regularly.

In this section, you can find the relevant actions to successfully refresh a schema.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.
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Refresh the schema of a registered data source

You can refresh a schema of registered data to update the data and the profiling. It can
also be useful to do this to change data types to force the profiling to use the correct type.

Tip You can also refresh the schema automatically via a schedule.

Prerequisites

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have set up the JDBC driver of your source data, for example MySQL.

* You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.

« If you are using a Collibra Data Intelligence Cloud environment with an on-premises
Jobserver, both must have the same installer version. You can find the installer ver-
sion of your Collibra Data Intelligence Cloud environment at the bottom of the sign-in
window of its Collibra Console, for example 5.9.1-0

* You have a resource role with the following resource permissions on the Schema
community:

° Asset > add

o Attribute > add

° Domain > add

o Attachment > add

* You have the permissions to retrieve the metadata of the following database com-
ponents through the JDBC Driver Database Metadata methods:

o Schemas

Tables

Columns

Primary keys

Foreign keys

[¢]

[e]

[e]

[}
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Note
» Forthe list of supported databases and versions, see Databases supported

versions.
e Forthe JDBC connection details of the various databases, see JDBC

connection details.

Steps

1. Open the Schema asset.
a. Onthe main toolbar, click i, and then click 8 Catalog.
» The Catalog Home opens.
b. Inthe submenu, click Data Dictionary and select the All Schemas view.
c. Click the schema that you want to refresh.

Tip You can also use the Collibra Data Intelligence Cloud search function to
look up your schema.

2. Inthe view bar, to the right, click Actions — Refresh.
» The Refresh Schema dialog box appears.

Tip If Catalog experience is disabled, the More menu is shown instead of
Actions.

3. Enter the required information.
This dialog box varies with the data source:
o Relational database

Note
® |f you exclude a table during the schema refresh, you will delete

the corresponding table, column assets and the foreign key

mapping (complex relation).
® |f you clear the Store credentials option, the credentials are no

longer stored.

o CSVfile
o Excelfile
This step may take some time.
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4. Click Save & Refresh.
» The refresh of the schema starts, you can follow the refresh job in the list of activ-
ities.

What's next?

» The representation of the schema is updated: Data Catalog creates, edits and
deletes assets as needed.
° This can lead to refresh conflicts. See Resolve schema refresh conflicts via
Jobserver.
o If you had deleted assets manually, Data Catalog usually doesn’t create them
again if you refresh the schema. However, if the assets are required to rep-
resent the schema structure, Data Catalog can create them again.

Example

You ingested a schema that contains a table and three columns. In Data
Catalog, this is represented by a Schema asset, a Table asset and three
Column assets.

Additionally, the following relations are created between the relevant
assets:

® Schema contains/is part of Table
® Table contains/is part of Column

In the actual data source, the columns are physically inside the table.
However, in Data Catalog, they are separate assets linked by relations.
As a consequence, you can delete the Table asset without deleting the
Column assets. If you did that, Data Catalog creates the Table asset
again if you refresh the schema, because the Table asset is needed for
the relations to the Column assets.

« If the data source has new values and you selected the checkboxes to store sample
data and data profile information, new sample data is generated and all profiling
information is updated.

If you did not select the Store Sample Data checkbox, any previously gathered
sample data is removed. If you did not select the Store Data Profile checkbox, any
previously gathered data profiling information is removed.
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» Data types or categorical attributes that you changed manually are not updated
when you refresh the schema.

Note If you change the data type back to the original value assigned by the
profiler, Data Catalog can update it if you refresh the schema.

« If you use this schema of the data source for Tableau stitching, you have to restitch
after each schema refresh to make sure that all relations are up to date.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Schedule a schema refresh

You can refresh a schema manually, but you can also create a schedule to refresh a
schema on a regular basis.

You can only create a refresh schedule for schemas of databases that are registered as a
data source, not from CSV or Excel files.

Tip You can schedule the refresh during the data source registration process or
afterwards via the Schema asset.

Note
» To enable a scheduled schema refresh, you have to save the credentials in
the configuration of a data source registration.
» The refresh schedule uses Quartz Cron expressions.
« If you use the schema for Tableau stitching, you have to restitch after each
schema refresh to make sure that all relations are up-to-date.
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Prerequisites

* You have registered a data source.
» You have a global role with the Catalog global permission, for example, Catalog
Author.

» You have a role with the following resource permissions on the Schema community:

o Asset: add

o Attribute: add

° Domain: add

o Attachment: add

Note These permissions are always necessary when registering a data
source.

Schedule the refresh during the data source registration process
You can create the refresh schedule when you register a data source.

Example

When you register a Snowflake data source in Collibra Data Intelligence Cloud, you
can create a refresh schedule by selecting Schedule data refresh. You can then
enter the CRON pattern 0 0 127*WED to refresh every Wednesday at 12:00:00 PM.

Register data source (use a Collibra provided driver) x

Accoun t name * Database * Schema *

[ M ACcOUNTNAME | [mv DAmaBase | [mv scHema |

Warehouse
MY_WAREHOUSE
Login information Store credentials
Username* Password
MY_USERNAME ‘ ‘ sasecesenancs
B schedule data refresh
Cron pattern® @ Time zone*
00 1274WED | [Gmreoron) -

< Back
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Schedule the refresh via the Schema asset

You can create the refresh schedule when you refresh the schema of a registered data
source via the Schema asset.

1. Open the Schema asset.
a. On the main toolbar, click i, and then click © Catalog.
» The Catalog Home opens.
b. Inthe submenu, click Data Dictionary and select the All Schemas view.
c. Click the schema that you want to refresh.

Tip You can also use the Collibra Data Intelligence Cloud search function to
look up your schema.

2. Inthe view bar, to the right, click Actions — Refresh.
» The Refresh Schema dialog box appears.

Tip If Catalog experience is disabled, the More menu is shown instead of
Actions.

3. Inthe Login information section, select Store credentials and enter the username
and password you use to access your data source.
» Your credentials are used to automatically connect to your data source and
refresh the metadata in Collibra Data Intelligence Cloud.

4. Select Schedule data refresh.

5. Enter the required information.

Option Description

Cron pattern Schedule of the data refresh as a Quartz Cron pattern.

Warning If you create an invalid Cron pattern, Collibra Data
Intelligence Cloud stops responding.

Time Zone The time zone of the database.

6. Click Save.
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Registering and synchronizing a data source
via Edge

Registering a data source via Edge makes metadata from the data source available in
Collibra Data Intelligence Cloud. The data flow is as follows:

|
| AP

Collibra Cloud | Customer network

Data sources

Metadata
DIiC y

Data Intelligence Collibra
Cloud (DIC) Edge

database

Before you begin

» Ensure the following settings are enabled:
o Database registration via Edgeto allow registering a data source via Edge.
o Database profiling via Edge to allow profiling and classification via Edge.
° Catalog experience to have access to the Configuration tab page in the Data-
base asset.

¢ You have created and installed an Edge site.

* You have created a JDBC connection for your data source and have added the cap-
abilities: Catalog JDBC ingestion capability and JDBC Profiling capability, if you also
want to profile and classify the data source.

If no JDBC connections and capabilities are configured, the following message
appears in the Register content page: "No data available" and you cannot continue
registering the data source.

Example: Watch a video about creating a connection and adding the capabilities for
postgresql in the classic user interface of Collibra.
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Step

S

The following table shows the steps required for registering a data source via Edge.

Step

1

What?

Register a data source

Description

Creates the structure for the
metadata in Collibra.

Results

¢ A Physical Data Dic-
tionary domain con-
taining a Database
asset is created.

¢ Alist of available
schemas is created on
the Configuration tab
page of the Database
asset.
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Step What? Description Results
2 Configure the Allows you to define The information on the
synchronization of your data | synchronization rules to Configuration tab page of
source indicate what you want to the Database asset is
register. You can: completed.
¢ Include and exclude tables
of the schema.
» Specify the target domain in
which to create assets.
e Exclude database views.
¢ Include source tags.
3 ¢ Synchronize one or Makes the metadata available =~ Schema, Table, Column
more schemas manually | in Collibra. and Foreign Keys assets
¢ Add a synchronization are created in the specified
schedule to synchronize domain, and registration
automatically data becomes available.
4 If needed, profile and clas- | Data profiling creates a The Table and Column

sify the synchronized data. =~ summary of a data source that = assets contain profiling
is registered with Data Catalog | information and the
and determines the data type of Columns are classified.
columns in the data source.
The summary mainly contains
statistics and graphics to give
the user an idea what the
registered data is about.

Classification analyzes and
predicts the content of
registered data sources based
on a subset of the data itself,
helping you to easily gain
insights on what kinds of data
you have and where it resides.

After registering a data source via Edge

When the registration is complete:



Chapter 2

* A message at the top right tells you that the database registration is complete. A
domain and a Database asset are immediately created.

» A workflow to assign a technical steward to the new domain is started. This is a
simple out-of-the-box workflow that you can edit to fit your organization's needs.
When you have assigned a technical steward, that technical steward has to set the
security classification and indicate whether the data elements contain personally
identifiable information (PII).

« If you registered a database without schemas, a new Schema asset is automatically
created with the same name as the database or with a name as defined in the Edge
capability.

* You can synchronize schemas in the database, including all tables, columns, views
and foreign keys. Collibra creates assets in the selected target domains.

° The synchronization jobs of all schemas run in parallel.
o Collibra creates reports:
® during the synchronization, to show the progress of the synchronization
job.
® after synchronizing, to show the synchronization logs for each syn-
chronized schema.
o The created assets receive a unique full name (fully qualifying name) based on
naming conventions.
You can view the full name of an asset by editing the asset.

Warning Do not edit the full name of assets needed to synchronize or
refresh data sources. This may cause unexpected results and break the
synchronization or refresh process.

o Forinformation on how changes in a data source are handled (soft delete), see
About synchronizing schemas. If you rename a database in the data source,
the Edge synchronization process will consider it a new database. We don’t
detect the renaming of a database at this moment.

° Ifyou included the source tags, the tags defined on the assets in the data
source are registered and available from the Schema, Table, Database View,
and Column assets in the Source Tags attribute.

Note Currently, you can synchronize source tags only from Snowflake.
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Additional information

If you want to learn more and watch a recording, check out the Data source registration via

Edge training on Collibra University.

Add the Catalog JDBC ingestion capability

Before you can start registering a data source via Edge, you need to add the Catalog
JDBC ingestion capability to the JDBC connection for the data source.

Before you begin

* You have created and installed an Edge site.
* You have created a JDBC connection.
» Ensure the max cardinality of the asset attributes is at least 1.

Required permissions

You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.

Steps

1. Open an Edge site.
a. On the main toolbar, click i, and then click & Settings.

» The Collibra settings page opens.
b. Inthe tab pane, click Edge.

» The Sites tab opens and shows a table with an overview of the Edge sites.

c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Capabilities section, click Add capability.
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» The Add capability page is shown.
3. Enter the required information.

Field

Capability

Name
Description

Capability
template

Connectio
n

JDBC
connection

JDBC data

source type
(Deprecate
d)

Supports
schemas

Description Require-

d

This section contains general information about the capability.

The name of the Edge capability. v Yes
The description of the Edge capability. X No
The capability template. The value that you select in this field v Yes

determines which sections appear on the page.
Select the following Edge capability:

Catalog JDBC ingestion

This section contains information to connect to the data source.

The connection to the data source. v Yes

Deprecated field. The field was used to indicate the type of the data v Yes
source. You no longer need to change this field. The required value is
automatically identified.

Note The automatically identified value is not shown in this
page.

A text field where you have to enter True to enable database X No
registration of data sources that have no schema. If the data source
has schemas, you can ignore this field.

Tip If the data source does not have a schema, Data Catalog
creates a Schema asset with the same name as the full name
of the database.
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Field Description Require-
d
Others This section can contain additional capability properties. X No

Warning Adding additional properties can have a significant
impact on your Edge site. Only add or update them together
with Collibra Support.
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Field Description Require-
d
General This section contains general information about logging.
Debug An option to automatically send Edge infrastructure log files to X No
Collibra Data Intelligence Cloud. By default, this option is set to false.
Note We highly recommend to only send Edge infrastructure
log files to Collibra Data Intelligence Cloud when you have
issues with Edge. If you set it to true, it will automatically
revert to false after 24h.
Log level An option to determine the verbosity level of Catalog connector log X No

files. By default, this option is set to No logging.

4. Click Create.
» The capability is added to the Edge site.
» The fields become read-only.

What's next?

If needed, add the JDBC Profiling capability as well to the connection.
You can then register a data source via Edge.

Register a data source via Edge

Before you can synchronize your data source, you have to register the data source to
create an initial structure in a selected community in Data Catalog.

Before you begin

* You have enabled data source registration via Edge.

* You have set up a JDBC connection in Edge with the capabilities:
o Catalog JDBC ingestion capability for the registration of the data source.
o JDBC profiling capability for profiling and classifying the data.
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o Make sure the user in the JDBC Edge connection has the minimum user per-
missions to read the metadata from the source. For information, go to the con-
nection properties.

* You have created a System asset.

Required permissions

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.

» You have a resource role with the Configure external system resource permission,
for example, Owner.

Steps

1. On the main toolbar, click i, and then click 8 Catalog.
» The Catalog Home opens.
2. On the main toolbar, click +.» The Create dialog box appears.
3. Inthe Register with Edge section of the Create dialog box, click Register a data
source.
» The Register content page opens.
4. Inthe row of the data source that you want to register, click Add.
» The Add Database page opens.

Note You can register multiple databases via the same JDBC connection. If a
database is already registered, the name of the Database asset is shown in
the Data sources column.

5. Enter the required information.

Field Description

Community The name of the parent community in which the assets will be created.
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Field

System

Owner

Description

The name of the System asset.

After you have registered the database, a relation of the type Technology
Asset groups / is grouped by Technology Asset is created between this
System asset and the newly created Database asset.

Important

A Database asset should have only one relation of the type
"Technology asset groups / is grouped by Technology asset' to a
System asset.

Tip By default, this field is called Owner, referencing the out-of-the-
box Owner resource role. If you change the name of this out-of-the-
box resource role, the updated name will be displayed instead.

After the registration, a new domain and Database asset will be created
specifically for this database in the community that you have specified. The
user you select in this field will receive the responsibility for the domain.
This ownership is then inherited by the Database asset.

By default, the current user is selected.

Note An owner must be associated with the Database asset for
synchronizations to run. The owner can be changed later on, but
should not be removed.
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Field

Database name

Description

6. Click Register.

Description

The name of the database in the data source to which you created a JDBC
connection. The drop-down menu automatically shows which databases

exist in your data source. You can refresh the list by clicking © next to the
drop-down menu.

The name will also be the name of the Database asset that is created as a
result of registering the data source via Edge.

Important

° If you rename a database in the data source, the Edge
synchronization process will consider it a new database. We
don’t detect the renaming of a database at this moment.

° Some data sources allow you to use one Edge connection to
register multiple databases. In that case, the drop-down will
show more than one name.

A description of the data source.

» A Physical Data Dictionary domain containing a Database asset is created.

» Arelation of the type "Technology asset groups / is grouped by Technology asset
" is created between the Database asset and the System asset.

» The Database asset page opens.

» Alist of available schemas in the database is generated.

Important

» We highly recommend to not remove the relation between the Database asset

and the System asset.
» A Database asset should have only one relation of the type 'Technology asset
groups / is grouped by Technology asset' to a System asset.

What's next?

You can now configure the synchronization of your data source then synchronize the

metadata.
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Register content and Add Database pages

When you register a data source via Edge, you first choose the JDBC connection, and
then add a database. You perform these steps on different steps:

» a Register content page
e a Add Database page

Register content page

The Register content page shows the data sources that are connected to Data Catalog
via Edge. From this page, you can register the data sources to create assets that represent
the content of these data sources.

Register content Choose or add a new source from one of the connections listed below Type All e Q Filter

Connection name Description Type | Data sources |

Oracle_NN oracle JDBC ingestion JDBC Add
Postgres connection Postgres cennection with driver 42.2.20. JDBC =l catalog_postg Add
redshift_2 JDBC E catalogred Add
redshift_newdb Redshift connection JDBC HEred1 Add
postgres_1 JDBC El catalog_postg Add
SQL Server_1 JDBC &l mssqicatalog_NN Bl msc Add
redshift_1 Redshift connection for ingestion purposes JDBC El catalogred Add

Column Description

Connection name | The name of the connection to the data source.

Description The description of the connection to the data source.
Type The type of connection. For example, JDBC
Data sources The name of the database that is already registered in Data Catalog. If the

column is empty, the connection doesn't have a database yet.

Tip If you click the name of the asset, you are automatically redirected to
the Database asset page. If the name of the asset is grayed out, you
don't have permission to go to the asset's page.
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Column Description

Add

Click the Add button to add the connection to a database and register the data

source.

All registered databases are listed in the Data Sources column.

Add Database page

In the Add Databasepage you can select a community, a System asset, the database from
your data source that you want to register and the owner of the data.

Add Database

Edge data source
redshift_1

Community =

Select a community from the list hd
System™*

Select a system from the list hd
Database name*

Select a database name from the list bl O
Description
Owner®

John Fisher A

Cancel
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Field

Community

System

Owner

Description
The name of the parent community in which the assets will be created.

The name of the System asset.

After you have registered the database, a relation of the type Technology Asset
groups / is grouped by Technology Asset is created between this System asset
and the newly created Database asset.

Important
A Database asset should have only one relation of the type 'Technology
asset groups / is grouped by Technology asset' to a System asset.

Tip By default, this field is called Owner, referencing the out-of-the-box
Owner resource role. If you change the name of this out-of-the-box
resource role, the updated name will be displayed instead.

After the registration, a new domain and Database asset will be created
specifically for this database in the community that you have specified. The user
you select in this field will receive the responsibility for the domain. This
ownership is then inherited by the Database asset.

By default, the current user is selected.
Note An owner must be associated with the Database asset for

synchronizations to run. The owner can be changed later on, but should
not be removed.
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Field Description

Database name The name of the database in the data source to which you created a JDBC
connection. The drop-down menu automatically shows which databases exist in
your data source. You can refresh the list by clicking © next to the drop-down

menu.

The name will also be the name of the Database asset that is created as a result
of registering the data source via Edge.

Important

 If you rename a database in the data source, the Edge
synchronization process will consider it a new database. We don’t
detect the renaming of a database at this moment.

e Some data sources allow you to use one Edge connection to register
multiple databases. In that case, the drop-down will show more than
one name.

Description A description of the data source.

Synchronizing a schema

Synchronizing schemas is the process of updating the metadata of a registered data
source in Collibra Data Intelligence Cloud.

You can synchronize a schema manually or automatically at fixed intervals:

» Synchronize manually if you want to test the synchronization of your data source or if
you want to synchronize immediately.
» Synchronize automatically if the content of the data source changes regularly.

In this section, you can find the relevant actions to successfully synchronize a schemain a
registered database.

About synchronizing schemas

Synchronizing schemas is the process of updating the metadata of a registered data
source in Collibra Data Intelligence Cloud.
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You can synchronize a schema manually or automatically at fixed intervals:

» Synchronize manually if you want to test the synchronization of your data source or if
you want to synchronize immediately.
» Synchronize automatically if the content of the data source changes regularly.

Synchronization process

» After you have registered a data source via Edge, Data Catalog connects to your
Edge site to create a list of schemas from the registered database.

You can see the schema list on the Configuration tab page of the Database asset
page.

« You can refresh the schema list in the Configuration tab page, by clicking the ©
Refresh List icon.

* You can synchronize all schemas that have one or more synchronization rules.

» During the synchronization process, the Edge site connects to your data source
again and ingests all schemas, tables and columns according to the synchronization
rules. Collibra Data Intelligence Cloud also detects whether there are changes since
the last synchronization of a schema. Edge resolves the possible conflicts in the fol-

lowing way:
Change in data source Result in Collibra Required action
A table, column or foreign = Collibra creates the No action is required of you.
key has been added to the = assets.
schema.
A table, column or foreign | The existing asset If needed, you can manually delete
key has been removed receives the Missing from | the assets.
from the schema. source status.

If it concerns a table, also
the related Column assets
receive the Missing from
source status.

This process is called soft
delete.
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Change in data source

A schema has been
removed.

A column or foreign key
has been renamed.

A table has been
renamed.

Result in Collibra

The schema receives the
Missing from source
status. Also the related
Table and Column assets
receive the Missing from
source status.

This process is called soft
delete.

Collibra creates an
asset with the new
name.

The existing asset
receives the Missing
from source status.
This process is called
soft delete.

Collibra creates a
Table asset with the
new name. Collibra
also creates new
Column assets for the
new Table asset.

The existing Table and
related Column assets
receive the Missing
from source status.
This process is called
soft delete.

Required action

If needed, you can manually delete
the Schema asset and all related
assets.

If needed, you can apply any
manual changes you made to the
original asset, to the new asset. And
then remove the assets that are no
longer applicable.

If needed, you can apply any
manual changes you made to the
original assets, to the new assets.
And then remove the assets that are
no longer applicable.
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Change in data source Result in Collibra Required action
A schema has been ° Collibra creates a If needed, you can apply any
renamed. Schema asset with the | manual changes you made to the

new name. Collibra original assets, to the new assets.
also creates new Table = And then delete the assets that are
and Column assets for ' no longer applicable.
the new Schema asset.
° The existing schema
and related assets
receive the Missing
from source status.
This process is called
soft delete.

Any created assets receive a unique full name (fully qualifying name) based on Edge
naming conventions.

Schema, Table, Column or Foreign Key assets with the Missing from source status
don't block the synchronization process.

Note In the asset diagram, assets with the Missing from source status are
shown by default. If you don't want to see these assets, apply a filter to the
diagram view to only display assets with valid statuses.

Important If you rename a database in the data source, the Edge
synchronization process will consider it a new database. We don’t detect the
renaming of a database at this moment.

If, in the rule, you have indicated you want to include source tags, the tags defined
on the assets in the data source are registered and available from the Schema,
Table, Database View, and Column assets in the Source Tags attribute. For more
information, go to Source tags.

If a schema is synchronized, you see a check symbol (#) next to the schema name.
If the synchronization of a schema fails or the schema is no longer available in the
source, an exclamation mark (9) is shown instead.

You can also see the synchronization status in the Activities list.
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Q. Filter by schema name Lo hd
big table i)
big table 1B
big_table_300M

db_accessadmin

 After the synchronization, the synchronized data becomes available. To see which
data is added, go to Metadata synchronization results.

« If you no longer want to synchronize a schema, and delete associated assets, go to
Remove a synchronized schema.

Synchronization rules

The synchronization rule determines which tables of a schema you synchronize in Data
Catalog.

* You can add up to five synchronization rules. The order of the rules is important. For
all information, go to Configure the synchronization of a data source.

» The Schema asset and the Foreign Key assets are always ingested in the domain
defined in the first rule.

¢ Only schemas that have at least one synchronization rule can be synchronized. If a
schema has a synchronization rule, you see a table icon (8 ) next to the schema
name.

Data source connected via Edge @

Metadata Synchronization  Frofiling and Classification
Status Synchronization Schedule
5 Synchronize Schemas with Rules
Synchronized 414 Add Schedule
Q Filter by schema name o ¥ Schema CATALOG_TAGS_INGESTION  not Synchronized Cancel m

CATALOG_TAGS_INGESTION .
Catalog Synchronization Rules &
CATALOG_TAGS_INGESTION_TABLES_CO L]

CATALOG_TAGS_PERF

Include Tables @ Target Domain @
CUSTOMERS [ X:: ]

WITH_TABLE_TAGS s -
EXTERNAL .

Exclude Tables @ e
FOOD_DELVERY Options

O Exclude Database Views @
INFORMATION_SCHEMA
Include Source Tag:
PERMISSIONS_TEST - ¥:] Delete Rule 0 Include Source Tags @
QA_SCHEMA o8
LY

SHEERI
TAG_PEFORMANCE Add Rule

TAGS_PLAYGROUND

The following table shows fields of synchronization rules:
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Rule field Description
Include Tables A comma-separated list of the names of the tables you want to synchronize.

In the list, add a space after each comma. For example, CUSTOMERS,
ORDER, SKU.

You can use * as a wildcard. For example, SKU*.

The default value is *, which means all tables are taken into account.

If the name of a table contains a special character, like . +*\?*$ () [1{}|
then add a \ before the special character for it to be correctly evaluated. For
example, * SKU\ +*.

The Include Tables field is processed before the Exclude Tables field.

Example

e QOut of all tables in a schema, you only want to synchronize the table
with name "CUSTOMERS" and the tables with a name that starts with
"ORDER".
To do this:
In the Include Tables field, enter: CUSTOMERS, ORDER*.

e Out of all tables in a schema, you only want to synchronize the tables
with a name that contains "SKU".
To do this:
In the Include Tables field, enter: * SKU*.

e OQOut of all tables in a schema, you only want to include the tables with
a name that contains "SKU+".
To do this:
In the Include Tables field, enter: * SKU\ +*.
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Rule field Description

Exclude Tables A comma-separated list of the names of the tables you do not want to
synchronize.

In the list, add a space after each comma. For example, CUSTOMERS,
ORDER, SKU.
You can use * as a wildcard.

If the name of a table contains a special character, like . + *\? *$ () [1{}|
then add a \ before the special character for it to be correctly evaluated. For
example, * SKU\ +*.

The Include Tables field is processed before the Exclude Tables field.

You can use exclude to do the following:

¢ Synchronize all tables in a schema except the ones defined in the Exclude

Tables field.

¢ Synchronize only tables as defined in the Include Tables field, with the

exception of tables that are listed in the Exclude Tables field.

Example
e Out of all tables in a schema, you do not want to synchronize a table

with the name "ADDRESS" and tables with a name that ends with
"PHONE".

To do this:

In the Include Tables field, enter: * and in the Exclude Tables field,
enter. ADDRESS, *PHONE.

Out of all tables in a schema, you only want to exclude the table with
name "exampleS$table".

To do this:

In the Include Tables field, enter: * and in the Exclude Tables field,
enter: example\Stable.

Out of all tables in a schema, you want to synchronize the tables with
a name that starts with "SKU", but exclude the tables with a name that
contains "bkp".

To do this:

In the Include Tables field, enter: SKU* and in the Exclude Tables
field, enter: *bkp*.

From the following list, only "SKU_1" and "SKU_2" will be
synchronized.

SKU_1,SKU_2, SKU_bkp_1, SKU_bkp_2, New, bkp, bkp_SKU
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Rule field

Target Domain

Options

Exclude
Database
Views

Include
Source Tags

Description

The Physical Data Dictionary domain in which the schema is synchronized.

The default value is Schema domain. This means the metadata is placed in a
domain located in the same community as the domain of your Database asset. If
that domain doesn't exist yet, Data Catalog creates the domain using the
following naming convention: [edge_connection_name] > [database_name] >
[schema_name], for example Snowflake Connection > CERTIFICATION >
CUSTOMERS.

Organization

Name Description

v Tech Asset for s 5

b WS- emd TS 15 the domain of
the Database asset.

== AWS Athen, =

1 GBQ ©

== GEQ > collibrabigguery > DatalnCsV Sthema

This is Domain for Bigquery DB asset |

| GBQ - collibrabigguery > EmployeeData . Schema |

== GBQ > collibrabigquery > geo_census_tracts This is an automatically created

domain for the schema, based
on Target Domain is "Schema
domain”.

-+ Edge-GBQ-collibrabigquery

=== |DBC_S3_Parguets

You can select any other Physical Data Dictionary domain for which you have a
resource role with the Configure External System resource permission. It is
advised, however, to have a domain per schema.

Additional options to specify which type of tables you want to synchronize.

A checkbox to exclude database views from the synchronization process. If
selected, no assets of the type Database view are created.

Tip You can also use Include Tables and Exclude Tables to include or
exclude specific database views.

If you select this option, the tags defined on the assets in the data source are
registered and available from the Schema, Table, Database View, and Column
assets in the Source Tags attribute.

Note Currently, you can synchronize source tags only from Snowflake.
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Source tags

Tags created and assigned in the data source can be registered and synchronized in Data
Catalog.

To do this, select the Include Source Tags checkbox when you define the synchronization
rule for a schema. As a result, the tags defined on the assets in the data source are
registered and available from the Schema, Table, Database View, and Column assets in
the Source Tags attribute.

Note Currently, you can synchronize source tags only from Snowflake.

» The naming convention for source tags synchronized from Snowflake is:
°© <source_ tag name>=<source_ tag_ value>, for example: cost_center-
r=sales.
° <source tag name>, if no values are assigned to the tag, for example PII.
» We apply the same inheritance for source tags as the data source.

Example
o |f atag was assigned to a schema in Snowflake, the tag will be
registered for the related Schema, Table, Column and View assets in
Data Catalog.
° If atag was assigned to an account in Snowflake, the tag will be
registered for the related Schema, Table, Column and View assets
in Data Catalog.
For information on tags in Snowflake, go to the Snowflake documentation.

» Don't change the source tags in Data Catalog, as the changes are not pushed to the
data source. | If you make changes to the tags in the data source and synchronize
the data source again, your updates will be overwritten with the information from the
data source.

Configure the synchronization of a data source

After you registered your data source via Edge, you configure the synchronization of your
data source by means of synchronization rules to determine which schemas and tables
are ingested and how they are ingested. After this, you can synchronize them.
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Before you begin

* You have registered your database via Edge.

» Make sure the Database asset has an assigned owner.
To validate this, go to the Database asset — Responsibilities. The owner is
assigned during the registration of the data source. The owner doesn't need to be the
same user as the user who triggers the synchronization.

Required permissions

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.

» You have a resource role with the Configure external system resource permission,
for example, Owner.

Steps

—

. Open a Database asset page.

2. Inthe tab pane, click ® Configuration.
3. Inthe Metadata Synchronization tab page, select a schema.
Tip
° You can search for a schema in the drop-down list or use the filter to
show only schemas with or without a synchronization rule.
° You can refresh the schema list, by clicking the © Refresh List icon.
4. If required, create or edit the synchronization rules:

a. Do one of the following:
® To create a new rule, click Add Rule.
® To edit an existing rule, click Edit in the upper right corner.
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b. Enter the required information.

Rule field

Include Tables

Description

A comma-separated list of the names of the tables you want to
synchronize.

In the list, add a space after each comma. For example,
CUSTOMERS, ORDER, SKU.

You can use * as a wildcard. For example, SKU*.
The default value is *, which means all tables are taken into

account.

If the name of a table contains a special character, like . + *\? * $ (
)[1{} | then add a\ before the special character for it to be cor-

rectly evaluated. For example, * SKU\ +*.

The Include Tables field is processed before the Exclude Tables

field.

Example

® Qut of all tables in a schema, you only want to synchronize
the table with name "CUSTOMERS" and the tables with a

name that starts with "ORDER".

To do this:

In the Include Tables field, enter: CUSTOMERS,
ORDER*.

®m Qut of all tables in a schema, you only want to synchronize

the tables with a name that contains "SKU".
To do this:
In the Include Tables field, enter: *SKU*.

®m Qut of all tables in a schema, you only want to include the

tables with a name that contains "SKU+".
To do this:
In the Include Tables field, enter: *SKU\ +*.
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Rule field Description

Exclude Tables = A comma-separated list of the names of the tables you do not want to
synchronize.

B |n the list, add a space after each comma. For example,
CUSTOMERS, ORDER, SKU.

® You can use * as a wildcard.

® |f the name of a table contains a special character, like . + *\ ? * $ (
)[1{} | then add a\ before the special character for it to be cor-
rectly evaluated. For example, *SKU\ +*.

® The Include Tables field is processed before the Exclude Tables
field.
You can use exclude to do the following:

B Synchronize all tables in a schema except the ones defined in the
Exclude Tables field.

B Synchronize only tables as defined in the Include Tables field,
with the exception of tables that are listed in the Exclude Tables
field.

Example

®m Qut of all tables in a schema, you do not want to
synchronize a table with the name "ADDRESS" and tables
with a name that ends with "PHONE".
To do this:
In the Include Tables field, enter: * and in the Exclude
Tables field, enter: ADDRESS, *PHONE.

= Qut of all tables in a schema, you only want to exclude the
table with name "example$table".
To do this:
In the Include Tables field, enter: * and in the Exclude
Tables field, enter: example\ $table.

®m Qut of all tables in a schema, you want to synchronize the
tables with a name that starts with "SKU", but exclude the
tables with a name that contains "bkp".
To do this:
In the Include Tables field, enter: SKU* and in the Exclude
Tables field, enter: *bkp*.
From the following list, only "SKU_1" and "SKU_2" will be
synchronized.
SKU_1,SKU_2, SKU_bkp_1, SKU_bkp_2, New, bkp,
bkp_SKU
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Rule field

Target Domain

Options

Exclude
Database
Views

Include
Source
Tags

Description

The Physical Data Dictionary domain in which the schema is
synchronized.

The default value is Schema domain. This means the metadata is
placed in a domain located in the same community as the domain of
your Database asset. If that domain doesn't exist yet, Data Catalog
creates the domain using the following naming convention: [edge_
connection_name] > [database_name] > [schema_name], for
example Snowflake Connection > CERTIFICATION > CUSTOMERS.

Organization

Name Description

v Tech Asset for 1 inges:

b WS- emd This is the domain of
the Database asset.

-t AWS Ather. T

1 GBQ ~ This is Domain for Bigquery DB asset |

== GBQ > collibrabigquery > DatalnC5V Schema

| GBQ > collibrabigquery > EmployeeData h - Schema |

- GBQ > collibrabigquery > geo census tracts (i e

domain for the schema, based
on Target Domain is "Schema
== |DBC_S3_Parguets domain”.

-~ Edge-GBQ-collibrabigquery

You can select any other Physical Data Dictionary domain for which
you have a resource role with the Configure External System resource
permission. It is advised, however, to have a domain per schema.

Additional options to specify which type of tables you want to
synchronize.

A checkbox to exclude database views from the synchronization
process. If selected, no assets of the type Database view are created.

Tip You can also use Include Tables and Exclude Tables to
include or exclude specific database views.

If you select this option, the tags defined on the assets in the data
source are registered and available from the Schema, Table,
Database View, and Column assets in the Source Tags attribute.

Note Currently, you can synchronize source tags only from
Snowflake.
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Important

® You can add up to 10 synchronization rules. The Schema asset
and the Foreign Key assets are always ingested in the domain
defined in the first rule.
Check out the examples below to understand how the order of the
rules impacts the synchronization.

® Views and Source Tags are taken into account for the tables
according to the defined rule.

c. Click Save.
» Atable icon (8) appears next to the schema name in the schema list.

5. Ifrequired, click Delete Rule to delete a rule.

Note Only schemas with a synchronization rule can be synchronized .

Examples

Example
e Rule 1: Include Tables: *, Include Views: false , Target Domain: A
e Rule 2: Include Tables: *, Include Views: true , Target Domain: B

Result: The Schema asset, and the Table, Column, and Foreign Key assets are
added in Domain A. All Database View assets are added in Domain B.

Example
e Rule 1: Include Tables: A,B,C, Include Views: true , Source Tags: false ,
Target Domain: A
¢ Rule 2: Include Tables: D, Include Views: true , Source Tags: true , Target
Domain: A

Result: All assets are created in Domain A. Only Table D has synchronized Source
Tags.

What's next?

You can now synchronize the schemas to ingest the metadata into Collibra.
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Manually synchronize metadata

To keep the content of Collibra Data Intelligence Cloud synchronized with the schemas in
the registered data source, you can synchronize manually or create a synchronization
schedule to automatically do this with a fixed interval. Synchronizing manually can be
useful if you want to test your data source, or if you want to synchronize immediately.

Before you begin

* You have registered your data source via Edge.

* You have configured the synchronization of your data source.

» Make sure the Database asset has an assigned owner.
To validate this, go to the Database asset — Responsibilities. The owner is
assigned during the registration of the data source. The owner doesn't need to be the
same user as the user who triggers the synchronization.

Required permissions

* You have a global role with the Catalog global permission, for example, Catalog
Author.

¢ You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.

» You have a resource role with the Configure external system resource permission,
for example, Owner.

Steps

—

. Open a Database asset page.
In the tab pane, click ® Configuration.

N

3. Inthe Metadata Synchronization tab page, optionally click the < Refresh List icon

to get the latest schema information from the data source.
4. Do one of the following:
° To synchronize all schemas with a synchronization rule, click Synchronize
Schemas with Rules.

107


https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0635
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0630
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0635
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0630
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0630
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0642
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0632

Chapter 2

° To synchronize a specific schema in the database:
i. Select the schema.
ii. Atthe right of the schema name, click Synchronize Schema.
» The synchronization job starts.
» The tables, columns, foreign keys and optionally views from the relevant schemas
are ingested based on the configured synchronization rules. For more information,
go to About synchronizing schemas.

What's next

If required, you can profile the synchronized metadata.

Add or edit a synchronization schedule

To keep the content of Collibra Data Intelligence Cloud synchronized with the schemas in
the registered data source, you can synchronize manually or add a schedule to
automatically do this at fixed intervals.

Note
» You can add only one synchronization schedule for all schemas of a data
source. All schemas with synchronization rules will be synchronized at the
specified intervals.
« If you define a Cron expression to schedule the synchronization and the
defined Cron expression expires, the Configuration tab page will show a
notification.

Before you begin

¢ You have registered your database.

* You have configured the synchronization of your data source.

» Make sure the Database asset has an assigned owner.
To validate this, go to the Database asset — Responsibilities. The owner is
assigned during the registration of the data source. The owner doesn't need to be the
same user as the user who triggers the synchronization.
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Required permissions

* You have a global role with the Catalog global permission, for example, Catalog

Author.

* You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.

* You have a resource role with the Configure external system resource permission,
for example, Owner.

Steps

w N =

. Open a Database asset page.

In the tab pane, click ® Configuration.

. In the Synchronization Schedule section of the Metadata Synchronization tab
page, click Add Schedule to add a new schedule, or # to edit an existing schedule.

. Enter the required information.

Field

Repeat

Cron

Every

Every first

Description

The interval when you want to synchronize automatically. The possible val-
ues are: Daily, Weekly, Monthly, and Cron expression.

The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Wee k1y in the Repeat field.

The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1y in the Repeat field.
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Field Description
At The time at which you want to synchronize automatically, for example,
14:00.
° You can only schedule on the hour. For example, you can add a syn-
chronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45,
we will default it to 8:00. Use a cron expression if you don't want to
schedule on the hour.
o This field is only visible if you select Daily, Weekly,orMonthlyin
the Repeat field.
Time zone The time zone for the schedule.
5. Click Save.

» All schemas with synchronization rules are synchronized according to the syn-
chronization schedule.

Remove a synchronization schedule

You can remove a synchronization schedule from a Database asset to stop automatically
synchronizing the schemas.

Before you begin

* You have registered your database.

* You have configured the synchronization of your data source.

» Make sure the Database asset has an assigned owner.
To validate this, go to the Database asset — Responsibilities. The owner is
assigned during the registration of the data source. The owner doesn't need to be the
same user as the user who triggers the synchronization.

Required permissions

* You have a global role with the Catalog global permission, for example, Catalog
Author.

¢ You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.
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» You have a resource role with the Configure external system resource permission,
for example, Owner.

Steps

1. Open a Database asset page.
2. Inthe tab pane, click ® Configuration.

3. Inthe Synchronization Schedule section of the Metadata Synchronization tab
page, click ¥ .
» A confirmation dialog box appears.

4. Click Remove.

Remove a synchronized schema

You can remove a synchronized schema and the associated synchronized assets. To do
S0, you need to delete the Schema, Table and Column assets of the synchronized
schema.

Required permissions

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.

» You have a resource role with the Configure external system resource permission,
for example, Owner.

Steps

1. Look up the target domain of the synchronized schema:
a. Open a Database asset page.
b. Inthe tab pane, click ® Configuration.
c. Select the synchronized schema and check the Target Domain.
2. Navigate to the target domain.
The domain can contain content from more than one schema.
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3. Do one of the following:

a. Ifthe domain contains only one schema and its related tables and columns that
can be removed, then delete the domain.

b. If the domain contains multiple schemas and their related tables and columns,
then we advise to create a filter to make sure you filter out the assets that you
need to delete, select the checkboxes of the assets one by one, and delete
them.

Tip You can create a filter, for example by using the asset name: "Full
Name <starts with> {edgeConnectionName}>{databaseName}>
{schemaName}".

A | Full name " ‘::.:";‘-‘u' M

ODS>idiscoversids

4. Go back to the Database asset and click Configuration.
5. Click the © Refresh List icon.

» Once the refresh is completed, the schema will no longer have the check symbol (
@) and will show the status "Not Synchronized".

Edge naming conventions for created assets

The assets created via the Edge registration receive a unique full name (fully qualifying
name) based on the following naming convention: [asset parent full name]>[asset name]

Asset Naming convention Example
type
Data- = edgeConnectionName>jdbccatalog Posgresql xs-gxsQ>posgresqlsmall

base where jdbccatalog is the name retrieved from the
JDBC "catalog" property.

Schem-| edgeConnectionName>jdbccatalog>schemaName Posgresqgl xs-gxsQ>-

a posgresqlsmall>public
Table | edgeCon- Posgresqgl xs-gxsQ>-
nec- posgresqlsmall>public>Condition

tionName>jdbccatalog>schemaName>tableName
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Asset
type

Data-
base
view

Colum-

For-
eign
key

Naming convention

edgeCon-
nec-
tionName>jdbccatalog>schemaName>viewName

edgeCon-

nec-

tionName>jd-
bccatalog>schemaName>tableName>columnName
(column)

edgeCon-

nec-

tionName>jd-
bccatalog>schemaName>viewName>columnName
(column)

edgeCon-

nec-

tionName>jd-
bccatalog>schemaName>foreignKeyName(foreign
key)

Example

Posgresqgl xs-gxsQ>-
pos-
gresqlsmall>public>PriorConditions

Posgresql xs-gxsQ>-

pos-

gresqls-
mall>public>Condition>period.end
(column)

Posgresql xs-gxsQ>-
posgresqlsmall>public>con.id(for-
eign key)

You can view the full name of an asset by editing the asset.

Warning Do not edit the full name of assets needed to synchronize or refresh data
sources. This may cause unexpected results and break the synchronization or
refresh process.

For extra information on the registration and synchronization of a data source via Edge,

see Registering a data source via Edge and About synchronizing schemas.

Metadata synchronization results

After you have registered a data source via Edge, the following information is added to the
Table and Column assets.
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Column attribute

Column Name

Technical Data Type

Description from Source

Char octet Length

Column Position

Is Auto Incremented

Is Generated

Is Nullable

Is Primary Key

Number Of Fractional
Digits

Primary Key Name

Size

Table attribute
Table Name

Table Type

Description

The column name in the registered table.

The data type of the column in the data
source. This value can differ from the Data
Type value.

The description of the column in the
registered table.

Maximum number of bytes in a character
type's column.

The index of the column in the source table.

Indication whether the data in the column is
auto-incremented or not.

Indication whether the data in the column is
generated or not.

Indication whether the column can store
NULL values or not.

Indication whether the column is a primary
key or not.

The number of decimal digits.

The name of the primary key composed by
the column.

The size of the column in the table.

Description
The table name in the data source.

The table type in the data source, such
as TABLE or VIEW.

From JDBC property (if
provided by driver)

COLUMN_NAME

TYPE_NAME

REMARKS
CHAR_OCTET_LENGTH

ORDINAL_POSITION

IS_AUTOINCREMENT

IS_
GENERATEDCOLUMN

IS_NULLABLE

True if the primary keys
resultSet contains the
COLUMN_NAME

DECIMAL_DIGITS
PK_NAME

COLUMN_SIZE

From JDBC property
TABLE_NAME

TABLE_TYPE
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Table attribute Description From JDBC property

Description from Source | The description of the table in the data REMARKS
source.
If you registered the source tags, the tags defined on the assets in the data source are
registered and available from the Schema, Table, Database View, and Column assets in
the Source Tags attribute.

Note Currently, you can synchronize source tags only from Snowflake.

For information on profiling, see Data profiling information.

Migrating schemas from Jobserver to Edge

When you migrate from Jobserver to Edge, Collibra allows you to migrate Schema assets
that were registered via Jobserver to Edge. For more information on the migration, go to
Why Edge? or Migration overview.

Before you begin

» The Migrate Schema to Edge workflow has been enabled in your environment.
* An Edge site has been installed.
e An Edge connection has been created for the data source and the following cap-
abilities have been added:
o Catalog JDBC ingestion
o JDBC Profiling

Steps

1. For every data source: Register the data source via Edge.
» A new Database asset is available in Collibra for the data source.

2. For each schema that you want to migrate from Jobserver to Edge for the data
source, migrate the existing Schema asset.
Depending on the workflow configuration, tasks guide you through the migration.
You need to migrate the schema, synchronize it and remove the original Jobserver
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configuration from the schema.
» After the migration is completed:

° The migrated Schema asset and the related Table and Column assets receive
a new full name based on the Edge naming conventions.

° The existing assets remain available.
Existing assets that are missing from the data source receive the "Missing from
source" status.

° If you selected another target domain than the existing location for a Schema
asset, the existing assets are moved to the new location.

° Any Table assets with the View table type are changed into Database View
assets.

° New assets can be available if new objects were added to the data source.

° The migrated Schema asset and related Table and Column assets now work
via Edge. This means this schema can be synchronized, profiled, classified,
and so on via Edge.

Add and enable the Migrate schema to Edge
workflow

About the Migrate schema to Edge workflow

The Migrate schema to Edge workflow allows you to migrate existing Schema assets from
Jobserver to Edge. The workflow consists of multiple user tasks, which guide users
through the migration process.

» The workflow automatically creates the necessary mappings for existing assets
linked to the schema you want to migrate and performs the migration.
To create the mappings, the workflow needs to know the Edge Database asset to
migrate to and the schema name to map to. In a first task, the user is asked to enter
or validate the Database asset and schema name.

» Next, the workflow automatically creates the Edge Catalog synchronization rules for
the migrated schema. The user is asked to validate these rules and start the first syn-
chronization of the migrated schema via Edge.
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« In the last step of the workflow, the user is asked to remove the existing Jobserver
configuration for the migrated schema.

Tip Via the workflow variables, you can define that you want to skip the task to
verify and provide the Database and Schema information, or the tasks to
synchronize the schema and remove the Jobserver configuration.

Steps

Use the following steps to upload and enable the Migrate schema to Edge workflow in your
environment.

Watch a video

117



Chapter 2

1. Go to Collibra Marketplace and download the Migrate schema to Edge workflow ZIP
file.
2. Open Collibra.
3. Go to Settings — Workflows — Definitions.
4. Upload the Migration to Edge workflow ZIP file.
Make sure you upload the whole ZIP file, not only the BPMN file.
» The Migrate schema to Edge workflow is available in the Workflows list.
5. Click the Migrate schema to Edge workflow.
» The workflow details open.
6. In Applies To, define that this workflow applies to Schema assets.
a. InApplies To, click Edit.
Change the value from Globalto Asset.
Click Save.
Click Save.
In Applies To, click Add Rules.
In Asset type, select Schema.
Click Save.

Applies To

Asset type t With status In community/domain Actions

| schema | -

@ -~ ® 200

Add Rules Edit

1 Rule

7. In Roles, define who can start and stop the workflow, and reassign workflow tasks.
a. InRoles, click Edit.
b. Define the values.
We recommend to set all values to Owner.
c. Click Save.
8. If needed, change the Variables.
We recommend to keep the default values added to the workflow variables. For
information on the variables, go to About the workflow variables.
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9. Click the » icon for the workflow.

» The workflow is enabled and is available for Schema assets.
@ Browse (o}

+ ¥ mss@ Q)

€¥ Settings |  General g model Roles and permissions Workflows Users and groups Migration Edge

[ Definitions

B instances

Name

t

Upload a file
or Drop your attachments here

Description Actions

Approval Process
Assessments Approval
Assign Owner To Data Set
Cancel Pracess
Escalation Process

Issue Creation

Issue Management

Issue Move

This is the main approval process for terms. The subject matter expert starts by reviewing the definition. After that the stakeholders are given an opportunityto |||

Notifies the Business Steward that an Assessment Review asset is ready for review, and prompts the Business Steward to approve or reject the asset, 1}
This workflow makes sure that users who create new data sets have the Owner role on this data set. 1
This process will be triggered when a process is cancelled. It will notify the configured roles of the cancelation. 1}

This process will trigger when a task escalates. A task will escalate when the task exceeds it's due date. Depending on the escalation type of the task, this escalat |||
This process takes care of creating new issues and placing them in the correct responsible community. Any user can start this werkflow and needs to fill in a list: |||
This process handles all issues. It will automatically be started when a new issue is created. Roles are assigned dynamically by the process using the configured v ||

This process takes care of changing the responsible community of an issue. 1}

Migrate Schema To Edge

Workflow to Migrate Ingested Schema to Edge by adding Mappings to each asset in the domain. Applies to; Asset; Asset Type: Schema Start Workflow on the Sci |1

Post Data Ingestion Workflow

This workflow is executed after successful data ingestion in order to set up the correct rights and roles over the created assets. 1}

About the workflow variables

The workflow variables allow you to change the workflow to your needs. The default

values ensure users are guided through all migration tasks. We recommend to keep the

default values.

Name

useSchemaDisplayName

alwaysValidateTarget

Description

By default, the value is set to False.

'"True' means that, if we cannot collect the schema name from the
Jobserver configuration, we use the Display Name of the Schema
asset as the proposed schema name.

By default, the value is set to True.

» 'True' means the workflow always asks the user to validate the
schema name and the target Edge Database asset.

» 'False' means the workflow will skip the first user task
'selectDatabaseSchema' in the workflow if there is a proposed
schema name and the proposed Edge Database asset is related
to the schema.
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Name

showPostMigrationJobTasks

The due date expressed in dur-
ation for the 'selectData-
baseSchema' task.

Send notification emails for the
'selectDatabaseSchema’ task.

The escalation time duration
for the task 'selectData-
baseSchema'.

The escalation type for task
'selectDatabaseSchema’.

The due date expressed in dur-
ation for the 'removeJob-
serverConfig' task.

Send notification emails for the
'removeJobserverConfig' task.

The escalation time duration
for the task 'removeJob-
serverConfig'.

The escalation type for task
'removeJobserverConfig'.

The due date expressed in dur-
ation for the 'syn-
chronizeSchema' task.

Send notification emails for the
'synchronizeSchema' task.

Description

By default, the value is set to True.

¢ 'True' means the user will be asked to confirm the first syn-
chronization of the migrated schema (second user task) and the
removal of the Jobserver configuration (third user task).

» 'False' means the workflow will skip the second user task 'syn-
chronizeSchema' and the third user task 'removeJob-
serverConfig'.

The due date, expressed in duration, for the first user task in the
workflow: 'configureDatabaseSchema'.

Indicates if notification emails must be created for the 'con-
figureDatabaseSchema' user task.

The escalation time, expressed in duration, for the 'con-
figureDatabaseSchema' user task.

The escalation type for the 'configureDatabaseSchema' user task.

The due date, expressed in duration, for the third user task in the
workflow: 'removedJobserverConfig'.

Indicates if notification emails must be created for the 'removeJob-
serverConfig' user task.

The escalation time, expressed in duration, for the 'removeJob-
serverConfig' user task.

The escalation type for the 'removeJobserverConfig' user task.

The due date, expressed in duration, for the second user task in the
workflow: 'synchronizeSchema'.

Indicates if notification emails must be created for the 'syn-
chronizeSchema' user task.
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Name

The escalation time duration
for the task 'syn-
chronizeSchema'.

The escalation type for task
'synchronizeSchema'.

What's next?

Description

The escalation time, expressed in duration, for the 'syn-
chronizeSchema' user task.

The escalation type for the 'synchronizeSchema' user task.

Users can now use the workflow. Go to the migration steps overview for more information.

Register a data source via Edge during migration

Before you can migrate Schema assets that were registered via Jobserver to Edge, you

need to register your data source via the Edge connection. This creates a Database asset
which is needed to synchronize, profile and classify the data via Edge.

Before you begin

* An Edge site has been installed.
e An Edge connection has been created for the data source and the following cap-
abilities have been added:
o Catalog JDBC ingestion

o JDBC Profiling

Watch a video to see how we create a connection and add the capabilities for post-

gresql.

This video is recorded in the classic user interface.
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Steps

Watch a video
This video is recorded in the classic user interface.
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1. On the main toolbar, click i, and then click € Catalog.
» The Catalog Home opens.
2. Onthe main toolbar, click +.» The Create dialog box appears.
3. Inthe Register with Edge section of the Create dialog box, click Register a data
source.
» The Register content page opens.
4. Inthe row of the data source that you want to register, click Add.
» The Add Database page opens.

Note You can register multiple databases via the same JDBC connection. If a

database is already registered, the name of the Database asset is shown in
the Data sources column.

123



Chapter 2

5. Enter the required information.

Field
Community

System

Owner

Description
The name of the parent community in which the assets will be created.

The name of the System asset.

After you have registered the database, a relation of the type Technology
Asset groups / is grouped by Technology Asset is created between this
System asset and the newly created Database asset.

Important

A Database asset should have only one relation of the type
"Technology asset groups / is grouped by Technology asset' to a
System asset.

Tip By default, this field is called Owner, referencing the out-of-the-
box Owner resource role. If you change the name of this out-of-the-
box resource role, the updated name will be displayed instead.

After the registration, a new domain and Database asset will be created
specifically for this database in the community that you have specified. The
user you select in this field will receive the responsibility for the domain.
This ownership is then inherited by the Database asset.

By default, the current user is selected.

Note An owner must be associated with the Database asset for
synchronizations to run. The owner can be changed later on, but
should not be removed.
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Field Description

Database name | The name of the database in the data source to which you created a JDBC
connection. The drop-down menu automatically shows which databases

exist in your data source. You can refresh the list by clicking © next to the
drop-down menu.

The name will also be the name of the Database asset that is created as a
result of registering the data source via Edge.

Important

° If you rename a database in the data source, the Edge
synchronization process will consider it a new database. We
don’t detect the renaming of a database at this moment.

° Some data sources allow you to use one Edge connection to
register multiple databases. In that case, the drop-down will
show more than one name.

Description A description of the data source.

6. » Click Register.
» A Physical Data Dictionary domain containing a Database asset is created.
» The Database name is the name you added in the Database name field.
» Arelation of the type "Technology asset groups / is grouped by Technology asset
" is created between the Database asset and the System asset.
» The Database asset page opens.
» Alist of available schemas in the database is generated.

What's next?

Migrate a schema to Edge

Migrate a schema to Edge

If you have an Edge site available and a Database asset has been created for your data
source via Edge, you can migrate the schemas you want from Jobserver to Edge one by
one.

125



Chapter 2

Before you begin

* You know the name of the Database asset that has been created for your data
source via Edge.

e The Migrate Schema to Edge workflow has been enabled.

Steps

Watch a video
This video is recorded in the classic user interface.
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1. Open the existing Schema asset that was created via Jobserver.

& Business Analysts Community » & Schemas » & postg

98 postg

Schema @ Candidate @ ao Mo 3=

(2] summary Tables
Details Name Description
@ Tables dummy_table_name
fastfood
o3 Diagram food_types

2. Goto Actions — Migrate schema to Edge.
» Depending on the workflow configuration, a first migration task opens.
Tip
The domain of the asset and the asset name are only updated, if needed, after
a first synchronization of the schema via Edge.

A
[+

Due: 2/6/2023

Select Edge Database and Schema

Related to

&5 postg

Database Asset™®

Enter the asset name hd

Select the Database asset to which you want to migrate this schema.
Make sure the Database asset is created via Edge.

Schema Name*

Provide or validate the schema name. If we find a schema name via
the Jobserver configuration, we automatically propose that name. You
can review the available schema names in the Configuration tab pane

of the Database asset.

Migrate Schema

a. Enterthe name of the Database asset created via Edge to which you want to

migrate the existing schema.
b. Validate or enter the name of the schema in the Edge Database asset.
This is especially needed if the name of the existing Schema asset is not the
same as the name of the schema in the data source.
If Collibra can find the schema name via the Schema property in the Jobserver

127



Chapter 2

configuration, the name is automatically suggested. Otherwise, you can check
the name in the list of schemas in the Configuration tab pane of the Database

asset.

& Business Analysts Community ¢ T[] Postgres Driver (cdata)

catalog postg

Database § Candidate & ao Do

<

Metadata Synchronization

Overview
Status
Mot Synchronized
ol Diagram
Pictures

Q Filter by schema name

Profiling

dominika

Responsibilities
dumb_schema

% References empty_schema
EXP_schema

£  History
flk_complex

& Files fk_testing_postgres
fl_testing_refresh

> Configuration fl_testing_simple_key

c. Click Migrate Schema.
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» Asaresult:

o If not yet available, Collibra creates a "Belongs to Technical asset" relationship
between the existing Schema asset and the selected Database asset.

o Collibra creates mappings between existing Jobserver assets and the
schemas found in the data source via the Edge connection.

° The migration does not change the full names of existing assets yet. The full
name is only updated after a first synchronization via Edge.

o Depending on the workflow configuration, a new task opens asking you to
synchronize the migrated schema for the first time via Edge.

What's next?

Synchronize the schema for the first time via Edge and remove the Jobserver
configuration.

More information

Migrating from Jobserver to Edge

Synchronize a migrated schema via Edge for the
first time and remove the Jobserver configuration

Once a schema has been migrated to Edge, you need to synchronize the schema via
Edge and remove the original Jobserver configuration from the schema. The
synchronization ensures the assets full names are updated and the schema is ready for
use via Edge.

Before you begin

You have Migrate a schema to Edge via the workflow.

Steps

Watch a video
This video is recorded in the classic user interface.

129



Chapter 2

1. Validate the synchronization rules for the schema.
Depending on the migration workflow configuration, a task opens for you to confirm
the first synchronization of the migrated schema.
a. Open the Database asset that was created via Edge and to which you have
migrated the schema.
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& Business Analysts Community ¢ T[] Postgres Driver (cdata)

catalog postg

Database § Candidate & ao Do

+

C’j

®

Lo

Cwverdiew

Diagram

Pictures

Responsibilities

References

History

Files

Configuration

Metadata Synchronization

Status

Mot Synchronized

Q Filter by schema name

Profiling

dominika
dumb_schema

empty_schema

EXP_schema
flk_complex
fk_testing_postgres
fl_testing_refresh

fl_testing_simple_key

b. Click the Metadata Synchronization tab.
c. Selectthe schema.

» The Synchronization rules are displayed.

. Verify the tables to be included in and excluded from the schema.

This information is taken directly from the original Jobserver configuration.

131



Chapter 2

e. If you do not want to keep the assets in their original location, edit the syn-
chronization rule, select another target domain and click Save.

Important Refresh schedules are not migrated to Synchronization schedules.
You need to define those manually.

2. Click Synchronize Schema.
» If you selected a target domain different from the original domain, the existing
assets are moved to the new location.
» The existing Schema asset and the related Table and Column assets receive a
new full name based on the Edge naming conventions. For more information, go to
Edge naming conventions.
» Any Table assets with the View Table type are changed into Database View
assets.
» All existing assets remain available.
» Existing assets that are missing from the source receive the "Missing from source"
status.
» New assets can be created if new objects were available in the data source.

3. Navigate back to the migrated Schema asset.

4. If atask was open, click Migrated Schema Is Synchronized in the open task.
» A new task opens, reminding you to now remove the Jobserver configuration from
the migrated schema.

5. Remove the original Jobserver configuration.

a. Inthe Schema asset, go to Actions —Refresh.
» The Refresh Schema dialog box opens.
b. Click Remove Schema Configuration.
» The configuration is removed.
6. If atask was open, click Jobserver Configuration Is Removed in the open task.
» The migration tasks are completed. The schema has been fully migrated to Edge.

More information

Migrating schemas from Jobserver to Edge
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Troubleshooting schema migration from
Jobserver to Edge

Error after clicking Migrate Schema

Error

Schema name 'Schema
name' does not
exist for database

id 'database id'.

This schema is not
JDBC. Migration 1is
not supported.

Database asset id
'database id' not
present in database
registration con-

figuration.

Possible reasons

The selected Database
asset does not contain a
schema with the name you
provided in the Schema
name field.

e The Schema asset was
not registered via Job-
server.

e The Schema asset has
already been migrated to
Edge.

The selected Database
asset was not registered via
Edge. A schema can only be
migrated to databases
registered via Edge.

Solution

e Make sure you select the cor-
rect Database asset.

e Make sure the provided
schema name is the name of

the schema in the data source.

You cannot migrate this Schema
asset.

Make sure you select a Database
asset that was created via the
registration of a data source via
Edge.
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Error

The schema 'schema
name' is already
configured under
database 'Database
asset id'. Please,
remove existing
configuration and

restart the

migration workflow.

Possible reasons

The Schema asset has 1.

already been migrated to

Edge but you have not 2.

synchronized the schema

yet, and the migration 3.

workflow has been
canceled.

This error will occur when
you run the migration
workflow again:

¢ with the same target
Database asset and
schema name.

¢ with the same target
Database asset and a dif-
ferent schema name, if
for that schema syn-
chronization rules have
been defied.

Solution

Go to the mentioned Database
asset.

Click the Configuration tab
pane.

Select the schema and delete
the Catalog Synchronization
rules that have been defined.
You can now restart the migra-
tion workflow from the
Schema asset.
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Error

Could not proceed
with migration
because schema
'Schema asset id'
has already been
synchronized under
database 'Database

asset id'.

Migration Not Com-
pleted Something
went wrong during
the migration job
with Id "...."
Review the selected
Database asset and
schema name. If the
problem persists,
contact Collibra

Support.

Possible reasons

e The Schema asset has
already been migrated to
Edge.

¢ You are trying to migrate
to a schema in the Data-
base asset that has
already been migrated
and synchronized via
Edge.

Something is going wrong
during the migration of the
schema to the selected Data-
base asset.

Solution

If the Schema asset ID in the
error message equals the
Schema asset ID of the
schema you want to migrate,
this error means that the
schema has already been
migrated to and synchronized
via Edge.

You cannot migrate this
Schema asset again. Make
sure you remove the Job-
server configuration for the
Schema asset.

If the Schema asset ID in the
error message differs from the
Schema asset ID of the
schema you want to migrate,
this error means you are prob-
ably trying to migrate the
Schema asset to a schema in
a Database asset that has
already been migrated to and
synchronized via Edge.

Make sure you select the cor-
rect Database asset and
schema name.

Make sure you select the cor-
rect Database asset.

Make sure the provided
schema name is the name of

the schema in the data source.

Contact Collibra Support if the
issue persists.
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You still see the Migrate Schema to Edge option in the
Actions menu for a schema

Issue:

For a migrated Schema asset, meaning you migrated the schema to Edge, synchronized
it, and for which you removed the original Jobserver configuration, you still see the Migrate
Schema to Edge option in the Actions menu.

Reason:
This is normal. The option remains available. Should you click the Migrate Schema to
Edge workflow again, the following error will appear: Migration is not supported.

Learn more

Migrating a schema from Jobserver to Edge

FAQ migrate a schema from Jobserver to Edge

Can | migrate a schema that was not registered via
Jobserver to Edge?

No, only JDBC schemas registered via Jobserver can be migrated to Edge via the Migrate
Schema to Edge workflow. Schemas created by uploading CSV or Excel files to Jobserver
cannot be migrated via the Migrate Schema to Edge workflow.

Are samples removed for a migrated schema?

No, the samples created via Jobserver remain available. You can remove the sample data
from Jobserver. For information, go to Remove sample data.
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Will Technical Lineage still work correctly after migrating a
schema?

Yes, Technical Lineage will keep working because it relies on the last part of the asset's
full name.

The Database asset that was related to the Schema and the new Database asset created
via Edge have the same last part in their full name, the actual name of the database in the
data source.

Example
Full name of old Database asset: My System>customer.
Full name of new (Edge) Database asset: Snowflake Cloud>customer.

Why do | still see the Migrate Schema to Edge option in the
Actions menu for a migrated schema?

The option remains available for migrated schemas but the migration process will not start.

Once all schemas have been migrated, you can deactivate or remove the workflow from
your environment. This will remove the Migrate Schema to Edge option.

Can | migrate multiple schemas in one action?

Like any other workflow, you can start the Migrate Schema to Edge workflow for multiple
assets at once. By default, this will create user tasks for each selected schema asset. We
are working on best practice guidelines to reduce the number of manual steps required
when running the workflow in bulk.

Once available, we will communicate this via the release notes.

Learn more

Migrating a schema from Jobserver to Edge
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Sample data

What is sample data?

Sample data is a set of randomly collected data from a data source. Depending on your
environment, sample data can be displayed for Table, Column, or Data Set assets. The

purpose of showing sample data is to provide examples of the data so you know what to
expect when you use the asset.

Sample data

color director_name num_critic_for_reviews duration
Color Sofia Coppola 265 101
Color Rand Ravich 107 109
Color William Friedkin 138 104
Color Jaco Booyens a0

When and where can you see sample data?

You can view sample data for an asset only if the following conditions are met:

» The sample data feature is active.

¢ You have the required permissions.

» Sample data is available for the asset.

» Depending on the method used, the asset is a Table, Column, or Data Set asset.

Note Currently, you can request sample data via Edge only for Table and
Column assets.

If sample data is available, it is displayed in:
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Asset If Catalog experience is If Catalog experience is
type active, you can see the not active, you can see the
sample data in: sample data in:
Table Summary tab pane Details tab pane
Sample data tab pane Sample data tab pane
Column Summary tab pane Details tab pane
Data profiling tab pane Sample data tab pane
Data Set | Summary tab pane Details tab pane
Sample data tab pane Sample data tab pane
Note Currently, you can request sample data via
Edge only for Table and Column assets.
Tip

In Table and Data Set assets, you see sample data only for columns for which you
have the required permission. If you do not have access, you see the text
<sensitive> in the column instead of sample data.

How does Collibra handle sample data?

The way Collibra handles sample data depends on how the assets are added in Collibra
and how the sample data is collected:
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Sample data for an
asset is uploaded via

the Catalog REST API

- Profiling.

Sample data is
collected and stored
when the data source
is registered via
Jobserver.

See Configure the use
of sample data via
Jobserver.

Assets are created by
registering a data
source via Edge.

The sample data is
stored in the Collibra
cloud repository.

The sample data is
displayed to all users
with the required
permissions.

Not applicable.

Assets are created by
registering a data
source via Jobserver.

The sample data is
stored in the Collibra
cloud repository.

This sample data is
also used for data
classification via the
Data Classification
Platform.

The sample data is
displayed to all users
with the required
permissions.

The sample data is
stored in the Collibra
cloud repository.

This sample data is
also used for data
classification via the
Data Classification
Platform.

The sample data is
displayed to all users
with the required
permissions.

Assets are manually
added or imported.

The sample data is
stored in the Collibra
cloud repository.

The sample data is
displayed to all users
with the required
permissions.

Not applicable.
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Sample data can be
manually requested
for an asset that is
registered via the
Edge register data
source process.

Assets are created by
registering a data
source via Edge.

The randomly collected
sample data is cached
on the Edge site for 24-
48 hours.

No sample data is
stored in the Collibra
cloud repository.

The sample data is
only displayed to users
with the required
permissions and if the
sample data has been
requested.

Sample data is not
anonymized because
having access to the
data examples via
Edge is based on
permissions and the
sample data is not
stored in Collibra.

Assets are created by Assets are manually

registering a data
source via Jobserver.

Not applicable.

added or imported.

Not applicable.
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Assets are created by Assets are created by Assets are manually
registering a data registering a data added or imported.
source via Edge. source via Jobserver.

Note

e Currently,
you can
request
sample data
via Edge
only for
Table and
Column
assets.

« We
randomly
collect rows
from the
data source.
The data of
the
randomly
collected
rows,
however, is
not switched
around, we
display all
data for
each
randomly
collected
row.

For details on the process, go to Understanding the process to display sample data.
For details on the sample data limitations and guidelines, go to Limitations and guidelines.

Required permissions to view sample data

To view sample data for an asset, you need:

» View permission on the asset.
View permission is required to access the asset in general.
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» Resource permission: Asset > Data > View Samples.
The View Samples permission is heeded to see the sample data.

Tip

In Table and Data Set assets, you see sample data only for columns for which you
have the required permission. If you do not have access, you see the text
<sensitive> in the column instead of sample data.

Configuring the use of sample data

Sample data limitations and guidelines

» Sample data via Edge may require additional Edge site memory, CPU and disk
space.

e Currently, you can request sample data via Edge only for Table and Column assets.

» For performance reasons, the number of samples to display must be less than 1,000.
This limit is configurable in the Maximum number of samples setting, in the Data
Profiling section. The default value is 100. The maximum value is 1,000.

Go to Configure the use of sample data via Edge or Configure the use of sample
data via Jobserver.

e For performance reasons, avoid sampling tables with more than 1,500 columns.
This limit is not configurable at the moment.

» The sampling feature always uses push-down sampling if push-down sampling is
available for the data source. Push-down sampling increases the sample data extrac-
tion speed.

We advise to only allow sampling on data sources that support push-down sampling.
To know if your data source allows for push-down sampling (called partial scan in
Edge), go to Data sources supported by Edge or Overview of Collibra-provided
JDBC drivers (Jobserver).

Note If you try sampling on a data source that does not allow push-down

sampling, the sample data extraction time is proportional to the database table
size. The bigger the table, the longer it will take to retrieve the samples.
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Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on sampling via Edge, go to Configure the use of sample data via
Edge.

Configure the use of sample data via Jobserver

You must configure your Collibra environment if you want to display sample data for data
sources registered via Jobserver.

Configuration step More details

1 Ensure the users have the required permissions. = Required permissions to view sample data
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Configuration step More details
2 In the Service Configuration settings, Show how

» Set the Data Profiling setting Maximum num-

ber of samples to a value higher than 0. Prerequisites

¢ Define the maximum number of characters

that you want to collect per sample in Max- « You have the ADMIN or SUPER role in

imum value length.

Collibra Console.

¢ You have the SUPER role in Collibra
Console.

¢ You have the ADMIN or SUPER role in
Collibra Console.

Steps

1. Open the DGC service settings for
editing:

a.

d.
e.

Open Collibra Console.

» Collibra Console opens with the
Infrastructure page.

In the tab pane, expand an
environment to show its services.
In the tab pane, click the Data
Governance Center service of that
environment.

Click Configuration.

Click Edit configuration.

2. Openthe DGC service settings for
editing:

a.

d.
e.

Open Collibra Console.

» Collibra Console opens with the
Infrastructure page.

In the tab pane, expand an
environment to show its services.
In the tab pane, click the Data
Governance Center service of that
environment.

Click Configuration.

Click Edit configuration.

3. Go to the Data profiling section.

4. Make sure the setting Maximum number
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Configuration step More details

of samples is higher than 0.

The default value is 100. The maximum
value is 1,000. For more information, go
to DGC service configuration: options.

5. In Maximum value length, define the
maximum number of characters that you
want to collect per sample.

We don't recommend increasing this num-
ber as it may affect the stability of the sys-

tem.
6. Click Save all.

3 When you register or refresh the data source via = Register a data source via Jobserver
Jobserver, select the option Store Sample Data.
For detailed information on the sample data process, go to Understanding the process to
display sample data.

Configure the use of sample data via Edge

You must configure your Collibra environment if you want to display sample data for data
sources registered via Edge.

Tip Sample data for data sources registered via Edge is temporarily cached on the
Edge site. In the cache, the sample data is encrypted. The data is available in the
Edge cache for 24-48 hours.

Configuration step More details

1 Ensure your Edge site meets the Edge hardware requirements to show sample data
memory, CPU and hard disk
requirements.

2 Ensure the users have the required | Required permissions to view sample data.

permissions.
Important Several out-of-the-box roles already

include the required permissions.
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Configuration step

3 In the Service Configuration
settings,

e Setthe Data Profiling setting
Maximum number of samples
to a value higher than 0.

¢ Define the maximum number of
characters that you want to col-
lect per sample in Maximum
value length.

« If you want, enable the optim-
ization feature for sampling
(beta).

More details

Important The Maximum number of samples
value applies to both Jobserver and Edge. In
mixed environments, if this number was setto 0
for Jobserver and you are increasing the value for
Edge, this can result in sample data extraction for
data sources registered via Jobserver.

Show how

Prerequisites

¢ You have the ADMIN or SUPER role in Collibra
Console.
¢ You have the SUPER role in Collibra Console.

¢ You have the ADMIN or SUPER role in Collibra Con-
sole.

Steps

1. Open the DGC service settings for editing:
a. Open Collibra Console.
» Collibra Console opens with the Infrastructure
page.
b. Inthe tab pane, expand an environment to show its
services.
c. Inthe tab pane, click the Data Governance Center
service of that environment.
d. Click Configuration.
e. Click Edit configuration.
2. Open the DGC service settings for editing:
a. Open Collibra Console.
» Collibra Console opens with the Infrastructure
page.
b. Inthe tab pane, expand an environment to show its
services.
c. Inthe tab pane, click the Data Governance Center
service of that environment.
d. Click Configuration.
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Configuration step More details

e. Click Edit configuration.

3. Go to the Data profiling section.

4. Make sure the setting Maximum number of samples
is higher than 0.

The default value is 100. The maximum value is
1,000.

5. In Maximum value length, define the maximum num-
ber of characters that you want to collect per sample.
We don't recommend increasing this number as it may
affect the stability of the system.

6. If you want to enable the sampling optimization, go to
the Beta section and set the Sampling optimization
enabled setting to True. By enabling this setting, the
process of checking the Edge cache for samples is
much faster.

7. Click Save all.

For more information, go to DGC service configuration:
options.

4 For each data source, add the Cata- Add the Catalog JDBC Sampling capability for your data
log JDBC Sampling capability to source Edge connection.

Edge.
e e The Catalog JDBC Sampling capability consists of

two possible operations:

o Extracting the sample data, which collects the data
from a data source and caches the data on the
Edge site.

° Reading the sample data, which reads sample
data from the Edge cache and returns it as a result
of an API call or displays it in an asset page.

¢ Once the capability is selected, define the JDBC con-
nection to which the capability applies.

For detailed information on the sample data process, go to Understanding the process to
display sample data.
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Calculating the Edge hardware requirements to show
sample data

Before you configure sample data via Edge, it is important to validate that your Edge site
has enough memory, CPU and available cache disk space.

Memory and CPU requirements

The Edge capability Catalog JDBC Sampling consists of two possible operations, which
require Edge resources:

» Extracting the sample data, which collects the data from a data source and caches

the data on the Edge site.
» Reading the sample data, which reads sample data from the Edge cache and returns

it as a result of an API call or displays it in an asset page.

The following table shows how much resources are required for one request.

Extracting the sample data Reading the sample data
Memory per request 4 Gb 900 Mb
CPU per request 1cpu 0.9 cpu

Note
« If you want to support multiple requests to run at the same time, you need to
multiply these numbers by the number of parallel requests.

» These resources must be added to the other resource requirements for Edge,
the operating system and any other software you would like to run on the
same machine.

You also need to add the requirements of other Edge capabilities if you want
run other capabilities in parallel of the sampling capability. If you accept that
operations are executed one after the other and that some need to wait in a
queue, then only the highest requirements need to be fulfilled.
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Hard disk requirement

Extracted sample data remains in the cache of an Edge site between 24 - 48 hours. This
means that enough disk space must be available to cache this data. If the Edge cache is
still full and a new sample data request is added, the request will fail.

The required disk space largely depends on the expected number of tables for which
sample data will be requested, per day. You can estimate the disk space in bytes as
follows:

(Number of tables per day *2) * Number of columns * (Number of characters for one
column name + (Number of samples * Number of characters for one sample)) * 2.05

* You need to multiply the number of tables per day by 2 because the sample data can
stay in the Edge cache up to two days.

* You need to multiply the number by 2.05 because, for each character, we calculate 2
bytes and some margin for the data serialization format.

Also consider that the Edge cache may hold other data than the sample data, like a copy of
the JDBC drivers used to connect to the data sources. So it is best to round up the required
space.
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Example
In this example,

* You expect to receive requests for sample data for 100 tables per day.
» Each table has about 20 columns with an average column name of 30
characters.
e For each column, you want to collect 100 samples.
This number is set in the Maximum number of samples DGC Service setting.
» Each sample has an average of 100 characters.
You can define the maximum number of characters to collect via the
Maximum value length DGC Service setting.

The numbers for the calculation are:

Number of tables per day: 100.

Number of columns: 20.

Number of characters for one column name: 30.
Number of samples: 100.

¢ Number of characters for one sample: 100.

The estimated disk space in bytes is:
(100 *2) * 20 * (30 + (100*100) * 2.05 = 882,246,000 bytes = 882,246 kb = 82 Mb

As a conclusion for this example, having around 100 Mb of disk space available for
sample data on the Edge site cache should be sufficient.

Add the Catalog JDBC Sampling capability

After you have configured the settings for sample data, and you have created a JDBC
Edge connection for your data source, you need to add the Catalog JDBC Sampling
capability to the connection.

» The Catalog JDBC Sampling capability consists of two possible operations:
o Extracting the sample data, which collects the data from a data source and
caches the data on the Edge site.
o Reading the sample data, which reads sample data from the Edge cache and
returns it as a result of an API call or displays it in an asset page.
» Once the capability is selected, define the JDBC connection to which the capability
applies.
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Before you begin

e You have created and installed an Edge site.
* You have created a JDBC connection for your data source.

Required permissions

* You have a global role that has the System administration global permission.

* You have a global role that has the Manage connections and capabilities global per-
mission, for example, Edge integration engineer.

» You have a global role that has the Register profiling information global permission.

Steps

1. Open an Edge site.
a. On the main toolbar, click i, and then click € Settings.
» The Collibra settings page opens.
b. Inthe tab pane, click Edge.
» The Sites tab opens and shows a table with an overview of the Edge sites.
c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Capabilities section, click Add capability.
» The Add capability page is shown.
3. Enter the required information.

Field Description Required
Capability This section contains general information about the capability.

Name The name of the Edge capability. v Yes
Description The description of the Edge capability. X No
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Field

Capability
template

Connection

JDBC
connection

General

Debug

Log level

4. Click Create.

Description Required

The capability template. The value that you select in this field @ v Yes
determines which sections appear on the page.

Select the following Edge capability:

Catalog JDBC Sampling

This section contains information to connect to the data source.

The connection to the data source. v Yes

This section contains general information about logging.

An option to automatically send Edge infrastructure log filesto = X No
Collibra Data Intelligence Cloud. By default, this option is set
to false.

Note We highly recommend to only send Edge
infrastructure log files to Collibra Data Intelligence
Cloud when you have issues with Edge. If you set it to
true, it will automatically revert to false after 24h.

An option to determine the verbosity level of Catalog X No
connector log files. By default, this option is set to No logging.

» The capability is added to the Edge site.
» The fields become read-only.

What's next?

With the correct settings and permissions in place, users can start requesting sample data

for the data source.

Delete sample data

The way to remove sample data for a data source depends on how the sample data is

made available.
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» For Jobserver, perform one of the following:
o Refresh the related schema and don't select the Store Sample Data checkbox.
As a result, any previously gathered sample data is removed from the Collibra
cloud repository.
o Call the Catalog profiling REST API with an empty array for the samples para-
meter.
As a result, any previously gathered sample data is removed from the Collibra
cloud repository.
» For Catalog profiling REST API, call the Catalog profiling REST API with an empty
array for the samples parameter.
As a result, any previously gathered sample data is removed from the Collibra cloud
repository.

e For Edge, you cannot delete sample data.
Sample data for data sources registered via Edge is not stored in the Collibra cloud
repository, it is cached on the Edge site. Every day, Edge deletes all sample data
that is older than 24 hours from its cache.

Note If a data source was previously connected to Jobserver or if sample
data was pushed using the Catalog profiling REST API, and the data source is
now an Edge data source, sample data may still be stored in the Collibra cloud
repository for this data source. If you want to remove this sample data, call the
Catalog profiling REST API with an empty array for the samples parameter.

Example of API code that deletes sample data from the
Collibra cloud repository
In the example code:

» replace <your_environment> by the name of your environment.
» replace the assetldentifier section by any combination that uniquely identifies the
asset for which you want to delete the sample data.
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Example
PATCH https://<your
environment>.collibra.com/rest/catalog/1.0/profiling/columns

{

"columnProfiles": [
{

"assetIdentifier": {
"assetName": "Catalog postgresqgl>catalog
postg>GDPR>Consumers>Process_id(column)",
"communityName": "Catalog demo",
"domainName": "Catalog postgresgl > catalog postg >
GDPR"
}I
"samples": {
"samples": null

}

Request sample data via Edge

Note Currently, you can request sample data via Edge only for Table and Column
assets.

If a data source is registered via Edge, no sample data is available by default. It means you
may need to request the sample data. The requested sample data only remains available
via Edge for a limited amount of time.

Before you begin

¢ You have enabled data source registration via Edge.

¢ You have created and installed an Edge site.

¢ You have registered a data source via Edge.

» Your Edge site has a sampling capability for that data source.

* You have synchronized one or more schemas of the registered database.
¢ You have the required permissions to see sample data.
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Steps

1.

Open the Column or Table asset for which the data source is registered via Edge.

2. Fora column, click Data Profiling.

For a table, click Sample data.
» Collibra performs checks to determine what happens in the page.
» If sample data is available in the Edge cache for this data source, the sample data
is displayed.
Important It can take some time for the sample data to be displayed. Don’t

navigate away from the page while the process is ongoing.

» If no sample data is available in the Edge cache and if you have the required
permissions to see sample data, the Request Sample Data button is displayed.

. If displayed, click the Request Sample Data button or go to Actions -> Request

Sample Data.

» A'Request sample data' job starts. This job collects and caches the sample data
on the Edge site.

» Collecting and caching the sample data can take time because the job is added to
a job queue. You can navigate to other assets while the job is in progress.

» As soon as the job is completed, you receive a notification. When you open the
asset again, the sample data will be displayed after some time.

Note

o |t takes some time to collect the sample data. You can navigate to other
assets while the request is in progress.

° Requested sample data via Edge only remains available on the Edge
site for a limited time. Once a day, Edge deletes all the data that is older
than 24 hours. Once the cached data is deleted, you will need to request
the sample data again.

Tip

e For detailed information, go to Understanding the process to display sample

data.
« If you want to learn more, check out the Sample data training.
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Understanding the process to display sample

data

If you open a Column, Table or Data Set asset page, Collibra performs a series of checks

to determine if sample data is displayed.

y
(J
'~

Yeu navigate

to an asset page that
can display
sample data.

Note

Currently, you can request sample data via Edge only for Table and Column assets.

T, @

Collibra checks if
you have the required permissions

You don't have permission

> x You cannot view sample data.

to view sample data.

You have permission

A 4

Collibra checks if
sample data for the asset is stored

Sample data is available

in the cloud repository.
Only sample data collected via Jobserver or
uploaded via REST APl is stored in the repository.

No sample data is available
in the cloud repository

Collibra checks if
the asset is connected to
an Edge site.

The asset is connected
to an Edge site

Collibra checks if
sample data is cached

The asset is
not connected
to an Edge site x No sample data is

available for the asset.

Sample data is available

on the Edge site.

No sample data is available
inthe Edge cache

Collibra checks for
pending sample data requests

Collibra is already collecting sample data

A message is displayed.

J You see the sample data.

x Collibra is already collecting the

for this data source.

No request for sample data
is ongoing

The Request Sample Data button is
available.

You click the
Request Sample Data

* Arequest for sample data is created.

» Cellibra collects the sample data and
caches it temporarily in the Edge cache.
Every day, Edge deletes all data that is older
than 24 hours from the cache.

button.

> sample data.
A message is displayed.

‘ Getting the sample data can take time.

You can navigate away from the page.
When the request is completed,
you receive a netification.
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Check
or
Action

Description

Collibra checks if you have the
required permissions to view
sample data.

Collibra checks if sample data
is stored in the Collibra cloud
repository.

Tip
This is only possible if:

e Sample data was
extracted during the
registration of the
data source via
Jobserver.

e Sample data was
uploaded by using
the Catalog
REST API -
Profiling.

Positive outcome

You have the required
permissions:

e The process continues
with the next check.

Sample data is available in
the Collibra cloud
repository:

e The sample data is vis-
ible in the page.
e The process stops.

Negative outcome

You don't have the required
permissions:

¢ You cannot see the
sample data and a mes-
sage appears on the
page.

e The process stops.

No sample data is available
in the Collibra cloud
repository:

¢ The process continues
with the next check.
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Check
or
Action

Description

Collibra checks if the asset is
connected to an Edge site.

An asset is connected to an
Edge site when the asset has
been registered via the Edge
Catalog data source
registration process. Only
adding the Catalog JDBC
Sampling capability to your
Edge site is not enough. The
asset is connected to the Edge
site via its related Database
asset.

Collibra checks if sample data
is available in the cache of
Edge.

This is possible if sample data
has been requested before
and the cache has not been
cleared in the meantime.

Once a day, Edge deletes all
data that is older than 24 hours
from its cache.

Positive outcome

The asset is connected to
an Edge site:

e The process continues
with the next check.

Sample data is available in
the cache:

e The sample data is vis-
ible in the page.

Important It can
take some time
for the sample
data to be
displayed. Don’t
navigate away
from the page
while the
process is
ongoing.

e The process stops.

Negative outcome

No sample data is available
for the asset:

¢ You cannot see the
sample data.
e The process stops.

No sample data is available
in the cache:

¢ The process continues
with the next check.
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Check
or
Action

Description

Collibra checks if a sample
data request is pending for the
data source.

You click the Request Sample
Data button.

Positive outcome Negative outcome

A sample data request is No sample data request is

pending for the data pending for the data
source: source:

e You need to wait until e The button Request
the sample data has Sample Data appears
been collected and on the page and in the
cached in the Edge site. Action drop-down list.

The process stops. e The process stops until
you click the button.

A 'Request sample data' job is launched and added to
the Activities list and job queue.

When Edge is ready for the job, the job starts.
Sample data is randomly collected and temporarily
made available in the cache of the Edge site.

We randomly collect rows from the data source. The
data of the randomly collected rows, however, is not
switched around, we display all data for each ran-
domly collected row.

If you request sample data for a column, sample data
is collected and cached for the entire table.

Every day, Edge deletes all data that is older than 24
hours from its cache. This means the sample data
remains available between 24 and 48 hours.
Because it can take time for the job to start and com-
plete, you can navigate away from the page while the
job is in progress.

e Once the job is completed, you receive a notification.
e The process stops.

Note Columns mapped to following
java.sql.Types are excluded from the sampling
queries: ARRAY, BINARY, BLOB, CLOB,
DATALINK, DISTINCT, JAVA_OBJECT,
LONGVARBINARY, NCLOB, NULL, OTHER,
REF, REF_CURSOR, ROWID, SQLXML,
STRUCT, VARBINARY.
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Troubleshooting sample data

Tip Make sure your Edge site meets the Sample data requirements. For
information, go to Edge hardware requirements to show sample data.

Message: To ensure data security, sample data
IS currently not visible

Issue:
When you open sample data for an asset, no data is displayed and you see the following
message in the page: To ensure data security, sample data is currently

not visible.
Possible reasons:

* You don't have the required permissions to view sample data.
» The Catalog JDBC Sampling capability has not been defined for the data source
Edge connection.

Solution:

* Request the required permissions.
« If the sampling capability is missing, add the Catalog JDBC Sampling capability for
the data source.

Message codes

Code Description Possible reasons Solution

200 This code indicates the
sample data processes ran
correctly. Also when no
sample data is available in
the data source, this code
is provided.
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Code Description Possible reasons Solution
400 This message appears if: e The asset exists butthe | ¢ Ifitconcerns a wrong asset,
L asset is not a column or provide a valid column or
e Something is wrong i
with the provided asset table table assetd.
D P e The table has no
columns. « If the sampling capability is
_IO_L i bilt e Something is wrong in missing,
i © sz.amp g capabliiity the relationship of the add the Catalog JDBC Samp-
is not installed on the . .
. column, table or data- ling capability for the data
Edge site. .
base, like a column source.

asset that was not inges-
ted but manually cre-
ated and no relationship
has been defined.

e The Catalog JDBC
Sampling capability has
not been defined for the
data source Edge con-

The error message will spe-
cify the problem.

nection.
401 This message appears if The authentication failed. Provide valid credentials.
you are not authenticated
to use the sampling API.
403 This message appears if You do not have the Verify the user has the required

you lack permission to any  required permissions. Both = permissions.
of the columns within the View permission and View
requested asset. Samples permission are

needed to see sample data

for an asset.

404 This message appears if The asset does not exist. Provide an existing column or
the asset cannot be found. table asset id.

503 This message appears if The Edge service is not Verify that the Edge site is still
the Edge service gets a available. online and healthy. If not, check
timeout or fails. the Edge logs to get a better

understanding of the issue. If
the problem persists, contact
Collibra Support for assistance.
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Error message: Generic AP| exception
PayloadToolLarge

Issue:
When you open sample data for a Table asset, you receive the following
message:com.collibra.edge.management.exceptions.PayloadTooLarge: The

payload size should be below 102400 bytes.
Reason: The table contains too many columns.

Solution: You can open an individual Column asset to request its sample data.

Error message: There is no matching sampling
capability found

Issue:
You receive the following error message:

There is no matching sampling capability found for connection

[connection id].

Reason:

This message appears when you open a Column or Table asset page for a data source
that has been registered via Edge but for which the Edge site doesn't have an associated
Edge capability for sampling.

Solution:
To solve the issue, add the Catalog JDBC Sampling capability for the data source. The
message provides the id of the Edge connection linked to the data source.

No sample data is displayed

There are many conditions that can result in no sample data being displayed. Before
reporting an issue, check the following:

163



Chapter 2

Reason

The setting Maximum
number of samples is
setto 0.

The sampling capability is
missing for your Edge
data source.

The asset for which you
want to collect sample
data has no data.

No sample data is stored
in the Collibra cloud
repository.

(not applicable for data
sources registered via
Edge)

Description

The sampling feature is disabled
and no samples are displayed.

Samples can only be extracted if
the sampling capability is set for
the data source on the cor-
responding Edge site.

There is no data to show for the
asset.

* For Jobserver data sources,
sample data is only available in
the Collibra cloud repository if
the Store Sample Data option
was selected during the regis-
tration of the data source.

¢ For assets created without Job-
server or Edge registration,
sample data is only available if
they were uploaded to the Col-
libra cloud repository via the
Catalog Profiling REST API.

Solution

Set the Data Profiling setting
Maximum number of samples to a
value higher than 0.

For details, Configuring the use of
sample data.

Add the Catalog JDBC Sampling
capability for the data source.

Configuring the use of sample data

You do not see the Request Sample Data button

Issue:

You want to see sample data for an asset but you cannot request it. The Request Sample
Data button is not available.

Reason:

The possible reasons are:

* You don't have the required permissions.
» This asset was not created via the Edge Catalog data source registration process.
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e There is no sample data available in the data source. In that case, you see an empty
table.

| cannot request sample data for a data set via
Edge

Currently, you can request sample data via Edge only for Table and Column assets.

You always get old sample data for a data source
registered via Edge

Issue:
You always see old sample data for a data source registered via Edge.

Reason:

Sample data stored in the Collibra cloud repository takes precedence over sample data
extraction by Edge. Sample data can be available for an Edge data source in the Collibra
cloud repository if this data source was previously connected to Jobserver or if sample
data was pushed using the Catalog profiling REST API for the data source. For more
information on the process, go to Understanding the process to display sample data.

Solution:
If you want to remove samples from the Collibra cloud repository, go to Delete sample
data.

Collecting the sample data is very slow via Edge

« |t can take some time to read and display the sample data available in the Edge
cache.

» The sample data extraction time via Edge is influenced by multiple factors. For
example: table size, number of columns in a table, number of samples to collect,
maximum length of samples, and push-down sampling mechanism available for the
data source. For more details, go to Sample data limitations and guidelines.

» Maybe a lot of parallel sample data requests are ongoing. This happens when a lot of
users want to see sample data at the same time.
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Tip If you experience issues in this situation, you can decrease the number of
Edge data sources for which the sampling capability is enabled.

You want to retrieve sample data log files

For data sources registered via Edge, Edge logs are generated when sample data is

extracted from the data source and cached on the Edge site. The logs start with this text:

"Writing cache samples with the key...".
Looking at the Edge logs within a 2-day period should give information on the sampling
activity.

Example

Writing cache samples with the key
'catalog.sample.6385e23cblaed443a7786c555108d8bb028d23dee39%e76ce
3169eaa9cdacbled3"

"Cache write sample for table 'Snowflake>SNOWFLAKE SAMPLE
DATA>TPCDS SF100TCL>CALL CENTER'
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Quality extraction S
This feature isn't available in the latest user interface (beta).

The quality extraction functionality allows you to ingest Collibra Data Quality . . . .
& Observability user-defined rules, metrics, and dimensions into Collibra Data Catalog for = * * * *

registered data sources by using the DQ Connector Edge capability. .

Warning You can use this functionality only if you have the same data sources ~ « =« =«
registered in Collibra Collibra Data Quality & Observability and you have Edge R
enabled in your Collibra Data Intelligence Cloud. ..

About DQ Connector

This feature isn't available in the latest user interface (beta). . ...

The native DQ Connector brings Collibra Data Quality & Observability into your Collibra = * = = *

Data Intelligence Cloud. The DQ Connector is an Edge capability template that helpsyou . . . . .

integrate your Collibra Data Quality & Observability user-defined rules, metrics, and

dimensions into Collibra Data Catalog. e e

Note To extract data quality statistics from CollibraCollibra Data Quality
& Observability both Data Catalog and Collibra Data Quality & Observability must . . . . .
ingest the same data source. L

DQ Connector requirements o

e Collibra Data Intelligence Cloud 2021.07 or newer.
o Edge
» Collibra Collibra Data Quality & Observability 2.15 or newer.
o Existent data quality statistics for the selected data source.
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DQ Connector configuration

1. Connectto a Collibra Data Quality & Observability source:

a.
b.
C.

d.
e.
f.

Create a Collibra Data Quality & Observability Edge site.

Connect to your Collibra Data Quality & Observability source.

Add ingestion capabilities to your Collibra Data Quality & Observability con-
nection.

Configure destinations for Collibra Data Quality & Observability assets.
Add Collibra Data Quality & Observability characteristics to assets.

Add a DQ Connector capability.

2. Register Collibra Data Quality & Observability Edge connections in Data Catalog:

a.
b.

Create a Data Catalog System Asset.

Register the Collibra Data Quality & Observability data source in Data Catalog.

Connect to a Collibra Data Quality
& Observability source

This feature isn't available in the latest user interface (beta).

Because the DQ Connector is an Edge capability, you must be able to ingest data via
Edge. For information about enabling and configuring Edge, see the Edge Configuration

guide.

Create

a Collibra Data Quality & Observability Edge site

Create an Edge site with the following properties:

Field

Name

Description

Description

The name of the Edge site, for example Collibra-DQ-Edge. Do not use spaces
or special characters.

This field is mandatory and the name must be globally unique.

The description of the Edge site. We recommend to put at least basic location
information of the Edge site.

This field is mandatory.
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Edge sites b Create Edge site

& sites Create Edge site

Name
‘ Collibra-DQ-Edge

Install the Collibra Data Quality & Observability Edge site

Follow the instructions for your environment to Install an Edge site.

Note This process automatically creates an Edge user, which you use later in the

setup process.

Connect to your Collibra Data Quality & Observability

source

Create a connection for each CollibraCollibra Data Quality & Observability data source

you want to synchronize.

Section Property
Connection set- Name
tings

Description

Connection pro-
vider

Connection Username
parameters

Example for
Username /
Password JDBC
drive

Value

The same name as the Collibra Collibra Data Quality
& Observability connection name.

The description of the JDBC connection. This field is also
visible when you register content.

The connection provider, which determines the available
connection parameters. Same as Collibra Collibra Data
Quality & Observability.

The same username as the Collibra Collibra Data Quality
& Observability connection username.

169


ta_install-edge-site.htm
ta_create-jdbc-connection.htm

Chapter 3

Section

Property Value

Password The same password as the Collibra Collibra Data Quality

& Observability connection password.

Driver class name = The same driver name as the Collibra Collibra Data Quality

& Observability connection driver name.

Driver Jar The same driver JAR file as from Collibra Collibra Data

Quality & Observability.

Connection string = The same URL as the Collibra Collibra Data Quality

& Observability connection URL.

Add ingestion capabilities to your Collibra Data Quality
& Observability connection

You must add a Catalog JDBC ingestion Edge capability template for each connection you

have created to extract and process data for your data source.

Field
Capability
Name

Description

Capability
template

Connection

JDBC
connection

Description
This section contains general information about the capability.

The name of the Edge capability.
The description of the Edge capability.

The capability template. The value that you select in this field determines
which sections appear on the page.

Select the following Edge capability:

Catalog JDBC ingestion

This section contains information to connect to the data source.

The connection to the data source.

Required

v Yes

v Yes

v Yes
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Field

JDBC data

source type
(Deprecate
d)

Supports
schemas

Description Required

Deprecated field. The field was used to indicate the type of the data v Yes
source. You no longer need to change this field. The required value is
automatically identified.

Note The automatically identified value is not shown in this page.

A text field where you have to enter True to enable database registration X No
of data sources that have no schema. If the data source has schemas, you
can ignore this field.

Tip If the data source does not have a schema, Data Catalog
creates a Schema asset with the same name as the full name of
the database.
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Field Description Required
Others This section can contain additional capability properties. X No

Warning Adding additional properties can have a significant
impact on your Edge site. Only add or update them together with
Collibra Support.
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Field Description Required
General This section contains general information about logging.
Debug An option to automatically send Edge infrastructure log files to Collibra X No
Data Intelligence Cloud. By default, this option is set to false.
Note We highly recommend to only send Edge infrastructure log
files to Collibra Data Intelligence Cloud when you have issues with
Edge. If you set it to true, it will automatically revert to false after
24h.
Log level An option to determine the verbosity level of Catalog connector log files. X No

By default, this option is set to No logging.

Configure destinations for Collibra Data Quality
& Observability assets

Collibra Data Quality & Observability rules, metrics and dimensions require their own
domains in Data Catalog. If you don't have existing domains for data quality or wish to use
new ones for the quality extraction purpose, create a domain for each type of data quality
asset:

¢ Rules: Rulebook Domain
¢ Metrics: Business Asset Domain
¢ Dimensions: Business Asset Domain

Assign permissions for Collibra Data Quality & Observability
domains

Edge must have the correct resource permissions to manage assets inside the dedicated
Collibra Data Quality & Observability domains. For each dedicated domain, assign the
Technical Steward role to the Edge user.

Note The Edge user is automatically created when you install the Edge site.
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Add Collibra Data Quality & Observability characteristics to

assets

To show Collibra Data Quality & Observability statistics for your data source, assign the

following characteristic types to the Table and Column asset types:

Asset type

Table

Col

umn

Characteristic type
governed by Governance Asset

is governed by Data Quality Rule

Add a DQ Connector capability

The DQ Connector facilitates the communication with Collibra Collibra Data Quality
& Observability. Add a DQ Connector capability to your Collibra Data Quality
& Observability Edge site:

Field

Capability

Name

Description

Capability template

DQ

Base URL

Username

Description
This section contains general information about the capability.

The name of the Edge capability.
The description of the Edge capability.

The capability template. The value that you select in this field
determines which sections appear on the page.

Select the following capability template to ingest Collibra Data
Quality & Observability user-defined rules, metrics, and
dimensions into Collibra Data Catalog:

DQ Connector

This section contains information about the Collibra Data Quality
& Observability connection.

Your Collibra Data Quality & Observability URL

The Collibra Data Quality & Observability username for this con-
nection.

Required

v Yes

v Yes

v Yes

v Yes
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batches of this
size

Next steps

This section contains information about where to ingest Collibra Data Quality

Default: 5000.

» Register a Collibra Data Quality & Observability source in Data Catalog.

Chapter 3
Field Description Required
Password The Collibra Data Quality & Observability password for thiscon- = v Yes
nection.
Encryption Select the type of encryption to use.
options
Default: To be encrypted by Edge management server.
Issuer of the If you have selected Encrypted with public key, enter your JWT X No
JWT issuer.

model & Observability assets.
DQ Rules The UUID of the Rulebook Domain for the ingested Collibra Data = v Yes
domain id Quality & Observability rules.
DQ Metrics The UUID of the Rulebook Domain for the ingested Collibra Data = v Yes
domain id Quality & Observability metrics.
DQ Dimensions = The UUID of the Governance Asset Domain for the ingested Col- v Yes
domain id libra Data Quality & Observability dimensions.
Default DQ The default Data Quality Dimension, for example Accuracy, v Yes
Dimension Completeness, Consistency and so on.
name Default: Completeness.
DQ Metric The UUID of the Data Quality Metric classified by / classifies X No
classified by Data Quality Dimension relation. If left unspecified, this relation
DQ Dimension | will not be added.
relation type id
Assets are The batch size of the ingestion. v Yes
imported in
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Register a Collibra Data Quality & Observability
source in Data Catalog

This feature isn't available in the latest user interface (beta).

To make the Collibra Data Quality & Observability metadata available in Collibra Data
Catalog, you must register the data source for each Collibra Collibra Data Quality
& Observability data source you want to synchronize.

Create a Data Catalog System Asset

As a prerequisite to registering a data source in Data Catalog, you must create a System
asset for each connected data source with the following properties:

Field Value
Type System
Domain The domain to which the new assets will belong. You can only create a asset

type in any domain of a domain type that is assigned to a selected asset type.

Name The same name as the CollibraCollibra Data Quality & Observability connection
name.

Register the Collibra Data Quality & Observability data
source in Data Catalog

Register each Collibra Data Quality & Observability source in Data Catalog.

nnnnnnnnnnnnnnnnnnnnnnnn
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Next steps

o Extract Collibra Data Quality & Observability metadata.

Extract Data Quality metadata

This feature isn't available in the latest user interface (beta).

After you completed the DQ Connector configuration, you can start ingesting Collibra Data
Quality & Observability metadata.

Prerequisites

* You have configured the metadata synchronization properties for the data source.

Steps

1. Open a Database asset page.
2. Inthe tab pane, click ® Configuration.
3. Inthe Quality extraction section, do one of the following:
o To select schemas for data quality synchronization:
i. Click Edit.
» The Data quality column becomes editable.
ii. Select whether to synchronize the available schemas.

iii. Click Save.

° To synchronize the selected schemas:
i. Select the schema name to see its configuration.
ii. Click Synchronize.
» The synchronization job is started for the selected schemas.
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About data profiling

Data profiling creates a summary of a data source that is registered with Data Catalog and

determines the data type of columns in the data source. The summary mainly contains

statistics and graphics to give the user an idea what the registered data is about.

You can create profiling results by:

» Registering a data source via Jobserver or via Edge, and choosing to profile the

data.

» Importing profiling results via the Catalog API.

You can find the profiling results in Table and Column asset pages.

Profiling process

You can profile data via Edge or via Jobserver. The following table shows the differences.

Part of process

Data size

Connectivity

Register a data
source

Profiling via Edge

There is no data size limit. The Edge
site calculates the profiling statistics
while reading the data.

Collibra connects to an Edge site. The
Edge site is installed in the customer's
environment, close to the data source.
The Edge site communicates to Col-
libra Data Intelligence Cloud and other
3rd party systems using an HTTPS
connection.

You can profile the data only after you
registered a data source and syn-
chronized one or more schemas via
Edge. You can start the profiling pro-
cess via the Configuration tab page on
the Database asset page.

Profiling via Jobserver

There is a limit on the size of the data
that is used to calculate the profiling
statistics. By default, this is 10 GB.

Jobserver requires an HTTP proxy to
support reverse connectivity.

When registering a data source via Job-
server, options are available to profile
the data and create sample data.
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Part of process

Anonymizing data

Classification

Deleting data pro-
filing results

Profiling via Edge

Profiling happens on the Edge site.
The profiling results are automatically
anonymized for columns with the Text
or Geo data type before they are sent
to Data Catalog. It is not possible to
disable the anonymization of these
data types.

An administrator can also decide to
anonymize the profiling results for all
columns.

Depending on the classification
method that you use, the classification
process starts at the same time as the
profiling of the data.

Important If you are using the
Unified Data Classification
method, the classification
process does not automatically
run at the same time as
profiling. When you start the
profiling and classification
activity, only profiling results
will be collected. You need to
activate the classification
process separately.

Once data profiling results are avail-

Profiling via Jobserver

Settings are available to enable the
anonymization of the profiling results.

The classification process does not
start together with the profiling.

To delete data profiling results for a

able, you can only delete them by delet- schema, refresh the schema without

ing the assets.

storing the data profile. Go to We have
announced the end of life of Jobserver
and all related Jobserver integrations
for September 30, 2024, with the
exception of Public Sector customers
using GovCloud or on-prem envir-
onments. For information on regis-
tering a data source via Edge, go to
Registering and synchronizing a data
source via Edge..
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Only using part of the data to create profiling
results

Push down sampling (Jobserver) or partial scan (Random Rows) (Edge) means that the
task of creating a set of data to profile is delegated to the data source itself and allows to
only use part of the data to create profiling results.

» The data source randomly selects data to profile and transfers it to the Jobserver or
the Edge site in one fetching process.
If the Jobserver cache storage is reached, the fetching process can be stopped.
Because the data source already created the data randomly, the omitted data can be
ignored without lowering the representativeness of the data.

e Push down sampling or partial scan can be done using dynamic SQL query, if the
data source supports it. For an overview, see Overview of Collibra-provided JDBC
drivers.

Push down sampling or partial scan drastically increases the performance of collecting
data to profile.

Push down sampling is not used by default on Jobserver. To use push down sampling, do
the following:

Step When Description

1 Manage the driver Add the pushDownSampling connection property.
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Step When Description
2 Register your data Follow the usual steps to register a data source, but include the
source following options:

1. Enter a value for the pushDownSampling connection property.

Note

° The value must be between 700 and 7 000 000. Your
data source creates the set of data to profile from
that amount of rows.

o If the size of the amount of rows exceeds the limit of
the cache storage (Collibra recommends 10 to 20
GB), the amount of rows is reduced.

° Ifyou typed a value that is bigger than the amount of
rows in the data source, the entire data source is
used to create the profiling results.

2. Select Store Data Profile and, optionally, Store Sample Data
to profile via Jobserver.

Random Rows is an option when you profile and classify a data source that allows partial
scan. For details about the options, go to Profiling and classification options.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on profiling via Edge, go to Profiling via Edge.

Profiling via Jobserver

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on profiling via Edge, go to Profiling via Edge.

183


ref_announcements.htm#End
ref_announcements.htm#End

Chapter 4

About profiling via Jobserver

Profiling process via Jobserver

When you register a data source via Jobserver, Data Catalog triggers the ingestion
process.

By default, the complete data set is transferred to Jobserver. Then Jobserver creates a
representative subset of the data to profile, based on your data source. Jobserver then
profiles that data and sends the profiling results to Data Catalog. You can enable the
Anonymize data option to hash or remove profiling results that can be considered
sensitive.
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Data used to create profiling results via Jobserver

To create the profiling results, Data Catalog uses a representative set of the data from the
data source.

Note This data is not the same as the sample data that can be available for an
asset.

If you register a data source via Jobserver, the data that will be used by data profiling is
created when you register the data source.

« If you use Jobserver without push down sampling:
First, the complete data set is transferred to Jobserver. Then Jobserver creates the
set of the data to be profiled. This is sometimes called sampling.
The size is determined by the Table profiling data size setting in Collibra Console or
the Services Configuration section of the Collibra settings. By default, the size is 10
GB.

« If you use Jobserver with push down sampling (also called partial scan):
The data source itself creates the set of data to profile and sends it to Jobserver. The
data source creates the set of data from randomly selected rows. If the Jobserver
cache storage is reached, the process stops. Because the data source already cre-
ated the set of data randomly, the omitted data can be ignored without lowering the
representativeness of the sample.

Warning Push down sampling can be done using dynamic SQL query, if the
data source supports it. To verify if your data source allows push down
sampling, see Collibra-provided JDBC drivers.

Tip Push down sampling drastically increases the performance of collecting
data to profile.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on profiling via Edge, go to Profiling via Edge.
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Anonymization of data via Jobserver

Note Jobserver does not automatically anonymize sample data and profiling
results.

To ensure that your sensitive data is not stored in the cloud, you must enable the
Anonymize data option in Collibra Console. This option is by default disabled.
With this option enabled:

» Collibra anonymizes the content of columns with data of the type Text and Geo imme-
diately at the end of the profiling process. As a result, data samples and the values
that are shown in the data distribution charts are replaced by a random hash value
for columns that contain these data types. Attributes that could contain sensitive
data, like attributes of the type Mode or Percentiles, are no longer calculated for
columns with data type Text or Geo.

¢ |dentical values in a column get the same hash value so that you can still recognize
the values as identical.

Note

Collibra detects the data type of a column during profiling and only anonymizes the
data if the data type attribute is Text or Geo. However, if Collibra detects a data type
that does not correctly correspond with the actual data type, some data may not
have been anonymized or may have been wrongfully anonymized. To solve this,
you can manually modify the column's data type and profile again.
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Example You have enabled the Anonymize data option in Collibra Console for
Jobserver and have profiled a column that has data type Text. If you go to the
Summary or Data Profiling tab, all textual and geographical data has been
removed or replaced by hashed values:

£ Business Analysts Community b & Schemas » T Strings

last_name

Column @ Candidate @ o 3% Bl Add to Data Set m
Add characteristic < 3aStrings » Mexcel_string_table » # last_name

& summary Data classification @
Filepath 95%  #
Details B
Ea  Data Profiling Sample data Metadata
Original Name @ DataType @ Categorical Data @
1VjmBb-+oPjwX]94w6I92rBuhS 5eDLITrGzR1...
%  Diagram 11yi/DF1¥xHUGqIgowaWiLUZFER|/8aBm 1 Np... Text ®
FGrfUzOA2k+ GAEURSWIGX+X5IZK245FATA last_name
+ e
Pictures . ! sw) " . Q
ZUWCnITXQih4bResxvuKUOfd1y0ilDRXOtBV...
3NAWMESDUOMV|ge7/0f+5ZPkinga0tRAbop. . Technical Data Type @ Column Position @
Ba  Respaonsibilities
2D7syThPZET3+W2ntS/IdxjuSKhSBIFKSPKOB... 2
% References LiyNKw9ggaw2fcryP29%eyfxalWIlSIGH0ATY... String
£ Histary UZkF1 2qecW=1ySLNZKIEAWS 1 6/SPojvulh/+B...
ScsdRWNFSBYHWBM220b2jU12GIunWVO40h...
& Files . -
215Q5VLIpZ2p1 MYIshAKXNnOWIMBgBILCIZbR... Basic Statistics
WAVFShaofPB2eRSVIVInXjaUHKWSL3U3 1k . Minimurm Text Length - @ Maximum Text Length @
ubmha08drqKZBpjRIwr3f40mvPBjmYxavdPy... 3.00 10.00
320+4K2RXmMQOMXOAZar2AnNoKkETTq3iM...
kfCOaRiPn3mGE2Th1 hF7HBEEVHPIPIGIKpT7...
GHgNSqVbDuSebaFAvuLOSLH1 qw7VtO2Fgn.. Counts
kYughWRnj3y)VgBMrePNtc8qDROG/S+DzarE. . Row Count @ Empty Values Count @ Number of distinct values @
ZxnUK7d+RpGMgoe3T/HNZShIVBWTR/MUIM... 500 0 (0.00%) 220

qNsZI6YID3bQaOWdBPhedxBvg2ultpC75eh...

Warning Currently, if you enable the data anonymization process you can no
longer use automatic data classification via the Data Classification platform.
However, you can still classify and anonymize profiling results if you use Edge.

type Text or Geo are automatically anonymized. You can anonymize all columns by
enabling the Anonymize Edge profiling results for all data types feature.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and

| Tip If you profile and classify via Edge, the profiling results for columns with data
‘ synchronizing a data source via Edge.
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Data Profiling Result dialog box with Jobserver

When you registered a data source via Jobserver, and you click the Result button of a data
source registration activity, the Data Profiling Results dialog box opens.
A data source registration activity can be:

Creating schema from JDBC
Creating schema from file
Updating JDBC schema
Updating Excel schema
Updating CSV schema

The Data Profiling Results dialog box contains the following information:

ltem Description

Schema Name of the schema as added to Collibra Data Intelligence Cloud.
Status Status of the data source registration job.

Start time Date and time when the data source registration job has started.
Endtime Date and time when the data source registration job has completed.
Duration Elapsed time of the data source registration job.

Ingestion Details = Summary of the job, including error messages and the list of tables and columns
that have been ingested.

Profiling Details The number of tables that have been correctly profiled.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on profiling via Edge, go to Profiling via Edge.

This feature isn't available in the latest user interface (beta).
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Modify the column data type of registered data

When Collibra Data Intelligence Cloud creates a data profile of registered data, it detects
the data type of each column. It's possible that Collibra detects a data type that does not
correctly correspond with the actual data type, for example the Text data type is detected
for a column, but the actual data in the column are dates.

For more information about the data type detection, see We have announced the end of
life of Jobserver and all related Jobserver integrations for September 30, 2024, with the
exception of Public Sector customers using GovCloud or on-prem environments. For more
information, go to Announcements..

You can update the data type of each column to ensure that the data is properly managed
in Collibra.

Note If you use the Jobserver to register a data source and you have enabled the
Anonymize data option in Collibra Console, Collibra detects the data type of a
column during profiling and only anonymizes the data if the data type attribute is
Text or Geo. Other data types are not anonymized. If you use Edge to register a
data source, these columns are automatically anonymized.

Prerequisites

* You have a global role with the Catalog global permission, for example, Catalog
Author.
* You have a resource role with the Attribute > Update resource permission.

Steps
There are two ways to modify a column's data type:

¢ |nthe data sources table.
e Onthe Column's asset page.
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In the data sources table

1. On the main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.

In the submenu, click Data Sources.

Add the Data Type column to the table.

Expand the schema and table to see the columns.

Double-click in the Data Type column and choose the correct data type.
Click ¥ to apply the change.

o oA W N

On the Column asset page

1. Look up the column via the Search function.

Tip If you don't know the exact name of the column name, you can find it via
Data Catalog — Data Dictionary and select the All Schemas view. Then click
the schema that contains the column and click the column whose data type
you want to update.

In the tab pane, click Data Profiling.

In the Metadata section, double-click the value of the Data Type parameter.
Select the correct type from the list.

Click Save.

akroen

When you refresh the schema, this change is not overridden.
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Profiling and classification via Edge

About profiling and classification via Edge

Profiling and classification via Edge is a functionality offered by Collibra for Collibra Data
Intelligence Cloud users. Depending on the classification method that you use, the
functionality combines both data profiling and data classification in one process.

» Data profiling creates a summary of a data source that is registered with Data
Catalog and determines the data type of columns in the data source. The summary
mainly contains statistics and graphics to give the user an idea what the registered
data is about.

Important Advanced data types are not taken into account when profiling via
Edge.

» Automatic Data Classification tries to define the data class of a column. You can
accept or reject the suggested data class of each column or add your own new
classes.

Automatic Data Classification can suggest multiple data classes for a column. If the
suggestion is accurate, you can accept multiple data classes for the column.

Important If you are using the Unified Data Classification method, the
classification process does not automatically run at the same time as profiling.
When you start the profiling and classification activity, only profiling results will
be collected. You need to activate the classification process separately.

Profiling and classification process via Edge

When you registered a data source via Edge and you have created a profiling capability,
you can profile and classify the data via the Database asset page of the registered data
source.

Edge profiles and classifies the data on the Edge site itself and only sends the profiling
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results and classification suggestions to Collibra Data Intelligence Cloud.
The profiling results are automatically anonymized based on your anonymization
configuration before they are sent to Collibra Data Intelligence Cloud.

As a result, if you register, profile, and classify a data source via Edge:

» Data Catalog has access to synchronized metadata, profiling results, and clas-
sification suggestions.
» Data Catalog doesn't have access to the actual data from your data source.

Profiling and classification steps in Edge

Step Description

Before » Enable classification via Edge
youstart ¢ Enable profiling via Edge

o Create an Edge site with a JDBC connection, a JDBC ingestion capability, and a JDBC
profiling capability.

Register a data source via Edge.
Synchronize one or more schemas.

Configure the profiling and classification options for the synchronized schemas.

® 06 00

Profile and classify.
The Edge site will initiate the profiling and classification process and send the results to
Collibra Data Intelligence Cloud.

Tip You can trigger the profiling and classification job manually, set up a schedule
or trigger it after synchronizing a schema.
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Edge site settings

JDBC
connections

Capabilities

Register a
data source
via Edge

Collibra Data Intelligence Cloud or Collibra Data Governance Genter

e

Edge management

senvice

Customner's environment

Synchronization
process

Edge site e

Profiling process

Advanced profiling

Classification process

A

L 4

API

f—|
™

Automatic data
classification

~/

Important If you are using the Unified Data Classification method, the classification
process does not automatically run at the same time as profiling. When you start the
profiling and classification activity, only profiling results will be collected. You need

to activate the classification process separately.

Data used to create profiling results via Edge

To create the profiling results, Data Catalog uses a representative set of the data from the

data source.

Note This data is not the same as the sample data that can be available for an
asset.
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Edge profiles and classifies the data on the Edge site itself and only sends the profiling
results to Collibra Data Intelligence Cloud.

« If you use all rows, all the rows in a data source table are used by Edge for profiling,

without limit.

« If you use a random set of rows, the data source randomly selects data and sends it

to Edge for profiling.

Warning Only some data sources support the use of random rows. To verify if
your data source allows it, go to Collibra-provided JDBC drivers.

For more information, go to Configure the profiling and classification options via Edge.

Limitations

Profiling via Edge has the following limitations:

Advanced data types are not supported.
Not all data sources are certified for Edge.

Automatic Data Classification via Edge has the following limitations:

Automatic Data Classification via Edge is only available for customers using Collibra
Data Intelligence Cloud.

Data classification on Edge does not retrain the classification model to improve
future classification predictions.

Out-of-the-box, automatic data classification can predict several data classes. You
can also create user-defined data classes. These user-defined data classes are not
taken into account by the automatic classification process. You need to assign user-
defined data classes manually.

English is the only supported language, but Automatic Data Classification via Edge
can run on data in other Latin alphabet-based languages as well.

Automatic Data Classification via Edge needs profiling data to predict the data
classes. Data classification is performed automatically after the profiling process on
an Edge site. That means that you can only classify columns of data sources
registered in Data Catalog via an Edge site that has the JDBC profiling capability.
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Tip

Instead of Automatic Data Classification via Edge, you can also use the Unified
Data Classification method.

Enable profiling for Edge

To enable Edge profiling and classification of synchronized metadata in Data Catalog, you

need to run a command and enable multiple settings.

Before you begin

* You have enabled Database registration via Edge.
* You have run the command to enable classification on your Edge site.

Required permissions

¢ You have the ADMIN or SUPER role in Collibra Console.
¢ You have the SUPER role in Collibra Console.

¢ You have the ADMIN or SUPER role in Collibra Console.

Steps

1. Open the DGC service settings for editing:

a.

e oo

e.

Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.

Click Configuration.
Click Edit configuration.

2. Open the DGC service settings for editing:

a.

b.

Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
In the tab pane, expand an environment to show its services.
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c. Inthe tab pane, click the Data Governance Center service of that environment.

d. Click Configuration.
e. Click Edit configuration.
3. Inthe Data profiling section, enter the required information:

Setting

Database
profiling via
Edge

Maximum dur-
ation of a pro-
filing Edge job

Description

An option to enable profiling and classifying of synchronized metadata via
Edge instead of Jobserver.

o ¢ True: Profiling and classification via Edge.
o X False: Profile via Jobserver and classify via the Data Classification
Platform.

Note You can enable Database profiling via Edge only if you also
enabled Database registration via Edge.

The maximum time duration, in minutes, that a profiling Edge job can run
before Data Profiling stops the job.

The default value is 20,160 minutes, 2 days.
You can increase this limit to a maximum of 4 days.
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Setting

Parallel schema
profiling via
Edge

Anonymize pro-
filing data for all
data types in
Edge

Description

The maximum number of schemas that Edge can profile at the same time.

By default, the value of this setting is 4. This means Edge processes four
profiling jobs at a time. This can have a huge positive impact on the
performance of the profiling activity.

You can increase this number to a maximum of 16.

Note

° If you increase this number to more than four jobs, make sure
that your Edge site resources are aligned with the extra requests
it will receive.

° If you decrease this number and the running number of jobs
exceeds the limit, no job will be canceled. Instead, there won't be
any room to schedule a new job until at least one running job is
completed.

Example
The parallel schema profiling via Edge setting is set to 4.

° For 1 database that contains 3 schemas, we will process all 3
schemas at the same time.

° For 2 databases that contain 4 schemas in total, we will process
all 4 schemas at the same time.

° For 1 database that contains 8 schemas, we will start with 4
schemas and then proceed to the next ones as soon as a job is
completed.

Enable this option to anonymize all Edge profiling results stored in Collibra.

o ¥ True: Profiling results via Edge are anonymized for all columns.
o X False (default): Profiling results via Edge are anonymized only for
columns with the Text or Geo data type.
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Note

° You don't need to enable theAnonymize data (Jobserver) setting
because this setting is not relevant for Edge.

° You don't need to enable the Enable Data Classification setting in the
Data Classification configuration section. This setting relates only to
the Data Classification Platform.

If this setting is set to t rue, the Classify button is available on Column
and Table asset pages. This button allows you to classify data via the
Data Classification Platform. However, when using profiling and
classification via Edge, you don't need the Data Classification Platform.

4. Click Save all.

What's next?

Continue the configuration for profiling and classification.

Add the JDBC Profiling capability

Before you can start profiling and classifying a data source via Edge, you need to add the
JDBC Profiling capability to the JDBC connection for the data source.

Before you begin

e You have created and installed an Edge site.
¢ You have created a JDBC connection.

Required permissions

You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.
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Steps

1. Open an Edge site.

a.

On the main toolbar, click i, and then click & Settings.

» The Collibra settings page opens.

In the tab pane, click Edge.

» The Sites tab opens and shows a table with an overview of the Edge sites.
In the table, click the name of the Edge site whose status is Healthy.

» The Edge site page opens.

2. Inthe Capabilities section, click Add capability.
» The Add capability page is shown.
3. Enter the required information.

Field

Description Require-
d

Capability = This section contains general information about the capability.

Name The name of the Edge capability. v Yes
Descriptio ' The description of the Edge capability. X No
n

Capability = The capability template. The value that you select in this field v Yes

template | determines which sections appear on the page.

Select the following Edge capability:

JDBC Profiling

Connecti | This section contains information to connect to the data source.

on

JDBC The connection to the data source. v Yes
connectio

n

200


to_collibra-settings.htm
co_edge-capabilities.htm#Capabili
to_jdbc-connections.htm

Chapter 4
Field Description Require-
d
Others This section can contain additional capability properties. X No

Warning Adding additional properties can have a significant
impact on your Edge site. Only add or update them together
with Collibra Support.
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Field Description Require-
d
General | This section contains general information about logging.
Debug An option to automatically send Edge infrastructure log files to Collibra = X No
Data Intelligence Cloud. By default, this option is set to false.
Note We highly recommend to only send Edge infrastructure
log files to Collibra Data Intelligence Cloud when you have
issues with Edge. If you set it to true, it will automatically revert
to false after 24h.
Log level | An option to determine the verbosity level of Catalog connector log X No

files. By default, this option is set to No logging.

4. Click Create.
» The capability is added to the Edge site.
» The fields become read-only.

What's next?

You can now register a data source via Edge and profile and classify the data.

Anonymization of profiling results via Edge

As profiling results are stored in Collibra, anonymization can be an important tool for your
company's security requirements. The anonymization happens at the end of the profiling
process via Edge, before the results are sent to Collibra.

Anonymization means that values are replaced by random hash values. Identical values in
a column get the same hash value so that you can still recognize the values as identical.

SYS Corey-GBQ » Ecollibrabigquery » 22TaxiData »

Fg3K+HAZ9HASBZ aqatMmz4qwpG7QEvEzdswyif]txo=

DPUWXXWA

1fugkWwdegqeqof3usoPg7Qe2MsayuRAQe=
PrfiLOd1nEEUTMIMmMI4PWLBZ V7 NrT/59f19SzINf k=

Collibra provides two types of anonymization of profiling results via Edge:

» By default, profiling results are automatically anonymized for columns with the Text
or Geo data type.
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Note Edge detects the data type of a column during profiling and only
anonymizes the results if the data type attribute is Text or Geo. However, if
Edge detects a data type that does not correctly correspond with the actual
data type, some data may not be anonymized or may have been wrongfully
anonymized. To solve this, you can manually modify the column's data type
and profile again.

In this case, we:

° Anonymize data distribution charts.
° Anonymize Mode attributes
° Anonymize Percentiles.
» An administrator can also decide to anonymize the profiling results for all columns.
This can make sure that all sensitive data is anonymized.
In that case, we:
° Anonymize frequency charts, categories, and Mode attributes.
o Don't store or show data distribution charts.
o Don't store or show Percentiles.
° Don't store or show basic statistics such as Mean, Median, Variance, Stand-
ard deviation, Minimum value, and Maximum value.

.........

wwwwwwwwwwwwwwwwwwwww

The required setting to activate this is "Anonymize Edge profiling results for all data
types".
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Example

You have profiled and classified a column with Text data via Edge.

If you go to the Summary, Overview or Data Profiling tab, all profiling results are
removed or replaced by hashed values.

Important
However, you see the sample data in full. Sample data is not anonymized
because:

» Having access to the data examples via Edge is based on permissions.

« If you have permission to view sample data, the examples will be
collected and shown for a limited amount of time. The sample data is
not stored in the Cloud or Collibra. It is collected on the Edge site and
cached there for a maximum of 48 hours. For more details, go to the
Sample data documentation.

£ 2.0 Edge Integration » & Data Source Ingestions b £ PDD for Dats Source ingestions b & Corey GEQDS b T Corey - GBQ - TaxiData

company
Column @ Candidate @0 To 3%

< SYS Corey-GBQ » Ecollibrabigquery » $8TaxiData » Echicago_taxi_trips » 0 company
0= | 288696
E Summary 169 235
Detalls 129415
RM 8= 99 550
I Bx  Data Profiling | X g= ﬂ_J
= Profiling results via Edge
. wi= | 19910 are anenymized
=3 o 1o uss because they are stored in DIC.
B Fictures 3 kusFjd= | 9955
CRICQGAWOUEPYSALIOhD037A00DII0I0NVGIBOFEWRS ) 9 955
& Technical Lineage
Metadata
Sample data Origingl Name @ DetaType @
A Responsibilives
Slooe il company Text
% References City Service
i % chnical Data Type @ Column Position @
O History S
Chicago Carriage Cab Corp STRING 17
& Fies —
Sun Taxd Size @ Number Of Fractional Digits @
Chicago Ca Cab G . .
S S Al Sample data via Edge is not 2,000 0
Chicago Carriage Cab Corp anonymized because it is not stored in
DIC. Char octet L o Is Auto Incremented @
2,000 X

Configure the profiling and classification options
via Edge

Through the profiling and classification options, you can determine:
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» whether you want to start the profiling and classification process automatically after
each synchronization.

« the default profiling behavior for the schemas, such as whether the profiling is based
on all data or on a random subset of the data.

» whether specific schemas do not use the default behavior but instead have their own
behavior .

« which schemas you want to profile and classify.

» which tables and table types you want to profile and classify.

Before you begin

* You have created and installed an Edge site.

» Your Edge site has a JDBC profiling capability.

¢ You have enabled data source registration via Edge.

» You have enabled profiling and classification via Edge.

» You have registered a data source via Edge.

* You have synchronized one or more schemas of the registered database.

Required permissions

* Your Edge site has a global role with the global permission Catalog.
» Your Edge site has a global role with the global permission Register Profiling Inform-
ation.

Steps

1. Open a Database asset page.
2. Inthe tab pane, click @ Configuration.

3. Click the Profiling and Classification tab.
» The Profiling and classification options open.

Tip Only the synchronized schemas are available in the list.
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4. Inthe Default Profiling and Classification Rule section, click Edit.
5. Enter the required information.

Option Description

Automatically Pro- Enable to automatically create a data profile and classify columns every
file and Classify  time the synchronization process of one or more schemas finishes.
after Metadata

L This may take a long time. You can also add a schedule to profile and
synchronization

classify at regular intervals.
Select Rows to Profile

Do not Profile Select if you don't want to define a default profiling behavior for the
and Classify schemas.
(unless specified

in the schema- Important Use this option if you only want to profile and classify

specific rule) some of the schemas.
If you select this option, Collibra only profiles and classifies the
schemas for which a specific profiling and classification rule has
been defined.

All Rows Select to, by default, profile the schemas based on all data. This is also
called full scan.

Random Rows Select to, by default, profile schemas based on a subset of the data. This
is also called partial scan.
If you select this option, the Maximum number of rows field becomes
available. You can enter the maximum number of rows that you want to
use for profiling. By default, the maximum number of rows is 20 000.

Note

° The value must be between 700 and 7 000 000. Your data
source creates the set of data to profile from that amount of
rows.

o If you typed a value that is bigger than the amount of rows in the
data source, the entire data source is used to profile the data.

Warning Only some data sources support the use of random rows
(partial scan). To verify if your data source allows it, go to Collibra-
provided JDBC drivers.
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Option Description
Exclude Table A comma-separated list of table types that you don't want to profile and
Types classify.

Example VIEW, MATERIALIZED VIEW

Note
The list is not case-sensitive. We automatically change the values

to upper cases after you confirm the list.

Exclude Table Types @
VIEW

For data sources that support the use of random rows, the Random Rows option is
selected by default. For data sources that don't support it, the Do not Profile and
Classify (unless specified in the schema-specific rule) option is selected by
default.

6. Click Save.
7. If you want to define a specific profiling and classification rule for a schema:

a. Inthe Schema Profiling and Classification Rules section, select the schema.

» The schema-specific information opens.
b. Do one of the following:
® To create a new rule, click Add Rule.
® To edit an existing rule, click Edit .
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c. Enterthe required information.

Option Description

Include Tables | A comma-separated list with names of the tables that you want to
profile and classify.

® The default value is *, which means all registered tables are taken

into account.
® You can use * as a wildcard. For example, CUSTOMER*.

® |f the name of a table contains a special character, like . + *\ ? * $ (
)[1{} | then add a\ before the special character for it to be cor-
rectly evaluated. For example, *CUSTOMER\ +*.

® The Include Tables field is processed before the Exclude Tables
field.

Example
® Qut of all registered tables in a schema, you want to profile
only the table with name "CUSTOMERS" and the tables
with a name that starts with "ORDER".
To do this:
In the Include Tables field, enter: CUSTOMERS, ORDER*.
® Qut of all registered tables in a schema, you want to profile
only the tables with a name that contains "SKU".
To do this:
In the Include Tables field, enter: * SKU*.
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Option

Exclude Tables

Do not Profile
and Classify

All Rows

Description

A comma-separated list of the names of the tables you don't want to
profile and classify.

® By default, this field is not completed.
® You can use * as a wildcard.

® |f the name of a table contains a special character, like . + *\ ? * $ (
)[1{} | then add a\ before the special character for it to be cor-
rectly evaluated. For example, * SKU\ +*.

® The Include Tables field is processed before the Exclude Tables
field.
You can use exclude to do the following:

® Profile all registered tables except the ones defined in the Exclude
Tables field.

® Profile all tables as defined in the Include Tables field, with the
exception of tables that are listed in the Exclude Tables field.

Example

® Qut of all registered tables in a schema, you don't want to
profile a table with the name "LAST_NAME".
To do this:
In the Include Tables field, enter: * and in the Exclude
Tables field, enter: LAST NAME.

® Qut of all registered tables in a schema, you want to profile
the tables with a name that starts with "SKU", but exclude
the tables with a name that contains "bkp".
To do this:
In the Include Tables field, enter: SKU* and in the Exclude
Tables field, enter: *bkp*.

Select to indicate you don't want to profile and classify this schema.
This option is useful if you want to exclude a schema from the profiling
and classification process.

Select to profile the schema based on all data. This is also called full
scan.
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Option Description

Random Rows = Select to profile the schema based on a subset of the data. This is
also called partial scan.
If you select this option, the Maximum Number of Rows field
appears. Enter the maximum number of rows you want to use for
profiling and classification. By default, the maximum number of rows
is 20,000.

Note

® The value must be between 700 and 7,000,000. Your data
source creates the set of data to profile from that amount of
rows.

= |f you typed a value that is bigger than the amount of rows
in the data source, the entire data source is used to profile
the data.

Warning Only some data sources support the use of random
rows. To verify if your data source allows it, go to Collibra-
provided JDBC drivers.

Exclude Table ' A comma-separated list of table types that you don't want to profile
Types and classify.

Example VIEW, MATERIALIZED VIEW

Note
The list is not case-sensitive. We automatically change the
values to upper cases after you confirm the list.

Exclude Table Types @
VIEW

For data sources that support the use of random rows, the Random Rows
option is selected by default. For data sources that don't support it, the Do not
Profile and Classify option is selected by default.

211



Chapter 4

d. Click Save.

What's next?

You can now profile and classify the data manually, automatically or add a schedule.

Profile and classify data via Edge

After you have configured the profiling and classification options, you can start the profiling
and classification process for the schemas in the data source.

Tip Collibra Data Intelligence Cloud only has access to synchronized metadata,
profiling results, and classification suggestions, not to the actual data from your data
source.

Important Advanced data types are not taken into account when profiling via Edge.

Important If you are using the Unified Data Classification method, the classification
process does not automatically run at the same time as profiling. When you start the
profiling and classification activity, only profiling results will be collected. You need
to activate the classification process separately.

Before you begin

* You have created and installed an Edge site.

* Your Edge site has a JDBC profiling capability.

* You have enabled data source registration via Edge.

* You have enabled profiling and classification via Edge.

¢ You have registered a data source via Edge.

* You have synchronized one or more schemas of a registered database.
* You have configured the profiling and classification options.
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Required permissions

» Your Edge site has a global role with the global permission Catalog.
* Your Edge site has a global role with the global permission Register Profiling Inform-
ation.

Manually profile and classify

1. Open the Database asset page of a registered database.
2. Inthe tab pane, click ® Configuration.
3. Click the Profiling and Classification tab.

» The options open.

Tip Only the synchronized schemas are available in the list.

Important If you want to only profile and classify one or more schemas,
ensure the default profiling and classification option is set to Do not Profile
and Classify (unless specified in the schema-specific rule, and that you only
define a specific rule for the relevant schemas.

4. On the Profiling and Classification tab page, click Run Profiling and Classification.
» Data Catalog triggers the Edge site to start a profiling and classification job.
» Depending on your profiling and classification options, the Edge site profiles and
classifies all or some schemas and tables, based on all synchronized metadata or on
a subset.

Automatically profile and classify after each synchronization

1. Open the Database asset page of a registered database.
2. Inthe tab pane, click ® Configuration.

3. Click the Profiling and Classification tab.
» The options open.

Tip Only the synchronized schemas are available in the list.
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4. Inthe Default Profiling and Classification Rule section, click Edit.

5. Select Automatically run when a metadata extraction is synchronized.

6. Synchronize one or more schemas.
» When the schemas are synchronized, Data Catalog automatically triggers the
Edge site to start a profiling and classification job.
» Depending on your profiling and classification options, the Edge site profiles and
classifies all or some schemas and tables, based on all synchronized metadata or on
a subset.

Profile and classify based on a schedule

1. Open the Database asset page of a registered database.
2. Inthe tab pane, click @ Configuration.

3. Click the Profiling and Classification tab.
» The options open.

Tip Only the synchronized schemas are available in the list.

4. In Synchronization Schedule, click Add Schedule to add a new schedule, or # to

edit an existing schedule.
» The Edit Schedule dialog box appears.
5. Enter the required information.

Field Description

Repeat The interval when you want to synchronize automatically. The possible
values are: Daily, Weekly, Monthly, and Cron expression.

Cron The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

Every The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Wee k1y in the Repeat field.
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Field Description

Every first The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1y in the Repeat field.

At The time at which you want to synchronize automatically, for example,
14:00.

° You can only schedule on the hour. For example, you can add a
synchronization schedule at 8:00, but not at 8:45. If you try to add it at
8:45, we will default it to 8:00. Use a cron expression if you don't want to
schedule on the hour.

o This field is only visible if you select Daily, Weekly,orMonthlyin

the Repeat field.

Time zone The time zone for the schedule.

6. Click Save.
» The profiling and classification job starts according to the schedule.
» Depending on your profiling and classification options, the Edge site profiles and
classifies all or some schemas and tables, based on all synchronized metadata or on
a subset.

What's next?

The Edge site completes the profiling and classification process and sends the results to
Collibra Data Intelligence Cloud.

» You can see the profiling and classification job in the list of activities.
When the activity is completed, the results page gives an overview of the profiled
and classified data.
If something goes wrong, the job is reported as failed. By default, the capability will
try to collect the data, calculate the statistics, and send the results two times with
each attempt taking 30 minutes. You can change this in the capability configuration.
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» You can find the profiling results and charts in the Table and Column asset pages.

Note Columns mapped to following java.sql.Types are excluded from the
profiling queries: ARRAY, BINARY, BLOB, CLOB, DATALINK, DISTINCT,
JAVA_OBJECT, LONGVARBINARY, NCLOB, NULL, OTHER, REF, REF_
CURSOR, ROWID, SQLXML, STRUCT, VARBINARY.

» You can find the suggested data classes and provide feedback on them either via the
Table asset page (in the Columns tab page), Column asset page (in the Data Pro-
filing tab page), or the Physical Data Connector.

Important If you are using the Unified Data Classification method, the
classification process does not automatically run at the same time as profiling.
When you start the profiling and classification activity, only profiling results will
be collected. You need to activate the classification process separately.

 Inthe Configuration tab page of the Database asset, if a schema is profiled and clas-
sified, you see a check symbol next to the schema name. If the profiling or clas-
sification of a schema failed, an exclamation mark is shown.

Data Profiling Result dialog box with Edge

When you profiled and classified a data source via Edge, and you click the Result button
of the profiling and classification activity, the Database profiling result dialog box opens.

Database profiling result

‘

Database catalog_postg Status Database Profiling completed

Starttime  7/19/2022 1:55 PN End time 7/19/2022 1:56 PM

Profiling summary

Processed schemas new_schemas21 | profiling | empty_schema

Schema name Profiled tables Not profiled tables

new_schemas21 [+ 0
profiling 17 0

emprty_schema o 0

Close

The following information is available:
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ltem
Database
Status
Start time
End time

Profiling Sum-
mary

Description

Name of the database as added to Collibra Data Intelligence Cloud.
Status of the data source profiling and classification job.

Date and time when the profiling and classification job started.

Date and time when the profiling and classification job was completed.

The names of the schemas that have been profiled and classified.
For each schema, you find information on:

¢ The number of tables that have been profiled and classified.
¢ The number of tables that have not been profiled and classified.
° If none of the existing tables are profiled and classified, then the required
permissions may not be set correctly.
° If only some tables are not profiled and classified, the profiling and clas-
sification SQL query for those tables failed. Check the Edge log files for
detailed information on why that happened.

The profiling and classification results are available in the asset pages. See Data profiling

information.

Data profiling information

If you create a data profile of registered data, profiling results are generated in the Table
and Column assets.

« If you use Jobserver to register the data source, data profiling information depends
on the profile options that you selected when you registered the data source.
« If you use Edge to register the data source, most information is only available after

you specifically profiled the data. For an overview of the data that becomes available

after the registration of a data source via Edge, see Data source registration inform-

ation.
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Column Name | No option N/A The column name of | COLUMN_NAME
selected the registered table.
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Column attrib-
ute

Data Type

Profiling
option (Job-
server)

Store Data
Profile

If you want to
have
Advanced
Data Type
detected,
select Detect
advanced
data types

Statistics

N/A

Description

The data type of the
column. This type is
detected by the
profiling process. This
can differ from the
Technical Data Type
value.

For example, if a
database has a
column with text as
data type, and the
column contains only
integer values, the
profiling process will
set the Whole Number
data type instead of
text.

If you enable the
Anonymize data
option in Collibra
Console, Collibra
anonymizes data in
Column assets that
have data type Text
and Geo.

If the profiling process
has detected a wrong
data type, you can
update it afterwards.

By default, Collibra
anonymizes profiling
results in Column
assets that have data
with the Text or Geo
data type. However, is
possible to anonymize
the profiling results for

Retrieved from JDBC
property
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Column attrib-
ute

Description
from Source

Row Count

Empty Values
Count

Number of dis-
tinct values

Profiling Statistics
option (Job-

server)

No option N/A

selected

Store Data Exact
Profile

Store Data Exact
Profile

Store Data Exact or
Profile approximate

depending on
column
cardinality

Description

all columns. For more
information, go to
Anonymization via
Edge.

The description of the
column in the data
source.

The number of rows in
the data source.

The number of rows
that are empty.

The number of unique
values in the column.

Retrieved from JDBC
property

REMARKS
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Column attrib-
ute

Chart

Profiling
option (Job-
server)

Store Data
Profile

Statistics

Depending on
chart type

Description

This column displays
whether a chart was

generated (1) for the

column or not (no icon
available).

If you hover over the
icon, a preview of the
chart appears. If you
hover over a data
point in the preview,
extra data appears for
the data point.

The chart type varies
per data type.
Following charts
available:

e Frequency chart

¢ Histogram that
shows distribution

e Probability dis-
tribution curve

Note

Charts are not
available for
the following
data types:

e Datatype =
Text and
Categorical
Data = false

e Datatype =
Array

e Datatype =
N/A

Retrieved from JDBC
property
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Column attrib-
ute

Frequency

Distribution -
Histogram

Distribution -
Probability
distribution
curve

Technical Data
Type

Descriptive stat-
istics (decile,
percentile, quart-
iles)

Categorical
Data

Profiling
option (Job-
server)

Store Data
Profile

Store Data
Profile

Store Data
Profile

No option
selected

Store Data
Profile

Store Data
Profile

Statistics

Exact or
approximate
depending on
column
cardinality

Approximate

Approximate

N/A

Approximate

Exact or
approximate
depending on
column
cardinality

Description

A bar chart showing
frequency data.

A histogram showing
the representation of
the distribution of
numerical data.

A curve showing the
representation of the
probability distribution
of numerical data.

Data type of the
column as defined in
the source. This value
can differ from the
Data Type value.

The value of the cal-
culated statistic of the
registered data.

Indication whether the
data in the column is
categorical or not.

For example, if 100
000 rows are
registered and there
are only five distinct
values, then the data
is considered to be
categorical.

Retrieved from JDBC

property

TYPE_NAME

222



Chapter 4

Column attrib-
ute

Category

Char octet
Length

Column Pos-
ition

Is Auto Incre-

mented

Is Generated

Is Nullable

Is Primary Key

Maximum Text
Length

Maximum Value

Profiling
option (Job-
server)

Store Data
Profile

No option
selected

No option
selected

No option
selected

No option
selected

No option
selected

No option
selected

Store Data
Profile

Store Data
Profile

Statistics

Exact or
approximate
depending on
column
cardinality

N/A

N/A

N/A

N/A

N/A

N/A

Exact

Exact

Description

List of detected cat-
egories. This column
has only values if the
data is categorical.

Maximum number of
bytes in a character
type's column.

The index of the
column in the source
table.

Indication whether the
data in the columnis
auto-incremented or
not.

Indication whether the
data in the column is
generated or not.

Indication whether the
column can store
NULL values or not.

Indication whether the
column is a primary
key or not.

The length of the
longest text value in
the column, including
white spaces.

The maximum value in
the column.

Retrieved from JDBC
property

CHAR_OCTET_
LENGTH

ORDINAL_POSITION

IS_AUTOINCREMENT

IS_
GENERATEDCOLUMN

IS_NULLABLE

True if the primary keys
resultSet contains the
COLUMN_NAME
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Column attrib-
ute

Mean

Median

Minimum Text
Length

Minimum Value

Mode

Number Of Frac-

tional Digits
Primary Key
Name

Size

Standard Devi-
ation

Variance

Profiling
option (Job-
server)

Store Data
Profile

Store Data
Profile

Store Data
Profile

Store Data
Profile

Store Data
Profile

No option
selected

No option
selected

No option
selected

Store Data
Profile

Store Data
Profile

Statistics

Exact

Exact

Exact

Exact

Exact or
approximate
depending on
column
cardinality

N/A

N/A

N/A

Exact

Exact

Description

The mean of all the val-
ues in the column,
excluding empty rows.

The median value of
the column.

The length of the
shortest text value in
the column.

The minimum value in
the column.

The value with the
highest frequency for
categorical data.

The number of frac-
tional digits.

The name of the
primary key com-
posed by the column.

The size of the column
in the table.

The statistical stand-
ard deviation of
numeric values.

The statistical vari-
ance of numeric val-
ues.

Retrieved from JDBC

property

DECIMAL_DIGITS

PK_NAME

COLUMN_SIZE
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Column attrib-
ute

Sample

Table attribute

Table Name

Table Type

Description from
Source

Profiling Statistics
option (Job-

server)

Store N/A
Sample Data

Profiling Statistics
option (Job-

server)

No option N/A
selected

No option N/A
selected

No option N/A
selected

Description

Retrieved from JDBC

property

A random sample of
the data set that
represents the entire
data set.

Note In Edge,
viewing
sample data is
not linked to
the profiling
feature. See
sample data.

Description

The table name in the data
source.

The table type in the data
source, such as TABLE or
VIEW.

The description of the table in

the data source.

Data profiling of a table

From JDBC prop-
erty

TABLE_NAME

TABLE_TYPE

REMARKS

The location of the data profiling information of a Table asset depends on the Catalog
experience setting.

« If the setting is enabled, the information is displayed in Columns tab page.
« |f Catalog experience is not enabled, the Data Profiling tab page displays the
information.

The following profiling information is available by default:
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« Name

e Data Type

e Row Count

e Empty Values Count

* Number of distinct values
e Chart

For information about these columns and columns that you can add, go to Data profiling
information.

You can customize the table by clicking the Display options icon ().
For example, to add more columns, click # — # Fields and then click Select fields.

Data profiling of a column

In the Data Profiling tab of a Column asset, you can see the details of the column.

The details are grouped in some fixed sections:

Section Content

Metadata Contains the metadata of the column, such as data type, column name and so
on.

Basic Statistics Contains the basic statistics of the data, such as minimum and maximum value.

Counts Contains basic content information, such as number of rows and number of

distinct values.
Depending on the column's data type, you can find extra sections:

Section Content

Quantiles Contains the descriptive statistics of the data.

This section is only available if the data type is numerical.

Charts Displays the statistics in a graphical way. The chart type varies per data type:

¢ bar chart: textual, boolean, and numerical data that is considered categorical
(Categorical Data = true).
* data distribution chart: numerical and date and time data.
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Note

If you use Jobserver, you can anonymize columns with data type Text or Geo by
enabling the Anonymize data feature in Collibra Console.

If you use Edge, the profiling results for columns with Text or Geo data type are
automatically anonymized. You can anonymize all columns by enabling the
Anonymize Edge profiling results for all data types feature.

Data profiling charts

The data profiling process provides a view on the registered data by means of bar charts
and distribution charts.

Tip
» In some charts, you can zoom in by selecting the area of your preference.
Click the Reset Zoom button to return to the original chart view.
» The charts use the abbreviations K for thousand and M for million.

Bar chart

A bar chart, or frequency chart, displays the most and least frequent values of a column
along with their number of occurrences.

This chart is available if the data type is boolean, numerical or text, and is considered
categorical (Categorical Data = true).
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Frequency
true

false

Frequency
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Bac+2

Miveau bac

Data distribution chart

The data distribution chart, or histogram, displays how data is distributed.
This chart is available if the data type is numerical or a date.

Distribution

Lower bound 2/1/2013
Upper bound 3/1/2013

+
.

I w -
n = o o n
= = - = -

[
-

Distribution

1.5K

1K
0

4/9/201 83201 11/26/2011 32112012 71512012 11ig2012 3132013 6I27/2013  8/28/2013

In this chart, you can receive extra information such as the mean, standard deviation and
so on, by selecting the option at the right of the chart.
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Distribution
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For information on other profiling results, go to Data profiling information.
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Unified Data Classification method

The Unified Data Classification method is a data classification method on Edge based on
data classes that you can configure and modify based on your own needs.

This method is the default method for all new environments working on Edge from release
2024.02. A process will become available in following Collibra releases to migrate data
from old data classification methods to this method.

About the Unified Data Classification method

What is the Unified Data Classification method?

The Unified Data Classification method is a data classification method that:

» Works via Edge and requires specific setup.
Because the data doesn't leave your organization's network, the automatic data clas-
sification process is more secure. The samples used during the automatic data clas-
sification process are stored between 24 and 48 hours in the Edge Site cache. They
are not transferred to Collibra.
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» Saves time during the profiling activity.
The classification no longer starts with the profiling activity. You can start a separate
classification process for a specific asset with a dedicated Classify button.

» Relies on classification rules specified for each data class.
This means that the classification engine no longer relies on machine learning, which
will make issues and changes more transparent. This also provides more flexibility
and allows for customizations.

» Delivers optional out-of-the-box data classes.
This means you decide which out-of-the-box data classes you want to use. It also
allows you to adjust the provided data classes to your own needs, like changing the
name or changing the classification rules.

» Works via a new REST API.
With the new REST API, you can manage data classes and start the classification.

» Will replace the current data classification via Edge and data classification via the
Cloud Data Classification Platform over time.

Important

* The automatic data classification process is not available in on-premises
environments. You can, however, create data classes and manually classify
your data.

» Data classes and classifications created via the Unified Data Classification
method are separated from the old data classes and classifications. The old
data classes and classifications are no longer visible if you enable Unified
Data Classification.The opposite is also true.

» This method is the default data classification method via Edge for new
environments.

In the next releases, processes will become available to migrate data from old
classification methods to this method. Old transferred data classes will need to
be updated to include classification rules to work with the new automatic data
classification method.

Tip You can follow a training and watch videos via Collibra University.

Limitations

At this moment, you can't:
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* Merge data classes.
» Migrate existing data classes and existing data classifications to the new data clas-
sification method.

Why do we need a new data classification method?

» Organizations want to create custom data classes that can be used and detected by
the automatic data classification process on Edge.

» Running the data classification together with profiling, like the Edge data clas-
sification method, isn't aligned with an organization's needs. The data class of a spe-
cific column hardly ever changes, whereas the profiling statistics do. In that sense,
classification should not be run as often as profiling.

» The Cloud Data Classification Platform can no longer remain available due to issues
with error-control in machine learning. With machine learning, it is hard to under-
stand why a column is classified in a specific way and to solve issues for incorrect
classifications.

Required permissions for Unified Data
Classification

The following tables show the required roles and permissions to use the Unified Data
Classification feature.

Permissions to manage data classes

Action Global Permission (*)

View data classes Product rights > Catalog (**)
This means: Open the Data Classification

. . Classification > Data Classes > Read
tab and view data class details.

The Classification > Data Classes > Read
permission is not enforced yet to open the
Data Classification page in Stewardship.
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Action

Add data classes

Import data classes

Edit data classes

Delete data classes

Global Permission (*)

Product rights > Catalog (**)
Classification > Data Classes > Read

Classification > Data Classes > Add

Product rights > Catalog (**)
Classification > Data Classes > Read
Classification > Data Classes > Add

Classification > Data Classes > Update

Product rights > Catalog (**)
Classification > Data Classes > Read

Classification > Data Classes > Update

Product rights > Catalog (**)
Classification > Data Classes > Read

Classification > Data Classes > Remove

(*) As a user, you need a role that has these global permissions.
(**) This permission is not needed when using the REST API.

Permissions to classify data

Action

Manually classify columns
This means manually
adding a classification to a
Column asset.

Global Role

Catalog

Global Permission Resource Permission
()
Product rights > Asset > Attribute > Add
Catalo
9 Asset > Attribute >
Classification > Data Update

Classes > Add, if you
create a new data class
manually while adding
a classification.
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Action Global Role Global Permission Resource Permission
*)(**)
Automatically classify Catalog Product rights > Asset > Attribute > Add
I tabl h , Catalo .
zcr);;?:;’asaes es, sehemas 9 Asset > Attribute >
Classification > Update
Classif
y Asset > Attribute >
Remove
Accept or reject a clas- Catalog Product rights > Asset > Attribute >
sification Catalog Update

(*) As a user, you need a role that has these resource permissions for all involved column
assets.

(**) You also need View permission on all assets that you want to classify.

For example: If you start the classification from a Table, you need View permission on the

table and on the related columns.
—

Overview Assets Responsibilities History Attachments (0)

View permissions @ Unrestricted view permis;ons.

Responsibilities

There are currently no assigned responsibilities.

Enable the Unified Data Classification method

Before you can start configuring and using Unified Data Classification data classes, you
have to enable the method in your environment.

Before you start

* You have created and installed an Edge site.
* You have created a JDBC connection for your data source.
e You have registered your data source.
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Required permissions

* You have a global role that has the System administration global permission.
e You have a global role that has the Manage connections and capabilities global per-
mission, for example, Edge integration engineer.

Steps

1. Enable the Unified Classification enabled setting.
This setting makes the Unified Data Classification method, available for use.

Important

o This setting is activated by default in new environments from release
2024.02.

o If you enable this setting, all existing data classes and classifications
become unavailable. If you deactivate the setting again, you revert back
to your previous Data Classification setup and the previously defined
data classes and classifications are available again.

Show how

Requirements and permissions

° You have the ADMIN or SUPER role in Collibra Console.
° You have the SUPER role in Collibra Console.
° You have the ADMIN or SUPER role in Collibra Console.

Steps

a. Open the DGC service settings for editing:
i. Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
ii. Inthe tab pane, expand an environment to show its services.
iii. Inthe tab pane, click the Data Governance Center service of that
environment.
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iv. Click Configuration.
v. Click Edit configuration.
b. Open the DGC service settings for editing:
i. Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
ii. Inthe tab pane, expand an environment to show its services.
iii. Inthe tab pane, click the Data Governance Center service of that
environment.
iv. Click Configuration.
v. Click Edit configuration.
c. Inthe Beta features section, enter the required information:

Setting Description

Unified Enables the new Unified Data Classification method on Edge.
Classification ] ] )
enabled m v True (default in new environments from 2024.02): The envir-

onment uses the new classification method, Unified Data Clas-
sification. This has an impact on the available data classes, the
required capabilities, and the way you classify data.

Note All existing data classes and classifications become
unavailable.

Tip A migration process will be available in a future
release. This process will transfer all old data classes and
classifications to the Unified Data Classification method.
Old transferred data classes will need to be updated to
include classification rules to work with the new automatic
data classification method.

m X False: The feature is not enabled.

If you deactivate the setting, you revert back to your previous data
classification setup and the previously defined data classes and
classifications become available again.

d. Click Save all.
2. Foreach data source that you want to classify, add the Catalog Data Classification

capability to the Edge connection.
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Show how

a. Open an Edge site.
i. On the main toolbar, click i, and then click £ Settings.

» The Collibra settings page opens.
ii. Inthe tab pane, click Edge.

» The Sites tab opens and shows a table with an overview of the Edge

sites.

iii. Inthe table, click the name of the Edge site whose status is Healthy.

» The Edge site page opens.
b. Inthe Capabilities section, click Add capability.
» The Add capability page is shown.
c. Enterthe required information.

Field
Capability
Name

Description

Capability
template

Connection

JDBC
connection

General

Description Required

This section contains general information about the capability.

The name of the Edge capability. v Yes
The description of the Edge capability. X No
The capability template. The value that you select in v’ Yes

this field determines which sections appear on the
page.

Select the following Edge capability:

Catalog Data Classification

This section contains information to connect to the data source.

The connection to the data source. v Yes

This section contains general information about logging.
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Field Description Required

Debug An option to automatically send Edge infrastructure log =~ X No
files to Collibra Data Intelligence Cloud. By default, this
option is set to false.

Note We highly recommend to only send Edge
infrastructure log files to Collibra Data
Intelligence Cloud when you have issues with
Edge. If you set it to true, it will automatically
revert to false after 24h.

Log level An option to determine the verbosity level of Catalog X No
connector log files. By default, this option is set to No

logging.

d. Click Create.
» The capability is added to the Edge site.
» The fields become read-only.
3. Ensure the Edge Site user has the following global permissions:

o Classification > Data Classes > List Values.
° View Permissions > View All.
4. Give your data stewards the global permissions they need. See also Required
permissions. The available permissions are:

o Classification > Data Classes > Classify
Classification > Data Classes > Read
Classification > Data Classes > Add
Classification > Data Classes > Update
Classification > Data Classes > Remove

o

o

[¢]

[¢]

What's next?

Users with the correct permissions can now start configuring the data classes and using
the Unified Data Classification method.
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Configuring data classes in the Unified Data
Classification method

You can create data classes via the asset pages where you can update the classification
or via the Data Classification page in the Stewardship application.

To update and delete data classes, especially the data classification rules, you must use
the Data Classification page in the Stewardship application.

About data classes in the Unified Data Classification
method

Data classes are the different groups you want to use to classify your data, for example,
email, phone number, and web browser. You can create, update, and remove data
classes. You can also import out-of-the-box data classes and update them.

The automatic data classification method uses the classification rules defined in a data
class to verify whether an asset can be classified with the data class. A data class can
contain multiple classification rules and the rules can have different types.

A data class in the Unified Data Classification method consists of the following elements:

Data class ele- Description

ment

Name The name of the data class.

Enabled Switch to indicate whether this data class needs to be taken into account during

the data classification process.

If a data class is not enabled, the automatic data classification process doesn't
consider this data class and the data class is also unavailable when you
manually classify a column.

However, if a column is already classified with that data class, the classification
is still valid.

This option can be useful if the data class is not ready for use or if it is in testing
phase.
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Data class ele-
ment

Description

Details

Minimum
confidence
threshold

Description

The description of the data class.

The description can't exceed 10,000 characters.

The confidence percentage that must be reached for the data class to be
considered as a possible classification result. The confidence percentage refers
to the percentage of values in a column that match at least one of the
classification rules in a data class, for example, the regular expression.

Enter a value between 0 and 100.
The default value is 0.

Example If you add value 80 in this field, this data class will be
suggested by the automatic data classification process only if the
confidence percentage reaches 80 percent or higher.

Tip Confidence scores of 0 are never taken into account.
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Data class ele-
ment

Include empty
values

Examples

Description

Indicates if you want to include empty values in the confidence percentage
calculation.
The possible values are:

o v True True: If the value is set to true, empty values are taken into account

by the data classification process when calculating the confidence per-
centage of a matching data class.

X False False (Default): If the value is set to false, only the non-empty val-

ues are taken into account by the data classification process when cal-
culating the confidence percentage of a matching data class.

This option can be used to receive an accurate confidence score for all data in a
column.

Example

You have a column Z with 40 empty values and 60 phone numbers. You
have a data class A with a regular expression to detect US phone
numbers.

* If you set this option to False and you classify column Z, data class A
could be suggested with a confidence percentage of 100.

 If you set this option to True and you classify column Z , data class A
could be suggested but with a confidence percentage of only 60.

Important Some regular expressions are constructed to allow a match
with empty values. This means that, through the regular expression,
empty values can be matched to the data class, which affects the
confidence score.

Example:

This expression won't match empty values with the email data class:
~([a-zA-Z20-9. $\-]1+@[a-zA-Z0-9.\-]1+\.[a-zA-Z]
{2,6})%

This expression will match empty values with the email data class:
~([a-zA-Z20-9. $\-]1+@[a-zA-Z0-9.\-]1+\.[a-zA-Z]
{2,6})*S

Some examples of values that match the classification rule for the data class.

Add one example per line.
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Data class ele-
ment

Classification
rules

Type

Description

A data classification rule is used by the data classification process to calculate

the confidence score, which is a percentage that indicates the likelihood that the

data class fits the data in an asset.

A data class can contain multiple classification rules. Each rule is verified
against the data, and the data class is assigned as soon as one of the rules
applies.

Tip
e The maximum number of rules in a data class is 25.

e A data class can also contain various types of classification rules.

regular expression. However, the values “unknown”, “invalid”,
and “missing” are also acceptable email values in your data
source. You can add a list of values as a second rule on the
email data class. For the full example, go to Example:

Example You have defined the email data class with a
Configuring a data class with two classification rules.

If you are using Collibra on-premises and Unified Data Classification, don't add
any classification rules because automatic classification is not available.

This is the type of classification rule. The possible values are: Regular
expression or List of values.
Depending on your selection other fields appear.
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Data class ele-
ment

Regular
expression

Upload a file

Download file

Description

This field appears if you select a classification rule of the type Regular
expression.

A regular expression, also referred to as regex or regexp, is a sequence of
characters that specifies a match pattern in text. Multiple regular expression
grammar variants exist. We use the Java variant.

Example A regular expression for an email address can be "~ [a—zA-
Zz0-9 ._%\—] +@[a-zA-Z0-9.\-]+\.[a-zA-Z]{2,6}$

Tip
e Multiple websites provide guidelines and examples of regular
expressions, for example, Regexlib and RegexBuddy, or even
ChatGPT.
e You can also test your regular expression on various websites, for
example, Regex101 (Select the Java 8 option in the Flavor panel).

The referenced websites serve only as examples. The use of ChatGPT
or other generative Al products and services is at your own risk. Collibra
is not responsible for the privacy, confidentiality, or protection of the data

you submit to such products or services, and has no liability for such use.

Important

The required format of the regular expression is different between the Ul
and the API. In the API backslashes must be added twice (escaped). In
the Ul, this is not needed. For example: In the

Ul,use "\+2\d{1,3}2\d{1,4}$S,andinthe API, use “\\+?2\d
{1,3}2\\d{1,4}s.

This field appears if you select a classification rule of the type List of values.

Use this to upload a csv file with possible data class values. The file must
contain one value per line. The maximum file size of 100 MB.

This method is mandatory if you want to add more than 1,000 values.
This field appears if you select a classification rule of the type List of values.

If you download a file, the name of the file is: listofvalues_ID of the data class
rule.
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Data class ele-

ment

Values

Description

Description

This field appears if you select a classification rule of the type List of values.

Add the values that define a specific data class.

Example
A data class for T-shirt sizes based on a list of values could be:

S

M

L

small

medium

large

Important

Add only one value per line.

The maximum number of characters in a single list value is 10,000.
Don’t add any leading or trailing blank characters in a value.

The values are not case-sensitive, the value “small” in the list will also
be a match with the values “Small” and “SMALL”.

The maximum total number of values in one data class is 25,000. This
number can be spread over multiple classification rules.

A description of the classification rule.
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.+ B - . *
Date: date #
Enabled: @
Description:

A date, in various formats. #
¥ Details
Minimum confidence threshold: 0 #
Include empty values: X #
Examples: 24 January 2004, 11/21/1974, 07-Nov-... # 1

¥ (Classification rules (5):

Regular . ~
expression: (ZAs™... 1 £ ¥
R | ~
e:ﬁ:'le::inn: (0?11-97|[1-2][0-9]| 3[01 ]\s+... 1 # ¥
Regular ((((0?[13578] | 1[02])V\-131) | ((07... 1 F u

expression:

+ Add new rule
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About out-of-the-box data classes in the Unified Data
Classification method

Out-of-the-box data classes are created by Collibra. You can decide if and which out-of-
the-box data classes you want to use. This allows you to have only the data classes you
are interested in and to reduce the risk of similar, overlapping data classes.

Example In the out-of-the-box , we have the data classes: Credit card and Credit
card: Visa. Both are overlapping because a Visa credit card is also a credit card.
You can decide which data class you want to use depending on the granularity you
need.

Once an out-of-the-box data class has been imported, it's considered as a regular data
class, which means you can edit the data class and change its classification rules.

Import process

If you import out-of-the-box data classes again, we'll detect whether you have data classes
with the same name. We'll inform you about this and indicate whether their rules are
different. The following statuses are available:

Status Description

New This data class is not yet available in your environment.
You can import this data class without any risks that you erase existing data.

Exists (no A data class with the same name is already available in your environment and
changes) the definition of the different classification rules are the same.
This data class will not be imported, even if you select it for import.

Exists (changed) A data class with the same name but with different classification rules is already
available in your environment.
You can import this data class, but the current classification rules will be
replaced by those in the out-of-the-box data class. Also the classification rule
description will be updated.
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Important When we compare data classes to check if they were changed, we
compare only the classification rules.

» Global properties, such as data class description, confidence score threshold,
and examples are not taken into account.
If you import the out-of-the-box data class, these properties are not updated.

» Classification rule descriptions are not taken into account.
However, if you import the out-of-the-box data class, the classification rules,
including the classification rule descriptions, are updated.

Best practices

» Only import the data classes you need.
Many out-of-the-box data classes have overlapping definitions. That means that their
rules are so close that some columns are likely to be classified with the same data
classes.

Example Following out-of-the-box data classes are available: Credit card and
Credit card: Visa. Both are overlapping because a Visa credit card is also a
credit card. You can decide which data class you want to use depending on
the granularity you need.

» Adapt the data classes after they are imported, based on your needs.
Many out-of-the-box data classes have a good and precise definition. Others are
meant to be expanded. This is especially true for data classes defined as a list of val-
ues. Use these data classes as a starting point and update them to your needs.

« If you changed an imported data class, rename the data class.
If you import an out-of-the-box data class and a data class with the same name
already exists, the import process will replace the existing definition with the out-of-
the-box definition.
If you want to restart the data class configuration from the base definition or if the
out-of-the-box definition was updated, you will want to replace the existing definition.
But if you have customized the definition heavily, you will want to keep your existing
version. So, rename an imported data class if it differs significantly from the original
definition after you have customized it.
Renaming is also useful if you want to import it again without erasing your existing
version, either to start a new variation or simply to compare your definition with the
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out-of-the-box one.

Tip You can disable a data class if you just want to keep it for reference.

Available out-of-the-box data classes

Out-of-the-box

data class

ABA

ATIN (US)

BIC/SWIFT
code

Browser

City
Country
Country code

Credit card

Description

An American
Banking Asso-
ciation (ABA) rout-
ing number.

An Adoption Tax-
payer Iden-
tification Number
(ATIN) from the
US Internal Rev-
enue Service.

A Business Iden-
tifier Code (BIC),
also sometimes
called bank
SWIFT code, as
defined by the
ISO 9362 stand-
ard.

An internet
browser.

A city.
A country.
A country code.

A credit card num-
ber.

Example

058327451

930-93-3562

MLCOUS3GCAR

Mozilla

New York
Belgium

USA

534960971837932

247



Chapter 4

Out-of-the-box
data class

Credit card CVV

Credit card:
American
Express

Credit card: Dis-
cover

Credit card:

Mastercard

Credit card: Visa

Currency code

CusIP

Description

A credit card
Card Verification
Value (CVV).

An American
Express credit
card number.

A Discover credit
card number.

A Mastercard
credit card num-
ber.

A Visa credit card
number.

An ISO currency
code.

A Committee on
Uniform Secur-
ities Identification
Procedures
(CUSIP) number.
The length is 9
characters. Char-
acters 1,2, 3are
digits. Characters
4,5,6,7,8are
either letters or
digits. Characters
6,7, 8 can also
be *, @, #. Char-
acter 9 is a check
digit.

Example

058

3714496353984 31

6011111111111117

2223000048400011

4012000033330026

usD

37833100

248



Chapter 4

Out-of-the-box
data class

CUSIP (Inter-
national)

Date: date

Date: date and
time

Date: HHMMSS
time

Date:
MM/DD/YY

Date:
MM/DD/YYYY

Date: month

Description

A Committee on
Uniform Secur-
ities Identification
Procedures
(CUSIP) number
that matches
many inter-
national CUSIPs.
The length is 9
characters. Char-
acters 4,5,6,7,8
are either letters
or digits. Char-
acters 6, 7, 8 can
alsobe ™, @, #.
Character9is a
check digit.

A date, in various
formats.

A date and time,
in various
formats.

A time in format:
HHMMSS.

A date in format:
MM/DD/YY.

A date in format:
MM/DD/YYYY.

A month in text
format.

Example

12345*A29

24 January 2004
11/21/1974
07-Nov-1982

2018-08-29 20:25:25.0
2018-02-05 11:27:10.562

11:04:33
8:30:00

01/22/19
1/22/19

1/22/2019

September
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Out-of-the-box
data class

Date: numeric,
no format

Date: time

Date: weekday

Date: YYYY-

MM-DD

DEA number

Driver's license
(UK)

Driver's license
(US)

Education level

EIN

Email

Email (personal)

Description

A date that is
numerical without
any formatting.

A time, in various
formats.

A weekday in text
format.

A date in format:
YYYY-MM-DD.

A Drug Enforce-
ment Admin-
istration (DEA)
registration num-
ber.

A UK driver's
license.

A US driver's
license.

An education
level.

An Employer
Identification
Number (EIN),
also known as a
Federal Tax lden-
tification Number.

An email
address.

A personal email
address.

Example

20190123

8:52 AM

Fri

22/01/2021

AA1234567

wkIrS604032zb31785

QP080580F

post-secondary

94-4349283

JSmith@collibra.edu

JSmith@msn.com
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Out-of-the-box
data class

Email domains

Employee ID
(US)

Employment
status

Ethnicity

FDA NDC:
billing

FDA NDC: pack-
age

FDA NDC:
product

File path

Fiscal code
(ltaly)

Description

A common email
domain.

An employee ID
in the US.

An employment
status.

An ethnicity.

A National Drug
Code from the
US Food and
Drug Admin-
istration for
billing.

A National Drug
Code from the
US Food and
Drug Admin-
istration for a
package.

A National Drug
Code from the
US Food and
Drug Admin-
istration for a
product.

A file path.

An ltalian fiscal
code (codice fisc-
ale italiano).

Example

gmail.com

91-0675223

office holder

53407-0155-12

54868-4742-1

58118-0623

E:\x9xOL\VB2ER_2E\

MRCNRR91L18H501H
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Out-of-the-box
data class

Four last digits

Gender

GUID

IBAN

IBAN (ltaly)

ICD10 diagnosis

ICD10 pro-

cedure

ICD9 diagnosis

ICD9 procedure

Identity card
(ltaly)

Description

Four digits, typ-
ically used when
we store only the
last digits of a
long identification
number for veri-
fication.

Female/Male
gender definition.

A Global Unique
Identifier (GUID).

An International
Bank Account
Number (IBAN).

An ltalian Inter-
national Bank
Account Number
(codice IBAN itali-
ano).

An ICD-10 dia-
gnosis code.

An ICD-10 pro-
cedure code.

An ICD-9 dia-
gnosis code.

An ICD-9 pro-
cedure code.

An Italian identity
card number
(Numero di carta
d'identita itali-
ana).

Example

0486

9bb2d37d-b686-4fc1-898a-70085a070890

FR29 5218 3745 58B7 GH7N FYGZ Q50

IT60X0542811101000000123456

T37.0x1A

B92612Z

E8345

123

AA1234567
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Out-of-the-box
data class

IMEI

Indian aadhar

Indian PAN tax
card

International

passport

IP Address

ISBN

ISIN

Description

An International
Mobile Equip-
ment Identity
(IMEI).

A unique identity
number that can
be obtained vol-
untarily by the cit-
izens of India.
Also called UIDAI
ID or UIDAI Num-
ber.

A Permanent
Account Number
(PAN) from the
Indian Income
Tax Department.

An international
passport number.

An Internet Pro-
tocol (IP)
address.

An International
Standard Book
Number (ISBN).

An International
Securities Iden-
tification Number
(ISIN).

Example

996116726508880

21616729 3627

BAJPC4350M

3BCNFILV35GTS5882493F6360606RYI5V8JQRQACLZ69

228.203.28.137

106115687-7

US0378331005
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Out-of-the-box
data class

ITIN (US)

Language

Language code

Latitude

Licence plate
(US)

License plate
(ltaly)

Longitude

Mac address
Marital status

Medical con-
dition or treat-
ment (UK NHS)

Medical treat-
ment

Description

An Individual Tax-
payer lden-
tification Number
(ITIN) from the
US Internal Rev-
enue Service.

A language.

A language code.

A latitude (LAT)
geocode coordin-
ate.

A US licence
plate.

An Italian car
license plate
(targa auto-
mobilistica itali-
ana).

A longitude
(LNG) geocode
coordinate.

A Mac address.
A marital status.

A medical con-
dition or treat-
ment listed by the
National Health
Service (NHS).

A medical treat-
ment.

Example

915-78-5757

Deccan

HAU

40.707088

0HB8609

AB123CD

-74.012817

4E-A0-23-78-53-50

unmarried

Arthritis

Oxygen therapy

254



Chapter 4

Out-of-the-box
data class

Medicine (UK
NHS)

MIC

Money

NHS number

(UK)

NPI number

Occupation

OPCS-4

Password
(medium)

Percentage

Person's name

Description

A medicine listed
by the National
Health Service
(NHS).

A Market Iden-
tifier Code (MIC).

A money format
that includes the
dollar and euro
symbols.

A National Health
Service (NHS)
number.

A National Pro-
vider Identifier
(NPI) number.

A professional
occupation.

An OPCS-4
code.

A password that
matches the fol-
lowing validation
rules: 1 number,
1 letter, and 1

uppercase letter.

A percentage.

A first name, last
name, or full
name.

Example

Aspirin

NYSE

$23.06

928358542

1234567890

transit coach operator

A12.3

Bob@12fg

23%

John smith
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Out-of-the-box
data class

Person's name:
first name

Person's name:
last name

Person's name:
suffix

Person's title
Phone number

Phone number:
Area code (US)

Phone number:
Country code

PIN code

Postal code
(Canada)

Postal code
(ltaly)

Postal code
(UK)

Description

A first name.

A last name.

A suffix for
names.

A person's title.
A phone number.

A US area code
for phone num-
bers.

A country calling
code for phone
numbers.

A Personal Iden-
tification Number
(PIN).

A Canadian
postal code.

An Italian postal
code (CAP,

Codice di avvia-
mento postale).

A UK postal
code.

Example

John

Smith

Jr

Ms
212-555-0107

52

32

781589

P2H 8L6

123
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Out-of-the-box  Description Example
data class
PTIN (US) A Preparer Tax P12345678
Identification
Number (PTIN)
from the US
Internal Revenue
Service.
Religion A religion. Buddhist
RIC A Reuters Instru- | JPM.N
ment Code (RIC).
RTN A bank Routing 44000037
Transit Number
(RTN).
SEDOL A Stock B1XH2CO
Exchange Daily
Official List
(SEDOL) ID.
Shirt size A T-shirt size. M
SSN A Social Security
Number (SSN).
State code (US) @ A 2-letter US NY
state code.

State name (US) A US state name. New York

Stock symbol A stock exchange  GOOG
symbol.

Street address A street address. | 4032 Maple Street

Temperature Atemperaturein | 10°c
(Celsius) degrees Celsius.
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Out-of-the-box
data class

Temperature
(Fahrenheit)

Time zone offset

(list)

Time zone offset
(regex)

URL
URL domain

uuID

VAT number
(ltaly)

VIN

VIN (US)

Zip code

Description

A temperature in
Fahrenheit.

A UTC time zone
offset based on a
list of values.

A UTC time zone
offset based on a
regular expres-
sion.

A website URL.
A URL domain.

A Universally
Unique IDentifier
(UUID).

An Italian Value
Added Tax (VAT)
number (partita
IVA italiana).

A Vehicle Inden-
tification Number
(VIN).

A US Vehicle
Indentification
Number (VIN).

A numeric zip
code.

Example

10°f

UTC+05:45

-04:30

https://google.com

time.com

00000000-0000-0000-0000-000000031108

12345678901

5F308DpWFZAgpyAnn

1GNEK13Z293R293940

20001
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Create a data class

You can create data classes via the asset pages where you can update the classification
or via the Data Classification page in the Stewardship application.

To update and delete data classes, especially the data classification rules, you must use
the Data Classification page in the Stewardship application.

If you are using Collibra on-premises and Unified Data Classification, don't add any
classification rules because automatic classification is not available.

Before you begin

You have enabled the Unified Data Classification method.

Requirements and permissions

You have a global role that has the Product Rights > Catalog global permission.
You have a global role that has the Classification > Data Classes > Read global
permission.

You have a global role that has the Classification > Data Classes > Add global
permission.

For more information, go to Required permissions.

Steps

Watch a video
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1. On the main toolbar, click i, and then click Stewardship.

2. Click the Data Classification tab.
3. Ifthe data class doesn't exist yet:
a. Click Add.
b. Type the name of the data class and press Enter.
c. Click Create.
4. Select the data class that you want to configure.
The data class parameters appear in a pane on the right-hand side.
6. Optionally, add a description by clicking the Edit icon # next to the Description field.

o
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7. Open the Details section.
8. Complete the fields as required.

Data class ele-
ment

Minimum
confidence
threshold

Description

The confidence percentage that must be reached for the data class to be
considered as a possible classification result. The confidence percentage
refers to the percentage of values in a column that match at least one of the
classification rules in a data class, for example, the regular expression.

Enter a value between 0 and 100.
The default value is 0.

Example If you add value 80 in this field, this data class will be
suggested by the automatic data classification process only if the
confidence percentage reaches 80 percent or higher.

Tip Confidence scores of 0 are never taken into account.
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Data class ele-
ment

Include
empty values

Description

Indicates if you want to include empty values in the confidence percentage
calculation.
The possible values are:

o ¢ True True: If the value is set to true, empty values are taken into

account by the data classification process when calculating the con-
fidence percentage of a matching data class.

o X False False (Default): If the value is set to false, only the non-empty

values are taken into account by the data classification process when
calculating the confidence percentage of a matching data class.

This option can be used to receive an accurate confidence score for all
data in a column.

Example
You have a column Z with 40 empty values and 60 phone numbers.

You have a data class A with a regular expression to detect US
phone numbers.

° |f you set this option to False and you classify column Z, data
class A could be suggested with a confidence percentage of

100.
° If you set this option to True and you classify column Z , data

class A could be suggested but with a confidence percentage of
only 60.

Important Some regular expressions are constructed to allow a
match with empty values. This means that, through the regular
expression, empty values can be matched to the data class, which
affects the confidence score.

Example:

This expression won't match empty values with the email data
class:

" ([a-zA-Z20-9. $\-1+@[a-zA-Z0-9.\-]1+\.[a-zA-Z]
{2,6})8

This expression will match empty values with the email data class:
~([a-zA-Z20-9. $\-1+@[a-zA-Z0-9.\-]1+\.[a-zA-Z]
{2,6})*$
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11,

Data class ele- Description
ment

Examples Some examples of values that match the classification rule for the data
class.

Add one example per line.

To change a value, click the Edit icon # .

To save the value, click the Save icon.

Open the Classification rules section.

. Click Add new rule.

If you are using Collibra on-premises and Unified Data Classification, don't add any
classification rules because automatic classification is not available.

A data class without a classification rule can be used only for manual classification.
You need to add at least one classification rule to allow automatic data classification.
A data class can contain multiple classification rules. Each rule is verified against the
data, and the data class is assigned as soon as one of the rules applies. A data class
can also contain various types of classification rule.

From the Type list, select the type of classification rule that you want to add to the
data class. The possible values are: Regular expression and List of values.
Depending on your selection, extra fields appear.
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12. Complete the fields as required.

Data class ele-
ment

Regular
expression

Upload a file

Description

This field appears if you select a classification rule of the type Regular
expression.

A regular expression, also referred to as regex or regexp, is a sequence of
characters that specifies a match pattern in text. Multiple regular
expression grammar variants exist. We use the Java variant.

Example A regular expression for an email address can be " [a-
zA-7Z0-9. $\-]+@[a-zA-Z0-9.\-]+\.[a-zA-Z]
{2,613

Tip

° Multiple websites provide guidelines and examples of regular
expressions, for example, Regexlib and RegexBuddy, or even
ChatGPT.

° You can also test your regular expression on various websites,
for example, Regex101 (Select the Java 8 option in the Flavor
panel).

The referenced websites serve only as examples. The use of
ChatGPT or other generative Al products and services is at your
own risk. Collibra is not responsible for the privacy, confidentiality,
or protection of the data you submit to such products or services,
and has no liability for such use.

Important

The required format of the regular expression is different between
the Ul and the API. In the API backslashes must be added twice
(escaped). In the UI, this is not needed. For example: In the
Ul,use “"\+?\d{1,3}?\d{1, 4}$,andinthe API, use
MN\+2\d{1,3}2\\d{1,4}s.

This field appears if you select a classification rule of the type List of values.

Use this to upload a csv file with possible data class values. The file must
contain one value per line. The maximum file size of 100 MB.

This method is mandatory if you want to add more than 1,000 values.
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Data class ele- Description

ment

Download file = This field appears if you select a classification rule of the type List of values.

If you download a file, the name of the file is: listofvalues_ID of the data
class rule.

Values This field appears if you select a classification rule of the type List of values.

Add the values that define a specific data class.

Example
A data class for T-shirt sizes based on a list of values could be:

S

M

L

small

medium

large

Important

o

(¢)

Add only one value per line.

The maximum number of characters in a single list value is
10,000.

Don’t add any leading or trailing blank characters in a value.

The values are not case-sensitive, the value “small” in the list will
also be a match with the values “Small” and “SMALL”.

The maximum total number of values in one data class is
25,000. This number can be spread over multiple classification
rules.

Description A description of the classification rule.

13. Click Save.

The classification rule for the data class is configured.

A new section appears. If you expand the section, the details are shown.
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14. If needed click Add new rule to add another classification rule to the data class.
° You can combine regular expressions and list of values rules in one data class.
° The maximum number of rules in a data class is 25.

What's next?

Import out-of-the-box data classes

Go to some examples

Import out-of-the-box data classes

The Unified Data Classification method provides a set of out-of-the-box data classes. If
you want to use an out-of-the-box data class, you can import it and then update it as
desired.

Before you begin

You have enabled the Unified Data Classification method.

Required permissions

You have a global role that has the Product Rights > Catalog global permission.
You have a global role that has the Classification > Data Classes > Read global
permission.

You have a global role that has the Classification > Data Classes > Add global
permission.

You have a global role that has the Classification > Data Classes > Update global
permission.

For more information, go to Required permissions.
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Steps

1. On the main toolbar, click i, and then click Stewardship.

2. Click the Data Classification tab.

3. Click Import.
» The Import Data Classes dialog box opens listing all the available out-of-the-box
data classes and their status. For information on the possible statuses, go to About
out-of-the-box data classes.

4. Select the data classes that you want to import.

Import Data Classes

B DataClass Name + Classification Rule Type Import Status

Password {medium) Regular expression New
Percentage Regular expression MHew
Person's name Regular expression Mew
Person's name: suffix List of values. New

Person's title List of values. New

A 0000aD0

Phone number Regular expression Mew
Postal code (Canada) Regular expression New '

Postal code (UK) Regular expression New

Oo00o

RIC Regular expression MNew

Cancel Import

5. If you have selected existing data classes that are reported as changed, confirm the
import action.

6. Click Import.
» The selected data classes are imported and become available. Any selected,
existing data classes are updated with the out-of-the-box classification rules. For
more details, go to About out-of-the-box data classes. You can update the imported
data class completely based on your needs.

Note Existing classifications are not affected by this process.

What's next?

Go to some examples
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Connect data classes to data layers

You can use the Classification Dashboard to connect data classes to the logical and
conceptual data layers.

Before you begin

* You have configured Automatic Data Classification via the Cloud Data Classification
Platform or via Edge.

* You have the necessary permissions to classify tables and columns.

* You have registered a data source.

Steps

On the main toolbar, click i, then € Stewardship.

In the submenu, click Data Classification.

In the Data Concept or Data Attribute column, click # .

Click in the Select field.

» The list with existing Data Concept or Data Attribute assets is shown.

Select the value you need.

Click v

» The Classification Dashboard creates a relationship between the data class and
the logical and conceptual data layers. Column assets that have this data class will
be connected to these data layers via their mutual relationship to the data class. Dir-
ect relationships between physical and logical information can then be created via
Collibra workflows or other methods.

Howwbd =

o a

Automatically classify assets via the Unified Data
Classification method

Automatically classify assets

When you start the automatic data classification process, the process verifies the data in
the column or columns against the data classes, and makes classification suggestions
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with a confidence score. This score is an estimation based on data samples that the data
classification process collects. A deviation from the exact score is possible. If the Unified
Data Classification setting has been enabled, the automatic classification process uses
the newly defined data classes. For information on configuring new data classes, go to
Configuring data classes.

Important

» The automatic data classification process needs at least six values that can be
checked, to classify a column.
Example: For data class A, you define a regular expression and indicate you
don't want to consider empty values.
If you then classify a column with a lot of null values and five non-null values,
the column won't get classified, even if the non-null values match data class A.

» The automatic data classification process will extract a maximum of 1,000
values from the data source. The samples are stored between 24 and 48
hours in the Edge Site cache. They are not transferred to Collibra. If the Edge
Site cache already contains at least 100 samples for this data source, the
automatic data classification process will use those.

Requirements and permissions

Make sure you have the required permissions.

Start the classification process for one column

1. Navigate to the related Column asset.

2. Click the Data Profiling tab page.

3. Click the Classify button.
» The data classification process starts.
» If a data class matches the data in the column, a classification suggestion will be
assigned to the Column asset with a confidence percentage.
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Start the classification process for one or more columns
from a Table, Schema, or Database asset

1. Navigate to the Table, Schema, or Database asset.
2. Select Actions — Classify.
» The data classification process starts.
» If a data class matches a column, a data classification suggestion will be assigned
to the Column asset with a confidence percentage.
3. Open the Table asset with the classified columns.
4. Add the Data Classification column to the table.
» In the Data Classification column, you find the suggested data classes.

# ‘ Name ¢ ‘ Is Primary Key ‘ Data Type ‘ Data Classification | represented by ‘ Empty Values Count

1 age Whole Number [
16 birthday Text 0
1" capital_gain Whole Number [
12 capital_loss Whole Number 0
14 country Text Country  75% Name 583
4 education Text Lastname 6%
5 education_num Whole Number
3 fnlwgt Whole Number
13 hr_per_week Whole Number
15 income Text Weekday 49%
6 marital Text USsState  19%
7 occupation Text Lastname 6% City 1843
9 race Text Lastname  50% Race o 0

8 relationship Text Lastname 30% [

10 sex Text Gender  99% Name ¢ 0

2 type_employer Text Web browser  18% 1836

What's next?

Accepting or rejecting automatic data classification suggestions

For examples, go to Examples.

Manually classify assets using the Unified Data
Classification method

If the automatic data classification process can't detect a data class for a column, you can
classify the column yourself. While manually classifying data, you can also create new
data classes.
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Requirements and permissions

Make sure you have the required permissions.

Manually classify data via a Table asset page

Find the table that contains the columns to classify.

At the bottom of the Columns section, click See all.

If not yet available, add the Data Classification column to the table.

In the Data Classification column of the row that you want to classify, click .
Click the Select field.

» The list with existing data classes appears.

6. Inthe Select field, enter the new data class nhame and press Enter.

a bk wnh =

Note
o Data classes are case-sensitive and can contain spaces.
° You can add more data classes if applicable but avoid it as much as
possible.

7. Press Escape and click ¥.

» The data class is automatically accepted. If you entered a new data class, the
data class is also available now for other classifications.

Manually classify data via the Column asset page

Find the column you want to classify.
In the tab pane, click Data Profiling.
In the Data classification section, click .

N~

Select the data class you want to assign.

The data classes in the drop-down list are the ones defined after you have activated
the Unified Data Classification method.

If needed, enter the new data class name and press Enter.
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Note
o Data classes are case-sensitive and can contain spaces.
° You can add more data classes if applicable but avoid it as much as
possible.

5. Click Save.
» The data class is automatically accepted. If you entered a new data class, the
data class is also available now for other classifications.

What's next?

For an example, go to Example: Manual classification.
For information on configuring your data classes for automatic data classification, go to
Configuring data classes.

View data classification of an asset

Once automatic data classification has predicted the data classes of columns, the
predictions are available in multiple places. You can access classification information via
the Database, Schema, Table, or Column asset page.

Requirements and permissions

The classification process ran for the relevant database, schema, table or column.

Steps via the Column asset

1. Open the relevant Column asset.
2. Open the Summary or Data Profiling tab page.
» The suggested data class is available.

Steps via the Table, Schema or Database asset

1. Open the relevant Table, Schema or Database asset.
2. Navigate to the Table asset.
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3. Open the Columns tab page.
4. Add the Data Classification column to the table.
» In the Data Classification column, you find the suggested data classes.

# l Name ¢ ‘ Is Primary Key | Data Type ‘ Data Classification | represented by ‘ Empty Values Count
1 age Whole Number 0

16 birthday Text 0

11 capital_gain Whole Number [

12 capital_loss Whole Number 0

14 country Text Country  75% Name 583
4 education Text Lastname 6% 0

5 education_num Whole Number [1]

3 fniwgt Whole Number 0

13 hr_per_week Whole Number [1]

15 income Text Weekday ~ 49% 0

6 marital Text USState  19% 0

7 occupation Text Lastname 6% city 1843
9 race Text Lastname  50% Race o 0

8 relationship Text Lastname  30% 0

10 sex Text Gender  99% Name ¢ 0

2 type_employer Text Web browser  18% 1836

What's next?

Accepting or rejecting automatic data classification suggestions

Accepting or rejecting automatic data
classification suggestions

When Unified Data Classification predicts data classes for a column, the suggestions are
visible in the Data Classification column in the Table and Column asset pages.
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# Name ¢ Is Primary Key Data Type Data Classi i rep! by Empty Values Count
1 age Whole Number 0
16 birthday Text 0
1 capital_gain Whole Number 0
12 capital_loss Whole Number 0
14 country Text Country  75% Name 583
4 education Text Lastname 6% 0
5 education_num Whole Number 0
3 fnlwgt Whole Number 0
13 hr_per_week Whole Number 0
15 income Text Weekday 49% 0
6 marital Text USState  19% 0
7 occupation Text Lastname 6% City 1843
9 race Text Lastname 50% Race ol 0
8 relationship Text Lastname 30% 0
10 sex Text Gender  99% Name ¢ 0
2 type_employer Text Web browser  18% 1836

If no data classes are suggested for a column, the automatic data classification pro-
cess could not predict the data class.

Sometimes multiple data classes can be suggested.

The percentage next to the data class indicates the confidence level of the sug-
gestion.

If automatic data classification acceptance and rejection is active, data classification
suggestions with a confidence level within the defined thresholds will be accepted or
rejected automatically.

You can accept or reject the data classification suggestions, or add a new data class.

° If you reject a data class suggestion, the data class is removed from the
column.

Important The system remembers when a data class suggestion has
been rejected. This data class won't be suggested again by the
automatic data classification process.

Tip You can still retrieve a rejected data class by manually classifying
the asset. The rejected data classes are listed at the end of the list.

Street address
Temperature (Celsius)
Temperature (Fahrenheit)
Time zone offset (list)

Time zone offset (regax)

CUSIP (International) (rejected) I

T
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o If you accept a data class suggestion, the data class is added to the column.

Requirements and permissions

Make sure you have the required permissions.

Accept or reject a data classification suggestion manually

To manually accept or reject a data class suggestion, hover over the data class and click
the appropriate icon.

Data Classification

Country X 4

Occupation  66%

If automatic data classification acceptance and rejection is active, data classification
suggestions with a confidence level within the defined thresholds will be accepted or
rejected automatically.

Tip You can still retrieve a rejected data class by manually classifying the asset.
The rejected data classes are listed at the end of the list.

Street address
Temperature (Celsius)
Temperature (Fahrenheit)
Time zone offset (list)

Time zone offset (regex)

I CUSIP (International) (rejected) I
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Automatic acceptance and rejection of
classification suggestions

During the data classification process, we predict the data class for a column. The
percentage next to the data class indicates the confidence level of the data classification
suggestion.

Country  75%

Last name 6%

You can manually accept or reject a suggested data class, but you can also configure
thresholds to automatically accept or reject the data classification suggestions.

Example
« If you set the automatic acceptance threshold to 75%, then a data
classification suggestion with a confidence level of 75% or higher is accepted
automatically.
« If you set the automatic rejection threshold to 49%, then a data classification
suggestion with a confidence level of 49% or lower is automatically rejected
and does not appear for the column.

Tip Start using this tool by manually accepting and rejecting the data classification
suggestions. Only activate the automatic acceptance and rejection feature if you are
comfortable with the data classification results.

Unified Data Classification examples

To show you the possibilities in the new data classification method, let's go through some
examples.
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Scenario

We have registered a data source. By identifying the data class of the data, we get an
indication of the type of data, which makes the creation of relations between the physical
and logical layer much easier.

1. We have configured the environment for the new classification method, Unified Data
Classification.
2. We have registered and synchronized a data source with multiple tables via Edge.

We can now start using the data classification method.

Example: Manual classification

You know that a specific column contains email addresses. You want to manually add the
data class, email, to this column.

Steps

1. Navigate to the Column asset.
2. Open the Data Profiling tab page.
3. In Data Classification, click the Edit icon # .
» A drop-down list with all possible data classes appears.
4. Enter the name of the data class you want to add, for example, email.
5. Ifthe data class is available from the list, select the option.
If the data class is not available in the list, press Enter, to create the data class.
6. Click Save.
» The Column asset has been manually classified as email.

B col1

Column @ Candidate ® @0 Bo 3

m < SYS Catalog Postgresgl  Spostgres » 3%profiling » Mtable_5_cols » B coll

& Summary Data classification &

emal v d

Details

To ensure data security, sample data is currently notvisible
Ea  Data Profiling

Request Sample Data

» If the data class email didn't exist yet, it is now available for other Column assets.
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What's Next?

You can now configure the Email data class so it can be used by the automatic data
classification method, Unified Data Classification.

Example: Configuring a data class based on a regular
expression and starting the automatic classification for a
column

You want to configure the Email data class you manually created and assigned, so this
data class can be assigned automatically by the Unified Data Classification method.

Before you begin

Make sure you know which regular expression you want to use for the data class. For more
information and references to useful resources, go to Add a data class.

Steps

1. Configure the email data class.
a. On the main toolbar, click i, and then click Stewardship.
b. Click the Data Classification tab.
c. Select the email data class row.
» The data class parameters appear in a pane on the right-hand side.
d. Open the Details section.
e. Complete the fields as required.
For information on the fields, go to Add a data class.

Data class Description
parameter

Minimum con- = We set this value to 80.
fidence
threshold

Allow empty We leave this field as the default value (False).
values
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Data class Description
parameter
Examples We add the following examples:

joel@abc.com , marc@company.com , Jjsmith@b.cc

f. Open the Classification rules section.
g. Click Add new rule.
h. In Type, select the Regular expression option.
» Extra fields appear.
i. Complete the fields as required.
For information on the fields, go to Add a data class.

Data class Description
parameter

Regular expres- We add:

sion ~([a-zA-20-9. %$\-]1+@[a-zA-Z20-9.\-]+\. [a-zA-Z]
{2,6})9
Description We leave this field empty.
j. Click Save.

» The classification rule for the Email data class is configured.
» The Rule details section appears. If you expand the section, you see the
details.
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Email ~#

Enabled: ()

Description: &
¥ Details
Minimum confidence threshold: 30 #
Include empty values: X #
Examples: joe@abc.com , marc@company.com ,... £ 1

¥ (Classification rules (1)

Regular

) 1 £ W
expression:

A([a-zA-Z0-9._%\ ]+@[a-zA-Z0-...

+ Add new rule

2. Start the classification.

a. Navigate to a Column asset with email data.

b. Click the Data Profiling tab page.

c. Click Classify.
» The data classification process starts. For more information, go to Auto-
matically classify assets.
» The Email data classification suggestion will be assigned to the Column
asset with a confidence percentage. For more information, go to accepting and
rejecting data classification suggestions.

What's Next?

You can now configure additional data classes to be used in the automatic classification
for a column, table or schema.

Example: Configuring a data class based on a regular
expression, importing a data class, and starting the
automatic classification for a table

You want to add two new data classes in the Unified Data Classification method:
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» Add an extra data class, Date in dd/mm/yyyy format
« Import the out-of-the-box data class, Phone number.

Before you begin

Make sure you know which regular expressions you want to use for the data classes. For
more information and references to useful resources, go to Add a data class.

Steps

1. Create and configure the Date data class.

a. Onthe main toolbar, click i, and then click Stewardship.

b. Click the Data Classification tab.
c. Add the data class.

i.

ii.
iii.
iv.

Click Add.

Add the Name of the data class. In our case, Date.

Press Enterto add the data class.
Click Create.
» The data class is created and is available in the list.

d. Define the data class parameters.

In the Data Classification tab, select the row of the new data class.
» The data class parameters appear in a pane on the right-hand side.
Optionally, add a description by clicking the Edit icon # next to the

Description field.

iii. Open the Details section.

Complete the fields as required.
For information on the fields, go to Configuring data classes.

Data class Description
parameter

Minimum con- We set this value to 80.
fidence
threshold

Include empty = We leave this field as the default value (False).
values
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Vi.
Vii.

viii.

iX.

Data class Description
parameter
Examples For Date, we add the following examples:

23/11/2026, 09/02/2023

Open the Classification rules section.

Click Add new rule.

In the Type list, select Regular expression.

» Extra fields appear.

Complete the fields as required.

For information on the fields, go to Configuring data classes.

Data class Description
parameter
Regular For Date, we add the following expression:
expression (0[1-971[12][0-9713[01])\/(0[1-9111[1,2])\/
(19120)\d{2}
Description We leave this field empty.
Click Save.

» The classification rule for the data class is configured.
» If you expand the Classification rules section, you see the details.

2. Import the Phone number data class.

a. On the main toolbar, click #:, and then click Stewardship.

b. Click the Data Classification tab.

c. Click Import.
» A dialog box opens, listing all the out-of-the-box data classes and their
status. For information on the possible statuses, go to About out-of-the-box
data classes.
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d. Clear all data classes, except Phone number.

Import Data Classes

B DataClass Name t Classification Rule Type
[0 Password {medium) Regular expression

[0 Percentage Regular expression

[0 Person's name Regular expression

O Person's name: suffix List of values

O Person'stitie List of values

Phone number Regular expression

[0 Postal code (Canada) Regular expression

[0 Postal code (UK) Regular expression

[0 RIC Regular expression

Import Status

New

Cancel

e. Click Import.
» The data class is added.

» If you click the data class, you see the details.

Phone number #

Enabled: (:I

Description:
A phone number.

w Details
Minimum confidence threshold: 70 #

Include empty values: X #

Examples: 212-555-0107, 386-555-0170, B03-555-... #

w (lassification rules (10}

Regular . 510.932,50s (10T HO-91EH. -

expression:

Regular k . u
expression: [0-91{3}-#[0-91{3}-7[0-91{2}....
Regular -
expression: [0-91{3=s{1 HO-9H3Ps{1}[0-9...

3. Start the automatic classification.

-

L3

L3

X
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a. Navigate to a Table asset.

b. Select Actions — Classify.
» The data classification process starts. For more information, go to
Automatically classify assets
» If a data class matches a column in the Table asset, a data classification
suggestion will be assigned to the Column asset with a confidence percentage.
For more information, go to accepting and rejecting data classification
suggestions.

What's Next?

You can now configure an additional data class that is based on a list of values instead of a
regular expression.

Example: Configuring a data class based on a list of values
and starting the automatic classification for a table

You want to create an extra data class for T-shirt sizes in the Unified Data Classification
method. Once that is done, you want to start the classification process for a full table.

Before you begin

Make sure you know which values you used in the organization to refer to T-shirt sizes. In
this case, we consider: XS, M, L, XL, XXL, XXXL, Extra small, Small, Medium, Large, X-
Large, XX-Large, XXX-Large, 2XL, 3XL.

For more information, go to Add a data class.

Steps

1. Create and configure data class T-shirt size.

a. Onthe main toolbar, click i, and then click Stewardship.
b. Click the Data Classification tab.
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c. Add the data class.

i.

ii.
iii.
iv.

Click Add.

Add the Name of the data class. In our case, T-shirt size.
Press Enterto add the data class.

Click Create.

» The data class has been created and is available in the list.

d. Define the data class parameters.

Vi.
Vil.

viii.

In the Data Classification tab, select the row of the new data class.
» The data class parameters appear in a pane on the right-hand side.

. Optionally, add a description by clicking the Edit icon next to the Descrip-

tion field.

iii. Open the Details section.

Complete the fields as required.
For information on the fields, go to Configuring data classes.

Data class Description
parameter

Minimum con- = We set this value to 80.
fidence
threshold

Include empty = We leave this field as the default value (False).
values

Examples Small, L

Open the Classification rules section.

Click Add new rule.

In the Type list, select List of values.

» Extra fields appear.

Complete the fields as required.

For information on the fields, go to Configuring data classes.
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Data class Description
parameter

Values We add the following list. Each value must start on a new line.
XS
S
M
L
XL
XXL
XXXL
extra small
small
medium
large
X-large
XX-large
XXX-large
2XL
3XL

Description We leave this field empty.

ix. Click Save.
» The classification rule for the data class is configured.
» If you expand the Classification rules section, you see the details.
2. Start the automatic classification.
a. Navigate to a Table asset.
b. Select Actions — Classify.
» The data classification process starts. For more information, go to
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Automatically classify assets

» If a data class matches a column in the Table asset, a data classification sug-
gestion will be assigned to the Column asset with a confidence percentage. For
more information, go to accepting and rejecting data classification suggestions.

Important The values are not case-sensitive, the value “small” in the list
will also be a match with the values “Small” and “SMALL”.

Example A column contains the values petite, s, I, x1, XL, unknown,
unknown, and no size. After the automatic data classification, the
column will be classified as a T-shirt size with a confidence score of 50%
because half of the values in the column are part of the list of values.
Note that the character case didn’t affect the result.

What's Next?

You can also add an extra classification rule to an existing data class.

Example: Configuring a data class with two classification
rules

You want to update your existing data class, email, in the Unified Data Classification
method. This data class is now based on a regular expression, but you also want to add a
list of supported values.

Before you begin

Make sure you know which regular expressions you want to use for the data classes. For
more information and references to useful resources, go to Add a data class.

Steps

1. On the main toolbar, click i, and then click Stewardship.
2. Click the Data Classification tab.
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3. Select the email data class row.
» The data class parameters appear in a pane on the right-hand side.
4. Open the Details section.
5. Click Add new rule.
6. Inthe Type list, select List of values.
» Extra fields appear.
7. Complete the fields as required.
For information on the fields, go to Configuring data classes.

Data class para- Description

meter

Values We add the following list. Each value must start on a new line.
none
unknown
invalid
missing

Description We leave this field empty.

8. Click Save.

» The extra classification rule for the Email data class is configured.
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» If you expand the Classification rules section, you see the details.

Email ~ x

Enabled: ()

Description: #

P Details

¥ (Classification rules (2):

Regular

. N[a-zA-Z09._%\]*@[a-zAZ0-. | * W
expression:

List of values (4 values) @: &
none, unknown, invalid, missing

ap

+ Add new rule

Email Columns
BN col

What's Next?

For other examples, go to Examples.

About the Data Classification dashboard in
Unified Data Classification

The Data Classification Dashboard shows the list of data classes in your Collibra
environment and gives you more control and visibility on them.

To open the dashboard, go to Stewardship and click Data Classification.

Note The Classification > Data Classes > Read permission is not enforced yet to
open the Data Classification page in Stewardship.
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@ Browse Q

Organization

Business Dimensions Tags Physical Data Connector

Metrics

4+ ¥ wsm 2 @ @ =

Data Classification

O Aad 211 [Browser » @ 3
[] DataClass ¢ ‘ Enabled | Columns Count | DataConcept Data Attribute ‘ Created by
[ ohello G v 1 4 Data Class Service API User enabled: @D
O oubc v 3 4 Data Class Service API User Description:

An internet browser. &
[ 10000CharDescription v 2 1 Data Class Service API User

b Details
O 123 v 1 4 Admin istrator

D Classification rules (1)
[ 1upc v 2 4 Data Class Service API User
[J  25RuleDC v 2 £ Data Class Service AP User
0O 9999 v 1 4 Admin istrator
[mEEPACTY v 0 2 Admin Istrator
[J  ATIN(US) v 0 4L Admin istrator

. g

No. Name Description
o Add button A button to add data classes.
e Import button A button to import out-of-the-box data classes.

©

Delete button

Table menu (&)

Configuration menu

A button to delete one or more data classes.
If you delete a data class, you also delete the data
classifications for this data class.

To keep the data classifications but remove the data class,
you can disable the data class.

The table menu contains buttons to manage the columns
shown.

Option to define the classification thresholds for automatic
acceptance and rejection of data classification suggestions.
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No. Name

e Table with all data classes

Data Class

Enabled

Columns Count

Data Concept

Data Attribute

Created By

Created On
Last Modified By
Last Modified On

User Defined

o Side pane

Description

A table that shows all the data classes that exist in your
environment.

Click anywhere is a row to view the details of a data class in
an extra pane (7) and update it.

The data class name.

Indicates whether the data class will be taken into account
for data classification. For more information go to About
data classes.

The number of columns classified with the data class.

The name of the associated Data Concept assets.

It connects the data class to your business asset model. For
more information, go to Connect data classes to data lay-
ers.

The name of the associated Data Attribute assets.

It connects the data class to your logical data model.

For more information, go to Connect data classes to data
layers.

The name of the user who created or imported the data
class.

The date the data class was created.
The name of the user who made the last change.
The date the data class was last changed.

Indicates if the data class was automatically or manually
created. In the new data classification method, this value is
always True.

The data class side pane provides the details of the data
class.

When you click the row of a data class in the Data
Classification Dashboard, the data class information
appears in the side pane.
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No. Name

Data class name, details,
and classification rules

Data Concepts

Data Attributes

Columns

Description

The name of the selected data class. You can edit the name
by by clicking .
For more information, go to configure a data class.

The list of data concepts that are associated with the data
class.

This section is only shown if there are associated data
concepts.

The list of data attributes that are associated with the data
class.

This section is only shown if there are associated data
attributes.

The list of columns that are classified with the selected data
class. When there are too many columns to show, you can
follow a See all link. This opens a search results page with
all corresponding columns.

This section is only shown if there are columns with the
selected data class.

Troubleshooting the Unified Data Classification

method

Check out the Collibra Support portal for Unified Data Classification troubleshooting

information.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to

Announcements.
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Automatic Data Classification via the Cloud Data
Classification Platform

When you register a data source, you can store a data profile and sample data. This is
required if you want to classify columns in the data set. The Cloud Data Classification
Platform predicts the data classes of selected columns and sends them back to Collibra
Data Intelligence Cloud, where you confirm or reject the suggested data classes. The
Cloud Data Classification Platform uses your feedback to retrain the platform and improve
future data classifications.

Warning If you want to use the Cloud Data Classification Platform, request it via
your Collibra contact or create a support ticket. See also We have announced the
end of life of Jobserver and all related Jobserver integrations for September 30,
2024, with the exception of Public Sector customers using GovCloud or on-prem
environments. For more information, go to Announcements..

Limitations

» Automatic data classification via the Cloud Data Classification Platform is a cloud ser-
vice. Only if your on-premises environment can reach the cloud service, you can use
it.

» Out-of-the-box, automatic data classification can predict several data classes.
However, you can also create user-defined data classes to increase its prediction
quality.

e The only supported language for data classes is English.

» The Cloud Data Classification Platform needs sample data and profiling data to be
able to predict the data classes.

Note You can create sample data and profiling data by registering a data

source and choosing to create sample data and profiling data or by importing
the data via the Catalog API.

e The Cloud Data Classification Platform only works for columns of data sources that
are registered in Data Catalog with sample data and profiling data.
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Automatic data classification flow via the Cloud Data
Classification Platform

In the following schema, you can see the different steps of an automatic data classification
flow via the Cloud Data Classification Platform.

-~

© 0 0

Catalog

Sample and
profiling data
of columns

Cloud Data
Classification

Data classes

Platform

Description

You select the columns that you want to classify and send their sample and
profiling data to the Cloud Data Classification Platform. See We have
announced the end of life of Jobserver and all related Jobserver integrations for
September 30, 2024, with the exception of Public Sector customers using
GovCloud or on-prem environments. For more information, go to
Announcements.

The Cloud Data Classification Platform predicts the data classes of the columns.

The Cloud Data Classification Platform sends the data classes to Collibra.

You provide feedback by accepting or rejecting the predicted data class of each
column or by adding your own new classes.

The Cloud Data Classification Platform can predict multiple data classes for one
column. If the prediction is accurate, you can accept multiple data classes for
one column.
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Step Description
o Your data class selections are sent to the Cloud Data Classification Platform .

The Cloud Data Classification Platform stores your selections, along with the
associated sample data, to retrain the classification model and improve future
classification predictions.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to
Announcements.

Cloud Data Classification Platform setup

The Cloud Data Classification Platform requires specific setup.

Before you begin

» Data Catalog experience is enabled in the DGC service configuration.
» This will give you access to the improved Schema asset page.
» You are using profiling data within Data Catalog.

Steps

Request the use of the Cloud Data Classification Platform via your Collibra contact or
create a support ticket.

Note
» Be aware that after you accept the predicted data classes, all sample data and
profiling data is stored on the Cloud Data Classification Platform.
» We recommend to use a Cloud Data Classification Platform running in the
same region as your Collibra environment.

What's next?

Enable the Cloud Data Classification Platform.
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Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to
Announcements.

Classify columns

By classifying columns, Collibra's Automatic Data Classification predicts their data
structures, after which, you can accept or reject the prediction.

Note This information is specific to the Cloud Data Classification Platform. For
information on classifying via Edge, see About profiling and classification via Edge.

You can classify columns via the:

» Database asset page
e Schema asset page
e Table asset page

Tip You can also use the physical data connector to manually select a data class
for individual columns.

Prerequisites

* You have a global role with the Catalog global permission, for example, Catalog
Author.
» You have created a support ticket via Zendesk to access to the Automatic Data Clas-
sification platform.
* You have configured the Cloud Data Classification Platform.
* You have the correct permissions to classify tables and columns.
* You have registered a data source, including these options:
o Store Data Profile
o Store Sample Data
» Data Catalog experience is enabled in the DGC service configuration.
» This will give you access to the improved Schema asset page.

296


ref_announcements.htm#End
ref_announcements.htm#end-class
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0635
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0630

Chapter 4

Via the Database asset page

1. Open the Database asset that contains the tables and columns in the schema you
want to classify.
a. Onthe main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.
b. Inthe subpages, click Technology Assets.
c. Filter on the Database asset type.
2. Open the relevant database, and then click Actions — Classify.
» You can follow the status of the classification in Activities.
3. Open the Table asset with the classified columns.
4. Add the Data Classification column to the table.
» In the Data Classification column, you find the suggested data classes.

# Name ¢ Is Primary Key l Data Type ‘ Data Classification represented by Empty Values Count

1 age Whole Number 0
16 birthday Text [
1 capital_gain Whole Number 0
12 capital_loss Whole Number [1]
14 country Text Country  75% Name 583
4 education Text Lastname 6%
5 education_num Whole Number
3 fnlwgt Whole Number
13 hr_per_week Whole Number
15 income Text Weekday 49%
6 marital Text US State  19%
7 occupation Text Lastname 6% City 1843
9 race Text Lastname  50% Race o 0

8 relationship Text Lastname 30% [

10 sex Text Gender  99% Name ¢ 0

2 type_employer Text Web browser  18% 1836

5. Hover over the classification percentages and accept (¥') or reject (% ) the sug-

gested data class.

Country X Man w

o Accepting the suggestion leaves the data class in the list.
o Rejecting the suggestion removes the data class from the column. This data
class won't be suggested again by the data classification.
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Via the Schema asset page

1. Open the Schema asset that contains the tables and columns that you want to clas-
sify.
a. On the main toolbar, click i, and then click © Catalog.
» The Catalog Home opens.

b. Inthe subpages, click Data Sources.

c. Click the relevant schema.
2. Click the Tables tab.
Select one or more tables from the schema.
4. To classify all columns in the table, click Actions — Classify.

w

Tip To classify one or more specific columns, select the columns, then click
Actions — Classify.

» You can follow the status of the classification job in Activities.
5. Open the Table asset with the classified columns.
6. Add the Data Classification column to the table.
» In the Data Classification column, you find the suggested data classes.

# ‘ Name t ‘ Is Primary Key ‘ Data Type ‘ Data Classification represented by ‘ Empty Values Count

1 age Whole Number [
16 birthday Text 0
1" capital_gain Whole Number [
12 capital_loss Whole Number 0
14 country Text Country  75% Name 583
4 education Text Lastname 6%
5 education_num Whole Number
3 fnlwgt Whole Number
13 hr_per_week Whole Number
15 income Text Weekday 49%
6 marital Text USsState  19%
7 occupation Text Lastname 6% City 1843
9 race Text Lastname  50% Race o 0

8 relationship Text Lastname 30% [

10 sex Text Gender  99% Name ¢ 0

2 type_employer Text Web browser  18% 1836

7. Hover over the classification percentages and accept (¥') or reject (¥ ) the sug-

gested data class.
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Via the Table asset page

1. Open a Table asset that has columns you want to classify.
2. Onthe Table asset page, do one of the following:
a. To classify all columns in the table, click Actions — Classify in the upper right

»

corner.

b. To classify specific columns in the table, select the columns and click Actions

— Classify in the upper right corner.

» You can follow the status of the classification job in Activities.

3. Add the Data Classification column to the table.

In the Data Classification column, you find the suggested data classes.

# Name ¢ Is Primary Key | Data Type ‘ Data Classification represented by Empty Values Count
1 age Whole Number 0

16 birthday Text [

1 capital_gain Whole Number 0

12 capital_loss Whole Number [1]

14 country Text Country  75% Name 583
4 education Text Lastname 6% 0

5 education_num Whole Number 0

3 fnlwgt Whole Number [

13 hr_per_week Whole Number 0

15 income Text Weekday 49% [

6 marital Text US State  19% 0

7 occupation Text Lastname 6% City 1843
9 race Text Lastname  50% Race o 0

8 relationship Text Lastname 30% [

10 sex Text Gender  99% Name ¢ 0

2 type_employer Text Web browser  18% 1836

4. Hover over the classification percentages and accept (v') or reject (¥ ) the sug-

gested data class.
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-----

.....

Data Classification dashboard @ ...

The Data Classification dashboard shows all of the data classes available inyour ..

environment. e e e e

About the Data Classification dashboard -~

The Data Classification Dashboard shows the list of data classes in your Collibra . . . ..

environment and gives you more control and visibility on them.

When you make changes via the Data Classification dashboard, feedback is automatically . . . . .

sentto

the Cloud Data Classification Platform. The feedback is not used when you use

data classification viaEdge. e

To open the dashboard, go to the Stewardship application and click Data Classification.

Tip

 If you use the Cloud Data Classification Platform, the packaged data classes - . . . .
do not appear unless automatic data classification has been enabledand = = * * °
configured, and the synchronization process, to make the packaged data S
classes available in Collibra, has run once. The synchronization processruns . . . . .
onceaday. s

* If you use data classification via Edge, the packaged data classes do not o
appear unless automatic data classification has been enabled and configured, . . . . .
and you started the profiling and classification process for a data source. @~ = =« -« °
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(&) Browse

org

1

ation Business Dimensions

Q Search

Physical Data Connector

Metrics

Data Classification

B i

[iese o] @
[] Data Classification Columns Count Data Concept ‘ Data Attribute | Created By ‘ User Defined ‘
O Country 2 Country Country 4 System User x

[ Country code 3 4 System User x

O  Credit Activity 1 & ciiff Baker v

[0 Credit card number 0 4 System User x

O  Credit Rating 1 & «iff Baker v

O  Currengy code 0 4 System User x

O Date 3 4 System User x

O  Datetime 8 4 System User x

O Education level 0 4 System User x

O  Email 4 Email Address Email Address 4 System User x

O  Employment status 0 4 System User x

O  Ethnicity 0 4 System User x

[ FDANDC code 0 4 System User x

O Filepath 1 4 System User x

O Firstname 3 4 System User x

O  FirstName 0 & «iff Baker v

O  Full name 2 4 System User x

O  Gender 2 § System User x

O 1BAN 1 4 System User x

4 150 5160 b Total: 60

Tasks 0 2y ® n

Country #

Data Concepts

Data Attributes

5 country

Country Columns

rritoryCountry

rritoryCountry

O -

©O 0 00 °

Name

Merge button
Delete button

Add button

Table menu (&)

Description

A button to merge multiple data classes.

A button to delete one or more data classes.

A button to manually add a new data class.

The table menu contains buttons to manage the columns

shown.
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No. Name

e Table with packaged and
manually created data
classes

Data Classification
Column Count
Data Concept
Data Attribute
Created By

Created On
Last Modified By
Last Modified On

User Defined

G Side pane

Description

A table that shows all the data classes that exist in your
environment. You can also view details about each data
class.

The data class name.
You can manually add, merge, edit or remove the data
classes

The number of columns classified as the associated data
class.

The name of the associated Data Concept assets.
It connects the data class to your business asset model.

The name of the associated Data Attribute assets.
It connects the data class to your logical data model.

The name of the user who created the class. If the data

class is a packaged data class, the user is the System User.

The date the data class was created.
The name of the user who made the last change.
The date the data class was last changed.

Indicates if the data class was automatically or manually
created.

A side pane that provides you with extra details about the
selected data class.

View data class information via the Data Classification

dashboard

You can view data class information on the Data Classification dashboard.

302



Chapter 5

Prerequisites

» You have configured Automatic Data Classification via the Cloud Data Classification
Platform or via Edge.

* You have the necessary permissions to classify tables and columns.

¢ You have registered a data source.

Tip

« If you use the Cloud Data Classification Platform, the packaged data classes
do not appear unless automatic data classification has been enabled and
configured, and the synchronization process, to make the packaged data
classes available in Collibra, has run once. The synchronization process runs
once a day.

« If you use data classification via Edge, the packaged data classes do not
appear unless automatic data classification has been enabled and configured,
and you started the profiling and classification process for a data source.

Steps

1. On the main toolbar, click i, then € Stewardship.

2. Inthe submenu, click Data Classification.
3. Click on a row.
» The» data class information» appears in the side pane.

The Data Class side pane

The Data Class side pane provides extra data class information. When you click the row of
a data class in the Data Classification Dashboard, the data class information appears in
the side pane.
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Email #
[J Data Classification ¢ Columns Count Data Concept Data Attribute ‘ Created by
] Credit card number 0 1 System User Data Concepts
I email Address
[ credit Rating 1 & DpataLake Admin
[J  currency code 0 1 system user Data Attributes
O Dpate 3 1 system User Email Address
O  Dpate time 8 1 system user i
Email Columns
[J  Education level 0 1 System User B Emailaddress
Ei Addres:
O email 4 Email Address Email Address 1 System User g fmelacaress
emai
[J  Employment status Q 1 system User Bl email
[0 Ethnicity 0 1 system user
0

[0 rFoAaNDCcode 1 systemuser

In the side pane, you find the following information:

Attribute Description

Data class name  The name of the selected data class. You can edit the name py clicking £

Data Concepts The list of data concepts that are associated with the data class.
This section is only shown if there are associated data concepts.

Data Attributes The list of data attributes that are associated with the data class.
This section is only shown if there are associated data attributes.

<Data The list of columns that are classified with the selected data class. When there
class> Columns are too many columns to show, you can follow a See all link. This opens a
search results page with all corresponding columns.
This section is only shown if there are columns with the selected data class.

Add data classes

Collibra contains a large number of packaged data classes. If a certain data class is not
available, you can add it. Data classes that are defined manually are user-defined data
classes.

Tip You can also create new data classes from a Table or Column asset.

Before you begin

» You have configured Automatic Data Classification via the Cloud Data Classification
Platform or via Edge.

304



Chapter 5

* You have the necessary permissions to classify tables and columns.
* You have registered a data source.

Steps

1. On the main toolbar, click i, then < Stewardship.
2. Inthe submenu, click Data Classification.
» The table with all data classes is shown.
3. Above the table to the right, click Add.
4. Enter the name of a data class and press Enter.
The name of the data class is case-sensitive and it can contain spaces.
You can enter multiple data classes.
5. Click Create.
» The classes are added.
If you are using Jobserver, the classes are automatically sent to the Cloud Data Clas-
sification Platform.
If you are using Edge, the classes are not used to retrain the classification process.
6. Optionally you can link the new classes to a Data Concept or Data Attribute asset.

Merge data classes

You can merge two or more data classes via the Data Classification Dashboard. For
example, if you have the data classes Email, E-mail and email address, then it is
recommended to merge them into the packaged data class Email.

Not only will it keep your data classes list clean, but it will give better results when Collibra
performs data classification on ingested data.

Note You cannot merge two or more packaged data classes, but you can merge
user-defined data classes in a packaged data class. Packaged data classes appear
in the Created By column as System User.

Prerequisites

» You have configured Automatic Data Classification via the Cloud Data Classification
Platform or via Edge.
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* You have the necessary permissions to classify tables and columns.
* You have registered a data source.

Steps

On the main toolbar, click i, then < Stewardship.

In the submenu, click Data Classification.

Select the checkboxes next to the data classes you want to merge.
Above the table, click Merge.

Select the data class you want to merge the selected data classes into.

arLbp =

Note
° You cannot merge packaged data classes and you can also not merge a
packaged data class into a user-defined data class.
° The data class attributes Columns Count, Data Concept and Data
Attributes are also merged. You can update the list of Data Concepts
and Data Attributes after the merge.

6. Click Merge.
» A message informs you that the data classes have been merged.

Edit data classes

You can edit the name of a data class via the Data Classification Dashboard side pane.

Before you begin

* You have configured Automatic Data Classification via the Cloud Data Classification
Platform or via Edge.

* You have the necessary permissions to classify tables and columns.

* You have registered a data source.

Steps
1. On the main toolbar, click i, then < Stewardship.

2. Inthe submenu, click Data Classification.
» The table with all data classes is shown.
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3. Click in the row of the data class that you want to edit.
» The data class informationappears in the side pane.
4. Inthe side pane, click # next to the data class name.

o

Enter a new name.
6. Click Save.
» The name of the data class is updated.

Delete a data class

You can delete a data class from the Data Classification dashboard if it has become
obsolete. Note that this is an irreversible action.

Before you begin

» You have configured Automatic Data Classification via the Cloud Data Classification
Platform or via Edge.

* You have the necessary permissions to classify tables and columns.

* You have registered a data source.

Steps

1. On the main toolbar, click i, then < Stewardship.

2. Inthe submenu, click Data Classification.

3. Select the checkboxes next to the data classes you want to delete.
You can't delete packaged data classes. These data classes appear in the Created
By column as System User or in the User Defined column with X .

4. Above the table, click Delete.
» A confirmation message appears.

5. Click Delete Data Classification .
» A message informs you that the data class and the associated data classification
have been deleted.
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Guided Stewardship SR

Guided Stewardship is a set of features designed to help Data Stewards simplifythe = = * = *

process of creating connections between physical data assets and their associated logical . . . . .
and conceptual assets. By establishing reliable and fully-connected data structures within = * ° ° °
your Collibra environment, you can trace relationships across all layers of representation ~ « + « « =«
and understand your data in a more completeway.

Guided Data Stewardship operating model ... 308 " 7
Guided Data Stewardship diagram VIEWS ... 324

Guided Data Stewardship operating model .. ::

ooooo

The Guided Data Stewardship operating model defines the structure of the informationin | | |
Catalog. For this reason, the Guided Data Stewardship operating model is sometimes also * * * * *

referred to as the Data Catalog operating model. .
Three data layers S

The operating model consists of three data layers, representing the three different =
structural data layers that exist in typical organizations: e e e e

» The conceptual data layer represents the overarching structure of objects and ele-

ments in your data landscape. e
 The logical data layer represents the context-dependent data structures inyour =~~~

organization. e e e

e The physical data layer represents the actual data in your data environment. | | | .

The following image shows a complete view of the Data Catalog operating model. It
identifies all of the relevant asset types, per data layer, and the relationships that bind
them together in the Collibra Data Governance Center.
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Physical data layer Logical data layer Conceptual data layer

Note Database and System assets are Technology assets that represent the
highest level over physical data and logical data organization.

Conceptual data layer

The conceptual data layer is the highest level of organization in the Data Catalog operating
model. It represents the overarching structure of objects and elements within an
organization’s data landscape. It is where you define concepts, such as Customer and
Product and their component fields, without direct reference to system-specific
implementations.

Organization of the conceptual data layer is based on many-to-many relationships, which
makes the conceptual data layer more concise and flexible than tree-like arrangements
that rely strictly on one-to-one and one-to-many relationships.

The conceptual data layer consists of the following asset types:
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e Line of Business
e Data Domain
e Data Concept

Line of Business asset type

The Line of Business asset type is the highest level of abstraction in the conceptual data
layer. Also known as business unit or business area, it represents a specific area of
business in an organization.

Example Finance, Sales, Retail, Investment Management

Key relation type

Line of Business assets are:

Related to... Via the relation type... Description

Data Domain | Line of Business Many-to-many relation, whereby:
assets groups / is grouped by

i ¢ A Line of Business asset can group many Data Domain
Data Domain

assets.
* A Data Domain asset can be grouped by many Line of
Business assets.

Data Domain asset type

Data domains, also known as data categories or subject areas, are high-level, theoretical
representations of your data. They represent the structure of concepts in data
environments and contain all the different nuances of corresponding business terms.

Example Customer, Employee, User, Order, Product

Key relation types

Data Domain assets are:

310



Chapter 6

Related to...

Line of Busi-
ness assets

Data
Concept
assets

Other Data
Domain
assets

Data Concept asset type

Via the relation type...

Business Asset groups
/ is grouped by Busi-
ness Asset

Business Asset groups
/is grouped by Busi-
ness Asset

Data Domain has
subtype / is subtype of
Data Domain

Description

Many-to-many relation, whereby:

* A Line of Business asset can group many Data Domain
assets.

« A Data Domain asset can be grouped by many Line of
Business assets.

Many-to-many relation, whereby:

¢ A Data Domain asset can group many Data Concept
assets.

* A Data Concept asset can be grouped by many Data
Domain assets.

One-to-many relation, whereby:

¢ A Data Domain asset can have many subtype Data
Domain assets.

¢ A Data Domain asset can be the subtype of only one
Data Domain asset.

A Data Concept asset is a high-level theoretical representation of your data and describes
one aspect of one or more data domains. These assets represent the most common
concepts that are used to organize database content. They allow users to define a context-
independent representation of the structure of an organization's data.

They are the most granular level of context-independent structure users can establish
within the conceptual data layer, and are comparable to columns in the physical data layer.

Example Address, Name, ID humber, Phone number, Price, Year

For example, if you have a Data Concept asset for Address then this might correlate to a
Data Entity asset for Customer Address, Supplier Address and Employee Address.
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Key relation types

Data Concept assets are:

Related to... Via the relation type... Description

Data Domain | Business Asset groups | Many-to-many relation, whereby:
assets / grouped by Business

Asset « A Data Concept asset can be grouped by many Data

Domain assets.
» A Data Domain asset can group many Data Concept
assets.

Other Data Business Asset groups = Many-to-many relation, whereby:

Concept / grouped by Business
P group y + A Data Concept asset can group, and be grouped by,
assets Asset
many Data Concept assets.
Data Attrib- | Business Dimension Many-to-one relation, whereby:
ute assets classifies / is classified
* A Data Concept asset can classify many Data Attribute
by Asset
assets.
¢ A Data Attribute asset can be classified by only one Data
Concept asset.

Organization based on many-to-many relations

The conceptual data layer is organized such that the relationships between Lines of
Business and Data Domain assets, and between Data Domain and Data Concept assets,
are many-to-many relationships.
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This graph-based approach, based on many-to-many relationships, makes the conceptual
data layer more concise and flexible.
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Example

In this example, we've identified three lines of business, each of which groups both
the Customer data domain and Product data domain. In turn, each data domain
groups several data concepts, some of which are grouped by both data domains.

Both data domains group the Name and ID Number data concepts. This is
conceivable because Name and ID Number, as Data Concept assets, are abstract
representations of these two concepts, rather than specific implementations of
them, which are described in the logical data layer and implemented by System
assets.

In this way, information stored in the conceptual data layer is kept to a minimum and

the Data Domain and Data Concept assets are referred to as often as necessary.

Line of Business Line of Business Line of Business
Finance Product Development Sales and Marketing

Data Domain Data Domain
Customer

Data Concept Data Concept Data Concept Data Concept
Name Address ID Number Price

In summary, Line of Business, Data Concept and Data Domain assets are
independent assets that do not, by nature, encapsulate or organize the structure of
other assets. The Name and ID Number Data Concept assets exist independently of
the Data Domain assets that group them. A Customer can have a Name and a
Product can have a Name, but you need only one Data Concept asset to
encapsulate the idea of “hame”.
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Conceptual data layer versus the Business Glossary

This section examines the differences and relation between the conceptual data layer and
the Collibra Business Glossary.

Business terms: context-dependent representations of business
concepts

In short, the Business Glossary is a system that helps organizations govern their business
terms.

Example Let's consider the business term Customer, within a multinational
consumer goods organization that deals with different consumer groups in different
cultural contexts. This organization uses business terms to create a shared
understanding of Customer, across different geographical regions. Its offices
around the world create their own business terms to encapsulate the specific
cultural complexity of a customer, in their own way. Its various business units also
have their own definitions, to address different operational, legal and compliance
demands.

Business terms are a flexible tool that account for complex business and organizational
structures. Anything can be represented by a business term, including the nuanced
representations specific to different languages, cultures and branches of business.

Data, on the other hand, can be more explicitly defined and grouped. While there may be
several ways to describe Customer, based on cultural and geographic nuance, when we
consider data, a customer can be uniquely identified, defined and grouped. This is where
the conceptual data layer comes in.

The conceptual data layer: context-independent representation of
the structure of data

A data domain is a container for other data domains and data concepts that encompass
associated terminology and definitions that an organization intends to govern.

Example Customer Master Data, Product Master Data, Reference Data
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While business terms represent Customer in the context of a specific language, culture or
branch of business, a customer data domain represents the structure of Customerin a
data environment, and encapsulates all of the different nuances of the business term. By
abstracting the idea of Customer in a data domain, one can start to consider how
customers can be represented by physical data.

The same applies to data concepts, such as Year, Date, Address, and Name. While there
may be many business terms that represent Year, across different teams and
geographies, the data concept encapsulates all of them and creates a layer of abstraction
that allows you to define high-level data structures.

Logical data layer

The logical data layer defines data structures within an organization's systems, whereas
the conceptual data layer represents context-independent data structures within an
organization.

The Data Entity-Data Attribute structure is closely related to the Data Domain-Data
Concept structure of the conceptual data layer. The main difference between the two is
that the conceptual data layer is context-independent, whereas the logical data layer
describes the structure in an individual System.

The logical data layer consists of the following asset types:

e Data Model
e Data Entity
e Data Attribute

The logical data layer can be visualized as a tree-like structure, starting with a high-level
System and Data Model assets, and branching out with implementation-specific Data
Entity and Data Attribute assets.
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[ System }

|

Data Model
|

Data Entity

[T
Data Attribute Data Attribute Data Attribute

Note Although the System asset type is a Technology Asset, it adds higher-level
structure to the logical data layer and is considered part of the logical data layer.

Data Model asset type

The Data Model asset is the highest level of organizational structure in the logical data
layer, and defines the specific structure of data in a System.

Key relation types

Data Model assets are:
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Related to... Via the relation type... Description

System System implements /is | One-to-one relation, whereby:
assets implemented in Data ,
M:del * A System asset can implement only one Data Model
asset.
» A Data Model asset can be implemented in only one Sys-
tem asset.

Note The one-to-one nature of this relationship is
what makes Data Models - and, therefore, the entire
logical data layer - context-dependent, as opposed
to the context-independent conceptual data layer.

Data Entity Data Model contains/ | One-to-many relation, whereby:

assets Enc:;z;tamed in Data ¢ A Data Model asset can contain many Data Entity
assets.
¢ A Data Entity asset can be contained in only one Data
Model asset.

Data Entity asset type

Data Entity assets are the logical data layer and correlate to Data Domain assets of the
conceptual data layer. Data Entity assets can be thought of as system-specific
implementations of Data Domain assets.

For example, if you have a Data Concept asset for Address then this might correlate to a
Data Entity asset for Customer Address, Supplier Address and Employee Address.

a Financial Stock —

poom Customer
=
Exchange

I

1
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Key relation types

Data Entity assets are:

Related to... Via the relation type...

Data Model | Data Entity is part of /
assets contains Data Model

Data Domain | Data Domain (Busi-

assets ness Dimension) clas-
sifies / is classified by
Data Entity (Asset)

Data Attrib- | Data Entity contains / is
ute assets part of Data Attribute

Data Attribute asset type

Data Attribute assets are the logical data layer and correlate to Data Concept assets of the
conceptual data layer. They can be thought of as system-specific implementations of Data

Concept assets.

Key relation types

Data Attribute assets are:

Description

One-to-many relation, whereby:

¢ A Data Entity asset can be part of or contained in only
one Data Model asset.

¢ A Data Model asset can contain multiple Data Entity
assets.

Many-to-many relation, whereby:

¢ A Data Domain asset can classify many Data Entity
assets.

* A Data Entity asset can be classified by many Data
Domain assets.

One-to-many relation, whereby:

¢ A Data Entity asset can contain many Data Attribute
assets.

¢ A Data Attribute asset can be part of or contained in only

one Data Entity asset.
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Related to... Via the relation type... Description

Data Entity Data Entity contains /is = One-to-many relation, whereby:

assets art of Data Attribute . . .
P ¢ A Data Entity asset can contain many Data Attribute

assets.
¢ A Data Attribute asset can be contained by only one
Data Entity asset.

Data Data Concept classifies = One-to-many relation, whereby:
Concept / is classified by Data

) + A Data Concept asset can classify many Data Attribute
assets Attribute

assets.
* A Data Attribute asset can be classified by only one Data
Concept asset.

Physical data layer

The physical data layer represents the actual data - the schemas, tables and columns - in
an organization's systems.

The physical data layer consists of the following asset types:

e Schema
e Table
e Column

Note

¢ Although the Database asset type is a Technology Asset, it is considered part
of the physical data layer.

e The Schema, Table and Column assets in a Collibra Data Intelligence Cloud
environment are almost never created manually; rather, they are automatically
created via the Data Catalog ingestion process, when registering a data
source.

Schema asset type

A Schema is the highest level of physical structure in a Database. It defines, in a formal
language, the structure of the tables and columns in the database.
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Key relation types

Schema assets are:

Related to... Via the relation type... Description

Database Database has/ belongs = One-to-many relation, whereby:

assets to Schema
¢ A Database asset can have many Schema assets.

¢ A Schema asset can belong to only one Database asset.

Table assets = Schema contains / is One-to-many relation, whereby:

art of Table .
P ¢ A Schema assert can contain many Table assets.

¢ A Table asset can be part of only one Schema asset.

Table asset type

Table assets represent the physical tables in a data environment.

Key relation types

Tables assets are:

Related to... Via the relation type... Description

Schema Table is part of / con- One-to-many relation, whereby:

assets tains Schema
» A Table asset can be a part of only one Schema asset.

¢ A Schema asset can contain many Table assets.

Column Table contains /is part = One-to-many relation, whereby:

assets of Column .
* A Table asset can contain many Column assets.

¢ A Column asset can be a part of only one Table asset.

Column asset type

Column assets represent the physical columns in a data environment. It is the lowest level
of definition in the physical data layer.
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Key relation types

Column assets are:

Related to... Via the relation type... Description

Table assets = Column is part of / con- = One-to-many relation, whereby:

tains Table
¢ A Column asset can be a part of only one Table asset.
* A Table asset can contain many Column assets.
Data Attrib- = Data Attribute rep- One-to-many relation, whereby:
ute assets resents / represented
P ¢ A Data Attribute asset can represent many Column
by Column
assets.
¢ A Column asset can be represented by only one Data
Attribute asset.
Technology Assets

Two Technology Assets are included in the Data Catalog operating system:

» System, which is part of the logical data layer.
» Database, which is part of the physical data layer.

Database asset type

Database assets represent the physical databases in your data environment. They are the
highest level of physical data organization in a data environment. Database assets should
have specific names, and implement specific technologies, such as PostgreSQL.

Key relation types

Database assets are:
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Related to...

System
assets

Schema
assets

Via the relation type... Description

System groups / is One-to-many relation, whereby:

rouped by Database
group y ¢ A System asset can group many Database assets.

* A Database asset can be grouped by only one System
asset.

Database has/ belongs = One-to-many relation, whereby:

to Schema
¢ A Database asset can have many Schema assets.

¢ A Schema asset can belong to only one Database asset.

System asset type

System assets represent executable software that an organization uses to automate

business functions that help run the business smoothly and efficiently. Systems can be
any commercially available or privately developed software that is running in your

environment.

Example CRM, ERP and EDW software

Key relation types

System assets are:

Related to...

Data Model
assets

Database
assets

Via the relation type... Description

System implements /is | One-to-one relation, whereby:

implemented in Data .
P ¢ A System asset can implement only one Data Model

Model
asset.
¢ A Data Model asset can be implemented by only one
System asset.
System groups / is One-to-many relation, whereby:

rouped by Database
group y * A System asset can group many Database assets.

¢ A Database asset can be grouped by only one System
asset.
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Guided Data Stewardship diagram views

For assets in the Guided Data Stewardship operating model, there are two packaged
diagram views: Guided Data Stewardship and Guided Data Stewardship - Data Concept.
These diagram views show the relation types that bind assets, as established through the
Physical Data Connector.

Guided Data Stewardship view

The Guided Data Stewardship view is the default diagram view designed to help you
visualize direct and indirect relations across the entire data environment. For the logical
data layer, this view shows the relation types that bind the Data Model, Data Entity, and
Data Attribute assets. For the conceptual data layer, it shows the Line of Business and
Data Domain assets.

Guided Stewardship ~

Hierarchy left-right  ~ [[Endtoend v | © © m 13 o [E [a s o p o a x .. » £ CRM Cloud Refined x

El Refined
New
Create: d on Feb 12, 2020 11:07:34 AM
Last modified Mar 9, 2020 7:55:47 AM
Description @
Database containing the REFINED data layer
Data Source Type @
R Marketing & Sales Analytics
SQL Server
DDOM Person - has Schema
grouped by T
oo+ . °
ENT Customer
E ENT Order + } is dlassified by ‘ = izgzcuEecibyllechcloayassey
nncm rder
ENT Product + | PreTe CRM Cloud

Tags

No value has been given yet.

Guided Data Stewardship- Data Concept view

The Guided Data Stewardship - Data Concept view is the default diagram view for Data
Concept assets only. This diagram view shows the logical and physical data associated
with a Data Concept.
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Guided Stewardship - Data Concept v
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Data Concept
Data Domain
Line of Business
Data Attribute.
Data Entity
Data Model
Table

Schema
Database

+ @ 7 <

... » B Conceptual/Business Data Models

Address

Accepted

Created on Aug 12, 2019 7:47:08 AM

Last modified Sep 13,2019 2:18:43 AM

Description @
Physical address of the item.

grouped by Business Asset

Counterparty
Customer
Employee
Event
Organization
Place

groups Business Asset
City

Country

Street

classifies Asset

Customer.Address
Place Address
Employee.Address
EventAddress
Organization.Address
Counterparty.Address

Tags

Address
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Physical Data Connector SRR

The Physical Data Connector shows a high-level overview of database informationon = * = = *

which you can fiter. L

You can use the Physical Data Connectorto:

e Connectthe Data Catalog physical data layer to the logical data layer. . ..
e Manually classify columns. e e e

About the Physical Data CoNNECIOr ... ... ... 326 .. . ..
Manually classify columns via the Physical Data Connector ........................ . 329 e e
Connect physical datatological data ... 331 o oee e

About the Physical Data Connector Ll

-----
-----

The Physical Data Connector shows a table with a high-level overview of database

information. The table has a tree-like structure that enables you to drill down to the column ~ * =« * *

level of a database. It shows the connection between the physical data layer and the .

logical data layer and enables you to find Data Attribute assets that relate to individual

Columnassets.

Note Inthe Physical Data Connector, a Column asset is visible only ifithasa = * * °
parent Table asset and a parent Schema asset. For more details, go to Guided Data R
Stewardship operating model. A parent Database asset is not required. . . . ..
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Tip

You need the following permissions:

To open the Physical Data Connector, go to Stewardship — Physical Data Connector.

* You have a global role with the Catalog global permission, for example,

Catalog Author.
* You have a global role with the Data Stewardship Manager global permission.

Physical Data Cannector Metrics

Organization

Business Dimensions Tags

I‘ =3 consumption

Data Classification | Data Attribute Context

-
B 8 8aaa

88] crm-consumption

-v & ProductSalesReparting

UnitPrice
EnglishProductName
OrderQuantity
TotalProductCost

ListPrice

MTU_english

MTUZ

MTU
CustomerSalesReporting

CustomerChurnReporting

List Price L Product [ET Product
Product name 4 Product Name LG Product [ Product

Name
Drop-down list

Table menu

Description
A drop-down list to filter on a specific database.

The table menu contains buttons for actions you can
perform on the table.

A button to manage the columns shown.
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No. Name
3 Table with database
information
Name

Data Classification

Data Attribute

Context

Description

A table that shows the content of the registered database
and the connections between the physical data layer and
logical data layer.

The name of the asset and the icon of the asset type.

If you click on the asset, the asset page opens. To sort
assets alphabetically, click on the column header.

The data class of an asset.

You can manually add, edit or remove the data class of a
Column asset. You can also approve or reject suggested
classes

The Data Attribute asset linked to the Column asset via
relation type "Data Attribute represents / represented by
Column".

When you filter on a Data Domain or Data Entity, the other
drop-down lists dynamically update to only show content
that relates to your filter. You can select the Apply filter to
all columns in the same table checkbox to use the same
filters to link a Data Attribute to other Column assets in the
same table.

Select hd

Filter by
Data Demain
[Produat o~]

Data Entity
[Product o~

Apply filter 1o all columns in the same table

B

Tip The physical data connector enables you to
quickly connect Data Attribute assets to Column
assets. However, you can also connect the physical
data layer to the logical data layer via Data Catalog's
asset pages by adding a relation of the type Data
Attribute represents / represented by Column.

The context of the data.

This field is read-only and is filled with the Data Domain
asset and Data Entity asset related to the Data Attribute
asset, if a relation exists.
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Physical Data Connector relation types

The Physical Data Connector enables you to easily connect the physical data layer to the
logical data layer by filtering on the conceptual data layer.

The Physical Data Connector uses the following relation types to connect assets from the
different data layers:

23 Schema
| )\ 0\
contains
ENT Data En
l L M Data Domain
BB Table
has subtype
| [
contains
‘ contains
§ Cotumn psef ot Data At
Physical data layer Logical data layer Conceptual data layer

Business Dimension (Data Domain) classifies / is classified by Asset (Data Entity)
Business Asset (Data Domain) groups / grouped by Business Asset (Data Concept)
Data Domain has subtype / is subtype of Data Domain

Business Dimension (Data Concept) classifies Asset (Data Attribute)

Data Entity contains Data Attribute

Data Attribute represents Column

Schema contains Table

Table contains Column

Manually classify columns via the Physical
Data Connector

The Physical Data Connector enables you to manually add, edit or remove a data class of
a Column asset. This is useful, for example, if automatic data classification missed some

data classes.
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Prerequisites if you're using the Unified Data
Classification method

¢ You have enabled the Unified Data Classification method.
* You have the required permissions to classify tables and columns.

Prerequisites if you're using another
classification method

e For Cloud Data Classification Platform, you have requested and configured Auto-
matic Data Classification for the DGC service.

» For old Automatic Data Classification via Edge, go to Profiling and classification via
Edge.

* You have the correct permissions to classify tables and columns.

* You have registered a data source.

» Data Catalog experience is enabled in the DGC service configuration.

Steps

1. On the main toolbar, click i, then < Stewardship.

2. Inthe submenu, click Physical Data Connector.

3. Inthe drop-down list, filter on a database.
» The table shows all ingested schemas in the database. You can use the asset
tree to drill down to the column level of the database.

4. Inthe asset tree, find the Column asset that you want to classify.

5. Inthe Data Classification column, click .

6. Click in the Select field.
» The list with existing data classes appears.

7. Inthe Select field, use the drop-down list to find a data class or enter a new data
class name and press Enter.
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Note
o Data classes are case-sensitive.
° You can add more data classes if applicable, but avoid it as much as
possible.
o If you created a new data class, it is automatically sent to the Data
Classification Platform.

8. Click .
» The data class is accepted (V).

Connect physical data to logical data

You can use the Physical Data Connector to easily connect a Column asset to a Data
Attribute asset via the relation type Data Attribute represents / represented by Column.

A Column asset represents the lowest level of the physical data layer, while a Data
Attribute asset represents the lowest level of the logical data layer.

Tip You can also add a relation of the type Data Attribute represents / represented
by Column via a Data Attribute's or Column's asset page.

Before you begin

You have registered a data source.

Steps

1. On the main toolbar, click i, then < Stewardship.
2. Inthe submenu, click Physical Data Connector.
3. Inthe drop-down list, filter on a database.
» The table shows all ingested schemas in the database. You can use the asset
tree to drill down to the column level of the database.
4. Inthe asset tree, find the Column asset that you want to link to a Data Attribute asset.
5. In the Data Attribute column, click # .

» The Data Attribute drop-down list with two filters appears.
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6. Select the Data Attribute asset that you want to link to the Column asset.
You can filter based on a Data Domain asset or Data Entity asset. If you do, the other
drop-down lists are dynamically updated to only show content related to your filter.

Tip If you want to use the same filters to find Data Attribute assets for other
Column assets in the same table, select the Apply filter to all columns in the
same table checkbox.

Note You can only select one Data Attribute asset. The Data Attribute asset
must exist in your Collibra environment.

7. Click ¥ to accept the Data Attribute asset.
» The Data Attribute asset is now linked to the Column asset via the relation type
"Data Attribute represents / represented by Column". This relation is also shown on
the asset pages of the Column and Data Attribute assets.
» Ifthere is a Data Domain asset and Data Entity asset that is related to the Data
Attribute asset, they are shown in the Context column. If you used the filters in the
Data Attribute column, the same assets as your filters are shown in the Context
column.

Warning If you click T to delete a Data Attribute asset in the physical data
connector overview, you also delete the relation between the Column asset and the
Data Attribute asset from the respective asset pages.
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Working with Azure Data Lake
Storage

About the Azure Data Lake Storage file system integration ... 335

Azure Data Lake Storage asset types and operating model
Steps overview: Integrate an Azure Data Lake Storage file system
Preparing Edge for Azure Data Lake Storage integration
Registering and synchronizing Azure Data Lake Storage

Troubleshooting Azure Data Lake Storage integration

About the Azure Data Lake Storage file
system integration

The Azure Data Lake Storage file system integration allows for the registration of Azure
Data Lake Storage (ADLS) as a data source in Collibra and the synchronization of the
metadata. ADLS is a service provided on Microsoft Azure Blob Storage. After the

integration, the files and directories of the ADLS file system are represented in Collibra by

specific asset types, retaining the original names.
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>
? [] MName t Status Asset Type
O T testADLS Implemented ADLS File System
O T varunadistesting Implemented ADLS Storage Account
O d adlstesting Implemented ADLS Container
(| T Candidate Directory
O T collibra-catalog-ingestion Candidate Directory
(| "' ingestion-test Candidate Directory
O " compressed_csv_files Candidate Directory
O | V first Candidate Directory
O P foo.gz Candidate File
O V second Candidate Directory
O : bar.gz Candidate File
Important

e The ADLS integration supports Azure Data Lake Storage GenZ2.
Azure Data Lake Storage Gen1 is not supported. To verify which Azure
version you are using, check the Account Kind in the Overview section in your
Azure storage account details. StorageV2 indicates you are using Gen2.

Perfarmance : Standard

Replication : Locally-redundant storage (LRS]
Account kind : StorageV2 (general purpose v2)

Provisioning state : Succeeded

e You can integrate an Azure Data Lake Storage file system only via Edge.

For detailed information on Microsoft Azure Data Lake Storage Gen2, go to the Azure
documentation.

About Microsoft Purview

The ADLS integration supports Microsoft Purview, a service used for schema discovery.
This allows you to integrate the schemas, tables and columns from the files into one single
File asset in Collibra rather than multiple File assets. For more details, go to the ADLS
operating model.
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Important
« Even if you use Microsoft Purview to integrate schemas and tables, we don't

currently support profiling and sampling.

e Currently, the ADLS integration can ingest up to 100,000 assets from Purview.

5 2 B o # e
? O Name ¢ Status Asset Type |
O M ADLS Implemented ADLS File System
O ’*T varunadlstesting Implemented ADLS Storage Account
O Ir* T brajesh Implemented ADLS Container
O P T Implemented Directory
O i - 2022.11-Analysis.xlsx Implemented File
O . PNG Implemented Directory
O '" T purview Implemented ADLS Container
O "T / Implemented Directory
O * Y tc_{N}_csv_date.csv Implemented File
O - V te_{N}_csv_date.csv = tabular_schema Implemented Table
O : date_dd/mm/yyyy Implemented Column
O date_d/M/fyy Implemented Column
O date_d.m.yyyy Implemented Column
O date_MM/dd/yyyy Implemented Calumn

For detailed information on Microsoft Purview, go to the Purview documentation.

What's next?

Steps overview: Integrate an Azure Data Lake Storage file system

Lea

' more

To learn about the ADLS integration and watch videos, follow our University course.

Azure Data Lake Storage asset types and
operating model

The Azure Data Lake Storage file system integration of Collibra Data Intelligence Cloud

uses a specific subset of asset types. All of these come out-of -the-box with your software.
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Asset type

Technology Asset »
System » File Storage

>

ADLS File System

Technology Asset »

File Container »
ADLS Storage Account

Technology Asset »
File

Technology Asset »

File Container »
ADLS Container

Technology Asset »

File Container »
Directory

Data Asset » Data

Structure »
Table

Data Asset » Data

Element »
Column

Description

An asset type that represents Azure Data Lake Storage file system.

An asset type that represents an Azure Data Lake Storage Account,
which is a logical unit of storage containing Azure Data Lake
Container objects.

A piece of information technology (hardware, software, database, soft-
ware platform) that helps an organization to run a business applic-
ation.

An asset type that represents an Azure Data Lake Container, which is
a logical unit of storage containing Azure Data Lake Storage objects.

A collection of data that is treated by a computer as a unit, for the
purposes of input and output.

An implementation of data entities in columns and rows, in a given
database system. It is the basic structure of a relational database.

Examples: Account_tbl, CUST_ADDR

An atomic unit of data that can be stored in a database table.

Examples: FST_NM, EMPID

ADLS operating model

The following image shows the relations between ADLS asset types and the cardinality of
the relation types in the assets' assignment.
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ADFS ADLS File

System

contains

ADSA ADLS Storage
Account

contains

ADLC ADLS
Container

contains

DIR Directory

contains

[
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Note

If you use Microsoft Purview, a File asset can contain Table and Column assets.

ADFs ADLS File
System

contains

ADSA ADLS Storage

Account

contains
¥

ADLC ADLS
Container

contains )
contains

containsg

T

| @ Table I
v

B Column

For information on the data that is integrated, go to Integrated Azure Data Lake Storage

data.

Steps overview: Integrate an Azure Data
Lake Storage file system

Before you begin

If you want to use Microsoft Purview to ingest schemas and table, you need to register and
scan your ADLS folders in Microsoft Purview. For more information, go to the Microsoft

Purview documentation.

For an overview of the supported file types for scanning, go to the Microsoft Purview

documentation.

y
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Steps

Step

Enable the ADLS
synchronization via
Edge and give the Edge
site user the required
permissions.

Create an ADLS con-
nection to Edge.

Add the
ADLS synchronization
capability to Edge.

Register the ADLS file
system.

Connect the ADLS file
system asset to the
Edge ADLS capability.

Create crawlers.

Description

Allows the integration of an ADLS file system via Edge.

Creates a connection to Azure in your Edge site.

Adds the ADLS synchronization capability to the Azure Edge con-
nection. The capability allows to retrieve data from the ADLS file sys-
tem.

Creates the initial structure of a Storage Catalog domain and ADLS
File System asset in the selected parent community.

Links the registered ADLS file system to the Edge capability.

Creates crawlers that define the folders you want to synchronize.

Synchronize the ADLS | You can manually synchronize the ADLS file system or you can add
file system. a synchronization schedule to automatically synchronize it.
As aresult, the ADLS metadata is integrated.
Learn more

To learn about the ADLS integration and watch videos, follow our University course.

Preparing Edge for Azure Data Lake Storage
Integration

Before you can integrate the ADLS file system, you need to prepare Edge.
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Note If you have defined an outbound (forward) proxy on your Edge site, the
integration will take that configuration into account when connecting to the data

source.

Enable the Azure Data Lake Storage file system
integration via Edge

You can enable the integration of an Azure Data Lake Storage (ADLS) file system via

Edge.

Prerequisites

¢ You have the ADMIN or SUPER role in Collibra Console.
¢ You have the SUPER role in Collibra Console.

¢ You have the ADMIN or SUPER role in Collibra Console.

Steps

1. Open the DGC service settings for editing:

a.

a o o

e.

Open Collibra Console.

» Collibra Console opens with the Infrastructure page.

In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.
Click Configuration.

Click Edit configuration.

2. Open the DGC service settings for editing:

a.

© 2o T

Open Collibra Console.

» Collibra Console opens with the Infrastructure page.

In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.
Click Configuration.

Click Edit configuration.
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3. Inthe Register data source section, enter the required information:

Setting Description

ADLS An option to enable the integration of an Azure Data Lake Storage (ADLS)
synchronization file system via Edge.

via Edge

o v True: You can integrate an Azure Data Lake Storage (ADLS) file sys-

tem via Edge.
o X False: You cannot integrate an Azure Data Lake Storage (ADLS) file

system via Edge.
Set this option to True.

4. Click Save all.

What's next?

You can now create a connection to Azure in your Edge site.

Required Edge permissions

» The Edge Site role, assigned to the Edge Site user, must have the Manage all
resources global permission.
The ADLS synchronization capability does not store any user credentials. It calls the
Import APl using the Edge site user credentials. By default, the Edge site user
cannot add any new assets in Collibra.

» The person who will configure the capability and start the synchronization via Edge
must have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.

What's next?

You can create an Edge connection for ADLS.
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Create an Azure Data Lake Storage connection
to an Edge site

Before you begin

e In Azure:

o Tointegrate ADLS folders, you need an Azure Service Principal user that is
defined in Azure and that has permissions to list the files which need to be
integrated into Collibra. The Azure Service Principal user must have the
"Reader" and "Storage Blob Data Reader" roles for the storage locations of
your data. For information, go to the Azure documentation.

o If you use Microsoft Purview:

® The Azure Service Principal user must have the "Data reader" role to
fetch entities/assets from the Microsoft Purview Rest API. For
information, go to the Microsoft Purview documentation.

® |f your ADLS storage is private, make sure that the Allow Azure services
on the trusted services list to access this storage account checkbox in

the Networking — Firewalls and virtual networks is selected.
* You have created and installed an Edge site.

* You have given the Edge Site role the required permissions.

Required permissions

* You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.
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Steps

1. Open an Edge site.
a. On the main toolbar, click i, and then click € Settings.

» The Collibra settings page opens.
b. Inthe tab pane, click Edge.

» The Sites tab opens and shows a table with an overview of the Edge sites.

c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Connections section, click Create connection.
» The Create connection page appears.
3. Enter the required information.

Field

Connection
settings

Name

Description

Connection
provider

Connection
parameters

Service
Principal ID

Service
Principal
Secret

Description Required
This section contains the general settings of your connection.

The name of the Edge connection for Azure Data Lake v Yes
Storage.

The description of the connection. X No
The connection provider, which determines the available v Yes

connection parameters.

Select the Azure connection to connect to Azure Data Lake
Storage.

This section contains the settings to connect to your data source.

The Application account ID to connect to the Azure. v Yes
For information on the Azure Service Principal user and the
Application ID, go to the Azure documentation.

The application secret for the Service Principal. v Yes

For information on the application secret value, go to the
Azure documentation.
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Field Description Required
Encryption Select the type of encryption used to store the Secret Access v Yes
options Key.

The defaultis To be encrypted by Edge management server.

Tenant D The Tenant ID of your Azure Active Directory. v Yes
For information on the Directory (tenant) ID, go to the Azure
documentation.

4. Click Create.
» The connection is added to the Edge site.

What's next?

You can now add the ADLS synchronization capability to an Edge site.

Add the ADLS synchronization capability

After you have created a connection to the Azure Data Lake Storage (ADLS) file system in
your Edge site, you have to add the ADLS synchronization capability to the connection.

Before you begin

¢ You have created and installed an Edge site.
* You have created a connection to ADLS in your Edge site.

Required permissions

You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.

Steps

1. Open an Edge site.
a. On the main toolbar, click i, and then click & Settings.

» The Collibra settings page opens.
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b. Inthe tab pane, click Edge.
» The Sites tab opens and shows a table with an overview of the Edge sites.
c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
. In the Capabilities section, click Add capability.
» The Add capability page is shown.

Field
Capability
Name

Description

Capability
template

ADLS service
account

Azure
Connection

Microsoft
Purview
Account Name

Save Input
Metadata

3. Enter the required information.

Description Required
This section contains general information about the capability.

The name of the Edge capability. v Yes
The description of the Edge capability. X No
The capability template. The value that you select in this field = v Yes

determines which sections appear on the page.
Select the following Edge capability:

ADLS synchronization

This section contains the information on how to connect to Azure Data Lake
Storage.

The ADLS connection to be used. v Yes
The name of your Microsoft Purview account. X No
If you enter a Purview account name, the integration uses

Microsoft Purview for the integration.

If you select this option the metadata extracted from the data X No

source will be saved in a file that can be used for troubleshoot-
ing. Select this option only on request of Collibra Support.
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Field

Max Schema
Level

Advanced Con-
figuration

Debug

Log level

4. Click Create.

Description Required

For columns that have a structured technical data type, Array =~ X No
or Struct, you can register the structure of the data. This is

supported for AVRO, CSV, JSON, ORC, PARQUET, PSV,

SSV, TSV, TXT, and XML.

In this field, enter the maximum level of the structure you want
to see. For example, 3.

Note If you include a high number of levels, this can
have an impact on the integration performance.

These configuration options help when investigating issues X No
with the capability.

Important Only complete the fields Logging
configuration, Memory (MiB), and JVM arguments
on request of or together with Collibra Support.

This setting is not valid for this integration. It should be set X No
to false.

An option to automatically send Edge infrastructure log files to

Collibra Data Intelligence Cloud. By default, this option is set

to false.

Note We highly recommend to only send Edge
infrastructure log files to Collibra Data Intelligence
Cloud when you have issues with Edge. If you set it to
true, it will automatically revert to false after 24h.

This setting is not valid for this integration. It should be set X No
to No logging.

An option to determine the verbosity level of Catalog
connector log files. By default, this option is set to No logging.

» The capability is added to the Edge site.

» The fields become read-only.
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What's next?

You can now register the ADLS file system.

Registering and synchronizing Azure Data
Lake Storage

Register an Azure Data Lake Storage file system

You can register an Azure Data Lake Storage (ADLS) file system in Data Catalog.

Before you begin

You have added an Edge capability with the ADLS capability template.

Required permissions

* You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

Steps

1. On the main toolbar, click #:, and then click 8 Catalog.
» The Catalog Home opens.
2. On the main toolbar, click +.
» The Create dialog box appears.
3. Inthe Register with Edge section of the Create dialog box, click Register a data
source.
» The Register content page opens.
4. Inthe row of the data source that you want to register, click Add.
» The Register Azure Data Lake Storage file system page opens.
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5. Enter the required information.

Field
Community

File system
name

Description

Owner

6. Click Register.

Description
The parent community in which the initial ADLS structure must be created.

The name for ADLS file system asset.

The description to provide extra information about the file system.
This is used as the Description attribute of the ADLS File System asset.

The owner name of the data in the created community.

» An ADLS File System asset is created.
» A Storage Catalog domain is created with the same name as the ADLS File Sys-

tem asset.

What's next?

You can now connect the ADLS File System asset to the ADLS Edge connection.

Connect an ADLS File System asset to the Edge

capability

To retrieve data from Azure Data Lake Storage (ADLS), you have to create a connection

between the ADLS File System asset and the Edge capability you want to use. You always

have to do that after registering a new ADLS File System.
You can also edit the connection settings, for example, if you want to use another

capability than the one you originally used.

Before you begin

* You have added an Edge capability with the ADLS capability template.
e You have registered an ADLS file system.
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Required permissions

» You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.

Steps

Open the ADLS File System asset.

In the tab pane, click ® Configuration.

In the Connection Details section, click Edit.

In the Connection Details, select the Edge capability you want to link this asset to.
In the list, both the Edge connection and the capability name are displayed. For
example: edge-qa > adls1-synch.

5. Click Save.

swn =

What's next?

You can now create crawlers.

Create a crawler for Azure Data Lake Storage

By creating a crawler for Azure Data Lake Storage (ADLS), you can specify which
directories you want to synchronize.

Before you begin

* You have registered an ADLS file system.
* You have connected the ADLS File System asset to the ADLS Edge capability.
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Requirements and permissions

» You have a resource role with the Configure external system resource permission,

for example, Owner.
* You have a global role with the Catalog global permission, for example, Catalog

Author.

Steps

1. Openthe ADLS File System asset.
2. Inthe tab pane, click @ Configuration.

3. Inthe Crawlers section, click Create crawler.
» The Create crawler dialog appears.
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4. Enter the required information.

Field Description
Domain The domain in which the assets of the ADLS file system are to be created.
Name The name you want to give to the crawler in Collibra.

Include ' The case-sensitive path to a directory of a directory in ADLS. All objects and
path subdirectories of this path are taken into account during the synchronization.
Use the following structure to refer to the path:
https://<storage account

name>.blob.core.windows.net/<container name>/<blob

name>.

Note The include path is case-sensitive.

Example
https://myaccount.blob.core.windows.net/mycontai

ner/myblob
https://myaccount.blob.core.windows.net/Sroot/my
blob refers to the root container. For information on working with root
containers, go to the ADLS documentation.
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Field Description

Exclud @ A case-sensitive pattern that represents the objects that are included via the

e Include path, but that you want to exclude from the synchronization.
pattern = When you define a pattern, you can use the following rules:
s

o * matches zero or more characters.
o ** matches zero or more directories in a path.

o ? matches one character.

Note
° The exclude patterns are case-sensitive.
° The Exclude patterns apply only to files, not folders.

Example
o comm/*.jsp matches all .jsp files in the comm path.
o comm/t?st.jsp matches comm/test.jsp but also comm/tast.jsp or

comm/txst.jsp.
o commm/**/test.Jjsp matches all test.jsp files in the comm path.
o org/framework/**/* . jsp matches all .jsp files in the

org/framework path.
o org/**/servlet/test.jsp matches

org/framework/servlet/test.jsp but also
org/framework/testing/servlet/test.jsp and org/servlet/test.jsp.

Add pat- Button to add additional exclude patterns.
tern

Add path Button to add an additional Include path.

5. Click Create.

What's next?

You can now synchronize ADLS file system manually or define a synchronization
schedule.

About synchronizing Azure Data Lake Storage

Synchronizing Azure Data Lake Storage file system (ADLS) is the process of ingesting
metadata from a selected ADLS repository and making the data available in Collibra Data
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Intelligence Cloud.

When you synchronize ADLS, the content of your repository is analyzed and represented
in Collibra by means of assets and their characteristics. Collibra also takes the defined
crawlers into account.

You can synchronize manually, or you can automate it by adding a synchronization
schedule.

You can only synchronize one ADLS File System at a time.

« If a synchronization job is in progress and a second one is triggered, manually or
automatically, it will be queued.

« If a synchronization job is still running and a new synchronization of the same
ADLS File System is triggered (manually or automatically), the running syn-
chronization will continue and the new synchronization request is ignored.

Synchronize Azure Data Lake Storage manually

You can manually start a synchronization job of an ADLS File System asset. This can be
useful if you want to test your crawlers, or if you want to synchronize immediately. You can
also add a synchronization schedule to synchronize automatically.

Before you begin

* You have registered an ADLS file system.
* You have connected the ADLS File System asset to the ADLS Edge capability.
 If needed, you have defined crawlers.

Required permissions

» You have a resource role with the Configure external system resource permission,

for example, Owner.
* You have a global role with the Catalog global permission, for example, Catalog

Author.
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Steps

1. Openthe ADLS File System asset.
2. Inthe tab pane, click @ Configuration.

3. Inthe Crawlers section, click Synchronize now.
» A notification indicates synchronization has started.

» The synchronization job appears in the Activities list as a bulk synchronization.

When the synchronization finishes, the resulting assets, including their attributes and
relations, are created, edited or deleted in the selected domain(s) and in the Data
Sources page of Data Catalog.

Note In case of a partial synchronization caused by a temporary communication
issue, the status of the assets that cannot be synchronized is set to Missing from
source. Their previous status is restored, if they are found in the source system
during the next fully successful synchronization.

What's next?

You can view a summary of the results from the Activities list.
You can view the assets in their domain.

Add an Azure Data Lake Storage synchronization schedule

To keep the content of Collibra Data Intelligence Cloud synchronized with your ADLS file
system, you can synchronize manually or create a schedule to automatically do this with a
fixed interval.

Note You can only create one synchronization schedule.

Before you begin

* You have registered an ADLS file system.
e You have connected the ADLS File System asset to the ADLS Edge capability.
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« If needed, you have defined crawlers.

Required permissions

* You have a resource role with the Configure external system resource permission,

for example, Owner.
» You have a global role with the Catalog global permission, for example, Catalog

Author.

Steps
1. Openthe ADLS File System asset.

2. Inthe tab pane, click @ Configuration.
3. Inthe Synchronization Schedule section, click Add Schedule.
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4. Enter the required information.

Field

Repeat

Cron

Every

Every first

At

Time zone

5. Click Save.

What's next?

Description

The interval when you want to synchronize automatically. The possible val-
ues are: Daily, Weekly, Monthly, and Cron expression.

The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Wee k 1y in the Repeat field.

The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1y in the Repeat field.

The time at which you want to synchronize automatically, for example,
14:00.

° You can only schedule on the hour. For example, you can add a syn-
chronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45,
we will default it to 8:00. Use a cron expression if you don't want to
schedule on the hour.

o This field is only visible if you select Daily, Weekly, orMonthlyin

the Repeat field.

The time zone for the schedule.

At every defined time, the synchronization starts.

You can view the assets in their domain.
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View the summary of an Azure Data Lake Storage
synchronization

After you synchronized an ADLS file system, you can view the summary of the results.
This shows the impact of the synchronization on the assets in Collibra Data Intelligence
Cloud.

Steps

1. Open the Activities list.
2. Inthe row containing the ADLS synchronization job, click Result.
» The Synchronization Results dialog box appears.

Synchronization Result x

Status COMPLETED Start time 1/17/2023 3:08 PM
End time 1/17/2023 3:09 PM
Filesystem 00baad5d-d19f-4545-b5ff- Job 1D cfadaeef-79ce-42d4-9091-
02e016e6ae97 B3c4fd2fcabl
Resource |  Added | Updated | Deleted
Communities
Domains
b Assets 127
» Attributes 182
b Relations 170
Camnlex relarians
Close
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Tip The Job ID is useful when troubleshooting your synchronization process with

Note

o If anything changed, the information about the total number of resources
that were added, modified or removed as a result of the synchronization

° In case of errors, you can receive additional information about the error.

are displayed.

Synchronization Result x

Status COMPLETED_WITH_ERRORS Start time 1/12/2023 1:53 AM

End time 1/12/2023 1:54 AM

Job ID 91e1cd2-ag4f-4de2-85e4- Filesystem e7804ca0-2135-4039-ab17-
3b2dc5abb192 5d9fcbbdd457

@ Synchronization completed with errors. See Error List

Resource |  Added | Updated | Deleted

Communities

Domains

b Assets 21
Close
Synchronization Result x
Status FAILED Start time 1/12/2023 1:47 AM
End time 1/12/2023 1:47 AM
Filesystem e7804¢a0-e135-4039-ab17- Job 1D 301¢26f0-54c7-4375-9259-
5d9fcEbdd4s7 e4430e64c87a

@ Synchronization completed with errors. See Error List

We did not detect any changes in the data source. No data has been added, updated or deleted.

Close

Collibra Support.

For information on the result, go to Integrated Azure Data Lake Storage data.

Integrated Azure Data Lake Storage data

After you have synchronized the data, the integration of the Azure Data Lake Storage file
system is completed, and the resulting assets are available in the domain that was
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specified in the crawler.

Warning Do not move the assets to another domain. Doing so may lead to errors
during future synchronizations.

Tip ADLS synchronization relies on UUIDs.

Note In case of a partial synchronization caused by a temporary communication
issue, the status of the assets that cannot be synchronized is set to Missing from
source. Their previous status is restored, if they are found in the source system
during the next fully successful synchronization.

By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to
show it in a tree structure. The resulting assets depend on whether you use Microsoft
Purview.

Synchronization results without Microsoft Purview
For the best result, use the following relations when you define a multi-path hierarchy:

» File Storage contains File Container

» File Container contains File Container
 Directory contains Directory

» File Container contains File
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>
? [] MName t Status Asset Type
O T testADLS Implemented ADLS File System
O T varunadistesting Implemented ADLS Storage Account
O d adlstesting Implemented ADLS Container
(| T Candidate Directory
O T collibra-catalog-ingestion Candidate Directory
(| "' ingestion-test Candidate Directory
O " compressed_csv_files Candidate Directory
O | V first Candidate Directory
O P foo.gz Candidate File
O V second Candidate Directary
O : bar.gz Candidate File

Synchronization results with Microsoft Purview
For the best result, use the following relations when you define a multi-path hierarchy:

» File Storage contains File Container

» File Container contains File Container
e Directory contains Directory

« File Container contains File

e File contains Table

e Table contains Column
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& IR o W e
Y [0 Name # Status Asset Type |
O 71 ADis Implemented ADLS File System
O ‘ varunadistesting Implemented ADLS Storage Account
O T brajesh Implemented ADLS Container
O V I Implemented Directory
O - 2022.11-Analysis.xlsx Implemented File
O *P PNG Implemented Directory
O -- v purview Implemented ADLS Container
O ‘ / Implemented Directory
O v tc_{N}_csv_date.csv Implemented File
O Towd N} csv_date.csv > tabular_schema Implemented Table
O i - date_dd/mm/yyyy Implemented Column
O i - date_d/Miyy Implemented Column
[} : - date_d.myyyy Implemented Column
O : - date_MM/ddiyyyy Implemented Calumn

Synchronized metadata per asset type

This table shows the metadata for each ADLS asset type.

Asset type

ADLS Stor-

age Account

ADLS Conta-

iner

Synchronized metadata

File Storage contains / is part of File Container

Location

File Container contains / is part of File Container

Resource
ID

00000000-
0000-0000-
0001-
002600000-
000

00000000-
0000-0000-
0000-
000000000-
203

00000000-
0000-0000-
0001-
002600000-
001
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Asset type

Directory

File

Synchronized metadata

File Container contains / is part of File Container

Directory contains / is part of directory

File Type

Size

File Container contains / contained in

Resource
ID

00000000-
0000-0000-
0001-
002600000-
001

00000000-
0000-0000-
0001-
002600000-
003

00000000-
0000-0000-
0001-
002500000-
012

00000000-
0000-0000-
0001-
000500000-
009

00000000-
0000-0000-
0000-
000000007-
060
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Table

Description

00000000-
0000-0000-
0000-
000000003-
114

File contains / is part of Table

00000000-
0000-0000-
0001-
002600000-
002
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Column

Description

00000000-
0000-0000-
0000-
000000003-
114

Column Position

00000000-
0000-0000-
0001-
000500000-
020

366



Chapter 7

Asset type

Synchronized metadata Resource
ID
Technical Data Type 00000000-
0000-0000-
Tip 0000-
For columns that have a structured technical data type, Array or 000000000-
Struct, you can click the More button in the Column asset to see 219

the structure of the data in a dialog box.

This is supported for AVRO, CSV, JSON, ORC, PARQUET,
PSV, SSV, TSV, TXT, and XML.

In the capability settings, you can define the maximum level you
want to see in the structure.

Show example

arrayOne:array

element:string

intValue:long

¥ nested:struct

¥ arrayTwoarray

element:boolean

Close
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Assettype  Synchronized metadata Resource
ID

Column is part of / contains Table 00000000-
0000-0000-
0000-
000000007-
042

Troubleshooting Azure Data Lake Storage
Integration

Where do | find the Edge Site Id and Job Id?

If you report an error with Azure Data Lake Storage (ADLS) integration, the Customer
Support team can ask you for the Edge Site Id and Job Id. The team needs this information
to access details about the error.

To retrieve the Job Id, see View the summary of an Azure Data Lake Storage
synchronization.

To retrieve the Site Id:

Go to Settings.

In the Edge section, click Sites.

Click the name of the Edge site.

The Edge site Id is available in the ID field.

AN =

You receive the error when synchronizing ADLS:
You are not allowed to perform this action.

Issue: You receive the following error: Error while processing crawler

catalogingestion: Import job failed with message. You are not

allowed to perform this action.
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Reason: The ADLS synchronization capability does not store any user credentials. It calls
the Import API using the Edge site user credentials. By default, the Edge site user cannot
add any new assets in Collibra.

Solution: Make sure to give following permission to the Edge site user: 'Manage all
resources'. To do so, go to Settings — Global Permissions and select the Resources —
Manage all resources permission for the Edge site role.

You receive an error when synchronizing ADLS
indicating there is an issue with the Service
Principal permissions

Issue: You receive an error when synchronizing ADLS indicating there is an issue with the
Service Principal permissions.

Possible reason: Something is wrong in the configuration of the Service Principal account
or the definition of the ADLS Include path.

Troubleshooting:

1. Install the Azure Command Line Interface (CLI) using the Azure documentation.
2. Open Azure CLI and login as the service principal.
Use the following format: az login --service-principal -u <app-id> -p
<password-or-cert> --tenant <tenant>
For more information, go to the Azure documentation.
Output example:
[

{"cloudName": "AzureCloud",

"homeTenantId": "*******************************",

"id"- "**k****k*************************"’

"isDefault": true,

"managedByTenants": [

{

"tenantld": AL b b b S b b b b b b Sh S b b b b b b S g b b b b b Ib  db  db b )

}
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]

"name": "power-bi dev tv testing",

"state": "Enabled",

MtenantId™: M3EE KKKk kK K kKoK ok kK KKKk KKK KKK KKK KKK

"user": {
"name": "19592009-c7ac-4573-8ac5-701d4529%9e£f23",
"type": "servicePrincipal"

}

}
]
3. Askto list the assigned roles.

4.

Use the following code: az role assignment list --all
Output: You receive a list of permissions and roles. We expect that you see the
roleDefinitionNames "Reader" and "Storage Blob Data Reader".
For more information, go to the Azure documentation.
Ask to list the containers
Use the following format: az storage container list --auth-mode login -
—account-name <account name> | grep name
Output: You receive a list of containers. We expect that you see the containerin
which your data is located, and which you reference in the Include Path. https://<stor-
age account name>.blob.core.windows.net/<container name>/<blob name>.
For more information, go to the Azure documentation.
Check if the directory/blob you reference in the Include Path exists.
Use following format: az storage fs directory exists -n <directory> -
f <file system> --account-name <account name> --auth-mode login
Output: We expect that you get True as output.
For more information, go to the Azure documentation.
To ingest purview collections into Collibra, the service principal needs read per-
missions on the Purview collection. You can give the add “Collection admins® per-
mission using CLI.
a. Logininto CLI.
Use the following code: az login
b. Install the Azure Purview CLI module.
Use the following code: az extension add --name purview
c. Run Purview
Use the following format: az purview account add-root-collection-
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admin --name <account name> --object-id <Service principal
Object Id> --resource-group <SampleResourceGroup> >

You can find the Service principal Object Id in the IAM account overview.

i Overview Properties
[ Deployment Flan Mame
#. Diagnose and sohve problems adls-senvice-principal B

Application ID (0
| 1esbs00c-9fde-44ff-899.. T

I Properties =
pe ObjectiD O
& Owners | evo3cr19-6f04-252c-b1.. T

&, Rnles and adminictratars

Manage

7. If your ADLS storage is private, make sure that the Allow Azure services on the trus-
ted services list to access this storage account checkbox in the Networking — Fire-
walls and virtual networks is selected.

Your ADLS storage is private if you selected the Public networking access option
Enabled from selected virtual networks and IP adresses.

You receive the error when synchronizing ADLS:
Crawler path does not exist

Issue: During the synchronization, you receive the following error: Crawler path does
not exist on ADLS

Possible reason: The property Hierarchical namespace is probably not enabled in your
ADLS account.

Solution: In Microsoft Azure, open your storage account, and in Overview — Properties,
enable the Blob service property Hierarchical namespace.

You receive an error: Offset should not be
greater than 100000

Issue: During the synchronization, you receive the following error: T11egal argument:
Offset should not be greater than 100000..

Reason: Currently, the ADLS integration can ingest only up to 100,000 assets from
Purview.
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Working with Databricks

In Collibra Data Intelligence Cloud, you can work with Databricks in multiple ways. You
can register individual Databricks databases via the Databricks JDBC driver, and you can
integrate all metadata of the databases from Databricks Unity Catalog.

Ways to work with Databricks ... ... 372
Integrating Databricks Unity Catalog ... 375
Registering a Databricks file system via the Databricks JDBC connectorand Edge ...................... 407

Ways to work with Databricks

In Collibra Data Intelligence Cloud, you can work with Databricks in two ways.

You can register individual Databricks databases via the Databricks JDBC driver, and you
can integrate all metadata of the databases from Databricks Unity Catalog.

It is important to understand the difference between these ways of working because the
resultin Collibra is different.

372



Chapter 7

Possible way to
work with Dat-
abricks

Integrating
metadata from
Databricks Unity
Catalog

Result in Collibra

If you integrate Databricks Unity Catalog, you
integrate the metadata of all databases in the
Databricks Unity Catalog metastore into Collibra
Data Intelligence Cloud. The resulting assets
represent the Databricks databases, schemas,
tables and columns.

Note

e Because we only integrate the metadata,
you cannot get sample data for the
columns and tables, nor profile and
classify them. If you want to do that, you
need to register the Databricks database
via the Databricks JDBC driver. For
information, go to combining the
integration and the JDBC driver.

e The Databricks Unity Catalog integration
supports the integration of following
tables: EXTERNAL, MANAGED,
STREAMING_TABLE, and VIEW tables.

Important

You can integrate Databricks Unity Catalog
only via Edge. You cannot integrate
Databricks Unity Catalog via Jobserver.

Example

£ community_sup

Domain_tech

Type: Technology Asset Domain @

Default «

Use the Databricks Unity Catalog connector if you
want to integrate lots of databases at the same time
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Possible way to
work with Dat-
abricks

Registering a Dat-
abricks data source
via the Databricks
JDBC connector

Result in Collibra

and in a short amount of time.
With JDBC, you need to register the data, database
by database.

If you register a specific Databricks data source via
the Databricks JDBC connector, the resulting assets
represent the columns and the tables in the Dat-
abricks database.

You can retrieve sample data, and can profile and
classify the data.

Use the JDBC driver for Databricks if:

¢ You want to profile, classify, and request sample
data for the data source.

e You want to retrieve primary key and foreign
keys.

« Databricks Unity Catalog activated in your organ-
ization.

Combining the two ways of working with

Databricks

The two possibilities don't cancel each other out. You can use both ways to show the
information you want in Collibra Data Intelligence Cloud. You can use the integration of
Databricks Unity Catalog to quickly get an overview of all your Databricks databases in
Collibra Data Intelligence Cloud. Once you have a better view on the important databases,
you can register them individually via the JDBC driver.

Combining the two ways of working with Databricks

1. You first register a Databricks data source via the Databricks JDBC connector.
2. If you then integrate Databricks Unity Catalog, the integration:

o Skips the assets that have been registered via JDBC.

° Adds the new information from Databricks Unity Catalog.
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Combining the two ways of working with Databricks

1. You first integrate Databricks Unity Catalog.

2. If you then register a Databricks data source via the JDBC connector, the registration adds
all data source assets.

This results in duplicate assets.

3. Ifyou then integrate Databricks Unity Catalog again, we advise to exclude the databases
that you registered via JDBC. You can do this by using the Filters and Domain Mapping
property in the Databricks Unity Catalog capability. The integration:

° Adds the new information from Databricks Unity Catalog.

° Skips the assets that have been registered via JDBC.

° |If any assets were removed or excluded from the integration, they are marked as Missing
from source. You can manually remove them.

Example
Your Databricks Unity Catalog consists of the three databases: A, B, C.

1. You integrate the metadata from Data Unity Catalog.
This results in the Database assets: A, B, C.
2. You want to register the metadata of database C to access the profiling and
classification results.
The JDBC registration results in a Database asset C', with the same metadata as C.
3. You integrate the metadata again (because there have been updates).
o If you don't exclude database C, all databases will be updated, except for C'.
° |f you exclude database C, database C will receive the "Missing from source"
status, and you can manually remove these assets.
From that moment, you should:

e For A and B, use the Databricks Unity Catalog integration with exclude rules for C, to
update the metadata.
e For C', use the synchronization via JDBC to update the metadata.

Important Use the same System asset for the integration and the registration.
Otherwise, assets will be duplicated.

For more information about Databricks, go to the Databricks documentation.

Integrating Databricks Unity Catalog

Databricks Unity Catalog is a technical catalog on Databricks side that provides schema
information for all the Databricks databases that are available in the connected Databricks
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instances.

About the Databricks Unity Catalog integration
via Edge

Databricks Unity Catalog is a technical catalog on Databricks side that provides schema
information for all the Databricks databases that are available in the connected Databricks
instances.

If you integrate Databricks Unity Catalog, you integrate the metadata of all databases in
the Databricks Unity Catalog metastore into Collibra Data Intelligence Cloud. The resulting
assets represent the Databricks databases, schemas, tables and columns.

Note
» Because we only integrate the metadata, you cannot get sample data for the
columns and tables, nor profile and classify them. If you want to do that, you
need to register the Databricks database via the Databricks JDBC driver. For
information, go to combining the integration and the JDBC driver.
» The Databricks Unity Catalog integration supports the integration of following
tables: EXTERNAL, MANAGED, STREAMING_TABLE, and VIEW tables.

Tip
You can follow a course on this Databricks Unity Catalog integration via Collibra
University.

Important
* You can integrate Databricks Unity Catalog only via Edge. You cannot
integrate Databricks Unity Catalog via Jobserver.
¢ You cannot retrieve sample data or profile and classify the data for the Tables
and Column assets created via the Databricks Unity Catalog integration. If you
want to do that, you need to register the Databricks database via the
Databricks JDBC driver.
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Why use the Databricks Unity Catalog integration?

The Databricks Unity Catalog integration allows to get all the metadata from Databricks
Unity Catalog into Collibra in one action, which means you quickly get an overview of all
your Databricks databases in Collibra Data Intelligence Cloud. You can also register
Databricks databases into Collibra Data Intelligence Cloud via the Databricks JDBC
connection. However, you must register each database individually.

Important

If you used the JDBC Databricks driver to register a specific Databricks database
before, the related Database assets are not integrated again when you run the
Databricks Unity Catalog integration.

For more details on the different ways of working with Databricks in Collibra and how to
combine the integration and individual registration of databases, go to Ways to work
with Databricks.

For more information about Databricks Unity Catalog, go to the Databricks Unity Catalog
documentation.

Databricks Unity Catalog assets types and
operating model

The Databricks Unity Catalog integration of Collibra Data Intelligence Cloud uses a
specific subset of asset types. All of these come out-of -the-box.

Asset type Description
Technology Asset » Executable software that you can buy commercially off the shelf
System (COTS), or build internally, to automate one or more business

functions that help run a business smoothly and efficiently.

Examples: CRM, ERP, EDW

Technology Asset » A collection of data that is systematically organized or structured, to
Database make it easy to create, update, and query the information.

Examples: Ora_DGC_V45, SalesDB2020
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Asset type Description
Data Asset » Data An asset that contains the location of specific data. It provides all the
Structure » details that are required for setting up a connection to a database or
Schema server.
Data Asset » Data An implementation of data entities in columns and rows, in a given
Structure » database system. It is the basic structure of a relational database.
Table Examples: Account_tbl, CUST_ADDR
Data Asset » Data An atomic unit of data that can be stored in a database table.
Element » Examples: FST_NM, EMPID
Column

Databricks Unity Catalog operating model

Q'C-.JF-E.—l

5 part of
‘ -:c-'1t+a ns
[ Table

is part of

f Column Legend "

Technology Asset
B Table
g Column
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Steps overview: Integrate Databricks Unity

Catalog via Edge

#  Step

1 Enable the Databricks file system regis-
tration and synchronization via Edge.

2 Give the Edge Site user the required
permissions.

3 Create a Databricks connection to your
Edge site.

4 | Add the Databricks Unity Catalog cap-
ability to the Edge site.

5 | Synchronize Databricks Unity Catalog.

Description

Allows the integration of Databricks via Edge.

Ensures the Edge Site user can integrate the
metadata.

Creates a connection to Databricks in an Edge site.

Adds the Databricks Unity Catalog capability to the
Edge connection. The capability allows you to retrieve
data from Databricks Unity Catalog.

You can manually synchronize Databricks
Unity Catalog or add a synchronization schedule.

Once the synchronization is completed, the metadata
is integrated.

Preparing Edge for Databricks Unity Catalog

Before you can synchronize Databricks Unity Catalog via Edge, you need to prepare your

Edge site.

Note If you have defined an outbound (forward) proxy on your Edge site, the
integration will take that configuration into account when connecting to the data

source.

Enable the Databricks integration via Edge

You can enable the registration and synchronization of Databricks Unity Catalog via Edge.
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Requirements and permissions

¢ You have the ADMIN or SUPER role in Collibra Console.
¢ You have the SUPER role in Collibra Console.

¢ You have the ADMIN or SUPER role in Collibra Console.

Steps

1. Open the DGC service settings for editing:

a.

a o o

e.

Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.

Click Configuration.
Click Edit configuration.

2. Open the DGC service settings for editing:

a.

a o o

e.

Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.

Click Configuration.
Click Edit configuration.

3. Inthe Register data source section, activate this setting:

Setting Description

Databricks Unity = An option to enable the integration of Databricks Unity Catalog via Edge.

Catalog ) ) ) ]
N o ¥ True: You can register and synchronize Databricks Unity Catalog
synchronization _
via Edge via Edge.
o X False: You cannot integrate Databricks Unity Catalog.
Set this option to True.
4. Click Save all.
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What's next?

Give the Edge Site user the required permissions and create a Databricks connection to
your Edge site.

Required Edge User permissions

Make sure the Edge Site global role has the Manage all resources global permission.
The Databricks Unity Catalog synchronization capability does not store any user
credentials. It calls the Import API using the Edge site user credentials. By default, the
Edge Site user cannot add any new assets in Collibra.

What's next?

You can create the Edge connection for Databricks Unity Catalog.

Create a Databricks connection to an Edge site

Before you begin

You have created and installed an Edge site.
The integration of Databricks via Edge has been enabled.
You have given the Edge Site role the required permissions.
Your Databricks access token has the following minimum permissions:
o USE CATALOG permission for catalogs.
o USE SCHEMA permission for schemas.
o SELECT permission for tables/views belonging to the catalogs and schemas.

Required permissions

* You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.
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Steps

1. Open an Edge site.
a. On the main toolbar, click &, and then click &€ Settings.

» The Collibra settings page opens.
b. Inthe tab pane, click Edge.

» The Sites tab opens and shows a table with an overview of the Edge sites.

c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Connections section, click Create connection.
» The Create connection page appears.
3. Enter the required information.

Field

Connection
settings

Name
Description

Connection
provider

Connection
parameters

Workspace
URL

Description Required

This section contains the general settings of your connection.

The name of the Edge connection for Databricks. v Yes
The description of the connection. X No
The connection provider, which determines the available v Yes

connection parameters.

Select Databricks to connect to Databricks.

This section contains the settings to connect to your data source.

Enter the URL of any Databricks workspace connected to v Yes
Unity Catalog that you want to integrate.

To retrieve the URL, log into Databricks and copy the URL.

For example: https://123.cloud.databricks.com.
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Field Description

Access The security token that was generated in Databricks for the
Token workspace.

The access token can be a personal access token or service
principle token. We recommend using a service principle
token. For information on the service principle token, go to
the Databricks documentation.

Note
The user / token must have the following minimum
permissions:

o USE CATALOG permission for catalogs.

o USE SCHEMA permission for schemas.

o SELECT permission for tables/views belonging to
the catalogs and schemas.

Encryption Select the type of encryption used to store the Secret Access
options Key.

Default: To be encrypted by Edge management server.

4. Click Create.
» The connection is added to the Edge site.

What's next?

You can now add the Databricks Unity Catalog capability to an Edge site.

Add the Databricks Unity Catalog capability

Required

v Yes

v Yes

After you have created a connection to Databricks in your Edge site, you have to add the

Databricks Unity Catalog capability to the connection.

Before you start

¢ You have created and installed an Edge site.
» The integration of Databricks via Edge has been enabled.
* You have created a connection to Databricks in your Edge site.
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Required permissions

e You have a global role that has the Manage connections and capabilities global per-
mission, for example, Edge integration engineer.

Steps

1. Open an Edge site.
a. On the main toolbar, click i, and then click € Settings.
» The Collibra settings page opens.
b. Inthe tab pane, click Edge.
» The Sites tab opens and shows a table with an overview of the Edge sites.
c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Capabilities section, click Add capability.
» The Add capability page appears.
3. Enter the required information.

Field Description Requir-
ed

Capability = This section contains general information about the capability.

Name The name of the Edge capability. v Yes
Description | The description of the Edge capability. X No
Capability = The capability template. The value that you select in this field v Yes
template determines which sections appear on the page.

Select the following Edge capability:

Databricks Unity Catalog synchronization

Databricks
Connectio
n

Databricks = The Databricks connection to be used. v Yes
Connection
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Field

Configurati
on

Save input
metadata

Exclude
Schemas
(will be
removed
soon)

Description

This section contains information on how to connect to Databricks
Unity Catalog.

If you select this option the metadata extracted from the data source
will be saved in a file that can be used for troubleshooting. Select this
option only on request of Collibra Support.

Comma-separated list of the schemas that you don't want to
integrate.

Note The listed schemas will be excluded for all databases.
We recommend using this field to list the schemas that are
automatically generated in a database, such as information_
schema and default, and which you don't want to integrate.

Requir-
ed

X No
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Field

Filters and
Domain
Mapping

Description

Text in JSON format to include or exclude databases and schemas,
and to configure domain mappings.

This feature is intended for non-production use at this moment, as itis
in Beta.

(e}

The text must be in JSON format and can contain an include and
an exclude block. You can use any JSON validator to verify the
format. Collibra is not responsible for the privacy, confidentiality, or
protection of the data you submit to such JSON validators, and has
no liability for such use.

In the include block, you can specify the domain in which specific
catalogs or schemas must be ingested. The formatis: “Cata-

log/Database > schema ”: “domain ID”.For
example, "HR > address-schema": "30000000-

0000-0000-0000-000000000000".

In the exclude block, you can specify the catalogs or schemas that
you don't want to ingest. For example, "* > test".

The exclude block has priority over the include block.

If the include block is not present, we ingest all assets into the
same domain as the System asset.

If there is no explicit domain mapping for a schema, we use the
domain specified for the database.

You can use the keyword default as a domain ID. In that case,

the catalog or schema will be ingested in the same domain as the
System asset.

A match with a database has priority over a match with a schema.
The integration fails before the synchronization starts, if one or
more domain IDs specified in the include block don't exist.

The integration fails before the synchronization starts if a domain
ID is left empty in the include block.

You can use the ? and * wildcards in the catalog and schema
names. If a catalog or schema matches multiple lines, the most
detailed match is taken into account.

Requir-
ed

X No
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Field

Description

Example

{
"include": {
"HR": "20000000-0000-0000-0000-
00000000000Q",
"HR > address-schema": "30000000-
0000-0000-0000-000000000000",
"Orders > fk*": "40000000-0000-
0000-0000-000000000000™,
"Orders > *": "50000000-0000-0000-
0000-00000000000Q™,
"* > profiling": "60000000-0000-
0000-0000-000000000000™,
"sales": "default"
e
"exclude": [
"testDB",
" * > information schema"
]
}

In this example:

o

(¢}

O

Assets from the "HR" database will be ingested into the
domain with 1D "20000000-0000-0000-0000-
000000000000". However, all assets from the "HR >
address-schema" schema will be ingested into the domain
with id "30000000-0000-0000-0000-000000000000".

All assets from the "Orders” database with schemas
starting with fk (fk*) will be ingested into the domain with ID
"40000000-0000-0000-0000-000000000000", and all other
assets from the "Orders” database will be ingested into the
domain with 1D "50000000-0000-0000-0000-
000000000000".

All assets from the "sales" database will be ingested in the
same domain as the System asset.

Assets from the "profiling" schema will be ingested into the
domain with 1D "60000000-0000-0000-0000-
000000000000". However, the "profiling" schema in the
database "Orders" will be ingested in the domain with ID
"50000000-0000-0000-0000-000000000000" because a
database match has priority over a schema match.

All assets from the "testDB” database will be excluded.

All assets from the “information_schema” schema in all
databases will be excluded.

Requir-
ed
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Field Description Requir-
ed
Extensible | Via the Extensible Properties Mapping field, Databricks Unity X No

Properties = Catalog allows you to add additional properties to Catalog, Schema,
Mapping and Table objects.

Important

° This feature is intended for non-production use at this
moment, as itis in Beta.

° If you use this feature, make sure to set up all required
characteristic assignments for the asset types.

Three possible JSON formats are available.

° Version 0.1: This version allows you to ingest custom properties
only. You can ingest the values from the Properties field from Cata-
log, Schema, and Table objects into specific attributes in Collibra
assets. You do this by adding the mapping between the Properties
fields for the objects in Databricks Unity Catalog and the Collibra
attribute IDs to ingest the data in, using a JSON string.
® The text must be in JSON format and can contain a Catalogs,
Schemas, and Tables block. The Catalogs block refers to Data-
base assets, the Schemas block to Schema assets, and the
Tables block to Table assets.

® |n each block, you specify the property name and the attribute
ID to which you want to map the value in the property. The
formatis: " [property name]": "[attribute

resource ID]".Forexample, "Description from
source system”": "00000000-0000-0000-0001-
000500000074™".
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Field Description Requir-
ed

Example
{

"catalogs": {
"color": "00000000-0000-0000-
0000-000000001234™",
"Description from source
system": "00000000-0000-0000-
0001-000500000074"

}s

"schemas": {
"File Location": "00000000-0000-
0000-0001-000500000004™"

1
"tables": {

"delta.lastCommitTimestamp":
"00000000-0000-0000-0000~
000000003114"

}

}
In this example:

® |n the Database assets that we create, we'll add the
Color value in attribute 00000000-0000-0000-0000-
000000001234, and the Description from Source value
in attribute 00000000-0000-0000-0001-000500000074.

® |n the Schema assets that we create, we'll add the File
Location value in attribute 00000000-0000-0000-0001-
000500000004.

® |n the Table assets that we create, we'll add the
delta.lastCommitTimestamp value in attribute
00000000-0000-0000-0000-000000003114.

° Version 0.2: This version allows you to ingest both default system
properties and custom properties. You can ingest most values
from the Details page from Catalog, Schema, and Table objects
into specific attributes in Collibra assets. You do this by adding the
mapping between the fields for the objects in Databricks Unity
Catalog and the Collibra attribute IDs to ingest the data in, using a
JSON string.
® The text must be in JSON format.
® A Version block referencing 0.2 must be added.
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Field

Description

® A Catalogs, Schemas, and Tables block can be added. The

Catalogs block refers to Database assets, the Schemas block
to Schema assets, and the Tables block to Table assets.
Inside a Catalogs, Schemas, or Tables block, you can add a
systemAttributes and a customParameters block. sys-
temAttributes refers to the default system properties. cus-
tomParameters refers to the custom properties.

In each block, you specify the property name and the attribute
ID to which you want to map the value in the property. The
formatis: " [property name]": "[attribute

resource ID]".Forexample, "Description from
source system": "00000000-0000-0000-0001-
000500000074,

Following system properties are supported:

B Catalogs: "browse_only", "catalog_type", "connection_
name", "created_at", "created_by", "isolation_mode",
"metastore_id", "provider_name", "provisioning_info",

"securable_kind", "securable_type", "share_name", "stor-

age_location", "storage_root", "updated_at", and "updated_
by".

B Schemas: "catalog_type", "created_at", "created_by",
"metastore_id", "securable_type", "securable_kind", "stor-

age_location", "storage_root", "updated_at", and "updated_
by".

B Tables: "access_point", "created_at", "created_by", "data_
access_configuration_id", "data_source_format", "deleted_
at", "metastore_id", "securable_type", "securable_kind",
"sql_path", "storage_credential_name", "storage_location",
"table_type", "updated_at", "updated_by", and "view_defin-
ition".

Tables mapping apply to tables and views.

Requir-
ed
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Field

Compute
Resource
HTTP Path

Advanced
Con-
figuration

Debug

Log level

4. Click Create.

Description

The HTTP path of the compute resource in Databricks Unity Catalog
that we can process to extract the source tags.

You can find the HTTP path in the connection details of your cluster.
For details, go to Get connection details for a cluster in Databricks
documentation.

These configuration options help when investigating issues with the
capability.

Important Only complete the fields Logging configuration,
Memory (MiB), and JVM arguments on request of or together
with Collibra Support.

This setting is not valid for this integration. It should be set to false.
An option to automatically send Edge infrastructure log files to

Collibra Data Intelligence Cloud. By default, this option is set to false.

Note We highly recommend to only send Edge infrastructure
log files to Collibra Data Intelligence Cloud when you have
issues with Edge. If you set it to true, it will automatically revert
to false after 24h.

This setting is not valid for this integration. It should be set to No
logging.

An option to determine the verbosity level of Catalog connector log
files. By default, this option is set to No logging.

» The capability is added to the Edge site.
» The fields become read-only.

What's next?

You can now synchronize Databricks Unity Catalog.

Requir-
ed

X No

X No

X No
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Synchronizing Databricks Unity Catalog

After Edge is ready to integrate Databricks Unity Catalog, you can start the
synchronization.

Synchronize Databricks Unity Catalog

Synchronizing Databricks Unity Catalog is the process of integrating metadata from the
databases connected to Databricks Unity Catalog and making the data available in
Collibra Data Intelligence Cloud.

You can synchronize manually, or you can automate it by adding a synchronization
schedule.

Before you begin

¢ You have created a connection to Databricks in your Edge site.
» You have added the Databricks Unity Catalog capability for the connection.
* You know in which System asset you want to add the Databricks Unity Catalog
assets.
° If you have registered Databricks databases via the JDBC driver before, use
the same System asset.
° If you never registered Databricks databases before, create a new System
asset manually and use that one.

Required permissions

» You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

¢ You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.
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Manually synchronize Databricks Unity Catalog

© N o o

. Onthe main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.

On the main toolbar, click +.

» The Create dialog box appears.

In the Register with Edge section of the Create dialog box, click Register a data
source.

» The Register content page opens.

In the Connection name column, locate the Databricks connection that you used
when you added the Databricks Unity Catalog capability and click the link in the Data
sources/Capabilities column.

» The Databricks Unity Catalog synchronization configuration page opens.

In the Configuration Section section, click Add Configuration.

Select the System asset in which you want to add the Databricks assets.

Click Save Configuration.

Click Synchronize.

» A notification indicates the synchronization has started.

Add a synchronization schedule

. Onthe main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.

On the main toolbar, click .

» The Create dialog box appears.

In the Register with Edge section of the Create dialog box, click Register a data
source.

» The Register content page opens.

In the Connection name column, locate the Databricks connection that you used
when you added the Databricks Unity Catalog capability and click the link in the Data
sources/Capabilities column.

» The Databricks Unity Catalog synchronization configuration page opens.

In the Configuration Section section, click Add Configuration.

Select the System asset in which you want to add the Databricks assets.
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7. Click Save Configuration.
8. Inthe Synchronization Schedule section, click Add Schedule.
9. Enter the required information and click Save:

Field

Repeat

Cron

Every

Every first

At

Time zone

What's next?

Description

The interval when you want to synchronize automatically. The possible
values are: Daily, Weekly, Monthly, and Cron expression.

The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Week1y in the Repeat field.

The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1y in the Repeat field.
The time at which you want to synchronize automatically, for example,

14:00.

° You can only schedule on the hour. For example, you can add a
synchronization schedule at 8:00, but not at 8:45. If you try to add it at

8:45, we will default it to 8:00. Use a cron expression if you don't want to

schedule on the hour.
o This field is only visible if you select Daily, Weekly,orMonthlyin

the Repeat field.

The time zone for the schedule.

The synchronization job integrates the metadata of all databases, schemas, tables and

columns.

After the synchronization:
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e You can view a summary of the results from the Activities list.
» The resulting assets get a relation to the System asset that you selected.
For information on the integrated data, go to Integrated Databricks data.

View the summary of a Databricks Unity Catalog
synchronization

After you synchronized Databricks Unity Catalog, you can view the summary of the results.

This shows the impact of the synchronization on the assets in Collibra Data Intelligence
Cloud

Steps

1. Open the Activities list.
2. Inthe row containing the Databricks Unity Catalog synchronization job, click Result.
The Synchronization Results dialog box appears.

Show an example

Synchronization Result x

Status COMPLETED Start time 1/17/2023 3:08 PM
End time 1/17/2023 3:09 PM
Filesystem 00baad5d-d19f-4545-b5ff- Job 1D cfadaeef-79ce-42d4-9091-
02e016e6ae97 B3c4fd2fcabl
Resource |  Added | Updated | Deleted
Communities
Domains
b Assets 127
» Attributes 182
b Relations 170
Camnlex relarians
Close
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Note
o If anything changed, the information about the total number of resources
that were added, modified, or removed as a result of the synchronization
are displayed.
° In case of errors, you can receive additional information about the error.

Synchronization Result x

Status COMPLETED_WITH_ERRORS Start time 1/12/2023 1:53 AM

End time 1/12/2023 1:54 AM

Job ID c91el1cd2-aB4f-4de2-85e4- Filesystem e7804ca0-e135-4039-ab17-
3b2dc5abb192 Sd9fcbbdd457

@ Synchronization completed with errors. See Error List

Resource |  Added | Updated | Deleted

Communities

Domains

b Assets 21
Close
Synchronization Result x
Status FAILED Start time 1/12/2023 1:47 AM
End time 1/12/2023 1:47 AM
Filesystem e7804ca0-e135-4039-ab17- Job ID 301c26f0-54c7-4375-9259-
5d9fcEbdd4s7 ed4430e64c87a

@ Synchronization completed with errors. See Error List

We did not detect any changes in the data source. No data has been added, updated or deleted.

Close

Tip The Job ID is useful when troubleshooting your synchronization process with
Collibra Support.

For information on the resulting assets, see Integrated Databricks data.

Integrated Databricks Unity Catalog data

After the synchronization, the resulting Database, Schema, Table, and Column assets are
available in the domain where the provided System asset is located.
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Important
« If you move the resulting Table and Column assets to another domain and you

run the integration again, the Table and Column assets will be moved back to
their initial domain. However, if you move the resulting Database or Schema
asset to another domain, the Database asset will remain in the new domain.
To move all resulting assets to another location permanently, select another
System asset in the current synchronization configuration or create a new
capability with a synchronization configuration that integrates the data in the
new location.

Example

You created System asset A in Domain A and synchronized Databricks.
As a result, Table A and Column A have been added to Domain A.
Then, you manually moved Table A and column A to Domain B.

When you synchronize Databricks again, Table A and Column A will
move back to Domain A.

» The Databricks Unity Catalog integration uses different naming conventions
compared to the Edge JDBC naming conventions. The applied haming
conventions are:

Assettype Naming convention Example

Database domainName>catalogName ay-tech-domain-4>oleg-test

Schema databaseFullName>schemaName ay-tech-domain-4>oleg-
test>demo

Table schemaFullName>tableName ay-tech-domain-4>oleg-

test>demo>dinner

Column tableFullName>columnName ay-tech-domain-4>oleg-
(column) test>demo>dinner>recipe
(column)

Tip Databricks synchronization relies on UUIDs.
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Note In case of a partial synchronization caused by a temporary communication
issue, the status of the assets that cannot be synchronized is set to Missing from
source. Their previous status is restored, if they are found in the source system
during the next fully successful synchronization.

By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to
show it in a tree structure. For the best result, use the following relations in the multi-path
hierarchy:

Technology Asset groups Technology Asset
Database contains Table

Technology Asset has Schema

Schema contains Table

Table contains Column

a s Lb =

The following image shows the resulting hierarchical table.

mmunity_sup

Domain_tech

Type: Technology Asset Domain @

status Asset Type

z
H
2 | 3
H
-

set_sup Candidate System

Candidate Database

catalog_postg_rename Candidate Database

=T bigable Candidate Schema

table_k100 Candidate Table

inv_date_sk Candidate Column

LY
Oo0oooooaoglo

inv_item_sk Candidate Column

Synchronized metadata per asset type

This table shows the metadata for each Databricks asset type.
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Asset
type

Data-
base

Synchronized metadata

Description from source system

Owner in source

Source Tags, if the HTTP path has been defined in the capability.

The tag naming convention is <source tag name>.<source tag
value>.

If the value is empty, we show <source tag name>.

Any extensible properties defined via the capability.

Technology Asset groups / is grouped by Technology Asset

Resource
ID

00000000-
0000-0000-
0001-
0005000000-
74

00000000-
0000-0000-
0000-
2000000000-
01

00000000-
0000-0000-
0011-
0005000000-
19

00000000-
0000-0000-
0000-
0000000070-
54
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Asset
type

Schema

Synchronized metadata

Description from source system

Owner in source

Source Tags, if the HTTP path has been defined in the capability.

The tag naming convention is <source tag name>.<source tag
value>.

If the value is empty, we show <source tag name>.

Any extensible properties defined via the capability.

Technology Asset has / belongs to Schema

Resource
ID

00000000-
0000-0000-
0001-
0005000000-
74

00000000-
0000-0000-
0000-
2000000000-
01

00000000-
0000-0000-
0011-
0005000000-
19

00000000-
0000-0000-
0000-
0000000070-
24
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Asset
type

Table

Synchronized metadata

Description from source system

Owner in source

Source Tags, if the HTTP path has been defined in the capability.

The tag naming convention is <source tag name>.<source tag
value>.

If the value is empty, we show <source tag name>.

Any extensible properties defined via the capability.

Schema contains / is part of Table

Resource
ID

00000000-
0000-0000-
0001-
0005000000-
74

00000000-
0000-0000-
0000-
2000000000-
01

00000000-
0000-0000-
0011-
0005000000-
19

00000000-
0000-0000-
0000-
0000000070-
43
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Asset
type

Column

Synchronized metadata

Description from source system

Source Tags, if the HTTP path has been defined in the capability.

The tag naming convention is <source tag name>.<source tag

value>.

If the value is empty, we show <source tag name>..

Column Position

Is Nullable

Is Primary Key

Primary Key Name (if the column is the primary key)

Resource
ID

00000000-
0000-0000-
0001-
0005000000-
74

00000000-
0000-0000-
0011-
0005000000-
19

00000000-
0000-0000-
0001-
0005000000-
20

00000000-
0000-0000-
0001-
0005000000-
11

00000000-
0000-0000-
0001-
0005000000-
15

00000000-
0000-0000-
0001-
0005000000-
16
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Original Name

00000000-
0000-0000-
0001-
0005000000-
32
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Asset
type

Synchronized metadata Resource
ID
Technical Data Type 00000000-
0000-0000-
Tip 0000-
For columns that have a structured technical data type, Array or 0000000002-
Struct, you can click the More button in the Column asset to see the 19

structure of the data in a dialog box.

Show example

arrayOne:array

element:string

intValue:long

¥ nested:struct

¥ arrayTwoiarray

element:boolean

Close
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Asset Synchronized metadata
type
Column is part of / contains Table
Foreign Key Mapping (if the column is part of a foreign key)
Foreign
Key Tip The full name of the Foreign Key asset has the following

pattern : table_full_name > foreign_key_name (foreign_key)

Foreign Key Mapping

Troubleshooting Databricks Unity Catalog
Integration

Where do | find the Edge Site ID and Job ID?

Resource
ID

00000000-
0000-0000-
0000-
0000000070-
42

00000000-
0000-0000-
0000-
0000000075-
04

00000000-
0000-0000-
0000-
0000000075-
04

If you report an error with the Databricks integration, the Customer Support team can ask
you for the Edge Site ID and Job ID. The team needs this information to access details

about the error.

To retrieve the Job ID, go to View the summary of a Databricks Unity Catalog
synchronization.

To retrieve the Site ID:
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Go to Settings.

In the Edge section, click Sites.

Click the name of the Edge site.

The Edge site ID is available in the ID field.

oo~

You receive an error when synchronizing Databricks

Issue: You receive the following error: Error while processing crawler catalog

ingestion: Import job failed with message. You are not allowed to

perform this action..

* Reason: The synchronization capability does not store any user credentials. It calls
the Import API using the Edge site user credentials. By default, the Edge site user
cannot add any new assets in Collibra.

» Solution: Give extra permissions to the Edge Site user. To do so, go to Settings —
Global Permissions and select the Resources — Manage all resources permission
for the Edge site role.

Issue: You receive the following error: A mapping for the external system id '

{your-system-asset-id}' and resource '{resource-id}' already exists.

e Forthe reason and solution, go to this knowledge article.

Registering a Databricks file system via the
Databricks JDBC connector and Edge

If you register a specific Databricks data source via the Databricks JDBC connector, the
resulting assets represent the columns and the tables in the Databricks database.
You can retrieve sample data, and can profile and classify the data.

Before you begin

* You have enabled the following settings:

o Database registration via Edge to allow registering a data source via Edge.
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o Database profiling via Edge to allow profiling and classification via Edge.
* You have created and installed an Edge site.

Steps

Step  What? Description Results
Preparation 1 Add a Databricks Adds a Databricks JDBC connection to
JDBC connection to your Edge = your Edge site.
site
2 Add the following capabilities: | Adds the required capabilities to the

Databricks connection
¢ Catalog JDBC ingestion

» JDBC Profiling

« If you also want to collect
sample data, Catalog
JDBC Sampling.

Setup 3 Register the data source Registering a e APhysical Data
data source Dictionary domain
creates the containing a Data-
structure for the base asset is cre-
metadata in ated.

Collibra. e Alist of available
schemas is created
on the Con-

figuration tab page
of the Database

asset.
4 Configure the synchronization = Making a The information on the
of your data source selection of Configuration tab
schemas and page of the Database

tables that you assetis filled in.
want to ingest.
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Registration

Step

5

6

What?

¢ Synchronize one or more
schemas manually

¢ Add a synchronization
schedule to synchronize
automatically

If needed, profile the syn-
chronized data.

Description

Synchronizing
the schema of a
registered data
source to make
the metadata
available in
Collibra.

Data profiling
creates a
summary of a
data source that

is registered with

Data Catalog
and determines
the data type of
columns in the

data source. The
summary mainly

contains
statistics and
graphics to give
the user an idea
what the

registered data is

about.

Results

Schema, Table,
Column, and Foreign
Keys assets are
created in the specified
domain, and
registration data
becomes available.

The Table and Column
assets contain profiling
information.

For general information on working with Databricks, go to Ways to work with Databricks.
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Working with Google Cloud Platform

Ways to work with Google Cloud Platform (GCP) ... .. 410
Working with Google Cloud STOrage ... 413
Integrating Google Dataplex Catalog ... 446

Ways to work with Google Cloud Platform
(GCP)

In Collibra Data Intelligence Cloud, you can:

» Register individual Google BigQuery databases via the BigQuery JDBC driver.
 Integrate a Google Cloud Storage (GCS) file system.
 Integrate all metadata of the projects from Google Dataplex Catalog.

It's important to understand the difference between these methods because the result
in Collibra is different.

Possible way to work

with GCP Result in Collibra

Integrating Google Data- = Google Dataplex Catalog is a technical catalog on Google side that

plex Catalog provides information for all the data in the various Dataplex projects. If
you use the Google Dataplex Catalog integration, we will register and
synchronize the GCP Projects, Dataplex Lakes, Dataplex Zones, Tables,
and Columns.
Example

O

Name + | Status Asset Type

v catalog-integrations Implemented GCP Project
-7 integrations Implemented Dataplex Lake
V projects/catalog-inte...  Implemented Dataplex Zone
' parquetdata Implemented Table
=== birthdate Implemented Calumn
b cc Implemented Column

== comments Implemented Column

O000o0ooao

-- country Implemented Column

The Google Dataplex Catalog Synchronization will create the whole
asset structure, representing Dataplex objects such as Project, Lake ,
Zone, Table, Column, and allows for filtering based on Lakes and Zones.
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Possible way to work
with GCP

Integrating a Google
Cloud Storage file system

Register a Google
BigQuery database

Combining the ways of working

It is possible to combine the Google Dataplex Catalog integration and the registration of a

Result in Collibra

The Google Cloud Storage (GCS) file system integration allows for the

registration of Google Cloud Storage (GCS) as a data source in Collibra

and the synchronization of the metadata. The GCS integration supports
Google Dataplex, a service used for schema discovery. This allows you

to integrate the schemas, tables and columns from the files and create a

File Group asset in Collibra rather than multiple File assets.

Example

>

Y [0 Name ¢

Status

Asset Type

[m] T ges_demo_test

[m} :—'—7 catingestiontest

Ly

v ingestion-test

=-» compressed_csv_files

=-»  mw_jsons

-7 parquet-laura

1——77 ingestion_test_parque.
L--': ingestion_test_par...

== birthdate

OO0O0OO0oOOoOo0oooao

- e

Implemented
Implemented
Implemented
Implemented
Implemented
Implemented
Implemented
Implemented
Implemented
Implemented

Implemented

GCS File System
GCS Bucket
Directory
Directory
Directory
Directory
Directory

File Group
Table

Column

Column

This GCS integration will integrate data from GCS based on the
configured crawler and in addition add Tables and Columns recognized
by Dataplex, which are related to files and file groups.

If you register a specific Google BigQuery data source via the BigQuery
JDBC connector, the resulting assets represent the columns and the

tables in the database.

You can retrieve sample data, and can profile and classify the data.

Google BigQuery database because they result in the same technology assets. You can
use the integration of Google Dataplex Catalog to quickly get an overview of all your
databases in Collibra Data Intelligence Cloud. Once you have a better view on the
important databases, you can register them individually via the JDBC driver.
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Collibra Collibra
BigQuery Google
(JDBC) Dataplex Catalog

GCP Project
(Technology Asset)

Dataplex Lake
(Data Asset)

Dataplex Zone
(Data Asset)

Important Use the same System asset for the integration and the registration.

Combining the two ways of working with GCP

1. You first register a BigQuery data source via the BigQuery JDBC con-
nector.

2. Ifyouthen integrate Google Dataplex Catalog, the integration:
o Skips the assets that have been registered via JDBC.
° Adds the new information from Google Dataplex Catalog.
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Combining the two ways of working with GCP

1. You first integrate Google Dataplex Catalog.
2. If you then register a BigQuery data source via the JDBC connector, the
registration adds all data source assets.
This results in duplicate assets.
3. If you then integrate Google Dataplex Catalog again, the integration:
° Adds the new information from Google Dataplex Catalog.
° Skips the assets that have been registered via JDBC.
o [Ifany assets were removed or excluded from the integration, they
are marked as Missing from source.

Example
Your Google Dataplex Catalog consists of three databases: A,
B, C.

a. You integrate the metadata from Google Dataplex Catalog.
This results in the Database assets: A, B, C.
b. You want to register the metadata of database C to access
the profiling and classification results.
The JDBC registration results in a Database asset C', with
the same metadata as C.
c. You integrate the metadata again (because there have been
updates).
= |f you don't exclude database C, all databases will be
updated, except for C'.
= |f you exclude database C, database C will receive the
"Missing from source" status, and you can manually
remove these assets.
From that moment, you should:

° For A and B, use the Google Dataplex Catalog integration
with exclude rules for C, to update the metadata.

o For C', use the synchronization via JDBC to update the
metadata.

Working with Google Cloud Storage

The Google Cloud Storage file system integration allows for the registration of Google
Cloud Storage (GCS) as a data source in Collibra and the synchronization of the
metadata. GCS is a service provided in the Google Cloud Platform (GCP).
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About the Google Cloud Storage file system
integration via Edge

The Google Cloud Storage file system integration allows for the registration of Google
Cloud Storage (GCS) as a data source in Collibra and the synchronization of the
metadata. GCS is a service provided in the Google Cloud Platform (GCP).

After synchronization, the files and directories of the GCS file system are represented in
Collibra by specific asset types, retaining the original names.

>

Y

Status Asset Type

Implemented GCS File System
Implemented GCS Bucket
Implemented Directory
Implemented #  Directory

Implemented Directory

Implemented File

Important
» You cannot profile and classify the integrated columns and tables.
e You can only integrate a Google Cloud Storage file system via Edge, not via
Jobserver.

For more information about these Google products, go to the Google Cloud Storage
documentation and Google Dataplex documentation.

About Google Dataplex

The GCS integration supports Google Dataplex, a service used for schema discovery.
This allows you to integrate the schemas, tables and columns from the files and create a
File Group asset in Collibra rather than multiple File assets.

Important
e The Dataplex zone in which the GCS buckets are registered must be in the
same project as the GCP service account.
» Forintegrations of Dataplex with multi-region or dual-region GCS buckets, we
query all Dataplex lakes and zones that are located in the regions of the
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buckets and in which a Dataplex service is available. The composition of
multi-regions and dual-regions, as well as the availability of a Dataplex service
are hard-coded. If new regions are added or if a Dataplex service is made
available in new regions, Dataplex information from these regions will not be
registered until a new version of the GCS integration feature is released.

Name ¢ Status

Asset Type

v gcs_demo_test Implemented
-7 catingestiontest Implemented
v Implemented

ingestion-test Implemented

b mw_jsons Implemented
~7  parquet-laura Implemented
' ingestion_test_parque...  Implemented
' ingestion_test_par..  Implemented

- birthdate Implemented

m}
[m]
[m}
[m}
[m}
a --»  compressed_csv_files Implemented
[m}
[m]
[m}
[m}
[m}
[m}

R (4 Implemented

GCS File System
GCS Bucket
Directory
Directory
Directory
Directory
Directory

File Group
Table

Column

Column

For information on how to add a GCS asset to a Dataplex Zone that can then be
discovered by our GCS integration, go to the Google Dataplex documentation. For
information on the supported data types, go to the data types Google documentation.

Note When you add a bucket to Dataplex and Dataplex identifies schemas (tables
and columns) for files in the bucket, these tables and columns are also added
automatically to BigQuery by Dataplex.

Google Cloud Storage assets, domain types and

operating model

The Google Cloud Storage file system integration of Collibra Data Intelligence Cloud uses
a specific subset of asset types. All of these come out-of -the-box with your software.

Note The File Group asset will only be available if you use Google Dataplex.
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Asset type

Technology Asset »
File Container

Technology Asset »

File Container »
Directory

Technology Asset »

File Container »
GCS Bucket

Technology Asset »
File Group

Technology Asset »

System »
File Storage

Technology Asset »
System » File

Storage »
GCS File System

Description

An asset type that represents a Cloud File Container.

A collection of data that is treated by a computer as a
unit, for the purposes of input and output.

An asset type that represents an Google Cloud
Storage bucket which is a logical unit of storage
containing Google Cloud Storage objects.

A collection of physical files which together represent
a single logical file.

An asset type that represents a Cloud File Storage
bucket.

An asset type that represents a Google Cloud
Storage file system.

Domain type

e Storage Cata-

log
e Technology

Asset
Domain

e Storage Cata-

log
e Technology

Asset
Domain

Storage Catalog

Storage Catalog

Storage Catalog

Storage Catalog
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GCS operating model

contains.
¥
GSBK GCS Bucket
contains )
l ¥

contains

Legend

B GCS Bucket
‘GCS File System
EZ Directory
B rie
Note
If you use Google Dataplex, a Directory can contain a File Group asset instead of
File assets.

GSFS GCS File
System

GSBK GCS Bucket

DIR Directory

. T
Legend x
@ Table =R GCs Bucket
E=Z GCS File System
EZ Directory

B Column B Fie
=3 File Group
@ Tavle
¥ Column

Steps overview: Integrate a Google Cloud
Storage file system via Edge

You can configure Collibra to register and synchronize a Google Cloud Storage (GCS) file
system via Edge.
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Tip If you are using schemas with table files that you want to integrate as File
Group assets with tables and columns instead of File assets, you can use Google
Dataplex. The Dataplex zone in which the GCS buckets are registered must be in
the same project as the GCP service account. For information on how to add a GCS
asset to a Dataplex Zone that can then be discovered by the our GCS integration,
go to the Google Dataplex documentation.

#  Step Description
1 Enable the Google Define that you want to integrate GCS via Edge.
Cloud Storage file
system registration and Note
synchronization via If you have defined an outbound (forward) proxy on your Edge
Edgeand give the Edge site, the integration will take that configuration into account
Site user the required when connecting to the data source. The following proxies are
e Path through (No authentication)
e Path through (Basic authentication)
e MITM (No authentication)
e MITM (Basic authentication)

No proxy for noProxy hosts defined by Edge

2 | Create a GCP con- Create a connection to the Google Cloud Platform (GCP) in an Edge
nection to your Edge site.
site.

3 | Adda GCS syn- Add the GCS synchronization capability to the GCP Edge connection.
chronization capability | The capability allows to retrieve data from the GCS file system.
to your Edge site.

4 Register a GCS file sys-  Create the initial structure of a Storage Catalog domain and GCS File
tem. System asset in the selected parent community.

5 | Connect the GCS file Link the registered GCS file system to the Edge capability.
system asset to the
Edge capability.

6 | Create crawlers. Create crawlers to define the folders that you want to synchronize.

7 Synchronize GCS. You can manually synchronize GCS or you can add a synchronization
schedule to automatically synchronize it.
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Preparing Edge for Google Cloud Storage

Before you can register and synchronize Google Cloud Storage via Edge, you need to
prepare your Edge site.

Note

If you have defined an outbound (forward) proxy on your Edge site, the integration
will take that configuration into account when connecting to the data source. The
following proxies are supported for GCS:

Path through (No authentication)

Path through (Basic authentication)

MITM (No authentication)

MITM (Basic authentication)

No proxy for noProxy hosts defined by Edge

Enable the Google Cloud Storage file system integration via
Edge

You can enable the registration and synchronization of a Google Cloud Storage (GCS) file
system via Edge.

Prerequisites

¢ You have the ADMIN or SUPER role in Collibra Console.
¢ You have the SUPER role in Collibra Console.

¢ You have the ADMIN or SUPER role in Collibra Console.

Steps

1. Open the DGC service settings for editing:
a. Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
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a oo

e.

In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.
Click Configuration.

Click Edit configuration.

2. Open the DGC service settings for editing:

a.

e oo

e.

Open Collibra Console.

» Collibra Console opens with the Infrastructure page.

In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.
Click Configuration.

Click Edit configuration.

3. Inthe Register data source section, enter the required information:

Setting Description
Google Cloud An option to enable Google Cloud Storage file system registration and
Storage synchronization via Edge.

synchronization

o v True: You can register and synchronize a Google Cloud Storage file

via Edge
system via Edge.
o X False: You can't register a Google Cloud Storage file system via
Edge.
4. Click Save all.

What's Next?

Give the Edge Site user the required permissions.

Required Edge User permissions

Make sure the Edge Site global role has the Manage all resources global permission.

The GCS synchronization capability does not store any user credentials. It calls the Import
API using the Edge site user credentials. By default, the Edge Site user cannot add any
new assets in Collibra.

What's next?

You can create the Edge connection for GCS
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Create a Google Cloud Platform connection to an Edge site

After you created and installed an Edge site, you can create a connection to the Google
Cloud Platform (GCP).

Before you begin

* You have created and installed an Edge site.
* You have enabled the GCS integration via Edge.

Required permissions

* You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.

* You need a Google Cloud Platform Service Account that can read the Google Cloud
Storage (GCS) file system that you want to integrate. This means the Service
Account must have the permissions to list buckets (storage.buckets.list)and
objects in a bucket (storage.objects.1list). Forinformation on GCP, go to the
Google documentation.

« If you use Dataplex, the Service Account must be able to detect file schemas in GCS
resources from Dataplex. This means the Service Account must have the following
permissions dataplex.*.get and dataplex.*.1list, forexample, via the
Dataplex Viewer role. For information on GCP service account, go to the Google
documentation. For information on Dataplex roles, go to the Google documentation.
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Steps

1. Open an Edge site.
a. On the main toolbar, click &, and then click &€ Settings.

» The Collibra settings page opens.
b. Inthe tab pane, click Edge.
» The Sites tab opens and shows a table with an overview of the Edge sites.
c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Connections section, click Create connection.

» The Create connection page appears.
3. Enter the required information.

Field

Connection
settings

Name

Descripti
on

Connecti
on
provider

Connection
parameters

Description

This section contains the general settings of your connection.

The name of the Edge connection for Google Cloud Platform.

The description of the connection.

The connection provider, which determines the available connection
parameters.

Select the GCP connection to connect to Google Cloud Platform.

This section contains the settings to connect to your data source.

Requir
ed

v Yes

X No

v Yes
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Field

GCP
Service
Account

Encry
ption
option
s

Additional
parameters

4. Click Create.

Description

The account to connect to the GCP.
Add the full content of the service account key JSON file.

Example

{

"type": "service account",

"project id": "PROJECT ID",
"private key id": "KEY ID",

"private key": "----- BEGIN PRIVATE KEY---
——\nPRIVATE_KEY\n ————— END PRIVATE KEY----
_\n"r

"client email"™: "SERVICE ACCOUNT EMAIL",
"client id": "CLIENT ID",

"auth uri":
"https://accounts.google.com/o/cauth2/au
th",

"token uri":
"https://accounts.google.com/o/ocauth2/to
ken",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1l/ce
rts",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/met
adata/x509/SERVICE ACCOUNT EMAIL"}

Ensure the service account has the required permissions.

For more information about service account keys, go to the Google

documentation.

Select the type of encryption used to store the Secret Access Key.

Default: To be encrypted by Edge management server.

Your connection to GCP does not require any additional parameters.

Delete the existing blank property.

» The connection is added to the Edge site.

Requir
ed

v Yes

v Yes

X No
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What's next?

You can now add the GCS synchronization capability to an Edge site.

Add the GCS synchronization capability

After you have created a connection to the Google Cloud Platform (GCP) in your Edge
site, you have to add the GCS synchronization capability to the connection.

Before you start

* You have created and installed an Edge site.

* You have enabled the GCS integration via Edge.

* You have created a connection to the Google Cloud Platform (GCP) in your Edge
site.

Required permissions

* You have a global role that has the Manage connections and capabilities global per-
mission, for example, Edge integration engineer.

Steps

1. Open an Edge site.
a. On the main toolbar, click &, and then click &€ Settings.
» The Collibra settings page opens.
b. Inthe tab pane, click Edge.
» The Sites tab opens and shows a table with an overview of the Edge sites.
c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Capabilities section, click Add capability.
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» The Add capability page appears.

Field
Capability
Name

Description

Capability
template

GCP service
account

GCP
Connection

Configuration

Maximum
number of files
per crawler

Save input
metadata

3. Enter the required information.

Description Required
This section contains general information about the capability.

The name of the Edge capability. v Yes
The description of the Edge capability. X No
The capability template. The value that you select in this field = v Yes

determines which sections appear on the page.
Select the following Edge capability:

GCS synchronization

This section contains information on how to connect to Google Cloud Stor-
age.

The GCP connection to be used. v Yes
This section contains information on the configuration of the

crawlers.

The maximum number of files that can be registered per v Yes
crawler. The default value is 1,000.

Select the checkbox if you want to save the input metadata X No

extracted from the data source in ZIP files. The files can be
useful for troubleshooting. Select this option only on request
of Collibra Support. The Collibra Support team can provide
the location of the saved ZIP files after the synchronization.

This checkbox is not selected by default.
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Field

Integrate
Schemas from
Dataplex

Project IDs

Advanced Con-
figuration

Debug

Log level

Description

Select the checkbox if you want to integrate the schemas from
Dataplex based on the crawler path that will be specified in
the GCS integration configuration.

If the checkbox is not selected, no Dataplex data will be
ingested.

This checkbox is selected by default.

Add a comma-separated list of the Project IDs where Data-
plex is enabled.

The capability will search in these projects for schemas based
on the crawler path that will be specified in the GCS integ-
ration configuration. If the Project IDs field is empty, the integ-
ration will search in the project included in the provided GCP
Service Account Credentials JSON.

These configuration options help when investigating issues
with the capability.

Important Only complete the fields Logging
configuration, Memory (MiB), and JVM arguments
on request of or together with Collibra Support.

This setting is not valid for this integration. It should be set

to false.

An option to automatically send Edge infrastructure log files to
Collibra Data Intelligence Cloud. By default, this option is set
to false.

Note We highly recommend to only send Edge
infrastructure log files to Collibra Data Intelligence
Cloud when you have issues with Edge. If you set it to
true, it will automatically revert to false after 24h.

This setting is not valid for this integration. It should be set
to No logging.

An option to determine the verbosity level of Catalog
connector log files. By default, this option is set to No logging.

Required

X No

X No

X No
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4. Click Create.
» The capability is added to the Edge site.
» The fields become read-only.

What's next?

You can now register a GCS file system.

Registering and synchronizing Google Cloud
Storage

After Edge is ready to integrate the Google Cloud Storage file system, you can start the
registration and synchronization.

Register a Google Cloud Storage file system

You can register a Google Cloud Storage (GCS) file system in Data Catalog.

Requirements and permissions

e The Edge site role has the Manage all resources global permission.
The GCS synchronization capability does not store any user credentials. It calls the
Import APl using the Edge site user credentials. By default, the Edge site user can-
not add any new assets in Collibra. Therefore, you need to give this role this per-
mission.

* You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.
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Steps

1. On the main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.
2. On the main toolbar, click +.

» The Create dialog box appears.

3. Inthe Register with Edge section of the Create dialog box, click Register a data
source.
» The Register content page opens.

4. Inthe row of the data source that you want to register, click Add.

» The Register Google Cloud Storage file system page opens.
5. Enter the required information.

Field Description

Community The parent community in which the initial GCS structure must be created.
File system The name for GCS file system asset.

name

Description The description to provide extra information about the file system.

This is used as the Description attribute of the GCS File System asset.

Owner The owner name of the data in the created community.

6. Click Register.
» A GCS File System asset is created.
» A Storage Catalog domain is created with the same name as the GCS File Sys-
tem asset.

What's next?

You can now connect the GCS File System asset to the GCS Edge connection.
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Connect a GCS File System asset to the GCS
synchronization capability

To retrieve data from Google Cloud Storage (GCS), you have to create a connection
between the GCS File System asset and the Edge capability you want to use.

You always have to do that after registering a new GCS File System.

You can also edit the connection settings, for example, if you want to use another
capability than the one you originally used.

Before you begin

* You have added the Edge GCS synchronization capability.
* You have registered a GCS file system.

Required permissions

» The Edge site role has the Manage all resources global permission.
The GCS synchronization capability does not store any user credentials. It calls the
Import APl using the Edge site user credentials. By default, the Edge site user can-
not add any new assets in Collibra. Therefore, you need to give this role this per-
mission.

* You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

¢ You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.

Steps
1. Open the GCS File System asset.

2. Inthe tab pane, click @ Configuration.
3. Inthe Connection Details section, click Edit.
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4. Select the Edge capability you want to link this asset to.
In the list, both the Edge site and the capability name are displayed. For example:
edge-ga > gcs1-synch.

5. Click Save.

What's next?

You can now create crawlers.

Create a crawler for Google Cloud Storage

By creating a crawler for Google Cloud storage (GCS), you can specify which folders you
want to synchronize.

Before you begin

* You have registered a GCS file system.
* You have connected the GCS File System asset to the GCS Edge capability.

Prerequisites

* You have a global role with the Catalog global permission, for example, Catalog
Author.

» You have a resource role with the Configure external system resource permission,
for example, Owner.

Steps

1. Open the GCS File System asset.

2. Inthe tab pane, click ® Configuration.

3. Inthe Crawlers section, click Create crawler.
» The Create crawler dialog appears.

430


https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0635
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0630
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0642
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0632

Chapter 7

4. Enter the required information.

Field
Domain
Name

Include path

Description
The domain in which the assets of the GCS file system are to be created.
The name you want to give to the crawler in Collibra.

The case-sensitive path to a directory of a bucket in GCS. All objects and
subdirectories of this path are taken into account during the
synchronization.

Use the following structure to refer to the path: gs://{bucketname}/{path
(optional)}

Example
In GCS, one of the buckets is called "marketing" with directory
"mkt"_

° Toinclude the whole bucket, the path must be: gs://marketing
° To only include the "mkt" directory of that bucket, the path must
be: gs://marketing/mkt/

Exclude patterns | A pattern that represents the objects that are included via the Include path,

Add pattern
5. Click Create.

but that you want to exclude from the synchronization.
When you define a pattern, you can use the following rules:

o * matches zero or more characters.
o ** matches zero or more directories in a path.
o ? matches one character.

Example

o comm/*.Jjsp matches all .jsp files in the comm directory.

o comm/t?st.jsp matches comm/test.jsp but also
comm/tast.jsp or comm/txst.jsp.

o commm/**/test.Jjsp matches all test.jsp files in the comm
path.

o org/framework/**/* . jsp matches all .jsp files in the
org/framework path.

o org/**/servlet/test.jsp matches
org/framework/servlet/test.jsp but also
org/framework/testing/servlet/test.jsp and org/servlet/test.jsp.

A button to add additional exclude patterns.
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Example on how the Include path and the Exclude patterns work
together

In bucket1 of the GCS system, the following files exist:

myfolder/departments/finance.json
myfolder/departments/market-us.json
myfolder/departments/market-emea.json
myfolder/departments/market-ap.txt
myfolder/employees/hr.json
myfolder/employees/john.csv
myfolder/employees/jane.csv
myfolder/employees/juan.txt
myfolder/report.xIsx

rubbish.txt

Below, you find the results for several Include path and Exclude patterns combinations:

432



Chapter 7

Include path

gs://bucket1/

Exclude pattern

<none>

What does it mean?

All files in gs://bucket1 are

taken into account.

Result

myfolder-

/de-
partments/finance.json
myfolder-
/departments/market-
us.json

myfolder-
/departments/market-
emea.json

myfolder-
/departments/market-
ap.txt

myfolder-
/employees/hr.json
myfolder-
/employees/john.csv
myfolder-
/employees/jane.csv
myfolder-
/employees/juan.txt
myfolder/report.xlsx
rubbish.txt
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Include path

gs://bucket1

bucket1

Exclude pattern

<none>

<none>

What does it mean?

All files in gs://bucket1 are

taken into account.

Result

myfolder-

/de-
partments/finance.json
myfolder-
/departments/market-
us.json

myfolder-
/departments/market-
emea.json

myfolder-
/departments/market-
ap.txt

myfolder-
/employees/hr.json
myfolder-
/employees/john.csv
myfolder-
/employees/jane.csv
myfolder-
/employees/juan.txt
myfolder/report.xlsx
rubbish.txt

None of the files are taken <none>

into account because the

Include path is not cor-
rect.
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Include path

gs://bucket1/

gs://bucket1/

Exclude pattern What does it mean?

*txt All files in gs://bucket1/
** json are taken into account,
except:

¢ the TXT files in the
main folder
gs://bucket1

¢ the JSON files the
main folder
gs://bucket1

**[*.txt myfolder- All files in gs://bucket1/
/employees/*.json | are taken into account,
except:

o theTXT files in all sub-
folders of gs://bucket1
* the JSON files in sub-

folder gs://buck-
etl/my-
folder/employees/

Result

myfolder/departments/fi
nance.json
myfolder/departments/
market-us.json
myfolder/departments/
market-emea.json
myfolder/departments/
market-ap.txt
myfolder/employees/hr.j
son
myfolder/employees/joh
n.csv
myfolder/employees/jan
e.csv
myfolder/employees/jua
n.txt
myfolder/report.xlsx

myfolder/departments/fi
nance.json
myfolder/departments/
market-us.json
myfolder/departments/
market-emea.json
myfolder/employees/joh
n.csv
myfolder/employees/jan
e.csv
myfolder/report.xlsx
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Include path

gs://bucket1/

gs://bucket1/myfolder

gs://buck-
et1/my-
folder/departments

Exclude pattern

myfolder/**/*txt

employees/*
myfolder-
/departments/*

*json

What does it mean?

All files in gs://bucket1/
are taken into account,
except the TXT files in all
subfolders of
gs://bucket1/myfolder/.

All files in gs://buck-
et1/myfolder/ are taken
into account except:

e allfilesin all sub-
folders of gs://buck-
et1/my-
folder/employees

e allfiles in gs://buck-
et1/myfolder/myfolder/
departments/

All files in
gs://bucket1/myfolder/de
partments are taken into
account except all JSON
files in this folder.

Result

myfolder/departments/fi
nance.json
myfolder/departments/
market-us.json
myfolder/departments/
market-emea.json
myfolder/employees/hr.j
son
myfolder/employees/joh
n.csv
myfolder/employees/jan
e.csv
myfolder/report.xlsx
rubbish.txt

myfolder/departments/fi
nance.json
myfolder/departments/
market-us.json
myfolder/departments/
market-emea.json
myfolder/departments/
market-ap.txt
myfolder/report.xlsx

myfolder/departments/
market-ap.txt
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Include path

gs://bucket1/

gs://bucket1

What's next?

Exclude pattern

R

myfolder/**

What does it mean?

All files in gs://bucket1/
are taken into account,
except the files starting
with j followed by three
characters, from all sub-
folders in bucket1.

All files in gs://bucket1/
are taken into account
expect for the files in
myfolder/

Result

myfolder/departments/fi
nance.json
myfolder/departments/
market-us.json
myfolder/departments/
market-emea.json
myfolder/departments/
market-ap.txt
myfolder/employees/hr.j
son
myfolder/report.xlsx
rubbish.txt

rubbish.txt

You can now synchronize GCS manually or define a synchronization schedule.

About synchronizing Google Cloud Storage

Synchronizing Google Cloud Storage(GCS) is the process of ingesting metadata from a

selected GCS repository and making the data available in Collibra Data Intelligence Cloud.

When you synchronize GCS, the content of your repository is analyzed and represented in

Collibra by means of assets and their characteristics. Collibra also takes the defined

crawlers into account.

You can synchronize manually, or you can automate it by adding a synchronization

schedule. You can only synchronize one GCS File System at a time.

« If a synchronization job is in progress and a second one is triggered, manually or
automatically, the second job is queued.
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« If a synchronization job is still running and a new synchronization of the same GCS
File System is triggered (manually or automatically), the running synchronization con-
tinues and the new synchronization request is ignored.

After the synchronization, the resulting assets are in the domain that was specified in the
crawler. For information on the integrated data, go to Integrated Google Cloud Storage
data.

Synchronize Google Cloud Storage manually

You can manually start a synchronization job of a GCS File System asset. This can be
useful if you want to test your crawlers, or if you want to synchronize immediately. You can
also add a synchronization schedule to synchronize automatically.

Before you begin

* You have registered a GCS file system.
» You have connected the GCS File System asset to the GCS Edge capability.
 If needed, you have defined crawlers.

Required permissions

» You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

Steps

1. Open the GCS File System asset.
2. Inthe tab pane, click @ Configuration.

3. Inthe Crawlers section, click Synchronize now.
» A notification indicates synchronization has started.

» The synchronization job appears in the Activities list as a bulk synchronization.
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When the synchronization finishes, the resulting assets, including their attributes and
relations, are created, edited or deleted in the selected domain(s) and in the Data
Sources page of Data Catalog.

If one of the directories in GCS doesn't have a name, we will create a unique name
for the asset in Collibra.

Note In case of a partial synchronization caused by a temporary communication
issue, the status of the assets that cannot be synchronized is set to Missing from
source. Their previous status is restored, if they are found in the source system
during the next fully successful synchronization.

What's next?

You can view a summary of the results from the Activities list.
You can view the assets in their domain.

Add a Google Cloud Storage synchronization schedule
To keep the content of Collibra Data Intelligence Cloud synchronized with your Google

Cloud Storage (GCS) file system, you can synchronize manually or create a schedule to
automatically do this with a fixed interval.

Note You can only create one synchronization schedule.

Before you begin

* You have registered a GCS file system.
» You have connected the GCS File System asset to the GCS Edge capability.
 If needed, you have defined crawlers.

Required permissions

» You have a resource role with the Configure external system resource permission,
for example, Owner.
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* You have a global role with the Catalog global permission, for example, Catalog

Author.

Steps

. Open the GCS File System asset.
In the tab pane, click ® Configuration.

1
2
3. Inthe Synchronization Schedule section, click Add Schedule.
4. Enter the required information.

Field

Repeat

Cron

Every

Every first

At

Time zone

5. Click Save.

Description

The interval when you want to synchronize automatically. The possible val-
ues are: Daily, Weekly, Monthly, and Cron expression.

The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Wee k1y in the Repeat field.

The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1y in the Repeat field.

The time at which you want to synchronize automatically, for example,
14:00.

° You can only schedule on the hour. For example, you can add a syn-
chronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45,
we will default it to 8:00. Use a cron expression if you don't want to
schedule on the hour.

o This field is only visible if you select Daily, Weekly,orMonthlyin

the Repeat field.

The time zone for the schedule.
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View the summary of a Google Cloud Storage synchronization

After you synchronized Google Cloud Storage (GCS), you can view the summary of the
results. This shows the impact of the synchronization on the assets in Collibra Data
Intelligence Cloud

Steps

1. Open the Activities list.
2. Inthe row containing the GCS synchronization job, click Result.
» The Synchronization Results dialog box appears.

Synchronization Result x

Status COMPLETED Start time 1/17/2023 3:08 PM
End time 1/17/2023 3:09 PM
Filesystem 00baad5d-d19f-4545-b5ff- Job 1D cfadaeef-79ce-42d4-9091-
02e016e6aed7 B3c4fd2fcabl
Resource |  Added | Updated | Deleted
Communities
Damains
b Assets 127
b Attributes 182
b Relations 170
Camnlex relarinns
Close
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Note
o If anything changed, the information about the total number of resources
that were added, modified or removed as a result of the synchronization
are displayed.
° In case of errors, you can receive additional information about the error.

Synchronization Result x

Status COMPLETED_WITH_ERRORS Start time 1/12/2023 1:53 AM

End time 1/12/2023 1:54 AM

Job ID 91e1cd2-ag4f-4de2-85e4- Filesystem e7804ca0-2135-4039-ab17-
3b2dc5abb192 5d9fcbbdd457

@ Synchronization completed with errors. See Error List

Resource |  Added | Updated | Deleted

Communities

Domains

b Assets 21
Close
Synchronization Result x
Status FAILED Start time 1/12/2023 1:47 AM
End time 1/12/2023 1:47 AM
Filesystem e7804¢a0-e135-4039-ab17- Job 1D 301¢26f0-54c7-4375-9259-
5d9fcEbdd4s7 e4430e64c87a

@ Synchronization completed with errors. See Error List

We did not detect any changes in the data source. No data has been added, updated or deleted.

Close

Tip The Job ID is useful when troubleshooting your synchronization process with
Collibra Support.

For information on the resulting assets, see Integrated Google Cloud Storage data.

Integrated Google Cloud Storage data

After the synchronization, the resulting assets are in the domain that was specified in the
crawler.
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Warning Do not move the assets to another domain. Doing so may lead to errors
during future synchronizations.

Tip GCS synchronization relies on UUIDs.

Note In case of a partial synchronization caused by a temporary communication
issue, the status of the assets that cannot be synchronized is set to Missing from
source. Their previous status is restored, if they are found in the source system
during the next fully successful synchronization.

By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to
show it in a tree structure. The resulting assets depend on whether you use Google
Dataplex.

Synchronization results without Google Dataplex
For the best result, we recommend that you use the following relations:

File Storage contains File Container
File Container contains File Container
File Container contains File

Directory contains Directory

B own =

The following images shows the resulting hierarchical table.

Y [] Name ¢ Status Asset Type
(] Y ges_demo_test Implemented GCS File System
(] v catingestiontest Implemented GCS Bucket
[m] L--:' / Implemented Directory
[} by ingestion-test Implemented # Directory
a .' -» compressed_csv_files Implemented Directory
O . DS_Store Implemented File

Synchronization results with Google Dataplex

For the best result, we recommend that you use the following relations:
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File Storage contains File Container
File Container contains File Container
File Container contains File

Directory contains Directory

Directory contains File Group

File Group contains Table

Table contains Column

NoOoakwn =

Name # Status Asset Type

Y gcs_demo_test Implemented GCS File System

-~ catingestiontest Implemented GCS Bucket

ey Implemented Directory

==Y ingestion-test Implemented Directory

[m]

[m}

[m}

a

[m}

(] =-»  compi d_csv_files Directory
a -b  mw_jsons Implemented Directory
a ~Y parquet-laura Implemented Directory
[m] :——'v1 ingestion_test_parque...  Implemented File Group
[m] ;"": ingestion_test_par... Implemented Table
a b~ birthdate Implemented Column
[m}

Rl {4 Implemented Column

The synchronization creates a Directory asset named /. This is needed to ensure the asset

can contain the File Group assets.

Synchronized metadata per asset type

This table shows the metadata for each GCS asset type.

Asset type Synchronized metadata

GCS Bucket File Storage contains/ is part of File Container
Location

Directory URL

File Container contains/ is part of File Container

Directory contains/ is part of Directory

Resource ID

00000000-0000-0000-0001-
002600000000

00000000-0000-0000-0000-
000000000203

00000000-0000-0000-0000-
000000000258

00000000-0000-0000-0001-
002600000001

00000000-0000-0000-0001-
002600000003
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Asset type

File Group

File

Table

Column

Synchronized metadata

File Type

Directory contains/ is part of File Group

URL

File Container contains/ contained in File

Description

File Group contains/ is part of Table

Description

Technical Data Type

Column Position

Is Nullable

Column is part of/ contains Table

Resource ID

00000000-0000-0000-0001-
002500000012

00000000-0000-0000-0001-
002600000004

00000000-0000-0000-0000-
000000000258

00000000-0000-0000-0000-
000000007060

00000000-0000-0000-0000-
000000003114

00000000-0000-0000-0001-
002600000005

00000000-0000-0000-0000-
000000003114

00000000-0000-0000-0000-
000000000219

00000000-0000-0000-0001-
000500000020

00000000-0000-0000-0001-
000500000011

00000000-0000-0000-0000-
000000007042

Troubleshooting Google Cloud Storage
integration
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Where do | find the Edge Site ID and Job ID?

If you report an error with Google Cloud Storage (GCS) integration, the Customer Support
team can ask you for the Edge Site Id and Job ID. The team needs this information to
access details about the error.

To retrieve the Job ID, see View the summary of a Google Cloud Storage synchronization.
To retrieve the Site ID:

Go to Settings.

In the Edge section, click Sites.

Click the name of the Edge site.

The Edge site ID is available in the ID field.

> wnh =

You receive an error when synchronizing GCS

Issue: You receive the following error: Error while processing crawler

catalogingestion: Import job failed with message. You are not

allowed to perform this action.

Reason: The GCS synchronization capability does not store any user credentials. It calls
the Import API using the Edge site user credentials. By default, the Edge site user cannot
add any new assets in Collibra.

Solution: Give extra permissions to the Edge site user. To do so, go to Settings — Global
Permissions and select the Resources — Manage all resources permission for the Edge
site role.

Integrating Google Dataplex Catalog
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About the Google Dataplex Catalog integration
via Edge

Google Dataplex Catalog is a technical catalog on Google side that provides information
for data in the various Dataplex projects. If you integrate Google Dataplex Catalog, you
integrate the metadata of all data of Dataplex projects into Collibra Data Intelligence
Cloud. The resulting assets represent the projects, lakes, zones, tables, and columns.

Important

» Because we only integrate the metadata, you cannot get sample data for the
columns and tables, nor profile and classify them. If you want to get samples,
and profile and classify the data, you can combine the integration of Google
Dataplex Catalog with the registration of a Bigquery data source. For more
information, go to Methods to work with Google Cloud Platform (GCP).

e The current Dataplex GCS discovery system has a limit of 1,000 tables per
bucket.

The following images show the asset types in Collibra after the integration of Google
Dataplex Catalog. The asset types from the integration of Google Dataplex Catalog with
[[[Undefined variable DataQuality.full Google BigQuery]]] include the Schema asset type.

Google Cloud Storage (GCS)

Name ¢ | Status | Asset Type

r catalog-integrations Implemented GCP Project
=¥ integrations Implemented Dataplex Lake

t--v  projectsicatalog-inte...  Implemented Dataplex Zone

- hbirthdate Implemented Calumn
- Implemented Column

[m]

[m]

m}

[m]

(m} ]'-Y parquetdata Implemented Table
O [

[m]

(] [t comments Implemented Calumn
m}

|- country Implemented Column

447



Chapter 7

Google BigQuery

Name ¢

‘ Status | Asset Type

integrations-automated-uer

Y KASIA_BQ_LAKE

Important

Implemented GCP Project
Implemented Dataplex Lake
Implemented Dataplex Zone
Implemented Schema
Implemented Table
Implemented Column
Implemented Column

Implemented Column

You can integrate Google Dataplex Catalog only via Edge, not via Jobserver.

For information the Google Dataplex Catalog, go to the Google documentation.
For information on the supported data types, go to the data types Google documentation.

Note When you add a bucket to Dataplex and Dataplex identifies schemas (tables
and columns) for files in the bucket, these tables and columns are also added
automatically to BigQuery by Dataplex.

Google Dataplex Catalog assets, domain types
and operating model

The Google Dateplex Catalog integration of Collibra Data Intelligence Cloud uses a
specific subset of asset types. All of these come out-of -the-box with your software.

Asset type

GCP
Project

Dataplex
Zone

Dataplex
Lake

Description

An asset type representing a Google Cloud Platform Project.

A zone represents a logical group of related assets within a Dataplex lake.

A lake is a centralized repository for managing enterprise data across the
organization.
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Asset type Description

Schema A schema is the highest level of physical structure in a Database. It defines the struc-
ture of the tables and columns in the database. This asset type is exclusively used
for Google BigQuery data sources integrated from Google Dataplex Catalog and rep-
resents datasets in Google BigQuery data sources.

Table An implementation of data entities in columns and rows, in a given database system.
It is the basic structure of a relational database.
Examples: Account_tbl, CUST_ADDR

Column An atomic unit of data that can be stored in a database table.
Examples: FST_NM, EMPID

Google Dataplex Catalog operating model

Operating model with Google Cloud Storage (GCS ) assets

The following diagram shows the operating model for the integration of Google Dataplex
Catalog without Google BigQuery:

Important A GCS Bucket asset type for Google Dataplex Catalog is to be
introduced in 2024.05. Do not add any manual relations between Dataplex Zone
and Table. Any relations added manually will be automatically deleted when the
GCS Bucket asset type is implemented.
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groups

@B Table Asset
contains
Legend X
f Column asset =T Dataplex Lake
E=ED Dataplex Zone
B Table

B Column
GCP Project

Operating model with Google BigQuery assets

The following diagram shows the operating model for the integration of Google Dataplex
Catalog with Google BigQuery, which includes the Schema asset:
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GCPJ catalog-

integrations

groups

GCLK lineage-lake

contains

GCZN lineage-zone

contains

22 dataset_for_
lineage

contains

19

'@ cloned_manual_
‘ table

is part of

Legend

B Table
'8 Column
33 Schema
=] Dataplex Zone
4 Dataplex Lake
GCP Project
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Steps overview: Integrate Google Dataplex
Catalog via Edge

# Step Description
1 Enable the Dataplex Indicate that you want to synchronize Google Dataplex Catalog via
Catalog Edge.
synchronization via
Edge and give the Note
Edge Site user the If you have defined an outbound (forward) proxy on your Edge
required permissions. site, the integration will take that configuration into account
when connecting to the data source. The following proxies are
supported for:
e Path through (No authentication)
« Path through (Basic authentication)
e MITM (No authentication)

MITM (Basic authentication)
* No proxy for noProxy hosts defined by Edge

2 Create a GCP con- Create a connection to the Google Cloud Platform (GCP) in an Edge
nection to your Edge site.
site.

3 | Addthe Google Data- = Add the Google Dataplex Catalog synchronization capability to the

plex Catalog syn- GCP Edge connection. The capability allows to retrieve data from the
chronization capability = Google Dataplex Catalog projects.
to your Edge site.

4 Synchronize Google You can manually synchronize Google Dataplex Catalog or you can
Dataplex Catalog. add a synchronization schedule to automatically synchronize it.

After the synchronization, the assets are available.

Preparing Edge for Google Dataplex Catalog

Before you can synchronize Google Dataplex Catalog via Edge, you need to prepare your
Edge site.
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Note

If you have defined an outbound (forward) proxy on your Edge site, the integration
will take that configuration into account when connecting to the data source. The
following proxies are supported for:

» Path through (No authentication)

Path through (Basic authentication)

MITM (No authentication)

MITM (Basic authentication)

No proxy for noProxy hosts defined by Edge

Enable the Google Dataplex Catalog synchronization via
Edge

You can enable the registration and synchronization of Google Dataplex via Edge.

Prerequisites

¢ You have the ADMIN or SUPER role in Collibra Console.
¢ You have the SUPER role in Collibra Console.

¢ You have the ADMIN or SUPER role in Collibra Console.

Steps

1. Open the DGC service settings for editing:

a. Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
In the tab pane, expand an environment to show its services.
In the tab pane, click the Data Governance Center service of that environment.
Click Configuration.

e. Click Edit configuration.
2. Open the DGC service settings for editing:

a. Open Collibra Console.

» Collibra Console opens with the Infrastructure page.

a oo
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In the tab pane, expand an environment to show its services.
In the tab pane, click the Data Governance Center service of that environment.
Click Configuration.
e. Click Edit configuration.
3. Inthe Register data source section, enter the required information:

a oo

Setting Description

Google Dataplex = An option to enable Google Dataplex Catalog synchronization via Edge.

Catalog ) ]
o o ¢ True: You can register and synchronize Google Dataplex Catalog
synchronization _
via Edge via Edge.
o X False: You can't register Google Dataplex Catalog.
4. Click Save all.

What's Next?

Give the Edge Site user the required permissions.

Required Edge User permissions

Make sure the Edge Site global role has the Manage all resources global permission.

The Dataplex synchronization capability does not store any user credentials. It calls the
Import APl using the Edge site user credentials. By default, the Edge Site user cannot add
any new assets in Collibra.

What's next?

You can create the Edge connection for GCP

Create a Google Cloud Platform connection to an Edge site

After you created and installed an Edge site, you can create a connection to the Google
Cloud Platform (GCP).
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Before you begin

* You have created and installed an Edge site.
* You have enabled the Google Dataplex Catalog synchronization via Edge.

Required permissions

* You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.

* You need a Google Cloud Platform Service Account that can read the Google Cloud
Storage (GCS) file system that you want to integrate. This means the Service
Account must have the permissions to list buckets (storage.buckets.1list)and
objects in a bucket (storage.objects.list). Forinformation on GCP, go to the
Google documentation.

« If you use Dataplex, the Service Account must be able to detect file schemas in GCS
resources from Dataplex. This means the Service Account must have the following
permissions dataplex.*.get and dataplex.*.1list, forexample, via the
Dataplex Viewer role. For information on GCP service account, go to the Google
documentation. For information on Dataplex roles, go to the Google documentation.

Steps

1. Open an Edge site.
a. On the main toolbar, click i, and then click € Settings.
» The Collibra settings page opens.
b. Inthe tab pane, click Edge.
» The Sites tab opens and shows a table with an overview of the Edge sites.
c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Connections section, click Create connection.
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» The Create connection page appears.
3. Enter the required information.

Field

Connection
settings

Name

Descripti
on

Connecti
on
provider

Connection
parameters

Description

This section contains the general settings of your connection.

The name of the Edge connection for Google Cloud Platform.

The description of the connection.

The connection provider, which determines the available connection
parameters.

Select the GCP connection to connect to Google Cloud Platform.

This section contains the settings to connect to your data source.

Requir
ed

v Yes

X No

v Yes
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Field

GCP
Service
Account

Encry
ption
option
s

Additional
parameters

4. Click Create.

Description

The account to connect to the GCP.
Add the full content of the service account key JSON file.

Example

{

"type": "service account",

"project id": "PROJECT ID",
"private key id": "KEY ID",

"private key": "----- BEGIN PRIVATE KEY---
——\nPRIVATE_KEY\n ————— END PRIVATE KEY----
_\n"r

"client email"™: "SERVICE ACCOUNT EMAIL",
"client id": "CLIENT ID",

"auth uri":
"https://accounts.google.com/o/cauth2/au
th",

"token uri":
"https://accounts.google.com/o/ocauth2/to
ken",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1l/ce
rts",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/met
adata/x509/SERVICE ACCOUNT EMAIL"}

Ensure the service account has the required permissions.

For more information about service account keys, go to the Google

documentation.

Select the type of encryption used to store the Secret Access Key.

Default: To be encrypted by Edge management server.

Your connection to GCP does not require any additional parameters.

Delete the existing blank property.

» The connection is added to the Edge site.

Requir
ed

v Yes

v Yes

X No
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What's next?

You can now add the Google Dataplex Catalog synchronization capability to an Edge site.

Add the Google Dataplex Catalog synchronization capability

After you have created a connection to the Google Cloud Platform (GCP) in your Edge
site, you have to add the Google Dataplex Catalog synchronization capability to the
connection.

Before you start

* You have created and installed an Edge site.

* You have enabled the Dataplex synchronization via Edge.

* You have created a connection to the Google Cloud Platform (GCP) in your Edge
site.

Required permissions

* You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.

Steps

1. Open an Edge site.
a. On the main toolbar, click &, and then click &€ Settings.
» The Collibra settings page opens.
b. Inthe tab pane, click Edge.
» The Sites tab opens and shows a table with an overview of the Edge sites.
c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Capabilities section, click Add capability.
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» The Add capability page appears.
3. Enter the required information.

Field
Capability
Name

Description

Capability
template

GCP
Connection

GCP
Connection

Configuration

Project IDs

Save input
metadata

Description Required
This section contains general information about the capability.

The name of the Edge capability. v Yes
The description of the Edge capability. X No
The capability template. The value that you select in this field | v Yes

determines which sections appear on the page.
Select the following Edge capability:

Google Dataplex Catalog synchronization

This section contains information on how to connect to Google Cloud Plat-
form.

The GCP connection to be used. v Yes

This section contains information on the configuration of the
capability.

Add a comma-separated list of the Project IDs where Data- X No
plex is enabled.

The capability will search in these projects. If the Project IDs

field is empty, the integration will search in the project

included in the provided GCP Service Account Credentials

JSON.

Select the checkbox if you want to save the input metadata X No
extracted from the data source in ZIP files. The files can be

useful for troubleshooting. Select this option only on request

of Collibra Support. The Collibra Support team can provide

the location of the saved ZIP files after the synchronization.

This checkbox is not selected by default.
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Field

Filters and
Domain
Mapping
(Beta)

Description

Text in JSON format to include or exclude lakes and zones,
and to configure domain mappings.

o

The text must be in JSON format and can contain an

include and an exclude block.

In the include block,

® You can specify the domain in which specific lakes or
zones must be ingested. The formatis: “project

ID> lake ID> zone ID”: “domain ID”.
Forexample, "integrations—-automated-uer
> testlake> testzone": "c8fe882a-

al2e-4284-b655-7ac2a4fb08ch.

® You can also specify the domain in which specific
tables and columns must be ingested. The format is
"project ID> lake ID > zone ID >

table ID":"domain ID"
In the exclude block, you can specify the lakes or zones
that you don't want to ingest. For example, "* >
test".
The exclude block has priority over the include block.
If the include block is not present, we ingest all assets into
the same domain as the System asset.
If there is no explicit domain mapping for a zone, we use
the domain specified for the Lake.
You can use the keyword default asadomainID. In

that case, the lake or zone will be ingested in the same
domain as the System asset.

A match with a lake has priority over a match with a zone.
The integration fails before the synchronization starts, if
one or more domain IDs specified in the include block
don't exist.

The integration fails before the synchronization starts if a
domain ID is left empty in the include block.

You can use the ? and * wildcards in the zone and lake
names. If a lake or zone matches multiple lines, the most
detailed match is taken into account.

If you registered the BigQuery data source via the
BigQuery JDBC connector, and then integrate Google

Required

X No
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Field

Description

Dataplex Catalog, assets will be ingested in the same
domains that were registered during JDBC ingestion. Spe-
cifically, Project assets are registered in the Database
domains, and Zone assets are registered in the Schema
domains. The mapping created by JDBC ingestion takes
priority over the configurations in this field. In this way, no
duplicated tables or columns are created. For more inform-
ation, go to Ways to work with Google Cloud Platform
(GCP).

Examples

Example 1 Ingest assets from Projects and Lakes to separate
domains

{
"include": {
"integrations-automated-uer >
testlake": "20000000-0000-0000-0000-
000000000000",
"integrations-automated-uer >
testlake > us-east-1":"8c09099c-2e89-
4d06-a880-464172b7767e",
"integrations-automated-uer >
ay-west-1": "e274aed6-£fdd7-40bb-80d0-
2ae27848855d",
"integrations-automated-uer > vb-
mapping-test-1": "default"
}y
"exclude": |
integrations-automated-uer >
testlake > testzone"

]

}

In this example:

° Assets from Project ID "integrations-automated-uer" and
Lake ID "testlake" will be ingested into the Collibra domain
with ID "20000000-0000-0000-0000-000000000000".
However, all assets from the "us-east-1" zone will be
ingested into the domain with ID "8c09099¢-2e89-4d06-
a880-464172b7767¢e".

o All assets from Project ID "integrations-automated-uer"
and Lake ID "ay-west-1" will be ingested into the domain
with ID "e274aed6-fdd7-40bb-80d0-2ae27848855d".

Required
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Field Description Required

o All assets from Project ID "integrations-automated-uer"
and Lake ID "vb-mapping-test-1" will be ingested in the
same domain as the System asset.

o All assets from Zone ID "testzone” in Project
ID "integrations-automated-uer" and Lake ID "testlake"
will be excluded.

Example 2 Ingest assets from Projects, Lakes, and Zones to

separate domains

{

"include": {
"project": "project-domain-id",
"project > datalake ": "lake-domain-

id",
"project > datalake > zonel":
"domain-id-1",
"project > datalake > zone2":
"domain-id-2",
"project > datalake > zonel > *":
"table-column-domain-id"
Yy
"exclude": [
"project > datalake > zone3"
]

}

In this example:

° The GCP Project, Dataplex Lake, Zone 1, and Zone 2 will
be ingested in separate domains from each other.

o Zone 1 will be ingested inthe zone-domain-id-1
domain, and the table and columns from Zone 1 will be
ingested in the table-column-domain-id domain.

° |f you use this strategy, ensure to exclude any lakes and
zones that you don't want to ingest.

Example 3 and 4 Ingest assets from Tables to a separate

domain

If your Dataplex has the following structure, JSON example 3

and 4 show different ways of filtering:

Dataplex structure

project-1
-lake-1

462



Chapter 7

Field

Description

zone-1
table-1
table-2
zone-2
table-3
-lake-2
zone-3
table-4
zone-4
table-5
project-2
-lake-3
table-7

Example 3
This JSON example ensures that only the hierarchy of

table 1 willbeingestedinthetable-column-

domain-id domain, and no exclude block is needed:

{

"include": {
"project-1 > lake-1 > zonel > tablg
1": "table-column-domain-id"

by
}

\\%
|

Assets in Data Catalog resulting from example 3
This structure shows the assets in Data Catalog resulting
from the configuration in Example 3

project-1 : system-domain (default)
-lake-1 : system-domain (default)
zone-1 : system-domain (default)

table-1 : table-column-domain

Example 4
This JSON example ensures thatthe table 1 Tableis

ingested in a different domain from the other assets in the
Project:

{
"include": {
"project-1 > "project-domain-id",
"project-1 > lake-1 > zonel > tablg
1": "table-column-domain-id"
}y
}

3%
|

Required
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Field

Description

Assets in Data Catalog resulting from example 4
This structure shows the assets in Data Catalog resulting

from the configuration in Example 4:

project-1 : project-domain
-lake-1 : project-domain
zone-1 : project-domain
table-1 : table-column-domain
table-2 : project-domain
zone-2 : project-domain
table-3 : project-domain
-lake-2 : project-domain
zone-3 : project-domain
table-4 : project-domain
zone-4 : project-domain
table-5 : project-domain

Example 5 Integrate Google Dataplex Catalog with Google

BigQuery

{
"include": {
"integrations-automated-uer >

3e53-463d-8e4b-0b93d308a8ea"

}
}

testBigQuerylake > us-east-1":"10098d38-

In this example, all assets in the us-east-1 Dataplex Zone,

including the Schema, Table, and Column assets, will be
ingestedinthe 10098d38-3e53-463d-8e4b-

0b93d308a8ea domain.

Required
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Field Description

Extensible Prop- = Via the Extensible Properties Mapping field, you can

erties Mapping integrate additional properties from Dataplex: Table creation

(Beta) date, Table modified date, System (showing where the table
comes from), and type (the Zone type).

Important

° If you use this feature, make sure to set up all
required characteristic assignments for the asset
types.

° This feature is intended for non-production use at
this moment, as it is in Beta.

You do this by adding the mapping between the fields for the
objects in Dataplex and the Collibra attribute IDs to ingest the
data in, using a JSON string.

° The text must be in JSON format and can contain a Zones
and Tables block.

° |n each block, you specify the property name and the
attribute ID to which you want to map the value in the prop-
erty. The formatis: " [property name]": "

[attribute resource ID]".Forexample, "sys-

tem": "19a27fda-8c50-48a8-87b3-
£275ad450feb".
Example
{
"tables": {
"system": "19%9a27fda-8c50-48a8-
87b3-£275ad450feb",
"create time": "00c57all-37ca-
4259-9c38-0ac5e522e9%e8",
"update time": "ad415c2a6-8289-

4a4d-8d49-3685712d7622",
P
"zones": {
"zone type": "c217db55-b5d6-
4430-ad80-8534e691e54a"
}
}

Required

X No
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Field Description Required

Advanced Con- | These configuration options help when investigating issues X No
figuration with the capability.

Important Only complete the fields Logging
configuration, Memory (MiB), and JVM arguments
on request of or together with Collibra Support.

4. Click Create.
» The capability is added to the Edge site.
» The fields become read-only.

What's next?

You can synchronize the Google Dataplex Catalog.

Synchronizing Google Dataplex Catalog

After Edge is ready to synchronize Google Dataplex Catalog, you can start the
synchronization.

Synchronize Google Dataplex Catalog

Synchronizing Google Dataplex Catalog is the process of integrating metadata from the
Google Dataplex Catalog projects and making the data available in Collibra Data
Intelligence Cloud.

You can synchronize manually, or you can automate it by adding a synchronization
schedule.

Before you begin

* You have enabled the Cloud Resource Manager APl in GCP.
* You have created a GCP connection.
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» You have added the Google Dataplex Catalog synchronization capability to the GCP
connection.
e You know in which System asset you want to add the Google Dataplex Catalog
assets.
° If you have registered Google databases before via the JDBC driver before,
use the same System asset.
o If you never registered Google databases before, create a new System asset
manually and use that one.

Required permissions

* You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer. For example, Edge integration
engineer.

Manually synchronize Google Dataplex Catalog

1. Onthe main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.

2. On the main toolbar, click +.

» The Create dialog box appears.

3. Inthe Register with Edge section of the Create dialog box, click Register a Data
Source.

» The Register Data Source page opens.

4. Inthe Connection name column, locate the GCP connection that you used when
you added the Dataplex capability and click the link in the Data sources/Capabilities
column.

» The Dataplex capability configuration page opens.
5. Inthe Configuration Section section, click Add Configuration.
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6. In System, select the System asset in which you want to add the Google Dataplex
Catalog assets.

7. (No longer available from 2023.09) In Project IDs, add a comma-separated list of the
Project IDs where Dataplex is enabled.
The capability will search in these projects. If the Project IDs field is empty, the
integration will search in the project included in the provided GCP Service Account.

8. Click Save Configuration.

9. Click Synchronize.
» A notification indicates the synchronization has started.

Add a synchronization schedule

1. On the main toolbar, click #, and then click 8 Catalog.

» The Catalog Home opens.

2. On the main toolbar, click t.

» The Create dialog box appears.

3. Inthe Register with Edge section of the Create dialog box, click Register a Data
Source.

» The Register Data Source page opens.

4. Inthe Connection name column, locate the GCP connection that you used when
you added the Dataplex capability and click the link in the Data sources/Capabilities
column.

» The Dataplex capability configuration page opens.

5. Inthe Configuration Section section, click Add Configuration.

6. In System, select the System asset in which you want to add the Google Dataplex
Catalog assets.

7. (No longer available from 2023.09) In Project IDs, add a comma-separated list of the
Project IDs where Dataplex is enabled.

The capability will search in these projects. If the Project IDs field is empty, the
integration will search in the project included in the provided GCP Service Account.

8. Click Save Configuration.
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9. Inthe Synchronization schedule section, click Add schedule.
10. Enter the required information and click Save:

Field Description

Repeat The interval when you want to synchronize automatically. The possible
values are: Daily, Weekly, Monthly, and Cron expression.

Cron The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

Every The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Wee k1y in the Repeat field.

Every first The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1ly in the Repeat field.

At The time at which you want to synchronize automatically, for example,
14:00.

° You can only schedule on the hour. For example, you can add a
synchronization schedule at 8:00, but not at 8:45. If you try to add it at
8:45, we will default it to 8:00. Use a cron expression if you don't want to
schedule on the hour.

o This field is only visible if you select Daily, Weekly,orMonthlyin

the Repeat field.

Time zone The time zone for the schedule.

What's next?

The synchronization job synchronizes the Google Dataplex Catalog data.
After the synchronization:

e You can view a summary of the results from the Activities list.

e The resulting assets get a relation to the System asset that you selected.
For information on the integrated data, go to Synchronized Google Dataplex Catalog
data.
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View the summary of a Google Dataplex Catalog
synchronization

After you synchronized Google Dataplex Catalog, you can view the summary of the
results. This shows the impact of the synchronization on the assets in Collibra Data
Intelligence Cloud

Steps

1. Open the Activities list.

2. Inthe row containing the Google Dataplex Catalog synchronization job, click Result.

» The Synchronization results dialog box appears.

Synchronization Result x

Status COMPLETED Start time 1/17/2023 3:08 PM
End time 1/17/2023 3:09 PM
Filesystem 00baad5d-d19f-4545-b5ff- Job 1D cfadaeef-79ce-42d4-9091-
02e016e6aed7 B3c4fd2fcabl
Resource |  Added | Updated | Deleted
Communities
Damains
b Assets 127
b Attributes 182
b Relations 170
Camnlex relarinns
Close
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Note
o If anything changed, the information about the total number of resources
that were added, modified or removed as a result of the synchronization
are displayed.
° In case of errors, you can receive additional information about the error.
Example: Synchronization failed

Synchronization Result x

Status FAILED Start time 1/12/2023 1:47 AM
End time 1/12/2023 1:47 AM

Filesystem e7804ca0-e135-4039-ab17- Job 1D 301c26f0-54¢7-4375-9259-
5d%fc6bddds? e4430e64c87a

@ Synchronization completed with errors. See Error List

We did not detect any changes in the data source. No data has been added, updated or deleted.

Close

Tip The Job ID is useful when troubleshooting your synchronization process with
Collibra Support.

For information on the resulting assets, see Synchronized Google Dataplex Catalog data.

Synchronized Google Dataplex Catalog data

After the synchronization, the assets are available in the specified domain.

If no mapping options were provided, the GCP Project asset and Lake assets will be
created in the same domain as the System asset. Zone assets with all corresponding
Files, Tables, Columns assets will be created in the new domains that use the following
naming convention: {project name}>{lake name}>{zone name}. If you are integrating
Google Dataplex Catalog with [[[Undefined variable DataQuality.full Google BigQuery]]],
the Schema assets will also be in the same domains as Zone assets.

If you registered the BigQuery data source via the BigQuery JDBC connector, and then
integrate Google Dataplex Catalog, assets will be ingested in the same domains that were
registered during JDBC ingestion. Specifically, Project assets are registered in the
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Database domains, and Zone assets are registered in the Schema domains. The mapping
created by JDBC ingestion takes priority over the configurations in the Google Dataplex
Catalog synchronization capability. In this way, no duplicated tables or columns are
created. For more information, go to Ways to work with Google Cloud Platform (GCP).

Warning Do not move the assets to another domain. Doing so may lead to errors
during future synchronizations.

Tip Google Dataplex Catalog synchronization relies on UUIDs.

By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to
show it in a tree structure.

The operating model for Google Dataplex Catalog with Google BigQuery includes the
Schema asset type, whereas the operating model for Google Dataplex Catalog without
Google BigQuery does not include the Schema asset type. Therefore, the synchronization
results and Edge naming conventions differ as shown in the following information.

Synchronization results for GCS
For the best result, we recommend that you use the following relations:

GCP Project groups Dataplex Lake
Dataplex Lake contains Dataplex Zone
Dataplex Zone contains Table

Table contains Column

> wbh -

The following images shows the resulting hierarchical table:

Name t | Status | Asset Type

r catalog-integrations Implemented GCP Project
=¥ integrations Implemented Dataplex Lake

t--v projects/catalog-inte..  Implemented Dataplex Zone

£--- birthdate Implemented Column
e Implemented Column

== comments Implemented Column

[m}

[m}

(]

[m}

] f=T parquetdata Implemented Table
0 L

[m}

[m}

]

- country Implemented Calumn
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Edge naming conventions for created GCS assets

The assets created when integrating Dataplex receive a unique full name (fully qualifying
name) based on the following naming convention:

Asset Naming convention Example

type

GCP systemAssetID>projectID 915b4a91-2aa1-4554-

Project acaz2-
c0dd9c029253>integrat

ions-automated-uer

Dataple @ systemAssetlD>projectiD>location 915b4a91-2aa1-4554-
X acaz2-

Locatio c0dd9c029253>integrat
n ions-automated-

uer>europe-west1

Dataple @ systemAssetlD>projectiD>location>lakelD 915b4a91-2aa1-4554-
x Lake acaz-
c0dd9c029253>integrat

ions-automated-
uer>europe-west1>vb-
mapping-test-1

Dataple @ systemAssetID>projectiD>location>lakelD>zonelD 915b4a91-2aa1-4554-
x Zone acaz-
c0dd9c029253>integrat

ions-automated-
uer>europe-west1>vb-
mapping-test-1>vb_
mapping_zone_1

Table systemAssetlD>projectlD>location>lakelD>zonelD>tableName 915b4a91-2aa1-4554-
acaz2-
c0dd9c029253>integrat
ions-automated-
uer>europe-west1>vb-
mapping-test-1>vb_
mapping_zone_
1>zone 1
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Asset Naming convention Example
type
Column | systemAssetID>projectiD>location>lakelD>zonelD>tableName | 915b4a91-2aa1-4554-
>columnName(column) acaz2-
c0dd9c029253>integrat

ions-automated-
uer>europe-west1>vb-
mapping-test-1>vb_
mapping_zone_
1>zone_1>_c0(column)

Note systemAssetID is to be deprecated in a future release.

You can view the full name of an asset by editing the asset.

Warning Do not edit the full name of assets needed to synchronize or refresh data
sources. This may cause unexpected results and break the synchronization or
refresh process.

Synchronized metadata per GCS asset type

This table shows the metadata for each Google Dataplex Catalog asset type.

Asset type Synchronized metadata Resource ID

GCP Project Technology Asset groups / is 00000000-0000-0000-0000-
grouped by Technology Asset 00000000705
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Asset type

Dataplex Lake

Dataplex Zone

Table

Synchronized metadata

Lake Id

Location

Lake Status

GCP Project groups / is
grouped by Dataplex Lake

Description from source system

Zone Name

Location

Any extensible properties
defined via the capability.

Dataplex Lake contains / is part
of Dataplex Zone

Description from source system

Any extensible properties
defined via the capability.

Schema contains / is part of
Table

Description from source system

Resource ID

00000000-0000-0000-0001-
002600000004

00000000-0000-0000-0000-
000000000203

00000000-0000-0000-0001-
002600000005

00000000-0000-0000-0001-
002700000000

00000000-0000-0000-0001-
000500000074

00000000-0000-0000-0001-
002600000007

00000000-0000-0000-0000-
000000000203

00000000-0000-0000-0001-
002700000001

00000000-0000-0000-0001-
000500000074

00000000-0000-0000-0001-
002700000002

00000000-0000-0000-0001-
000500000074
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Asset type

Column

Synchronized metadata

Technical Data Type

Column Position

Is Nullable

Column is part of / contains

Table

Description from source system

Resource ID

00000000-0000-0000-0000-
000000000219

00000000-0000-0000-0001-
000500000020

00000000-0000-0000-0001-
000500000011

00000000-0000-0000-0000-
000000007042

00000000-0000-0000-0001-
000500000074

Synchronization results for Google BigQuery

For the best result, we recommend that you use the following relations:

aswn

GCP Project groups Dataplex Lake
Dataplex Lake contains Dataplex Zone
Dataplex Zone contains Schema
Schema contains Table

Table contains Column

The following images shows the resulting hierarchical table.

Name ¢ ‘ Status

| Asset Type

a
a
a
a
a
a
a
[m]
[m]

integrations-automated-uer Implemented
<7 KASIA BQ_LAKE Implemented
: Implemented
implemented
implemented
implemented

Implemented

Implemented

GCP Project
Dataplex Lake
Dataplex Zone
Schema

Table

Column
Column

Column
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Edge naming conventions for created Google BigQuery

assets

The assets created when integrating Dataplex receive a unique full name (fully qualifying

name) based on the following naming convention:

Asset Naming convention

type

GCP systemAssetID>projectID
Project

Dataplex ' systemAssetlD>projectID>location>lakelD
Lake

Dataplex = systemAssetID>projectID>location>lakelD>zonelD
Zone

Schema @ systemAssetID>projectiID>schemaName

Table systemAssetID>projectID>schemaName>tableName

Example

018c90f0-4a28-786f-
9594-
58ae8d88c5f9>integratio
ns-automated-uer

018c90f0-4a28-786f-
9594-
58ae8d88c5f9>integratio
ns-automated-
uer>europe-west1>kasia-
bg-lake

018c90f0-4a28-786f-
9594-
58ae8d88c5f9>integratio
ns-automated-
uer>europe-west1>kasia-
bg-lake>kasia_bq_zone

Big Query -
ks>integrations-
automated-uer>kasia_
bg_dataset

Big Query -
ks>integrations-
automated-uer>kasia_
bqg_dataset>kasia_bq_
table
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Asset Naming convention Example
type

Column  systemAssetID>projectiID>schemaName>tableName>colum | Big Query -
nName(column) ks>integrations-
automated-uer>kasia_
bg_dataset>kasia_bq_
table>string_field_1
(column)

Note systemAssetID is to be deprecated in a future release.

You can view the full name of an asset by editing the asset.

Warning Do not edit the full name of assets needed to synchronize or refresh data
sources. This may cause unexpected results and break the synchronization or
refresh process.

Synchronized metadata per Google BigQuery asset type

This table shows the metadata for each Google Dataplex Catalog asset type.

Asset type Synchronized metadata Resource ID

GCP Project Technology Asset groups / is 00000000-0000-0000-0000-
grouped by Technology Asset 00000000705
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Asset type

Dataplex Lake

Dataplex Zone

Schema

Synchronized metadata

Lake Id

Location

Lake Status

GCP Project groups / is

grouped by Dataplex Lake

Description from source system

Zone Name

Location

Any extensible properties

defined via the capability.

Dataplex Lake contains / is part

of Dataplex Zone

Description from source system

Data Source Type

Description from source system

Dataplex Zone contains / is part
of Schema

Resource ID

00000000-0000-0000-0001-
002600000004

00000000-0000-0000-0000-
000000000203

00000000-0000-0000-0001-
002600000005

00000000-0000-0000-0001-
002700000000

00000000-0000-0000-0001-
000500000074

00000000-0000-0000-0001-
002600000007

00000000-0000-0000-0000-
000000000203

00000000-0000-0000-0001-
002700000001

00000000-0000-0000-0001-
000500000074

00000000-0000-0000-0001-
000500000018

00000000-0000-0000-0001-
000500000074
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Asset type

Table

Column

Synchronized metadata

Any extensible properties
defined via the capability.

Schema contains / is part of

Table

Description from source system

Technical Data Type

Column Position

Is Nullable

Column is part of / contains

Table

Description from source system

Resource ID

00000000-0000-0000-0001-
002700000002

00000000-0000-0000-0001-
000500000074

00000000-0000-0000-0000-
000000000219

00000000-0000-0000-0001-
000500000020

00000000-0000-0000-0001-
000500000011

00000000-0000-0000-0000-
000000007042

00000000-0000-0000-0001-
000500000074

Troubleshooting Google Dataplex Catalog

Integration

Where do | find the Edge Site ID and Job ID?

If you report an error with Google Dataplex Catalog integration, the Customer Support
team can ask you for the Edge Site Id and Job ID. The team needs this information to

access details about the error.

To retrieve the Job ID, see View the summary of a Google Dataplex Catalog

synchronization.
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To retrieve the Site ID:

1. Go to Settings.

2. Inthe Edge section, click Sites.

3. Click the name of the Edge site.

4. The Edge site ID is available in the ID field.
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Working with AmazonS3 -+
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Two ways to work with Amazon S3

Amazon S3 or Amazon Simple Storage Service is an online object storage service hosted
by Amazon. For more information, visit the Amazon S3 documentation.
In Collibra Data Intelligence Cloud, you can either integrate or register an Amazon S3 file

system. It's important to understand the difference between integrating and registering

because the result in Collibra is different.

Possible
way to

work with Result in Collibra

Amazon
S3

Integratin
gan
Amazon
S3file
system

If you integrate an Amazon S3 file system, the resulting assets represent
the Amazon S3 folder structure by means of Amazon S3 Bucket, Directory,

File, Table and Column assets.
Note that you can’t profile and classify the columns and tables.

Example
[0 MName ¢ Status Asset Type
O T co-test Candidate 53 Bucket
o vy Candidate Directory
O "' BeforeEditing Candidate Directory
O P MyData Candidate Directory
O :"-7 test_] Candidate Directory
O :---T test_1 Candidate File Group
O :"'T test_1 Candidate Table
O == colD Candidate Column
O === coll Candidate Column
O === col2 Candidate Column
Ol == col3 Candidate Column
a cold Candidate Column

Steps

e Via
Edge

e via Job-
server
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Possible Steps
way to
work with Result in Collibra
Amazon
S3
Regis- If you register an Amazon S3 file system via the AWS (Amazon Web Ser- e via
teringan | vices) Glue JDBC connector, the resulting assets represent the columns Edge
Amazon | and the tables in Amazon S3 without the folder context. e via Job-
S3file You can profile and classify the data, but the folder structure of your server
system Amazon S3 environment isn't represented in Data Catalog.The AWS Glue
via the JDBC connector leverages the Athena JDBC driver.
AWS Example
Glue 53 Glue Athena -.
JDBC Type: Physical Data Dictionary @
connector
& Default
Owerview
) >
| il ? [ Name t Status Asset Type
At Responsibiities (] ' 52 Glue Athena Candidata Schema
History (| -" 0b534e43_dbg4_425b_a..  Candidate Table
& Fies O . - ¢olo Candidate column
(H] == coll Candidate Column
(W] 0b534e43_dbB4_425b_a.. Candidate Table
(W] 12abb2394_0e26_48b4_a. Candidate Table

Integrating an Amazon S3 file system

If you integrate an Amazon S3 file system, the resulting assets represent the Amazon S3
folder structure by means of Amazon S3 Bucket, Directory, File, Table and Column assets.
Note that you can’t profile and classify the columns and tables.
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About integrating an Amazon S3 file system

The Amazon S3 file system integration allows for the registration of Amazon S3 as a data
source in Collibra and the synchronization of metadata in Amazon S3. After the
synchronization, the files and directories of Amazon S3 are represented in Collibra by
specific asset types, retaining the original names. However, not all file types are fully
supported.

Note
* You can restrict the AWS regions to which Data Catalog is allowed to connect.
This step is recommended for efficient synchronization.
« If you integrate an Amazon S3 file system, you can't profile or classify data. If
you want to be able to profile and classify the data, go to Two ways to work
with Amazon S3.

You can integrate Amazon S3 file systems via Edge or via Jobserver.

Amazon S3 asset and domain types

The Amazon S3 file system integration of Collibra Data Intelligence Cloud uses a specific
subset of asset types. All of these come out of the box with your software.

Asset type Description Domain type
Data Asset » Data An atomic unit of data that can be stored in a e Physical
Element » database table. Data Dic-
tionary
Column .
u Examples: FST_NM, EMPID . Storage Cata-
log
Data Asset » Data An implementation of data entities in columns and * Physical
Structure » rows, in a given database system. It is the basic Data Dic-
structure of a relational database. tionary
Table
o Storage Cata-
Examples: Account_tbl, CUST_ADDR log
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Asset type

Data Asset » Data

Structure » Table »
Database View

Technology Asset »
File Container

Technology Asset »

File Container »
Directory

Technology Asset »

File Container »
S3 Bucket

Technology Asset »
File Group

Technology Asset »

System »
File Storage

Technology Asset »
System » File

Storage »
S3 File System

Description

A Database View is a virtual table based on the
result-set of an SQL statement.

An asset type that represents a Cloud File Container.

A collection of data that is treated by a computer as a
unit, for the purposes of input and output.

An asset type that represents an Amazon S3 Bucket,
which is a logical unit of storage containing Amazon
S3 Objects.

A collection of physical files which together represent
a single logical file.

An asset type that represents a Cloud File Storage
bucket.

Amazon S3 (Simple Storage Service) file system
abstraction.

Amazon S3 operating model

Domain type

Physical

Data Dic-
tionary
Storage Cata-

log

Storage Cata-
log
Technology
Asset
Domain

Storage Cata-
log
Technology
Asset

Domain

Storage Catalog

Storage Catalog

Storage Catalog

Storage Catalog

The following image shows the relations between S3 asset types and the cardinality of the

relation types in the assets' assignment.
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53F5 53 File System

File Storage contains Filke Container

53K 53 Bucket

Cirectony contains Chirectony File Container contains Filke Contsinsr

l

Crirectony contains File Group

File Container contains File

FGRFP File Group

File contains Table File Group contains Table

B Table -

B Column Table contains Column

Amazon S3 supported file types

Amazon S3 can contain a wide range of objects in different file types. However, not all file
types are fully supported due to limitations of AWS Glue.
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The following list shows the file types that are supported by Collibra Data Intelligence
Cloud. Note that other file types may work properly as well. For an exhaustive list of
supported file types, see the AWS Glue documentation.

 AVRO

« ORC

« PARQUET

* JSON

« BSON

o XML

* ION

« COMBINED_APPACHE
» APACHE

o LINUX_KERNEL
 RUBY_LOGGER
* SQUID

« REDISMONLOG
 REDISLOG

« CSV

o ZIP

« TAR

* RAR

« GZ

 JAR

Integrating an Amazon S3 file system via Edge

Integrate an Amazon S3 file system via Edge

The Amazon S3 file system integration allows for the registration of an Amazon S3 file
system as a data source and synchronization of Amazon S3 metadata in Collibra,
representing the full Amazon S3 file structure in Collibra.

Follow the steps below to integrate an Amazon S3 file system via Edge.
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Preparations

Setup

O

1.
Prepare
83, Collibra, and Edge
for the integration

O

Set up the i.ntegratiun
of the 83 file system

S

2 3.
Synchronize the
83 file system

via Edge via Edge

This includes:

Register the file system,
create a connection and

create the crawlers

J |

{ Preparations

] |

Integration ]

Step  What?

1 Prepare S3 file sys-
tem for integration
via Edge

2 Restrict AWS
regions

3 Prepare your Edge
site

4 Register the
Amazon S3 file sys-
tem

5 Connect a file sys-
tem asset to
Amazon S3

6 Create crawlers

Description

Prepares the S3 file system
for integration in Data Cata-

log.

Makes sure the regions to
collect data from are
known.

Prepares your Edge site for
the integration of S3.

Creates the initial structure
for the integration.

Links the registered S3 file
system to an Edge cap-
ability to connect to
Amazon S3.

Creates crawlers to find
and ingest the Amazon S3
metadata.

Results

You have access
keys that you can use

during the integration.

Collibra knows which
regions to look at.

Your Edge site is
ready to integrate
Amazon S3 via Edge.

A Storage Catalog
domain and S3 File
System asset
become available in
the selected parent
community.

The connection is
available.

The crawlers to col-
lect metadata from
Amazon S3 are avail-
able.
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Step What? Description Results
Integration 7 Synchronize Runs the crawlers to ingest | The metadata of
Amazon S3 the metadata of Amazon Amazon S3 is

S3. available in Collibra.
By default, the assets are By default, the assets
shown in a plain list, but are shown in a plain
you can create a hierarchy  list, but you can
toshow itin a tree create a hierarchy to
structure. show itin a tree

structure. For more
information, go to
Integrated Amazon
S3 data.

Prepare S3 file system for Edge

Before you integrate an S3 file system via Edge, you need to prepare Amazon S3 by
creating the required roles and permissions.

Two types of authentication are available for Amazon S3: IAM or EC2. The preparations in
S3 depend on the authentication type you want to use.

* |AM is the most common authentication type for Edge.
o EC2is usedto connectto an AWS EC2 instance that is configured with role-based

authentication.

Each authentication type has different requirements:

Steps

1. Create a programmatic user.
Collibra needs programmatic access to Amazon S3 and AWS Glue. This is done by
creating a user with the following permissions:
°© AWS managed policy: AWSGlueServiceRole.
° inline policy: pass_role with the following specific JSON content.
Show JSON content
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{
"Version": "2012-10-17",
"Statement":
[
{
"Sid": "VisualEditorOQO",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*x"
}
]
}
Show the steps

a. In AWS IAM, create the user that you want to use to connect to AWS.
b. During the creation, attach permission policy AWSGlueServiceRole.
This is an AWS managed policy. This is an AWS managed policy.

Note If you don't want to use this out-of-the-box AWS managed policy,
you will need to work with AWS support to define a more restrictive
policy. Make sure to include glue:BatchGetCrawlers and
glue:ListCrawlers.

c. After the creation, open the user details and create an inline policy.

Permissions Groups Tags Security credentials Access Advisor

Permissions policies (1) I a | | Add permissions &
Permissions are defined by policies attached to the user dinectly or through groups. . YT ——— |
Q Find policies Create inlinefmolicy
Policy name [ A | Type v Attached via [2

o] AWSGlueServiceRole AWS managed Directly

d. Use the following JSON content for the inline policy:

"Version": "2012-10-17",
"Statement":
[

{
"Sid": "VisualEditorQO",
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "x"

e. Use the following name for the inline policy: pass_role.
When you create the AWS connection in Collibra, you will need the programmatic
user credentials and the access keys. For information on access keys, go to the
IAM documentation.

For more information about creating a user with programmatic access, go to the
IAM documentation.

2. Create an |IAMrole.
When you create the capability for the AWS connection in Collibra, you will need to
add an IAM role. The AWS Glue crawlers need this role to run their operation. The
pass_role permission policy of the programmatic user is used to assign this role to
the crawler. The IAM role needs the following parameters:
o Trusted entities: glue.amazonaws.com
o Policies:
® AWS managed policy: AWSGlueServiceRole
® AWS managed policy: AmazonS3ReadOnlyAccess, required only when
you want to access a private S3 bucket.
Show the steps
a. In AWS IAM, create a new role.
b. During the creation, add permission policy AWSGlueServiceRole.
This is an AWS managed policy. If you don't want to use this out-of-the-box
AWS managed policy, you will need to work with AWS support to define a more
restrictive policy.
c. If needed, also add permission policy AmazonS3ReadOnlyAccess.
This permission is required only when you want to access a private S3 bucket.
d. Open the role and in Trust relationships check that glue.amazonaws.com is
added as trust policy. This should have been added automatically based on the
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permission policy AWSGIlueServiceRole.

Permiss| ions Trust relationships Tags Access Advisor Revoke sessions
Trusted entities Edit trust policy

“Version": "2012-10-17°,
“Statement”: [

1

2

]

e

5 "Effect™: "Allow”,
6 "Principal™: {

7 "Service”: "glue.omazonaws.com'| I
8

9 "Action™: "sts:AssumeRole"

You will need to use this IAM role when you add a capability in Collibra.

3. If you have enabled Data Lake Formation, complete additional steps.
Show the steps
a. Register the Data Lake locations and create an AIM role for Lake Formation.
To add or update data, Lake Formation needs read/write access to the
Amazon S3 path that you want to integrate.
i. Navigate to AWS Lake Formation — Administration — Data lake
locations.

ii. Click Register location.

iii. Select the IAM role for Lake Formation
"AWSServiceRoleForLakeFormationDataAccess" and add the S3
location that you want to integrate.

This IAM role needs the following permission policies:
® AWS managed policy:
LakeFormationDataAccessServiceRolePolicy
® inline policy: LakeFormationDAtaAccessPolicyForS3
iv. Click Register Location.
b. Add the programmatic user as a Data Lake administrator.
To perform this step, go to AWS Lake Formation — Administration —
Administrative roles and tasks and add the user as Data Lake administrator.
c. Give your IAM role permission to access specific storage locations.
i. Goto AWS Lake Formation — Permissions — Data locations.
ii. Click Grant.

iii. Select the IAM role you created and add the S3 location that you want to

integrate.
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Grant permissions X

Add access permissions for specific storage locations.

User or role from this AWS account. AWS account, AWS organization or 1AM
principal outside of this account

O My account ‘ External account

1AM users and roles
Add one or more IAM users or roles.

Role

AWSGlueServiceRole-macie] X ‘

Active Directory and Amazon QuickSight users and groups, and federated users
Enter an Active Directory ARN (EMR beta only), Amazon QuickSight ARN, or federated user ARN. Press
Enter to add additional ARNs.

| Ex: arn:aws:iam::<Accountld>:saml-provider/<SamlProviderName>:user/<UserName> |

Storage locations
Choose one or more data lake locations.

| e.g.: s3://bucket/prefix/ |

arn:aws:s3::collibralakeformationtest X
238199205698

Browse

Registered account location
The account where this storage location is registered in AWS Lake Formation.

238199205698

Grantable

Cancel Grant

iv. Click Grant.

Important

* You can provide more restrictive permissions to the IAM role, if dictated by
your security requirements. Your AWS subject matter expert can create the
appropriate permission set using the steps in the IAM documentation. We
recommend that you test a crawler with an |AM role that has these
permissions in the AWS console, to ensure that it is successful before you use
the IAM role in Collibra.

e The S3 credentials are stored on the Edge site and not in the Collibra
repository.

If you use an AWS EC2 instance that is configured with role-based authentication, you can
connect to Amazon S3 without an access key ID and secret access key. Use the following
steps to configure role-based Amazon S3 access control.
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Prerequisites

¢ You have access to the AWS IAM console.
¢ You have access to the Amazon EC2 console.
¢ You have an Amazon EC2 instance.

Steps

1.

Go to AWS Identity and Access Management.

2. Create an |AMrole.

When you create the capability for the AWS connection in Collibra, you will need to
add an IAM role. The AWS Glue crawlers need this role to run their operation. The
pass_role permission policy of the programmatic user is used to assign this role to
the crawler. The IAM role needs the following parameters:
o Trusted entities: glue.amazonaws.com
o Policies:
® AWS managed policy: AWSGlueServiceRole
® AWS managed policy: AmazonS3ReadOnlyAccess, required only when
you want to access a private S3 bucket
® pass_role (inline policy)
Show the creation steps
a. In AWS IAM, create a new role.
b. During the creation, add permission policy AWSGlueServiceRole.
This is an AWS managed policy. This is an AWS managed policy.If you don't
want to use this out-of-the-box AWS managed policy, you will need to work
with AWS support to define a more restrictive policy.
c. If needed, also add permission policy AmazonS3ReadOnlyAccess.
This permission is required only when you want to access a private S3 bucket.
d. Open the role and in Trust relationships check that glue.amazonaws.com is
added as trust policy. This should have been added automatically based on the
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permission policy AWSGIlueServiceRole.

Permissions Trust relationships Tags Access Advisor Revoke sessions
Trusted entities

Entities that can assume 1

== H

2 “Version": "2012-10-17°,

3- "Statement”: [

4 {

5 "Effect™: "Allow”,

6 "Principal™: { 1
7 “Service™: "glue,mzonms‘:m‘l

3 N

2 "Action”: "sts:AssumeRole”

18 i

11 |

12 }

e. After the creation, open the user details and create an inline policy via Add

permissions.

Permigsions Trust relationships Tags Access Advisor Revoke sessions

Permissions policies (3) inte

Policy name [ Type
AmaronS3ReadOnlyAccess AWS many
¥
®= AWSGlueServiceRole AWS managed
nag

f. Use the following JSON content for the inline policy:

{
"Version": "2012-10-17",
"Statement":
[
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*"
}
]
}

g. Use the following name for the inline policy: pass_role.
You will need to use this IAM role when you add a capability in Collibra.

3. Inthe Amazon EC2 console, attach the |IAM role to the Amazon EC2 instance.

4]

Edit trust palicy

Simulate
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Note

If the credentials in the Amazon EC2 instance can't be used to authenticate, you can
create a credentials file and save it in the user_home/.aws/ folder. The credentials
file should look like this:

[default]
aws_access _key id = <access key ID>
aws secret access key = <secret access key>

For more information, see the AWS developer guide.

Warning Do not use a credentials file unless absolutely necessary.

What's Next?

You can now go to Collibra to register your AWS regions and prepare your Edge site. See
steps in Integrate an Amazon S3 file system.

More information about Amazon Web Services (AWS)

Collibra relies on AWS Glue and AWS ldentity and Access Management (IAM) to ingest
and synchronize data.

AWS Glue

AWS Glue is an Amazon cloud service to perform extract-transform-load (ETL) processes
on data, stored in data sources such as Amazon S3. AWS Glue has the following
components:

» Glue crawlers: Glue crawlers analyze and describe a wide range of data sources
such as Amazon S3 or MySQL. However, Data Catalog only uses them for the
Amazon S3 file system integration.

» Glue database: Glue crawlers store their results in a database in the form of tables
and columns. Both, the tables and columns in the Glue database, contain metadata
that describes the content of Amazon S3. Data Catalog reads those databases for
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data ingestion.
The name of the created Glue database is collibra_catalog_<S3 File System-ID>_
<Domain-ID>.

e ETL processes: The ETL processes can extract data from a data source, process
that data, for example, categorize and clean it, and produce output. This component
is currently not used by Data Catalog.

Although you need an AWS account, you don't have to work in AWS Glue directly because
Collibra does everything for you. For more information about AWS Glue, go to the AWS
Glue documentation.

Note Collibra only uses AWS Glue to ingest data from Amazon S3. All other
features, such as crawling other data sources or ETL processes are not integrated.

AWS Identity and Access Management

Collibra uses the AWS ldentity and Access Management (IAM) service to manage access
to Amazon S3 and AWS Glue. Similar to AWS Glue, you need an AWS account to use the
IAM service, but after setting up the required users and roles, you don't have to work
directly with IAM. For more information about IAM, go to the IAM documentation.

You need two things in IAM:

* An AWS programmatic user to access Amazon S3 and AWS Glue, if you use the
IAM authentication type.
* An |AM role for the crawlers.

Restrict AWS regions

You can restrict the AWS regions to which Collibra Data Catalog can connect.

Note When there is no restriction, the S3 integration will make requests to all
possible AWS regions, which could result in long synchronization times.
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Prerequisites

¢ You have the ADMIN or SUPER role in Collibra Console.
¢ You have the SUPER role in Collibra Console.

¢ You have the ADMIN or SUPER role in Collibra Console.

Steps

1. Open the DGC service settings for editing:

a.

e oo

e.

Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.

Click Configuration.
Click Edit configuration.

2. Open the DGC service settings for editing:

a.

© Qo0 U

Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.

Click Configuration.
Click Edit configuration.
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3. Inthe Register data source section, enter the required information:

4. Setting Description

AWS regions A list of AWS regions Data Catalog is allowed to connect to. For example,

restriction eu-west-3 and us-east-2. For a list of all AWS locations, see the AWS
documentation.

o If you want to allow Collibra to make a connection to any AWS region,
leave the field empty.

° If you remove a region from this list and the region was previously used
for an S3 integration, you may want to delete the Glue database from
the previously used region manually. By default, Collibra does not
remove it. The Glue database has the following naming convention: col-
libra_catalog_<Asset |d>_<Domain Id>
For example: collibra_catalog_d3174a88-5ffe-4d50-8fbe-
7bf0832ec3af_5d198ce9-4e56-4d0e-a885-58204da50741

° When using Edge, a warning is added to the logs if an invalid region is
detected in the restricted regions list.

5. Click Save all.

Preparing Edge for S3

Prepare Edge for the Amazon S3 integration

Before you can integrate an Amazon S3 file system via Edge, you must prepare your Edge
site.

Before you begin
You have created and installed an Edge site.

Note If you have defined an outbound (forward) proxy on your Edge site, the
integration will take that configuration into account when connecting to the data
source.
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Steps
Step  What? Description
1 Enable the Amazon Enables S3 integration via Edge.

S3 file system
integration via Edge

2 Required Edge user Make sure the Edge user has the correct permissions.
permissions

3 Add an AWS Adds connection details to your Edge site to create a connection to
connection Amazon S3.

4 Add the S3 Adds the S3 synchronization capability to the connection to
synchronization retrieve data from Amazon S3.
capability

Enable the Amazon S3 file system integration via Edge

You can enable the integration of an Amazon S3 file system via Edge.

Prerequisites
¢ You have the ADMIN or SUPER role in Collibra Console.
¢ You have the SUPER role in Collibra Console.

¢ You have the ADMIN or SUPER role in Collibra Console.

Steps

1. Open the DGC service settings for editing:
a. Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
b. Inthe tab pane, expand an environment to show its services.
c. Inthe tab pane, click the Data Governance Center service of that environment.
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d.
e.

Click Configuration.
Click Edit configuration.

2. Open the DGC service settings for editing:

a.

e oo

e.

Open Collibra Console.

» Collibra Console opens with the Infrastructure page.

In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.
Click Configuration.

Click Edit configuration.

3. Inthe Register data source section, enter the required information:

Setting Description
Amazon S3 An option to enable Amazon S3 file system registration and
synchronization synchronization via Edge.
via Edge ) ) ]
o v True: You can register and synchronize an Amazon S3 file system
via Edge.
o X False: You can only register an Amazon S3 file system via Job-
server.
Note Enabling the registration of an Amazon S3 file system via
Edge does not prevent you from registering an Amazon S3 file
system via Jobserver.
4. Click Save all.

Required Edge user permissions

Make sure the Edge Site global role has the Manage all resources global permission.
The S3 synchronization capability does not store any user credentials. It calls the Import
API using the Edge site user credentials. By default, the Edge Site user cannot add any
new assets in Collibra.

What's next?

You can create the Edge connection for S3.
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Add an AWS connection to an Edge site

After you created and installed an Edge site, you can create a connection to Amazon Web
Services.

Before you begin
You have created and installed an Edge site.
Required permissions

* You have a global role that has the System administration global permission.
* You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.

Steps

1. Open an Edge site.
a. On the main toolbar, click &, and then click € Settings.
» The Collibra settings page opens.
b. Inthe tab pane, click Edge.
» The Sites tab opens and shows a table with an overview of the Edge sites.
c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Connections section, click Create connection.
» The Create connection page appears.
3. Enter the required information.

Field Description Required
Connection This section contains the general settings of your connection.
settings
Name The name of the Edge AWS connection. v Yes
Description The description of the connection. X No
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Field Description Required

Connection The connection provider, which determines the v Yes

provider available connection parameters.

Select the AWS connection to connect to Amazon S3.
Connection This section contains the settings to connect to your data source.
parameters
Authentication type = The type of authentication you use. The possible v Yes

values are IAM and EC2.

Use type EC2 AWS if you want to connect to an AWS

EC2 instance that is configured with role based

authentication. For more details, go to Prepare S3 for

Edge.

Access Key ID  The access key ID of the programmatic AWS user. v Yes for IAM
authentication
type.

Secret Access | The secret access key of the programmatic AWS v Yes for IAM

Key user. authentication
type.

Encryption  Select the type of encryption used to store the Secret =~ v Yes for IAM
options Access Key. authentication
Default: To be encrypted by Edge management type.
server.
Additional Your connection to AWS does not require any X No
parameters additional parameters.

Delete the existing blank property.

4. Click Create.
» The connection is added to the Edge site.
» The fields become read-only.

What's next?

You can now add the S3 synchronization capability.

504



Chapter 8

Add the S3 synchronization capability

After you have enabled the settings to integrate S3 and you have an S3 connection, you
need to add the S3 synchronization capability to the connection.

Before you begin
* You have created and installed an Edge site.
Required permissions

You have a global role that has the Manage connections and capabilities global
permission, for example, Edge integration engineer.

Steps

1. Open an Edge site.
a. On the main toolbar, click &, and then click &€ Settings.

» The Collibra settings page opens.
b. Inthe tab pane, click Edge.

» The Sites tab opens and shows a table with an overview of the Edge sites.

c. Inthe table, click the name of the Edge site whose status is Healthy.
» The Edge site page opens.
2. Inthe Capabilities section, click Add capability.
» The Add capability page is shown.
3. Enter the required information.

Field Description Required
Capability This section contains general information about the capability.

Name The name of the Edge capability. v Yes
Description The description of the Edge capability. X No
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Field

Capability
template

S3 service
account

AWS Connection

IAM role

Delete Glue
database left
after previous
synchronization
of the file system

Save input
metadata

Description

The capability template. The value that you select in this field v Yes
determines which sections appear on the page.

Select the following Edge capability:

S3 synchronization

This section contains information about how to connect to Amazon S3.

The AWS connection to be used. v Yes

The IAM role to be used by the AWS Glue crawlers. v Yes

Select the checkbox if you want the capability to delete the X No
Glue databases created by previous runs of the capability,

before the capability starts the synchronization.

If you deselect this checkbox, the Glue databases created by
previous runs are not removed. This can be useful for
troubleshooting.

By default, this checkbox is selected.

Select the checkbox if you want to save the input metadata X No
extracted from the data source in ZIP files. The files can be

useful for troubleshooting.

Select this option only on request of Collibra Support. The

Collibra Support team can provide the location of the saved

ZIP files after the S3 synchronization.

By default, this checkbox is not selected.

Required
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Field

Finalization
Strategy

Logging
parameter

Custom
parameter

Description Required

Define what you want to do if an asset has been deleted v Yes
from the S3 data source after an initial synchronization.
The possible values are:

° Change Status (default): If an asset has been deleted
from the S3 data source after an initial synchronization,
we update the status of the asset in Collibra to "Missing
from source".

° Remove Resources: If an asset has been deleted from
the S3 data source after an initial synchronization, we
remove the asset from Collibra.

° Ignore: If an asset has been deleted from the S3 data
source after an initial synchronization, we don't change
anything for the asset in Collibra.

You can use this field to customize the debug logging. X No

Important Only complete this field on request of or
together with Collibra Support.

Use this field to define that you want to ingest File Group X No
assets as File assets.

° Name: file-group-as-file

° Type: Text

° Encryption: Not encrypted (Plain text)
Value: true

o
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Field

Glue database
configuration

Description Required

Text in JSON format to define the Glue database names, X No
regions, and domain IDs that you want to integrate.

Tip Use this parameter if the current S3
synchronization crawler configuration doesn’t meet
your needs. With this parameter, you can integrate
an AWS Glue database for which you defined
crawlers in AWS Glue itself. This allows you to use all
crawler options from the AWS Glue Console.

Important If you use this parameter, any crawlers
you create in Collibra will not be taken into account
during the S3 synchronization. You, however, will
need to create a dummy crawler in Collibra to start
the synchronization. A dummy crawler is a crawler
with an invalid include path, such as s3://dummy.
In a future release, we'll remove the need for a
dummy crawler.

° The text must be in JSON format and can contain a block

per database that you want to integrate.

You can use any JSON validator to verify the format. Col-

libra is not responsible for the privacy, confidentiality, or

protection of the data you submit to such JSON val-

idators, and has no liability for such use.

In a block, you can specify the Glue database name,

region, and domain ID that must be ingested. The format

is:

B "glueDbName": “the name of the AWS
Glue database”

B "glueDbRegion": “the region of the
AWS Glue database”

® "dgcDomainId": “the domain ID in
Collibra where assets of the AWS
Glue database must be added”

If you don't add the domain ID, the assets are added
in the same domain as the S3 File System asset.
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Field Description Required

Example
[
{
"glueDbName": "integrations-
auto-1",
"glueDbRegion": "eu-west-1",
"dgcDomainId": "a3fe0607-

65af-43d6-bc2c-7c3adaebelb2"
Yy
{
"glueDbName": "integrations-
auto-2",
"glueDbRegion": "eu-west-1"

}

In this example:

o Assets from the AWS Glue database
"integrations-auto-1" will be ingested into the
domain with ID "a3fe0607-65af-43d6-bc2c-
7c3adaebe162".

° Assets from the AWS Glue database
"integrations-auto-2" will be ingested into the
same domain as the S3 File System asset.

Advanced Con-  These configuration options help when investigating issues X No
figuration with the capability.

Important Only complete the fields Logging
configuration, Memory (MiB), and JVM arguments
on request of or together with Collibra Support.

4. Click Create.
» The capability is added to the Edge site.
» The fields become read-only.
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What's next?

The Edge preparations are completed. You can now continue with setup steps to integrate
an Amazon S3 file system via Edge.

Register an Amazon S3 file system

To integrate an Amazon S3 file system, you register the Amazon S3 file system in Data
Catalog to create a S3 File System asset .

The newly created S3 file system asset does not automatically connect to Amazon S3.
You create a connection manually in the S3 File System asset.

Prerequisites

* You have a resource role with the Configure external system resource permission,
for example, Owner.
* You have a global role with the Catalog global permission, for example, Catalog
Author.
» You have a role with the following resource permissions on the S3 community you
create when you registered an Amazon S3 file system:
° Asset: add
° Attribute: add
° Domain: add
o Attachment: add

Steps

1. Onthe main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.
2. On the main toolbar, click t.
» The Create dialog box appears.
3. Inthe Register with Edge section of the Create dialog box, click Register a data
source.
» The Register content page opens.
4. Inthe row of the data source that you want to register, click Add.
» The Register AWS file system page opens.

510


https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0642
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0632
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0635
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0630

Chapter 8

5. Enter the required information.

Field

Community
File system
name

Description

Owner

6. Click Register.

Description

The parent community in which the initial Amazon S3 structure will be cre-
ated.

The name for the S3 file system asset.

The description to provide extra information about the file system.

This is used as the Description attribute of the S3 File System asset.

The owner name of the data in the created community.

» An S3 File System asset is created.
» A Storage Catalog domain is created with the same name as the S3 File System

asset.

» The configuration page of the S3 File System asset is automatically opened.

What's next?

You can now connect to Amazon S3.

Connect a file system asset to Amazon S3 via Edge

To retrieve data from Amazon S3, you have to connect via an S3 File System asset. You
always have to do that after registering a new Amazon S3 File System. You can also edit
the settings, for example, if you want to use another capability than the one you originally
selected or if you want to switch to Jobserver.

Before you begin

* You have an Edge capability with the S3 synchronization capability template.
* You have registered an Amazon S3 file system.
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Requirements and permissions

» You have a resource role with the Configure external system resource permission,
for example, Owner.

» You have a global role with the Catalog global permission, for example, Catalog
Author.

¢ You have a global role with the View Edge connections and capabilities global per-
mission, for example, Edge integration engineer.

* You have a programmatic AWS user and IAM role with the required permissions.

Steps

Open an S3 File System asset page.

In the tab pane, click ® Configuration.

In the Connection Details section, click Edit.
In the right corner, select Edge.

Select an Edge capability.

Click Save.

2 R

What's next?

You can now create crawlers.

Managing crawlers
A crawler is an automated script that ingests data from Amazon S3 to Data Catalog.

You can create, edit and delete crawlers in Collibra Data Intelligence Cloud. When you
synchronize Amazon S3, the crawlers are created in AWS Glue and executed. Each
crawler crawls a location in Amazon S3 based on its include path. The results are stored in
one AWS Glue database per domain assigned to one or more crawlers. Those databases
are ingested in Data Catalog in the form of assets, attributes and relations. The databases
are stored in AWS Glue until the next synchronization. At that moment, they are deleted
and recreated. The crawlers in AWS Glue are deleted immediately after the
synchronization is finished.
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Important

 If you completed the Glue database configuration parameter in the capability,
you need to create a dummy crawler. A dummy crawler is a crawler with an
invalid include path, such as s3://dummy. This crawler won't be taken into
account when you run the synchronization.

In a future release, we'll remove the need for a dummy crawler.

» By default, AWS Glue allows up to 25 crawlers per account. For more
information, see the AWS Glue documentation. This has consequences for
Collibra:

° If you created crawlers in AWS Glue directly, Collibra can create less
crawlers for synchronization.

o Because Collibra creates the crawlers in AWS Glue during
synchronization, you should avoid having 25 or more crawlers in one
S3 File System asset.

° You can synchronize several S3 File System assets simultaneously, but
if the total number of crawlers exceeds the maximum amount in
AWS Glue, synchronization will fail. Since Collibra deletes the crawlers
from AWS Glue after synchronization, it is safer to synchronize each
S3 File System asset at a unique time.

e Crawlers in AWS Glue can crawl multiple buckets, but in Collibra, each
crawler can only crawl a single bucket.

Create a crawler
You can create a crawler for an S3 File System asset in Data Catalog.
Before you begin
* You have registered an Amazon S3 file system.
Requirements and permissions
» You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.
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Steps

1. Open an S3 File System asset page.
2. Inthe tab pane, click ® Configuration.

3. Inthe Crawlers section, click Create crawler.
» The Create crawler dialog box appears.
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4. Enter the required information.

Field

Domain

Description

The domain in which the assets of the S3 file system are created.

More information about linking domains to crawlers:
o A specific Storage Catalog domain is created automatically when the S3

File System asset is created. That domain is selected by default.
However, you can manually create a new Storage Catalog domain and
select it.

If multiple crawlers point to the same domain, then all assets are cre-
ated in the same domain.

If multiple crawlers point to different domains, then all assets are cre-
ated in their respective domains.

If multiple crawlers from the same S3 File System asset overlap and
point to different domains, then overlapping assets are created in each
domain.

If multiple crawlers from the same S3 File System asset overlap and
point to the same domain, then overlapping assets are created once in
that domain.

If crawlers from multiple S3 File System assets overlap and point to dif-
ferent domains, then overlapping assets are created in each domain.

If crawlers from multiple S3 File System assets overlap and point to the
same domain, then overlapping assets are created once in the domain
and the S3 Bucket asset has a relation to both S3 File System assets.
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Field Description

Name The name of the crawler in Collibra.

More information about crawler names:

° You cannot use the same name for two crawlers in the same S3 File
System asset.

° The name of the corresponding crawler in AWS Glue will contain this
name. Its name will follow the following convention: collibra cata-

log <s3fs asset id> <name of the crawler in Col-
libra>.

° The crawler name must be compliant with the AWS Glue limitations:
® |t has to match the single-line string pattern: [\u0020-

\uD7FF\uEQ0O0-\uFFEFD\ubD800\uDC00~-
\uDBFF\uDFFF\t]*.

® The length should be between 1 and 255 bytes long, including the
fixed prefix that Collibra adds. That means that you can use roughly
65 characters, depending on the characters that were used.

Warning This restriction is imposed by Amazon S3, which
allows up to 255 bytes, including the prefix added by Collibra.
If you enter too many characters and exceed the byte limit,
synchronization fails.

Include path The case-sensitive path to a directory of a bucket in Amazon S3. All objects
and subdirectories of this path are crawled.

For more information and examples, go to the AWS Glue documentation.

Exclude patterns = Glob pattern that represents the objects that are in the include path, but
that you want to exclude.

For more information and examples, go to the AWS Glue documentation.

Add pattern Button to add additional exclude patterns.

5. Click Create.
What's next?

You can now synchronize Amazon S3 manually or define a synchronization schedule.
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Edit a crawler

You can edit a crawler of an S3 File System asset in Data Catalog. For example, you can
do this if you want to edit the exclude pattern.

Before you begin
* You have registered an Amazon S3 file system.
Requirements and permissions
* You have a resource role with the Configure external system resource permission,
for example, Owner.
» You have a global role with the Catalog global permission, for example, Catalog
Author.
Steps
1. Open an S3 File System asset page.

2. Inthe tab pane, click ® Configuration.
3. Inthe Crawlers section, in the row of the crawler that you want to edit, click .
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» The Edit crawler window appears.
4. Enter the required information.

Field

Domain

Description

The domain in which the assets of the S3 file system are created.

More information about linking domains to crawlers:
° A specific Storage Catalog domain is created automatically when the S3

File System asset is created. That domain is selected by default.
However, you can manually create a new Storage Catalog domain and
select it.

If multiple crawlers point to the same domain, then all assets are cre-
ated in the same domain.

If multiple crawlers point to different domains, then all assets are cre-
ated in their respective domains.

If multiple crawlers from the same S3 File System asset overlap and
point to different domains, then overlapping assets are created in each
domain.

If multiple crawlers from the same S3 File System asset overlap and
point to the same domain, then overlapping assets are created once in
that domain.

If crawlers from multiple S3 File System assets overlap and point to dif-
ferent domains, then overlapping assets are created in each domain.

If crawlers from multiple S3 File System assets overlap and point to the
same domain, then overlapping assets are created once in the domain
and the S3 Bucket asset has a relation to both S3 File System assets.
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Field Description

Name The name of the crawler in Collibra.

More information about crawler names:

° You cannot use the same name for two crawlers in the same S3 File
System asset.

° The name of the corresponding crawler in AWS Glue will contain this
name. Its name will follow the following convention: collibra cata-

log <s3fs asset id> <name of the crawler in Col-
libra>.

° The crawler name must be compliant with the AWS Glue limitations:
® |t has to match the single-line string pattern: [\u0020-

\uD7FF\uEQ0O0-\uFFEFD\ubD800\uDC00~-
\uDBFF\uDFFF\t]*.

® The length should be between 1 and 255 bytes long, including the
fixed prefix that Collibra adds. That means that you can use roughly
65 characters, depending on the characters that were used.

Warning This restriction is imposed by Amazon S3, which
allows up to 255 bytes, including the prefix added by Collibra.
If you enter too many characters and exceed the byte limit,
synchronization fails.

Include path The case-sensitive path to a directory of a bucket in Amazon S3. All objects
and subdirectories of this path are crawled.

For more information and examples, go to the AWS Glue documentation.

Exclude patterns = Glob pattern that represents the objects that are in the include path, but
that you want to exclude.

For more information and examples, go to the AWS Glue documentation.

Add pattern Button to add additional exclude patterns.

5. Click Save.

Delete a crawler

You can delete a crawler from an S3 File System asset.
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Note If you delete an S3 File System asset that contains one or more crawlers, the
crawlers are also deleted.

Before you begin
* You have registered an Amazon S3 file system.
Requirements and permissions

» You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

Steps

1. Open an S3 File System asset page.
2. Inthe tab pane, click ® Configuration.

3. Inthe Crawlers section, in the row of the crawler that you want to delete, click v,

» The Delete Crawler confirmation message appears.
4. Click Delete crawler.

Synchronizing Amazon S3

When you synchronize Amazon S3, the content of your Amazon S3 repository is analyzed
and represented by means of assets and their characteristics.

You can synchronize manually, or you can automate it by adding a synchronization
schedule by means of a cron expression.

e You can only synchronize one S3 File System at a time. If a synchronization job is in
progress and a second one is triggered, manually or automatically, it will be queued.

« If a synchronization job is still running and a new synchronization of the same S3 File
System is triggered (manually or automatically), the running synchronization will con-
tinue and the new synchronization request is ignored.

Technically, the synchronization happens in several steps:

520


https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0642
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0632
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0635
https://productresources.collibra.com/docs/collibra/latest/#cshid=DOC0630
co_quartz-cron-syntax.htm

Chapter 8

« If you did not completed the Glue database configuration parameter in the cap-
ability:

a. Collibra creates crawlers in AWS Glue, based on the crawlers defined in Col-
libra.

b. If AWS Glue contains databases with metadata from a previous syn-
chronization, the databases are deleted.

c. Each AWS Glue crawler crawls a location in Amazon S3 based on its include
path. For each domain assigned to one or more crawlers, AWS Glue creates a
database with the crawling results.

d. Collibra ingests those databases and creates assets, attributes and relations
as required to match the metadata.

The resulting assets are in the domain that was specified in the crawler.

e. The AWS Glue crawlers are deleted.

« If you did completed the Glue database configuration parameter in the capability:

Collibra ingests those databases defined in Glue database configuration parameter
and creates assets, attributes and relations as required to match the metadata.
The resulting assets are added to the domain specified in the parameter.

The glue database is never deleted, even if the Delete Glue database left after
previous synchronization of the file system parameter is selected in the capability.

Warning Do not move the assets to another domain. Doing so may lead to errors
during future synchronizations. This is a known limitation.

Naming convention
Synchronizing Amazon S3 relies on a naming convention to match assets during the
synchronization process. We highly recommend that you not change the S3 File System

asset's full name.

Warning Editing full name of the S3 File System assets may lead to errors during
the synchronization process.
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Synchronize Amazon S3 manually

You can manually start a synchronization job of an S3 File System asset. This can be
useful if you want to test your crawlers, or if you want to synchronize immediately.

Tip You can also add a synchronization schedule to synchronize automatically.

Prerequisites

e You have registered an Amazon S3 file system.
* You have a programmatic AWS user and IAM role with the required permissions.
* You have created one or more crawlers.
* You have a global role with the Catalog global permission, for example, Catalog
Author.
* You have a resource role with the Configure external system resource permission on
the community or domain that contains the S3 File System, for example Owner.
* You have a role with the following resource permissions on the S3 community you
created when you registered an Amazon S3 file system:
o Asset: add
o Attribute: add
° Domain: add
o Attachment: add

Steps

1. Open an S3 File System asset page.
2. Inthe tab pane, click ® Configuration.

3. Inthe Crawlers section, click Synchronize now.
» A notification indicates synchronization has started.

» The synchronization job appears in the Activities list as a bulk synchronization.

» The Synchronization Schedule section displays the time of the last
synchronization.
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» Once the synchronization is completed, you can view a summary of the results
from the Activities list and you can view the assets in their domain. For more
information, go to Integrated Amazon S3 data.

Note In case of a partial synchronization caused by a temporary communication
issue, the status of the assets that cannot be synchronized is set to Missing from
source. During the next fully successful synchronization, the assets are removed or
their previous status is restored, depending on their actual status in the source
system.

Add an S3 synchronization schedule

To keep the content of Collibra Data Intelligence Cloud synchronized with your Amazon
S3 File System, you can synchronize manually or create a schedule to automatically do
this with a fixed interval.

Note You can only create one synchronization schedule.

Prerequisites

* You have a resource role with the Configure external system resource permission on
the community or domain that contains the S3 File System, for example Owner.
* You have a global role with the Catalog global permission, for example, Catalog
Author.
* You have registered an Amazon S3 file system.
* You have a programmatic AWS user and IAM role with the required permissions.
* You have created one or more crawlers.
* You have a role with the following resource permissions on the S3 community you
created when you registered an Amazon S3 file system:
o Asset: add
o Attribute: add
° Domain: add
o Attachment: add
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Steps

. Open an S3 File System asset page.
In the tab pane, click € Configuration.

1
2
3. Inthe Synchronization Schedule section, click Add Schedule.
4. Enter the required information.

Field

Repeat

Cron

Every

Every first

At

Time zone

5. Click Save.

Description

The interval when you want to synchronize automatically. The possible val-
ues are: Daily, Weekly, Monthly, and Cron expression.

The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Wee k 1y in the Repeat field.

The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1y in the Repeat field.

The time at which you want to synchronize automatically, for example,
14:00.

° You can only schedule on the hour. For example, you can add a syn-
chronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45,
we will default it to 8:00. Use a cron expression if you don't want to
schedule on the hour.

o This field is only visible if you select Daily, Weekly,orMonthlyin

the Repeat field.

The time zone for the schedule.
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Edit an S3 synchronization schedule

You can edit the synchronization schedule of an Amazon S3 File System asset. For
example, you can do this if you think the synchronization job runs too often or not often
enough.

Prerequisites

* You have a resource role with the Configure external system resource permission on
the community or domain that contains the S3 File System, for example Owner.
» You have a global role with the Catalog global permission, for example, Catalog
Author.
* You have registered an Amazon S3 file system.
* You have a programmatic AWS user and IAM role with the required permissions.
* You have created one or more crawlers.
* You have a role with the following resource permissions on the S3 community you
created when you registered an Amazon S3 file system:
o Asset: add
o Attribute: add
° Domain: add
o Attachment: add

Steps
1. Open an S3 File System asset page.

2. Inthe tab pane, click ® Configuration.
3. Inthe Synchronization Schedule section, click Edit Schedule.
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4. Enter the required information.

Field

Repeat

Cron

Every

Every first

At

Time zone

5. Click Save.

Description

The interval when you want to synchronize automatically. The possible val-
ues are: Daily, Weekly, Monthly, and Cron expression.

The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Wee k 1y in the Repeat field.

The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1y in the Repeat field.

The time at which you want to synchronize automatically, for example,
14:00.

° You can only schedule on the hour. For example, you can add a syn-
chronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45,
we will default it to 8:00. Use a cron expression if you don't want to
schedule on the hour.

o This field is only visible if you select Daily, Weekly, orMonthlyin

the Repeat field.

The time zone for the schedule.

Remove an S3 synchronization schedule

You can remove a synchronization schedule from an Amazon S3 File System asset to stop

automatically synchronizing Amazon S3.
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Prerequisites

» You have a resource role with the Configure external system resource permission on

the community or domain that contains the S3 File System, for example Owner.
* You have a global role with the Catalog global permission, for example, Catalog
Author.
* You have registered an Amazon S3 file system.
* You have a programmatic AWS user and IAM role with the required permissions.
* You have created one or more crawlers.
* You have a role with the following resource permissions on the S3 community you
created when you registered an Amazon S3 file system:
° Asset: add
o Attribute: add
° Domain: add
o Attachment: add

Steps

1. Open an S3 File System asset page.
2. Inthe tab pane, click ® Configuration.

3. Inthe Synchronization Schedule section, click Remove Schedule.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Integrating an Amazon S3 file system via
Jobserver

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
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using GovCloud or on-prem environments.
For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Integrate an Amazon S3 file system via Jobserver

The Amazon S3 file system integration allows for the registration of an Amazon S3 file
system as a data source and synchronization of Amazon S3 metadata in Collibra,
representing the full Amazon S3 file structure in Collibra.

Follow the steps below to integrate an Amazon S3 file system via Jobserver.

O O
%ﬁﬂﬁﬁwﬁg

1. 2. 3.
Prepare Set up the integration Synchronize the
83 and Collibra of the S3 file system 83 file system
for the integration via Jobserver via Jobserver

This includes:
Register the file system,
create a connection and

create the crawlers

{ Preparations } [ Setup J [ Integration J

Tip You can also follow a training and watch videos via Collibra University.

Step  What? Description Results
Preparations 1 Prepare the Prepares the S3 file sys- You have access keys that

Amazon S3 file | tem forintegration in Data | you can use during the
system for integ- = Catalog. integration.
ration via Job-
server

2 Restrict AWS Makes sure the regions to | Collibra knows which
regions collect data from are regions to look at.

known.

528


https://university.collibra.com/learn/course/external/view/elearning/103/configuring-catalog-integration-with-amazon-s3

Chapter 8
Step What?
Setup 3 Register the
Amazon S3 file
system as a
data source
4 Connect to
Amazon S3
5 Create crawlers
Integration 6 Synchronize

Amazon S3

Description

Creates an initial structure
for the integration.

Sets up the connection to
Amazon S3.

Creates crawlers to find
and ingest the data of
Amazon S3.

Runs the crawlers to
ingest the metadata of
Amazon S3.

Results

A Storage Catalog domain
and S3 File System asset
become available in the
selected parent com-
munity.

The connection is avail-
able.

The crawlers to collect
metadata from Amazon S3
are available.

The metadata of Amazon
S3is available in Collibra.
By default, the assets are
shown in a plain list, but
you can create a hierarchy
toshow itin a tree
structure.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.
For information on the integration of S3 via Edge, go to Integrating an Amazon S3

file system via Edge.

Preparing S3

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.
For information on the integration of S3 via Edge, go to Integrating an Amazon S3

file system via Edge.
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Prepare S3 file system for Jobserver

Before you integrate an S3 file system via Jobserver, you need to prepare S3 for the
integration. You need to:

e Create a custom policy and a programmatic user
As a result, you will receive access keys that you have to use during the integration

or registration.
e Create an Identity and Access Management role. This is the role that will be used by

the crawlers.

Password encryption

Collibra's integration of Amazon S3 does not use a separate encryption services, but
reuses the Collibra DGC core service encryption method. This method uses the
AES/CBC/PKCS5Padding transformation to encrypt your passwords when you connect to
Amazon S3.

Required Amazon Web Services (AWS)

Collibra relies on AWS Glue and AWS ldentity and Access Management to ingest and
synchronize data.

AWS Glue

AWS Glue is an Amazon cloud service to perform extract-transform-load (ETL) processes
on data, stored in data sources such as Amazon S3.
AWS Glue has the following components:

e Glue crawlers:
Glue crawlers analyze and describe a wide range of data sources such as Amazon
S3 or MySQL. However, Data Catalog only uses them for the Amazon S3 file system
integration.

¢ Glue database:
Glue crawlers store their results in a database in the form of tables and columns.
Both the tables and columns in the Glue database contain metadata that describes
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the content of Amazon S3. Data Catalog reads those databases for data ingestion.
The name of the created Glue database is collibra_catalog_<S3 File System-ID>_
<Domain-ID>.

e ETL processes:
The ETL processes can extract data from a data source, process that data, for
example, categorize and clean it and produce output. This component is currently
not used by Data Catalog.

Though you need an AWS account, you do not have to work in AWS Glue directly because
Collibra does everything for you. For more information about AWS Glue, see the
AWS Glue documentation.

Note Collibra only uses AWS Glue to ingest data from Amazon S3. All other
features, such as crawling other data sources or ETL processes are not integrated.

AWS ldentity and Access Management

Collibra uses the AWS ldentity and Access Management (IAM) service to manage access
to Amazon S3 and AWS Glue. Similar to AWS Glue, you need an AWS account to use the
IAM service, but after setting up the required users and roles, you do not have to work
directly with IAM. For more information about IAM, see the IAM documentation.

You need two things in IAM:

e An AWS programmatic user to access Amazon S3 and AWS Glue.
* An |AM role for the crawlers.

Programmatic user

Collibra needs programmatic access to Amazon S3 and AWS Glue by means of a user.
The following policies and permissions are required:

* AWSGlIueServiceRole (AWS managed policy)
If you don't want to use this out-of-the-box AWS managed policy, you will need to
work with AWS support to define a more restrictive policy.

e pass_role (inline policy)
You can use the following JSON content:
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"Version": "2012-10-17",
"Statement":
[
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*x"

For more information about creating a user with programmatic access, see the
IAM documentation.

|IAM role

AWS Glue Crawlers need an IAM role to allow the crawlers to execute an operation on
your behalf. The "pass_role" permission policy of the programmatic user is used to assign
this role to the crawler.

You need at least the following parameters:

o Trusted entities: glue.amazonaws.com
» Policies:
° AmazonS3ReadOnlyAccess (AWS managed policy, required when you need
to access a private S3 bucket.)
° AWSGlueServiceRole (AWS managed policy)

Note You can provide more restrictive permissions to the IAM role, if dictated by
your security requirements. Your AWS subject matter expert can create the
appropriate permission set using the steps in the IAM documentation. We
recommend that you test a crawler with an IAM role that has these permissions in
the AWS console, to ensure that it is successful before you use the IAM role in
Collibra.

You can also use the |AM role for role-based access control, to authenticate to Amazon
AWS without manually entering a user ID and secret access key.
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Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Configure role-based Amazon S3 access control for Jobserver

When you register an Amazon S3 file system, you can authenticate to Amazon S3 based
on an IAM role. As a result, you can connect to Amazon S3 without an access key ID and
secret access key.

Prerequisites

¢ You have access to the AWS IAM console.
¢ You have access to the Amazon EC2 console.
¢ You have an Amazon EC2 instance.

Steps

1. In AWS ldentity and Access Management, do the following:
a. Create a new IAM role or select an existing IAM role.
b. Attach the following policies to the IAM role:
o AWSGIueServiceRole (AWS managed policy)
o pass_role (inline policy)
You can use the following JSON content:

{
"Version": "2012-10-17",
"Statement":
[
{
"Sid": "VisualEditorO",

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*"

}
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2. Inthe Amazon EC2 console, attach the IAM role to the Amazon EC2 instance.
3. Install the Jobserver service on the Amazon EC2 instance node.

° Linux

° Windows

More information
If the credentials in the Amazon EC2 instance can't be used to authenticate, you can

create a credentials file and save it in the user_home/.aws/ folder. The credentials file
should look like this:

[default]
aws_access_key id = <access key ID>
aws_secret access key = <secret access key>

For more information, see the AWS developer guide.

Warning Do not use a credentials file unless absolutely necessary.

What's next?

You can now connect to Amazon S3 via the jobserver service on the Amazon EC2
instance node.

Restrict AWS regions

You can restrict the AWS regions to which Collibra Data Catalog can connect.

Note When there is no restriction, the S3 integration will make requests to all
possible AWS regions, which could result in long synchronization times.
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Prerequisites

¢ You have the ADMIN or SUPER role in Collibra Console.
¢ You have the SUPER role in Collibra Console.

¢ You have the ADMIN or SUPER role in Collibra Console.

Steps

1. Open the DGC service settings for editing:

a.

e oo

e.

Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.

Click Configuration.
Click Edit configuration.

2. Open the DGC service settings for editing:

a.

© Qo0 U

Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
In the tab pane, expand an environment to show its services.

In the tab pane, click the Data Governance Center service of that environment.

Click Configuration.
Click Edit configuration.
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3. Inthe Register data source section, enter the required information:
4.

Setting Description
AWS regions A list of AWS regions Data Catalog is allowed to connect to. For example,
restriction eu-west-3 and us-east-2. For a list of all AWS locations, see the AWS

documentation.

o If you want to allow Collibra to make a connection to any AWS region,
leave the field empty.

° If you remove a region from this list and the region was previously used
for an S3 integration, you may want to delete the Glue database from
the previously used region manually. By default, Collibra does not
remove it. The Glue database has the following naming convention: col-
libra_catalog_<Asset |d>_<Domain Id>
For example: collibra_catalog_d3174a88-5ffe-4d50-8fbe-
7bf0832ec3af_5d198ce9-4e56-4d0e-a885-58204da50741

° When using Edge, a warning is added to the logs if an invalid region is
detected in the restricted regions list.

5. Click Save all.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Register an Amazon S3 file system

To integrate an Amazon S3 file system, you register the Amazon S3 file system in Data
Catalog to create a S3 File System asset .

The newly created S3 file system asset does not automatically connect to Amazon S3.
You create a connection manually in the S3 File System asset.

Prerequisites

» You have a resource role with the Configure external system resource permission,
for example, Owner.
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* You have a global role with the Catalog global permission, for example, Catalog
Author.
* You have a role with the following resource permissions on the S3 community you
create when you registered an Amazon S3 file system:
o Asset: add
o Attribute: add
° Domain: add
o Attachment: add

Steps

1. On the main toolbar, click #:, and then click 8 Catalog.

» The Catalog Home opens.
2. On the main toolbar, click t.
» The Create dialog box appears.
3. Inthe Create dialog box, click Register system.
» The Register system page appears.
4. Inthe Register system page, click Amazon S3.
» The Register Amazon S3 file system dialog box appears.
5. Enter the required information.

Field Description

Community The parent community in which the initial Amazon S3 structure will be cre-
ated.

File system The name for the S3 file system asset.

name

Description The description to provide extra information about the file system.

This is used as the Description attribute of the S3 File System asset.

Owner The owner name of the data in the created community.

6. Click Register.
» An S3 File System asset is created.
» A Storage Catalog domain is created with the same name as the S3 File System
asset.
» The configuration page of the S3 File System asset is automatically opened.
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What's next?
You can now connect to Amazon S3.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Connect a file system asset to Amazon S3 via Jobserver

To retrieve data from Amazon S3, you have to connect via an S3 File System asset. You
always have to do that after registering a new Amazon S3 File System. You can also edit
the settings afterwards, for example, if you want to use another Jobserver than the one you
originally selected.

Before you begin

* You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.

* You have registered an Amazon S3 file system.

Prerequisites

* You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have a programmatic AWS user and IAM role with the required permissions.
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Steps

>

Field
Connect via
Access key ID

Secret access
key

IAM role
5. Click Save.

What's next?

. Open an S3 File System asset page.

In the tab pane, click @ Configuration.

In the Connection Details section, click Edit.
Enter the required information.

Description
The Jobserver used for synchronizing.
The access key ID of the programmatic AWS user.

The secret access key of the programmatic AWS user.

The IAM role to be assigned to the crawlers.

You can now create crawlers.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Managing crawlers

A crawler is an automated script that ingests data from Amazon S3 to Data Catalog.

You can create, edit and delete crawlers in Collibra Data Intelligence Cloud. When you
synchronize Amazon S3, the crawlers are created in AWS Glue and executed. Each
crawler crawls a location in Amazon S3 based on its include path. You can make an S3
bucket accessible for crawlers from the same or other AWS accounts than the account in
which the S3 bucket is located. The results are stored in one AWS Glue database per
domain assigned to one or more crawlers. Those databases are ingested in Data Catalog
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in the form of assets, attributes and relations. The databases are stored in AWS Glue until
the next synchronization. At that moment, they are deleted and re-created. The crawlers in
AWS Glue are deleted immediately after as the synchronization is finished.

Important

 If you completed the Glue database configuration parameter in the capability,
you need to create a dummy crawler. A dummy crawler is a crawler with an
invalid include path, such as s3://dummy. This crawler won't be taken into
account when you run the synchronization.

In a future release, we'll remove the need for a dummy crawler.

» By default, AWS Glue allows up to 25 crawlers per account. For more
information, see the AWS Glue documentation. This has consequences for
Collibra:

o If you created crawlers in AWS Glue directly, Collibra can create less
crawlers for synchronization.

o Because Collibra creates the crawlers in AWS Glue during
synchronization, you should avoid having 25 or more crawlers in one
S3 File System asset.

° You can synchronize several S3 File System assets simultaneously, but
if the total number of crawlers exceeds the maximum amount in
AWS Glue, synchronization will fail. Since Collibra deletes the crawlers
from AWS Glue after synchronization, it is safer to synchronize each
S3 File System asset at a unique time.

e Crawlers in AWS Glue can crawl multiple buckets, but in Collibra, each
crawler can only crawl a single bucket.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Create a crawler

You can create a crawler for an S3 File System asset in Data Catalog.
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Prerequisites

For Jobserver

You have a resource role with the Configure external system resource permission,
for example, Owner.

You have a global role with the Catalog global permission, for example, Catalog
Author.

You have registered an Amazon S3 file system.

You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.

You have connected an S3 File System asset to Amazon S3.

Steps

1.
2.
3.

Open an S3 File System asset page.
In the tab pane, click € Configuration.

In the Crawlers section, click Create crawler.
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» The Create crawler dialog box appears.
4. Enter the required information.

Field

Domain

Description

The domain in which the assets of the S3 file system are created.

More information about linking domains to crawlers:
° A specific Storage Catalog domain is created automatically when the S3

File System asset is created. That domain is selected by default.
However, you can manually create a new Storage Catalog domain and
select it.

If multiple crawlers point to the same domain, then all assets are cre-
ated in the same domain.

If multiple crawlers point to different domains, then all assets are cre-
ated in their respective domains.

If multiple crawlers from the same S3 File System asset overlap and
point to different domains, then overlapping assets are created in each
domain.

If multiple crawlers from the same S3 File System asset overlap and
point to the same domain, then overlapping assets are created once in
that domain.

If crawlers from multiple S3 File System assets overlap and point to dif-
ferent domains, then overlapping assets are created in each domain.

If crawlers from multiple S3 File System assets overlap and point to the
same domain, then overlapping assets are created once in the domain
and the S3 Bucket asset has a relation to both S3 File System assets.
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Field Description

Name The name of the crawler in Collibra.

More information about crawler names:

° You cannot use the same name for two crawlers in the same S3 File
System asset.

° The name of the corresponding crawler in AWS Glue will contain this
name. Its name will follow the following convention: collibra cata-

log <s3fs asset id> <name of the crawler in Col-
libra>.

° The crawler name must be compliant with the AWS Glue limitations:
® |t has to match the single-line string pattern: [\u0020-

\uD7FF\uEQ0O0-\uFFEFD\ubD800\uDC00~-
\uDBFF\uDFFF\t]*.

® The length should be between 1 and 255 bytes long, including the
fixed prefix that Collibra adds. That means that you can use roughly
65 characters, depending on the characters that were used.

Warning This restriction is imposed by Amazon S3, which
allows up to 255 bytes, including the prefix added by Collibra.
If you enter too many characters and exceed the byte limit,
synchronization fails.

Include path The case-sensitive path to a directory of a bucket in Amazon S3. All objects
and subdirectories of this path are crawled.

For more information and examples, go to the AWS Glue documentation.

Exclude patterns = Glob pattern that represents the objects that are in the include path, but
that you want to exclude.

For more information and examples, go to the AWS Glue documentation.

Add pattern Button to add additional exclude patterns.

5. Click Create.
What's next?

You can now synchronize Amazon S3 manually or define a synchronization schedule.
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Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Edit a crawler

You can edit a crawler of an S3 File System asset in Data Catalog. For example, you can
do this if you want to edit the exclude pattern.

Prerequisites

» You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have registered an Amazon S3 file system.

¢ You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.

» You have connected an S3 File System asset to Amazon S3.

Steps
1. Open an S3 File System asset page.

2. Inthe tab pane, click ® Configuration.
3. Inthe Crawlers section, in the row of the crawler that you want to edit, click .
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» The Edit crawler window appears.
4. Enter the required information.

Field

Domain

Description

The domain in which the assets of the S3 file system are created.

More information about linking domains to crawlers:
° A specific Storage Catalog domain is created automatically when the S3

File System asset is created. That domain is selected by default.
However, you can manually create a new Storage Catalog domain and
select it.

If multiple crawlers point to the same domain, then all assets are cre-
ated in the same domain.

If multiple crawlers point to different domains, then all assets are cre-
ated in their respective domains.

If multiple crawlers from the same S3 File System asset overlap and
point to different domains, then overlapping assets are created in each
domain.

If multiple crawlers from the same S3 File System asset overlap and
point to the same domain, then overlapping assets are created once in
that domain.

If crawlers from multiple S3 File System assets overlap and point to dif-
ferent domains, then overlapping assets are created in each domain.

If crawlers from multiple S3 File System assets overlap and point to the
same domain, then overlapping assets are created once in the domain
and the S3 Bucket asset has a relation to both S3 File System assets.
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Field

Name

Include path

Exclude patterns

Add pattern
5. Click Save.

Description

The name of the crawler in Collibra.

More information about crawler names:

° You cannot use the same name for two crawlers in the same S3 File
System asset.

° The name of the corresponding crawler in AWS Glue will contain this

name. Its name will follow the following convention: collibra cata-

log <s3fs asset id> <name of the crawler in Col-

libra>.
° The crawler name must be compliant with the AWS Glue limitations:
® |t has to match the single-line string pattern: [\u0020-
\uD7FF\uE000-\uFFFD\uD800\uDC00-
\uDBFF\uDFFF\t]*.
® The length should be between 1 and 255 bytes long, including the

fixed prefix that Collibra adds. That means that you can use roughly
65 characters, depending on the characters that were used.

Warning This restriction is imposed by Amazon S3, which
allows up to 255 bytes, including the prefix added by Collibra.
If you enter too many characters and exceed the byte limit,
synchronization fails.

The case-sensitive path to a directory of a bucket in Amazon S3. All objects

and subdirectories of this path are crawled.

For more information and examples, go to the AWS Glue documentation.

Glob pattern that represents the objects that are in the include path, but
that you want to exclude.

For more information and examples, go to the AWS Glue documentation.

Button to add additional exclude patterns.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.
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Delete a crawler

You can delete a crawler from an S3 File System asset.

Note If you delete an S3 File System asset that contains one or more crawlers, the
crawlers are also deleted.

Prerequisites

* You have a resource role with the Configure external system resource permission,
for example, Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have registered an Amazon S3 file system.

* You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.

* You have connected an S3 File System asset to Amazon S3.

Steps

1. Open an S3 File System asset page.
2. Inthe tab pane, click @ Configuration.

3. Inthe Crawlers section, in the row of the crawler that you want to delete, click ¥ .

» The Delete Crawler confirmation message appears.
4. Click Delete crawler.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.
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Cross-account crawling

If you use Jobserver, you can make an S3 bucket accessible for crawlers from other AWS
accounts than the account in which the S3 bucket is located. To access the external S3
bucket, the programmatic user and the IAM crawling role must be defined in the AWS main
account.

Policy

A policy must be attached to the external S3 bucket to allow:

« the AWS Glue crawler to access and perform S3 actions on an external S3 bucket
from another AWS account.

» Data Catalogto execute the S3 GetBucketLocation APl on an external S3 bucket via
the programmatic user.

AWS account

AWS Glue
crawler

GetBucketLocation

You can use the following JSON content:

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "collibra-jobserver-access",
"Effect": "Allow",
"Principal™: {
"AWS": "arn:aws:iam::<enter id>:role/collibra-job-

server-s3-role"
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b

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::crawler-name",
"arn:aws:s3:::crawler—-name/*"

]

b
{

"Sid": "collibra-jobserver-access",

"Effect": "Allow",

"Principal™: {

"AWS": "arn:aws:iam::<enter id>:user/collibra-job-
server"

b

"Action": "s3:getBucketLocation",

"Resource": [

"arn:aws:s3:::*¥"

]

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Synchronizing Amazon S3

When you synchronize Amazon S3, the content of your Amazon S3 repository is analyzed
and represented by means of assets and their characteristics.

You can synchronize manually, or you can automate it by adding a synchronization
schedule by means of a cron expression.

* You can only synchronize one S3 File System at a time. If a synchronization job is in
progress and a second one is triggered, manually or automatically, it will be queued.

« If a synchronization job is still running and a new synchronization of the same S3 File
System is triggered (manually or automatically), the running synchronization will con-
tinue and the new synchronization request is ignored.

Technically, the synchronization happens in several steps:
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1. Collibra creates crawlers in AWS Glue, based on the crawlers defined in Collibra.

2. If AWS Glue contains databases with metadata from a previous synchronization, the
databases are deleted.

3. Each AWS Glue crawler crawls a location in Amazon S3 based on its include path.
For each domain assigned to one or more crawlers, AWS Glue creates a database
with the crawling results.

4. Collibra ingests those databases and creates assets, attributes and relations as
required to match the metadata.

The resulting assets are in the domain that was specified in the crawler.

Warning Do not move the assets to another domain. Doing so may lead to
errors during future synchronizations. This is a known limitation.

5. The AWS Glue crawlers are deleted.

Naming convention

Synchronizing Amazon S3 relies on a naming convention to match assets during the
synchronization process. We highly recommend that you not change the S3 File System
asset's full name.

Warning Editing full name of the S3 File System assets may lead to errors during
the synchronization process.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Synchronize Amazon S3 manually

You can manually start a synchronization job of an S3 File System asset. This can be
useful if you want to test your crawlers, or if you want to synchronize immediately.
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Tip You can also add a synchronization schedule to synchronize automatically.

Prerequisites

You have registered an Amazon S3 file system.
You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.
You have a programmatic AWS user and IAM role with the required permissions.
You have connected an S3 File System asset to Amazon S3.
You have created one or more crawlers.
You have a global role with the Catalog global permission, for example, Catalog
Author.
You have a resource role with the Configure external system resource permission on
the community or domain that contains the S3 File System, for example Owner.
You have a role with the following resource permissions on the S3 community you
created when you registered an Amazon S3 file system:

° Asset: add

o Attribute: add

° Domain: add

o Attachment: add

Steps

1.
2.
3.

Open an S3 File System asset page.
In the tab pane, click ® Configuration.

In the Crawlers section, click Synchronize now.
» A notification indicates synchronization has started.

» The synchronization job appears in the Activities list as a bulk synchronization.

» The Synchronization Schedule section displays the time of the last
synchronization.
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» Once the synchronization is completed, you can view a summary of the results
from the Activities list and you can view the assets in their domain. For more
information, go to Integrated Amazon S3 data.

Note In case of a partial synchronization caused by a temporary communication
issue, the status of the assets that cannot be synchronized is set to Missing from
source. During the next fully successful synchronization, the assets are removed or
their previous status is restored, depending on their actual status in the source
system.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.

Add an S3 synchronization schedule

To keep the content of Collibra Data Intelligence Cloud synchronized with your Amazon
S3 File System, you can synchronize manually or create a schedule to automatically do
this with a fixed interval.

Note You can only create one synchronization schedule.

Prerequisites

* You have a resource role with the Configure external system resource permission on
the community or domain that contains the S3 File System, for example Owner.

* You have a global role with the Catalog global permission, for example, Catalog
Author.

e You have registered an Amazon S3 file system.

* You have a programmatic AWS user and IAM role with the required permissions.

» You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.
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* You have connected an S3 File System asset to Amazon S3.
* You have created one or more crawlers.
* You have a role with the following resource permissions on the S3 community you
created when you registered an Amazon S3 file system:
° Asset: add
o Attribute: add
° Domain: add
o Attachment: add

Steps
1. Open an S3 File System asset page.

2. Inthe tab pane, click ® Configuration.
3. Inthe Synchronization Schedule section, click Add Schedule.
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4. Enter the required information.

Field

Repeat

Cron

Every

Every first

At

Time zone

5. Click Save.

Description

The interval when you want to synchronize automatically. The possible val-
ues are: Daily, Weekly, Monthly, and Cron expression.

The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Wee k 1y in the Repeat field.

The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1y in the Repeat field.

The time at which you want to synchronize automatically, for example,
14:00.

° You can only schedule on the hour. For example, you can add a syn-
chronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45,
we will default it to 8:00. Use a cron expression if you don't want to
schedule on the hour.

o This field is only visible if you select Daily, Weekly, orMonthlyin

the Repeat field.

The time zone for the schedule.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.
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Edit an S3 synchronization schedule

You can edit the synchronization schedule of an Amazon S3 File System asset. For
example, you can do this if you think the synchronization job runs too often or not often
enough.

Prerequisites

* You have a resource role with the Configure external system resource permission on
the community or domain that contains the S3 File System, for example Owner.

» You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have registered an Amazon S3 file system.

* You have a programmatic AWS user and IAM role with the required permissions.

* You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.

* You have connected an S3 File System asset to Amazon S3.

* You have created one or more crawlers.

* You have a role with the following resource permissions on the S3 community you
created when you registered an Amazon S3 file system:

° Asset: add

o Attribute: add

° Domain: add

o Attachment: add

Steps
1. Open an S3 File System asset page.

2. Inthe tab pane, click ® Configuration.
3. Inthe Synchronization Schedule section, click Edit Schedule.
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4. Enter the required information.

Field

Repeat

Cron

Every

Every first

At

Time zone

5. Click Save.

Description

The interval when you want to synchronize automatically. The possible val-
ues are: Daily, Weekly, Monthly, and Cron expression.

The Quartz Cron expression that determines when the synchronization
takes place.

This field is only visible if you select Cron expression inthe Repeat
field.

The day on which you want to synchronize, for example, Sunday.

This field is only visible if you select Wee k 1y in the Repeat field.

The day of the month on which you want to synchronize, for example,
Tuesday.

This field is only visible if you select Month1y in the Repeat field.

The time at which you want to synchronize automatically, for example,
14:00.

° You can only schedule on the hour. For example, you can add a syn-
chronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45,
we will default it to 8:00. Use a cron expression if you don't want to
schedule on the hour.

o This field is only visible if you select Daily, Weekly, orMonthlyin

the Repeat field.

The time zone for the schedule.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on the integration of S3 via Edge, go to Integrating an Amazon S3
file system via Edge.
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Remove an S3 synchronization schedule

You can remove a synchronization schedule from an Amazon S3 File System asset to stop
automatically synchronizing Amazon S3.

Prerequisites

* You have a resource role with the Configure external system resource permission on
the community or domain that contains the S3 File System, for example Owner.

» You have a global role with the Catalog global permission, for example, Catalog
Author.

* You have registered an Amazon S3 file system.

* You have a programmatic AWS user and IAM role with the required permissions.

* You have configured one or more Jobservers in Collibra Console. If there is no avail-
able Jobserver, the Register data source actions will be grayed out in the global cre-
ate menu of Collibra Data Intelligence Cloud.

* You have connected an S3 File System asset to Amazon S3.

* You have created one or more crawlers.

* You have a role with the following resource permissions on the S3 community you
created when you registered an Amazon S3 file system:

° Asset: add

o Attribute: add

° Domain: add

o Attachment: add

Steps
1. Open an S3 File System asset page.

2. Inthe tab pane, click ® Configuration.
3. Inthe Synchronization Schedule section, click Remove Schedule.
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View the summary of an Amazon S3
synchronization

After you synchronized Amazon S3, you can view the summary of the results. This shows

the impact of the synchronization on the assets in Collibra Data Intelligence Cloud

Steps

1. Open the Activities list.
2. Inthe row containing the S3 synchronization job, click Result.
» The Synchronization Result dialog box appears.

Note
° The dialog box contains information about the total number of resources

that were added, modified or removed as a result of the synchronization.

° In case of an error, the dialog box contains additional information about
the error.

Tip The Job ID is useful when troubleshooting your synchronization process with
Collibra Support.

Integrated Amazon S3 data

After you have synchronized the data, the integration of the Amazon S3 file system is
completed.

Synchronization results

After synchronization, the resulting assets are in the domain that was specified in the
crawler.

Warning Do not move the assets to another domain. Doing so may lead to errors
during future synchronizations. This is a known limitation.
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By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to
show it in a tree structure. For the best result, we recommend that you use the following
relations:

File Container contains File Container
Directory contains Directory

File container contains File

Directory contains File Group

File contains Table

File Group contains Table

Table contains Column

Nogkwn=

The following images shows the resulting hierarchical table.

5 oo [ o o=

' Name + Asset Type ‘

¥ collibra-catalog 53 Bucket
eyt Directory
v gluetest Directory

-y ingestion copy Directory

Note In case of a partial synchronization caused by a temporary communication
issue, the status of the assets that cannot be synchronized is set to Missing from
source. During the next fully successful synchronization, the assets are removed or
their previous status is restored, depending on their actual status in the source
system.

Synchronized metadata per asset type

This table shows the metadata for each Amazon S3 asset type.
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Asset type

S3 Bucket

Directory

File Group

File

Synchronized metadata

URL

Location

File Storage contains/ is part of File Container

URL

File Container contains/ is part of File Container

Directory contains/ is part of Directory

URL

File Type

Document Size

Number of Files

Directory contains/ is part of File Group

URL

File Type

Document Size

File Container contains/ contained in File

Resource ID

00000000-0000-0000-0000-
000000000258

00000000-0000-0000-0000-
000000000203

00000000-0000-0000-0001-
002600000000

00000000-0000-0000-0000-
000000000258

00000000-0000-0000-0001-
002600000001

00000000-0000-0000-0001-
002600000003

00000000-0000-0000-0000-
000000000258

00000000-0000-0000-0001-
002500000012

00000000-0000-0000-0000-
000000000259

00000000-0000-0000-0001-
002500000001

00000000-0000-0000-0001-
002600000004

00000000-0000-0000-0000-
000000000258

00000000-0000-0000-0001-
002500000012

00000000-0000-0000-0000-
000000000259

00000000-0000-0000-0000-
000000007060
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Asset type

Table

Column

Delete an S3 File System asset

Synchronized metadata

Glue database name

Glue table name

File contains/ is part of Table

File Group contains/ is part of Table

Technical Data Type

Column Position

Column is part of/ contains Table

Resource ID

00000000-0000-0000-0001-
000500000066

00000000-0000-0000-0001-
000500000067

00000000-0000-0000-0001-
002600000002

00000000-0000-0000-0001-
002600000005

00000000-0000-0000-0000-
000000000219

00000000-0000-0000-0001-
000500000020

00000000-0000-0000-0000-
000000007042

You can delete an integrated S3 File System asset from Collibra Data Intelligence Cloud.

Note

e The crawlers of the S3 File System asset are deleted.

» The assets that were created by the synchronization are not deleted.

Prerequisites

* You have registered an Amazon S3 file system.

* You have a global role with the Catalog global permission, for example, Catalog

Author.

* You have a resource role with the Asset > Remove resource permission.
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Steps

1. Open an S3 File System asset page.
2. Onthe view toolbar, click Actions — Delete.
» A confirmation dialog box appears.

3. Click Delete S3 File System. Tip If Catalog experience is disabled, the More menu |

Actions.

Troubleshooting: S3 file system integration

Where do | find the Job ID and Request ID for AWS
troubleshooting?

The S3 synchronization results dialog box includes the Job ID. When an S3
synchronization fails, the results includes a detailed error message with the Request ID.

Could not add crawler "s3_catalog-qa_aga' for 53 File System 'd9e6d100-90f6-484d-9734-
ag8fee76463e’ on the target glue system , please restart the synchronization process. An error
occurred while trying to add an AWS Glue crawler s3_catalog-qa_aga. Service is unable to assume
role arn:aws:iam:368426834578 role/elQXGY/xYb4SiIHWU1+8=. Please verify role's TrustPolicy
(Service: AWSGlue; Status Code: 400; Error Code: InvalidinputException; Request ID: 5a790e67-
9948-4abe-92ae-6b53099a727; Proxy: null) T
————

Tip Share the Request ID with AWS support to understand why the specific
request is failing in AWS. This is typically useful to troubleshoot IAM permission
issues in your AWS environment.

Message Could not add/change/delete crawler '<crawler
name>' for S3 File System '<asset name>'.

You can find more information about the actual problem in the Jobserver logs. The
problem is usually described in the AWS SDK error message.
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Cause

Incorrect or too
limited IAM per-
missions for the
programmatic
user defined in the
connection
details.

Maximum number
of crawlers in
AWS Glue
reached.

Bucket does not
exist

No permission to
access the bucket
in Amazon S3.

Description

While connecting, the verification
process only checks that the user can
log in, but it doesn't verify permissions.
Any further operation may therefore
fail if the IAM permissions are wrong or
too limited.

This also applies to the AWS regions.
Collibra checks the credentials in the
default region, based on the region
AWS SDK. Because the IAM service is
global, that is sufficient in most cases.
However, itis possible to put
constraints on specific regions,
including the AWS SDK default region.

When you synchronize Amazon S3,
Collibra creates crawlers in AWS Glue
and executes them. After
synchronization, they are deleted.

By default, each AWS Glue account
can only store 25 crawlers. This
number can be reached easily,
especially if the customer uses
AWS Glue apart from Collibra.

Typo in a bucket name - bucket doesn't
exist.

This includes buckets that exist but
belong to different accounts.

Solution

Edit the IAM permissions or connect to
Amazon S3 with another IAM user or
role.

e Delete one or more crawlers.

e Create an advanced crawler by
tweaking the include path and the
exclude patterns.

¢ Create additional S3 File System
assets and divide the required
crawlers between the assets. Then

synchronize them at different times.

¢ Synchronize different S3 File Sys-
tems at different times.

¢ Ask Amazon support to increase
that number.

For more information, see the
AWS Glue documentation.

Edit the crawler's include path to cor-
rect the bucket name.

Request permission or delete the rel-
evant crawler.
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Cause

Unsupported
AWS region.

Incorrect
AWS region.

Example

[2018-08-03 13:50:38,347]
.agent.SprayRoutesProvider [] []

Description

S3ingestion in Collibra Data Catalog
relies on AWS Glue to analyze S3
buckets. However, AWS Glue is cur-
rently not supported in all AWS
regions, which may lead to failing
crawling creation. The log will display
an UnknownHostException.

AWS regions can be restricted so that
S3 ingestion and synchronization in
Collibra Data Catalog can only be
performed in the regions your AWS
account has access to.

Example You will get an error
message when:

e A user with a European
account tries to perform S3
ingestion in AWS region
Canada.

e A user with a European
account tries to synchronize
S3 buckets for AWS regions
Europe and Canada.

e A user with a Chinese and
Canadian account tries to
synchronize buckets for
AWS regions Ireland and
Canada.

INFO

- output:

Solution

This is a built-in limitation of

AWS Glue. For the list of supported
regions for AWS Glue, see the AWS
documentation.

This is a security measure. The AWS
regions to which Collibra Data Catalog
is allowed to connect can be restricted
via Collibra Console.

(500 Internal Server

Error, {"messageCode":"s3 bucketDoesntExist", "messageArguments":
["gsdggsbgfdscs"]})
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Message Value not allowed. The connection details of the
S3 File System are incorrect.

Cause Description Solution

The credentials This message appears when the Pay attention that they do not contain
forthe AWS user | credentials for the AWS user are trailing spaces.

are incorrect. incorrect. The access key ID and/or

secret access key are wrong.

Your AWS This message appears whenyouadd | Make sure that you have access to the
account doesn't an AWS region in Collibra Consoleto | AWS region where the S3 bucket is loc-
have access to an = which your AWS account doesn't have | ated.

AWS region access and then try to ingest an S3 file

where the S3 system.

bucket is located.

Glue Crawler fails with an Internal Service Exception error
message

This is an AWS Glue crawler error. For possible steps to resolve the issue, see the AWS
documentation.

Glue Crawler failed and AWS logs show an Internal server
error message

When checking the logs in Jobserver you may notice that one or more crawlers failed in
AWS Gilue. In that case, you need to open the AWS console and check the crawlers list in
AWS Glue. Because crawlers are deleted from AWS Glue after ingestion, you will have to
manually re-create the crawlers and run them again before proceeding. The failing crawler
has a red exclamation mark and the Failed status. You can check the logs for more
information.

Sometimes, the logged message just shows an "Internal server error". The only way to get
more information is to contact the Amazon helpdesk. However, we noticed such errors
often happen in the following situations
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e The number of files to crawl is very large (> 100k)
e There is a series of very small files to crawl (>100).

In both cases, the problem is caused by AWS Glue. All Amazon services are protected
against DDoS attacks and they throw throttling exceptions when too many operations are
done in a specific time frame. Unfortunately this limit also applies between Amazon
services. In this specific case, the AWS Glue database service is denying requests from
the AWS Glue crawler service, which causes the crawling process to abort. Because this
is an inherent Amazon limitation, Collibra cannot fix this problem. A possible work-around
is to use more S3 File System assets with more restricted include paths.

Error message The AWS Access Key Id you provided
does not exist in our records though credentials are
accepted

A user may be able to store S3 credentials in the S3 File System asset, though he cannot
synchronize Amazon S3, create, edit or delete crawlers. The following message appears:

The AWS Access Key Id you provided does not exist in our
records.

(Service: Amazon S3; Status Code: 403; Error Code: Inval-
idAccessKeyId;

This may be caused by insufficient permissions on AWS Glue services. For more
information, see About the Amazon S3 file system integration.

Synchronization fails when a directory contains a file and a
directory with the same name (known issue)

In Amazon S3, you can use periods (.) in the name of a directory. As a consequence, you
can give the directory a name that is identical to a file name, for example, Collibra.txt.
However, if this happens, ingestion fails. This is a known issue.
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J Overview

Qy Type a prefix and press Enter to search. Press ESC to clear.

X, Upload 4 Create folder Actions ~

Name J“L:

B WHAT.csv

[ WHAT.csv

adv_single_pattern_detection.csv

csv_whole_number.csv

O O Ogyojof 4

O
[ bson_bytes(1).bson
O

Synchronizing an S3 File System fails with a
relationMaxLimitReachedTarget message in the logs

This error comes from a broken relation in the assets tree. An asset created by S3
ingestion gets more than one parent asset. For example, a File asset has more than one
parent directory or a Directory asset has more than one parent directory.

This typically happens when a user moves S3 assets to a different domain and then starts
a synchronization. In that case, the ingestion jobs try to recreate the missing assets in the
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original domain while old relations are still present. This can lead to an inconsistency in the

relation tree.

We strongly recommend that you never move assets created by S3 ingestion to another
domain.

Example

You work in domain called Amazon, which contains a Directory asset called Main.
The Main Directory asset has a child asset of the File type, called Names.

You move the Main Directory asset to another domain called Local.

When you synchronize again, Data Catalog first recreates the Main Directory asset
in the Amazon domain and then it updates the Names File asset.

As a consequence, the Names File has 2 parent directories, which is a relation
cardinality error.

Synchronizing Amazon S3 fails because you don't have the
necessary permissions

In Collibra Data Intelligence Cloud 2020.11 and newer and Collibra Data Governance
Center 5.7.7 and newer, Collibra checks the permissions of the AWS user when you
synchronize Amazon S3. Synchronizing Amazon S3 fails if the AWS user does not have
the necessary permissions.

A dialog box shows the following message:
Could not get/delete Glue database for S3 File System <name-of-

Amazon-S3-file-system>,
please make sure you have all the necessary permissions.

Solution: Give the AWS programmatic user the permission policy AWSGlueServiceRole.

This is an AWS managed policy. If you don't want to use this out-of-the-box AWS
managed policy, you will need to work with AWS support to define a more restrictive
policy. Make sure to include glue:BatchGetCrawlers and glue:ListCrawlers.
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No assets are created after the synchronization job is
completed

This is usually because AWS Glue didn't find any suitable files to process. A typical
problem is a typo in the include path or exclude patterns. AWS Glue does not fail when an
include path points to a directory that doesn't exist. Also, always verify there are no leading
or trailing spaces in those fields.

Only part of the expected files or file groups are integrated

Jobs in Collibra can only succeed or fail. It's possible that some of the crawlers are
correctly defined while others contain errors, such as a typo in an include path or an
unsupported AWS region. In that case, the activity is marked as successful, though part of
it didn't succeed. Currently, the only way to confirm this is to read the log files of Collibra
and Jobserver or Edge.

Note When you start synchronization, the crawlers are created in AWS Glue. Once
the crawlers are created, they are executed. If Collibra cannot create one or more
crawlers, synchronization fails immediately. If the crawlers are created successfully,
but fail later, synchronization only fails if all crawlers fail.

Partial ingestion or update of assets

It is possible to store a very large number of files in S3 buckets, hence leading to a large
number of assets, attributes and relations to ingest into Data Catalog. To optimize memory
and speed, the ingestion process is not transactional as a whole. It works with small
transactional batches. If ingestion fails and aborts after some batches are already
executed, it is possible that the ingested data is incomplete (if it is the first synchronization)
or only partly updated (if it is not the first synchronization). In this case, it's advised to fix
the problem and resynchronize as soon as possible.
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Some of the folders and files in Amazon S3 are not visible in
Collibra

You may notice that the content of your Amazon S3 does not always match the content in
Collibra. Some folders from Amazon S3 may not appear in Collibra and some files are
merged or split into different assets. This is not a bug in Collibra. When you synchronize
Amazon S3, you create and execute crawlers in AWS Glue. Those crawlers create a table
with metadata. That table is ingested in Collibra and is the basis for the relevant assets.

However, the crawlers in AWS Glue have some specific behavior to deal with partitioned
tables. When the majority of schemas at a folder level are similar, the AWS Glue crawler
creates partitions of a table instead of separate tables. Based on that information, the
assets in Collibra are created.

See the AWS Glue documentation for more information about folders and tables in
Amazon S3 and what happens when a crawler runs.

JSON ingestion shows partial value in technical data type
attributes (known issue)

For security reasons, all values that contain information between < and > characters are
automatically trimmed by Collibra. However, if JSON is ingested by AWS Glue, the
technical data type attribute contains those characters to represent the JSON structure. As
a consequence, the value is trimmed and thus invalid. In future releases of Collibra,
several attribute types will be changed to the plain text kind to avoid this issue.

The file size or other property is not filled in for file xxx.yyy

AWS Glue only provides the file size for known file types, called "classifiers" in the AWS
Glue terminology. Files that are classified as Unknown are registered but won't have any
property associated. For the list of built-in classifiers, see the AWS Glue documentation.

The table name has a strange hash-code at the end

AWS Glue appends a hash code to differentiate two different files of the same name but
different directories, for example, csv_boolean_csv_
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fe8de80c6f9a2b31463801aa2778a427. This name, including the hash code, is actually
transferred to Data Catalog.

A file is wrongly considered a File Group

AWS Glue preferably considers a directory as a data set when possible. This leads to a
File Group being created in Data Catalog. There are multiple cases where it considers
(possibly wrongly) one or more files as a File Group. Unfortunately, those rules are not
clearly defined in AWS Glue documentation. Collibra noticed that AWS Glue considers a
directory as a data set in the following cases:

« Adirectory only contains one file that belongs to a known classifier (file type).
« Allfiles contained in a directory (including sub-directories) expose a similar schema
(for example, all CSV files with columns of text type).

If you use Jobserver, experiment with include paths and exclude patterns of the crawlers.
For example, if a crawler wrongly takes a directory with subdirectories as a single File
Group, the official work-around is to add crawlers with the subdirectories as include paths.
Unfortunately, this work-around requires a lot of manual work and is limited by the
maximum number of crawlers in AWS Glue (25 by default, but this can be expanded on
request).

If you are using Edge, check to solution in the troubleshooting item: File Groups get the
status Missing from Source

File Groups get the status Missing from Source after the S3
synchronization via Edge

File Group assets can receive the status "missing from source" if the behavior of the AWS
crawler is not consistent, meaning AWS classifies files as File Group one day and
classifies them as File on another day.

If this happens, File Group assets are created during the first synchronization but no
longer exist after the second synchronization, resulting in the status "Missing from source".

Solution:
If you are using Edge, you can add custom parameter file-group-as-file to your S3 Edge
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capability. By adding the custom parameter, the S3 synchronization will always ingests
File groups as File assets. The custom parameter is:

» Name: file-group-as-file
e Value: true

Problem setting up Lake Formation and S3 synchronization
via Edge

You aren't able to see all S3 buckets when choosing a storage location for which to review,
grant or revoke user permissions for Lake Formation. For more details, go to Prepare S3
file system for Edge.

Solution:
Provide extra cross region sharing on AWS side. For information, go to the Lake Formation
documentation.

Message Resource does not exist or requester is not
authorized to access requested permissions when setting
up Lake Formation via Edge

When you're adding access permissions for specific storage locations, you receive the
following message “Resource does not exist or requester is not authorized to access
requested permissions®.

Solution:

Go to AWS Lake Formation — Administration — Administrative roles and tasks and add
the IAM user as Data Lake administrator. For more details, go to Prepare S3 file system for
Edge.

Registering an Amazon S3 file system via
the AWS Glue JDBC connector

If you register an Amazon S3 file system via the AWS (Amazon Web Services) Glue JDBC
connector, the resulting assets represent the columns and the tables in Amazon S3
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without the folder context.
You can profile and classify the data, but the folder structure of your Amazon S3

environment isn't represented in Data Catalog.

Note The AWS Glue JDBC connector leverages the Athena JDBC driver.

Register an Amazon S3 file system via the AWS
Glue JDBC connector and Edge

The Amazon S3 file system registration via the AWS Glue JDBC connector allows for the
registration of an Amazon S3 file system as a data source and the synchronization of
Amazon S3 metadata in Collibra, representing the S3 tables and columns in Collibra.

Follow the steps below to register an Amazon S3 file system via Edge.

O O

1.
Prepare
Collibra and Edge
for the registration

Synchror-lize the
83 file system
via Edge

Set up the régistration
of the S3 file system
via Edge

This includes:
Register the file system and
configure the synchronization

Preparations J [ Setup ] [ Registration
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Step What?

Preparation 0 Make sure the following

settings are enabled:

¢ Database registration via
Edgeto allow registering a
data source via Edge.

» Database profiling via
Edge to allow profiling and
classification via Edge.

1 Prepare your Edge site

Setup 2 Register the data source

3 Configure the synchronization
of your data source

Description Results

Your environment is
ready for Edge.

Makes sure the
required settings
are enabled.

Ensures you
have an Edge
site with and
AWS Glue
connection for
Amazon S3 and
the required
capabilities.

Registering a
data source
creates the

* APhysical Data
Dictionary domain
containing a Data-

structure for the base asset is cre-

metadata in ated.

Collibra. e Alist of available
schemas is created
on the Con-
figuration tab page
of the Database
asset.

Making a The information on the

selection of Configuration tab

schemas and
tables that you
want to ingest.

page of the Database
asset is filled in.
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Step What?

Registration | 4 ¢ Synchronize one or more
schemas manually

¢ Add a synchronization
schedule to synchronize

automatically

5 If needed, profile and classify
the synchronized data.

Description

Synchronizing
the schema of a
registered data
source to make
the metadata
available in
Collibra.

Data profiling
creates a
summary of a
data source that
is registered with
Data Catalog and
determines the
data type of
columns in the
data source. The
summary mainly
contains
statistics and
graphics to give
the user an idea
what the
registered data is
about.

Classification
analyzes and
predicts the
content of
registered data
sources based
on a subset of
the data itself,
helping you to
easily gain
insights on what
kinds of data you
have and where
it resides.

Results

Schema, Table,
Column and Foreign
Keys assets are
created in the specified
domain, and
registration data
becomes available.

The Table and Column
assets contain profiling
information and the
Columns are clas-
sified.
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Prepare Edge for the Amazon S3 registration via
the AWS Glue JDBC connector

Before you can register an S3 file system via the AWS Glue JDBC connector and Edge,

you must prepare your Edge site.

Follow the steps below to do so.

Step What?

1 If needed, create an Edge site.
2 If needed, install the Edge site
3 Add an AWS Glue connection

4 Add the following capabilities:

¢ Catalog JDBC ingestion

» JDBC Profiling

« If you also want to collect
sample data, Catalog
JDBC Sampling.

Description

Creates an Edge site to have a processing runtime at your
premises.

Usually, you install one Edge site per virtual or physical
network, security domain, virtual private cloud (VPC) or
within your public Cloud account.

Installs an Edge site to make the Edge software run on a
server, close to your data source.

Note Make sure that you have the necessary
system requirements to install the Edge site.

Adds a AWS Glue JDBC connection to an Edge site to
connect to Amazon S3.

Adds the required capabilities to the S3 connection.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.
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or information on the registration of S3 via Edge, go to Register an Amazon S3 file
ystem via the AWS Glue JDBC connector and Edge.

Register an Amazon S3 file system via the AWS
Glue JDBC connector and Jobserver

The Amazon S3 file system registration via the AWS Glue JDBC connector allows for the
registration of an Amazon S3 file system as a data source and the synchronization of
Amazon S3 metadata in Collibra, representing the S3 tables and columns in Collibra.

Follow the steps below to register an Amazon S3 file system via Jobserver.

Step What?

1 Create an AWS
Glue connector

2 Register the S3
file system as a
data source via
Jobserver

3 Refresh the
registered data
source

Description Results

Creates a AWS (Amazon Web Services) The AWS Glue JDBC con-
Glue JDBC connection needed to register = nection is available.

the Amazon S3 file system as a data

source.

Note The AWS Glue JDBC
connector leverages the Athena

JDBC driver.
Makes metadata of the data source A Physical Data Dictionary
available. domain and new assets of

the type Schema, Table
and Column, cor-
responding to the data in
your data source are avail-
able.

Updates the metadata and profiling of a
registered data source.
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Catalog workflows

To keep the information flows in Data Catalog configurable, workflows are used. You can
configure the out-of-the-box workflows. However, note that these workflows are designed
to work together. If you change one workflow, ensure the other Data Catalog workflows are

still functioning because they may depend on one another.

Name

Assign Owner To
Data Set

Cancel Process

Escalation Process

Post Data Ingestion
Workflow

Propose New
Business Asset

Propose New Data
Asset

Propose New
Technology Asset

Description

This process automates adding owners to data sets.

This workflow is automatically triggered when a new Data Set asset is created.

This process notifies the concerned users of a workflow cancellation.

This process is the default mechanism for the escalation of user tasks in
workflows.

This process facilitates assigning the Owner and Technical Steward for newly
ingested Schema assets.

This workflow is automatically triggered when a new Schema asset is created
and after a data source is registered.

This process facilitates the creation of new Business Assets in the Data
Governance Council community.

This process facilitates the creation of new Data Assets in the Data
Governance Council community.

The Propose New Technology Asset workflow allows you to create a new
Technology asset in Collibra Data Intelligence Cloud. By default, the asset is
added to the Data Governance Council community, in the New Applications
domain.

.....
-----
-----
.....
-----
-----
-----
.....
ooooo
-----
-----
ooooo
-----
.....
-----
ooooo
.....
-----
-----
.....
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Name

Request Assets
Access

Simple Approval

Voting Sub-
Process

Description

The Request Assets Access workflow allows you to request access to assets
that are referenced in your Data Basket. All data owners have to approve the
request before you can access the assets.

Important

» This workflow accepts by default only data sets that contain Column
assets as data elements.

e This workflow replaces the Request Data Sets Access workflow.
However, if you restore a 5.4.x backup or older, the old Requests
Data Sets Access workflow will overwrite the Request Assets
Access workflow. In that case, you have to deploy the Requests
Assets Access workflow again and apply all possible
customizations.

The workflow calculates the name of the asset by combining the creation date
with a sequential number for that day, for example 2019-09-30 #1 and sets the
asset characteristics according to the data submitted through the start form.
The user who started the workflow receives the Requester role. The user with
an Owner role approves the request for each data set and the Owner or
Technical Steward provides access to the data set elements.

For information on when this workflow is used, go to request access to data
sets and reports. For more information on the workflow itself, go to the Collibra
Developer Portal.

The Simple Approval workflow is a single-step process that allows you to
approve an asset in Collibra Data Intelligence Cloud.

The Voting Sub-Process is a workflow that can be called by other workflows
when users need to vote. It is used within other packaged workflows such as
the Approval Process, the Simple Approval or the Issue Management
workflow.

You can use this sub-process in new custom workflows. The result is a true or
false boolean that is provided to the parent workflow.

Tip For more information about these workflows or workflows in general, go to the
Collibra Developer Portal.
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Warning We have announced the end of life of Jobserver and all related Jobserver e
integrations for September 30, 2024, with the exception of Public Sector customers | | . . .
using GovCloud or on-prem environments. ..

For information on registering a data source via Edge, go to Registeringand = * * *° ¢
synchronizing a data source via Edge.
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Catalog Troubleshooting

If you are experiencing general issues with Data Catalog, consult the articles in this
section.

For specific issues with one of the Data Catalog features, go to the dedicated section. For
example:Collibra Data Lineage troubleshooting, Sample data, Google Cloud Storage, S3,
and so on.

How to enable logging for data ingestion

If you want to troubleshoot issues with data ingestion, you have to enable logging for data
ingestion.

By default, logging for data ingestion is disabled because your data can be exposed. For
more information, go to Environment log settings for Repository services.

Warning If you have investigated the data ingestion issue, don't forget to revert all
the changes from this section.

Steps

1. Open the Data Governance Center logging settings.
a. Open Collibra Console.
» Collibra Console opens with the Infrastructure page.
b. Click the Data Governance Center service of the environment whose log set-
tings you need.
c. Click Logs.
d. Above the table, to the right, click @ Settings.
2. Click Add logger.
» The Add logger dialog box appears.
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3. Enter the required information.

Field Description

Logger name The name of the logger.

Enter one of the following:

o

o

Logger level

com.

com.

com.

com.

com.

com.

collibra
collibra
collibra

collibra

collibra.

collibra.

Select DEBUG.

4. Click Add logger.

5. Repeat this until you have added all the loggers.
» If you create a diagnostics file for DGC files, the logs for the added packages will

.Jjobserver.client

.catalog.
.catalog.
.catalog.

catalog.

catalog.

core

core.

core.

core.

core.

schema.
schema.
schema.

schema.

The amount of log entries you want in the logs.

.datausage.impl

impl
impl.ingestion
impl.profiling

impl.report

be included. No passwords nor user names are available in full in these logs.

What's next?

You can create and download a diagnostics file.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.
For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

The Jobserver logs are out of memory

When the Jobserver log files are out of memory, the logs that are created during ingestion

or profiling are deleted immediately after they are created.
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Solution

1. Stop the environment for which you want to update the memory settings.
2. Open a terminal session on the server that hosts the jobserver.

3. Open the /opt/collibra/spark-jobserver/conf/logback.xml file and do the following.
a. Inthe logger section, update the properties to match the below information:

<logger
<logger
<logger
<logger

<logger

<logger

name="com.collibra.jdbc" level="DEBUG"/>
name="org.apache.spark" level="WARN"/>
name="akka" level="WARN"/>
name="com.collibra.catalog.profilers" level-

1="DEBUG" />
<logger name="spark.jobserver.context" level="WARN"/>

name="com.collibra.catalog.ingestion" level-

1="DEBUG" />
<logger name="com.collibra.catalog.profiling.anonymization"
level="DEBUG" />
<logger name="com.collibra.jobserver.job" level="DEBUG"/>

name-—

e="com.collibra.awsconnector.services.s3glue.impl" level-
1="DEBUG" />

b. Remove any other loggers.
c. Save and close the file.
4. Start the environment again.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers

using GovCloud or on-prem environments.
For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Ingestion out-of-memory error in Jobserver

When you upload a JDBC driver larger than 50 MB or when you have uploaded multiple
JDBC drivers, you may encounter an out-of-memory error. Due to this problem, the

jobserver does not release the memory needed to store the driver in memory.
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Resolution

To solve this problem, you have to increase the memory of the Jobserver application, for
example, increase it to 3 GB.

Al

© 0N o

11.

Stop the environment for which you want to update the memory settings.

Open a terminal session on the server that hosts the jobserver.

Open the file <drive>/collibra/spark-jobserver/conf/jobserver.conf for editing.
Look up the parameter driver-memory.

Edit the parameter value, for example, 3G, corresponding with 3 GB.

The default value is 2G.

Save and close the file.

Open the file <drive>/collibra_data/spark-jobserver/config/server.json for editing.

Look up the parameter jobserverMemory.

Edit the parameter value, for example, 2048M, corresponding with 2 GB.
The default value is 1024 M.

Save and close the file.

Start the environment again.

Warning We have announced the end of life of Jobserver and all related Jobserver

integrations for September 30, 2024, with the exception of Public Sector customers

using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and

synchronizing a data source via Edge.
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Error when managing connection properties
of a driver for Jobserver

Issue

When you want to change the properties of a connection used to register data sources via
Jobserver, you receive the following error message:
CollibralIllegalStateException: jdbcDriverCannotBeUpdatedWhenLinked
when trying to delete or edit a JDBC driver.

or

You cannot update the driver because it is linked to a Schema Asset

Reason

Once you have successfully used a connection to register a data source via Jobserver,
you cannot update the connection properties anymore.

Solution

If you want to change the properties for a driver, you need to create a new driver:

Open a schema registered via the driver you want to update.
Go to Actions — Refresh.
In JDBC driver version, select Manage drivers....
Create a new driver for the data source.
As a best practice for the name of the drivers, use a naming convention which
includes the data source and the JDBC driver version number. For example: Google
BigQuery 8257 or MySQL 8257. If you want to use the same driver version with other
properties, add an extra number. For example: Google BigQuery 8257 v2.
For details on the properties, see Manage Collibra-provided JDBC drivers.
5. Save the new driver.

» The new driver is automatically applied to the schema.
6. For each schema that uses the old driver, go to Actions — Refresh, and select the
new driver.

oo~
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Missing schema name during data ingestion

If you ingest a data source with a new JDBC driver, you can receive an error "No schema
has been specified".

Note Inthe stacktrace youcanseea"CollibraIllegalArgumentException"
message.

Solution

Make sure that you defined a schema property for the new JDBC driver.

Error when refreshing a Schema registered
via Jobserver

Issue

If you manually or automatically refresh a schema registered via Jobserver, you receive
the following error:

Server connection failed - java.lang.ClassNotFoundException:...

Reason

This can happen for PostgreSQL, Oracle, and SQL Server data sources that are
registered via Jobserver and Register data source [use your own driver]. The message
means that the JAR file used for the connection is not available. The file was probably
removed during the upgrade to 2022.11. For information on the reason, go to the Support
Center.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.
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or information on registering a data source via Edge, go to Registering and
ynchronizing a data source via Edge.

Different versions for Collibra and Jobserver

You can install the services of a Collibra Data Intelligence Cloud environment on multiple
nodes. If you do so, make sure that you use the same installer on all the nodes. This also
applies to upgrading an environment.

If your environment has different versions for the Data Governance Center and Jobserver
services, the following errors will occur when you run an ingestion.

o Spark Context's logs
[2017-11-07 07:27:15,608] WARN nalRequestDataDeserializer []
[akka://JobServer/user/jobManager-c7-8eec-de0c02029808] - Pack-
age com.collibra.jobserver.dto.catalog.ingestion, different ver-
sion detected: client uses version 1.2.4-SNAPSHOT, server uses
version 1.2.2-SNAPSHOT

e Collibra logs
20:21:43.407 [Procedure Manager] WARN c.c.j.c.i.s.StateDeseri-
alizer - Package com.collibra.jobserver.dto.catalog.profiling,
different version detected: client uses version 1.1.10, server

uses version 1.1.8

Solution

Install all the Collibra services with the same installer.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.
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Resolve schema refresh conflicts via
Jobserver

Note This information only applies to Jobserver. For information on how Edge
handles differences between the original schema and the updated schema, see
About synchronizing schemas.

If you refresh a schema via Jobserver, the ingestion process detects differences between
the original schema, already in Collibra Data Intelligence Cloud, and the updated schema.

If columns or tables have been added to or removed from the schema, the process will
create or delete the corresponding Column and Table assets in Collibra. However, the
ingestion process results in a refresh conflict if one or more columns or tables were added
and others were removed. If that happens, it adds a Refresh conflict attribute to all added
and removed columns or tables. You have to resolve these conflicts before you can
refresh the schema again. If you do not resolve the refresh conflicts, any future attempts to
refresh the data source will fail.

To see if there are any conflicts after a refresh, you have to add the Refresh Conflict field
to the Data Sources view of the schemas.

You may come across the following scenarios:

¢ A column is deleted from the schema and another one is added to the schema:
a. You have to manually delete the column asset.
b. You have to remove the Refresh conflict attribute from the added column
asset.

Catalog Home Reports Data Sets Data Sources Data Dictionary Technology Assets Metrics Access Requests

Data Sources v

View for displaying all data sources

Y 0 Namet Description Asset Type Refresh Conflict

O v Engineers engineers informati... ~ Schema

O v myEng1 Table Deleted column
Ly myEng2 Table

[ myEng2 > age Column This data asset has been either renamed or removed from the schema.]

[ myEng2 > birthday Column This data asset is either a new addition to the schema or is a duplicate of a renamed a... ]

=== myEng2 > capital_gain Column
- myEng2 > capital_loss Column Added column

000000
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¢ A column is renamed in the schema:
a. You have to remove the column asset with the updated column name.
b. You have to rename the original column name to the newly ingested column
name and delete the Refresh Conflict attribute.

Catalog Home Reports Data Sets Data Sources Data Dictionary Technology Assets Metrics Access Requests

Data Sources v

View for displaying all data sources

>
7 [J Namet Description Asset Type ’ Refresh Conflict
O v Engineers Engineers employee personal ...  Schema
O > myEngl Table
: Original column name

O  *--v myEng2 Table

O [ myEng2 > age Column This data asset has been either renamed or removed from th...]
O - myEng2 > capital_gain Column

O === myEng2 > capital_loss Column

: Updated column name

O - myEng2 > country Column

O [ myEng2 > current_age Column This data asset is either a new addition to the schema or is a ]
O - myEng2 > education Column

» A column is deleted from the schema: this is automatically detected by the refresh
operation. No further action is required of you.
» A column is added to the schema: this is automatically detected by the refresh oper-
ation. No further action is required of you.
o Atable is renamed in the schema:
a. You have to manually delete the renamed new table and all the columns con-
tained in the table.
b. You have to manually rename the existing old table and all the columns con-
tained in the table.

Data Sources -
View for displaying all data sources

Filters Edit <
Basic
No filters defined. Name t | Description | Asset Type ‘ Refresh Conflict
Click edit to add one.
T Refresh Schema
r-=% firsttable Table | This data asset has been either renamed or removed from the schema.
t--%  firsttable2 Table | This data asset is either a new additicen te the schema or is a duplicate of a renamed asset,

o Atable is deleted from the schema and another table is added to the schema:
a. You have to manually delete the deleted table and all the columns in the table.
b. You have to manually delete the Refresh Conflict attribute for the added table.
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Data Sources ~
View for displaying all data sources

>

Name + | Description ‘ Asset Type ‘ Refresh Conflict

g

v Postgre Schema

O
O
|:| Irt CompanyList Table |Tms data asset has been either renamed or removed from the schema.
] [ Employee Table

]

t--%  Schools Table |Tms data asset is either a new addition to the schema or is a duplicate of a renamed asset.|

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Resolve a schema refresh conflict when columns
are added and deleted at the same time

If you refresh a schema, the ingestion process will detect conflicts if the data source has
the following changes:

¢ A column has been removed.
¢ A column has been added.

In the following example, the ingested schema has a column age and in the updated
schema, the column age is removed and a column birthday is added.

Steps

1. Look up the data source with the search function or as follows:
a. Onthe main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.
b. Inthe submenu, click Data Sources.
c. Optionally, add the Refresh Conflict column to the table.
d. Inthe table, expand the relevant schema and table to find the columns with
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refresh conflicts.

Catalog Home Reports

Data Sources v

View for displaying all data sources

? O Namet Description Asset Type Refresh Conflict
(] ' Engineers engineers informati...  Schema
O . myEng1 Table Deleted column
O T myEng2 Table
0O [ myEng2 > age Column This data asset has been either renamed or removed from the schema. ]
O : [ myEng2 > birthday Column This data asset is either a new addition to the schema or is a duplicate of a renamed a... ]
O ] myEng2 > capital_gain Column
O b myEng2 > capital_loss Column

2. Select the column that is removed from the data source and click Delete above the
table.
If necessary, select all column assets that are removed from the data source.

3. Click Yes to confirm the deletion of the column asset(s).

4. Click the name of the added column name.
» The column asset page appear.

5. Inthe Refresh Conflict section of the column asset page, hover over the message
and click ¥ on the right-hand side.

& Business Analysts Community P & Schemas P T default

myEng2 > birthday

Column @ Candidate a0 o

¢ 22Engineers » B myEng2 » 8 myEng2 > birthday

2] Summary Description

Details No value has been given yet. Double click or use the edit button.
Ba  Data Profiling Refresh Conflict

LS

This data asset is either a new addition to the schema or is a duplicate of a renamed asset. 4

o

6. Click Yes to confirm the deletion of the attribute.
7. Click the browser's Back button to return to the Data Sources view of the table.
You can also click on the breadcrumb, as shown in the following image, to open the
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table asset page of the ingested schema.’

& Business Analysts Community » & Schemas » B default

myEng2 > age

Column @ Candidate @0 o

< s2Engineers » (B myEng2 |» 8 myEng2 > current_age

& Ssummary Description

8. Repeat steps 5 to 8 for all other added columns.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Resolve a schema refresh conflict for a renamed
column

If you refresh a schema where the data source contains a column that has been renamed,
the ingestion process will detect a conflict. In the following example, the ingested schema
contains a column that has been renamed.

Steps

1. Look up the new column with the search function or as follows:
a. On the main toolbar, click i, and then click © Catalog.
» The Catalog Home opens.
b. Inthe submenu, click Data Sources.
c. Optionally, add the Refresh Conflict column to the table.
d. Inthe table, expand the relevant schema and table to find the columns with
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refresh conflicts.

Catalog Home Reports Data Sets Data Sources Data Dictionary Technology Assets Metrics Access Requests

Data Sources ~

View for displaying all data sources

>
V [0 Namet Description Asset Type | Refresh Conflict
O v Engineers Engineers employee personal ... ~ Schema
O  t-» myEngl Table
: Original column name

O ‘v myEng2 Table

0O [ myEng2 > age Column This data asset has been either renamed or removed from th“,]
O - myEng2 > capital_gain Column

O == myEng2 > capital_loss Column

: Updated column name

O - myEng2 > country Column

O [ myEng2 > current_age Column This data asset is either a new addition to the schemaorisa... ]
O - myEng2 > education Column

2. Select the updated column name and click Delete above the table.
If necessary, select all column assets that are removed from the data source.
3. Click Yes to confirm the deletion of the column asset(s).
4. Click the name of the original column.
» The column asset page appears.
5. Click Actions > Edit.
» The Edit <asset name> dialog box appears.
6. Change the name to the new ingested name.

Edit myEng2 > age

Type

ICo\umn v ‘
Status

[Candidate v ‘

Cancel Save

7. Click Save.
8. Refresh the page.
9. Leave the column asset page open.
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10. Inthe Refresh Conflict section of the column asset page, hover over the message
and click ¥ on the right-hand side.

& Business Analysts Community » & Schemas » T default

myEng2 > current_age
Column @ Candidate @0 o

Add characteristic < ZEngineers» B myEng2 » § myEng2 > current_age

| 2] Summary Description
Details No value has been given yet. Double click or use the edit button.

Ba  Data Profiling Refresh Conflict

" €—

This data asset has been either renamed or removed from the schema. K4
o Diagram

11. Click Yes to confirm the deletion of the attribute.
12. If necessary, repeat steps 4 to 12 for other renamed column assets.

What's next?

You can now safely refresh the schema with the new data source; however, keep in mind
this may take some time.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Resolve a schema refresh conflict for a renamed
table

If you refresh a schema where the data source contains a table that has been renamed,
the ingestion process detects a conflict.

In the following example, the ingested schema contains a table that has been renamed.
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Data Sources ~

view for displaying all data sources

Filters Edit <

Basic

No filters defined. Name t | Description ‘ Asset Type | Refresh Conflict
Click edit to add one.

* Refresh Schema
r--*  firsttable Table | This data asset has been either renamed or removed from the schema.
t--»  firsttable2 Table | This data asset is either a new addition to the schema or is a duplicate of a renamed asset. I

You have to manually resolve the conflicts before you continue. It is not possible to refresh
a schema when there are conflicts.

Note You have to add the Refresh Conflict column to the table if it is not there
already.

Steps

1. On the main toolbar, click i, and then click © Catalog.
» The Catalog Home opens.
» The Catalog Home appears
2. Inthe submenu, click Data Sources.
3. Expand the tables to see all the columns that are contained in them.
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4. Delete the renamed table and its columns:
a. Select the renamed table and all its contained columns.
b. Above the table, click Delete.

2 9119 Move  Validate Approval  Simple Approval  Vote te
Y B Namet | Description ‘ Asset Type Refresh Conflict

Refresh Schema
-7 firsttable Table This data asset has been either renamed or removed from the schema.
-- firsttable > column1 Calumn
- firsttable > column2 Column
== firsttable > column3 Column
-- firsttable > column4d Calumn
- firsttable > columns Column
- firsttable > columng Column
== firsttable > column? Calumn

-- firsttable > column8 Column

a

-¥ firsttable2 Table This data asset is either a new addition te the schema or is a duplicate of a renamed asset.

<]

== firsttable2 > columnt Calumn

a

-- firsttable2 > column2 Calumn

a

-- firsttable2 > column3 Column

<]

- firsttable2 > columnd Column

<]

-- firsttable2 > columns Calumn

<]

-- firsttable2 > columné Column

<]

- firsttable2 > column? Column

<]

-- firsttable2 > column& Calumn

c. Click Yes to confirm the deletion of the column asset(s).
5. Hover over the original table, in this example, firsttable, and click # to the right of

the table name.
6. Change the name to the new ingested table name, in this example, firsttable2, and
click ¥ to apply the change.

T Refresh Schema

firsttable2 Table
XV

7. Hover over a column contained in the table you just renamed and click # to the right
of the column name.

8. Rename the column by replacing the table part of the name with that of the renamed
table and click ¥ to apply the change.
The column name is a concatenation of the table name and the original column
name and so you just have to replace the table part of the name with the new table
name. For example, to rename the column name firsttable > column1 to firsttable2
> column1, you just have to change firsttable to firsttable2 so that the column name
becomes firsttable2 > column1.

9. Repeat this action for all the columns in the renamed table.
Now, you only see the new ingested table, firsttable2, and the columns contained in

596



Chapter 10

the table.

¥ Refresh

‘v [firstcablez

- firsttable2 > column?
- firsttable2 = column2
- firsttable2 > column3
- firsttable2 = column4
- firsttable2 > column5
- firsttable2 = columné

- firsttable2 > column?

- firsttable2 > columng

Schema

Table

Column

Column

Column

Column

Column

Column

Column

Column

10. Click the name of the renamed table.

» The table asset page appears.

11. Inthe Refresh Conflict section, hover over the refresh conflict message and click ®

on the right-hand side.

Refresh Conflict

This data asset has been either renamed or removed from the schema.

|Thi5 data asset has been either renamed or removed from the schema.

12. Click Yes to confirm the deletion of the Refresh Conflict attribute.

What's next?

You can now safely refresh the schema with the data source.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers

using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.

Resolve a schema refresh conflict when tables
are added and deleted at the same time

When you refresh a schema, the ingestion process detects conflicts if the data source has

the following changes at the same time:

¢ A table has been removed.
o Atable has been added.
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following example, a table has been added to a schema, and another has been

deleted. After refreshing the schema, refresh conflicts appear for the added table and the
deleted table, as shown in the following image:

Data Sources v
View for displaying all data sources

>

V [] MNamet | Description | Asset Type | Refresh Conflict
[l 7 Postgre Schema
[ > CompanyList Table |Th|s data asset has been either renamed or removed from the schema.
(] b Employee Table
I:l :"'b Schools Table IThls data asset is either a new addition to the schema or is a duplicate of a renamed asset.l
You have to manually resolve the conflicts before you continue. It is not possible to refresh

a schema when there are conflicts.

Note You have to add the Refresh Conflict column to the table if it is not there
already.

Steps

1.

o

On the main toolbar, click i, and then click 8 Catalog.

» The Catalog Home opens.

» The Catalog Home appears.

In the submenu, click Data Sources.

Select the deleted table and all its contained columns.

> 3/6 Move Validate Approval Simple Approval Vote

? B Namet | Description | Asset Type | Refresh Conflict
[l Postgre Schema
T CompanyList Table This data asset has been either renamed or removed from the schema.
- CompanyList > calumn Column
Lo Companylist > column2 Column
[] t--» Employee Table
O --* Schools Table This data asset is either a new addition to the schema or is a duplicate of a renamed asset.

Above the table, click Delete.
Click Yes to confirm the deletion.
Click the name of the added table.
» The table asset page appears.
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7. Inthe Refresh Conflictsection, hover over the refresh conflict message and click ¥
on the right-hand side.

Refresh Conflict

ITI’]IS data asset is either a new addition to the schema or is a duplicate of a renamed asset. £ W

8. Click Yes to confirm the deletion of the Refresh Conflict attribute.

What's next?

You can now safely refresh the schema with the data source.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments. For more information, go to
Announcements.

Advanced data type detection is slow

Advanced data type (ADT) detection is the process that compares each value in the
database with each pattern in the ADT definition list.

The following non-exhaustive list contains the factors that affect the detection time:

» The higher the number of ADTs in Catalog, the longer the detection time.

e The higher the number of patterns in each ADT, the longer the detection time.
For example, a text ADT can contain one or more regular expressions. The more reg-
ular expressions that you add to this ADT, the longer the detection time will take.

Tip As a general rule, try to limit both the number of ADTs and the number of
patterns per ADT.

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and
synchronizing a data source via Edge.
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Jobserver troubleshooting

This is a list of known issues in versions older than Collibra 2024.02.

Problem

One or more of the following error messages
appear:

e context JS-<context ID> not
found in the Jobserver node in DGC logs.

e manager start - /op-
t/collibra/spark-job-
server/bin/manager start.sh:
line 73:

the Jobserver server logs.

e Spark context logs are interrupted during
Spark processing.

e It is not possible to allocate

<process id> killedin

enough memory inthe Spark process or

other process on the same machine.

An ingestion job keeps on running due to
lingering Spark Context.

Communication failure occurs between
Jobserver and Spark Context when profiling
large tables.

Solution

If the Spark context crashes or is unresponsive, it
can be related to a memory shortage. Make sure
that you have enough memory.

e In5.7, a Jobserver node should have 64GB
RAM, 16 CPUs and 500GB SSD.

e In5.7.1, the Spark context process
configuration for each Jobserver requires you
to change the lower the heap memory to
40GB and replace the -XX:+UseG1GC option
by -XX:+UseParallelGC.

Restart the Jobserver, then restart Collibra.

The following relevant parameters can be edited
in the Jobserver configuration file to decrease the
chance that this problem occurs:

e acceptable-heartbeat-pause

should be 600s.
e heartbeat-interval should be 300s.

e threshold shouldbe 12.0

Warning We have announced the end of life of Jobserver and all related Jobserver
integrations for September 30, 2024, with the exception of Public Sector customers
using GovCloud or on-prem environments.

For information on registering a data source via Edge, go to Registering and

synchronizing a data source via Edge.

600


ref_announcements.htm#End

Chapter 10

Jobserver jobs

To ingest data in Collibra Data Intelligence Cloud, you have to register a data source.
During the ingestion, you can include to run a data profiling, data sampling and to detect
advanced data types in the data.

The DGC service is responsible for the ingestions, the Jobserver is responsible for the
data profiling, data sampling and advanced data type detection.

The following table shows how many jobs it takes to complete a task. The jobs are
executed sequentially.

Task Number of jobs
Data profiling 4 jobs per table
Data sampling 2 jobs per table
Advanced data type detection 1 job per table
Data ingestion 0 job

If you have to troubleshoot Jobserver jobs, you need the following log files when you
create a diagnostic file.

e Collibra logs

» Jobserverlogs: You have to enable the ingestion and profiling logs.

e Sparklogs: You have enable to the Spark logs. When you create a diagnostic file,
these are included with the Jobserver logs.
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	 Catalog submenu pagesThe following table describes each of the submenu items of the Data Catalog application.PageDescriptionCatalog HomeThe landing page for Data Catalog. This page is designed to help you quickly and easily find Data Catalog-related assets.ReportsAll report assets. Data SetsAll Data Set assets shown as a set of tiles or as a table, with their name, description and, if there are any, connections to existing assets in Collibra.Data SourcesData sources that are used for data source registrations.Data DictionaryAll data assets in Collibra.Technology AssetsAll technology assets in Collibra.MetricsContains a variety of statistics related to how the assets of Catalog are used.Access RequestsThe history of your access requests and their status.Advanced Data TypesAll advanced data types, which are used during a data source registration.Data Catalog asset pagesThe asset pages in Data Catalog provide information about assets. What has an impact on the page layout and contents?The user interface (UI): latest UI (beta) or classic UI.We've built a new UI for Collibra Data Intelligence Cloud in Collibra 2024.02. You can learn more in the UI overview.In the classic UI, the layout also depends on the Catalog experience setting. Catalog experience is a setting that improves the user experience of the Data Catalog asset pages. The improvements include: Custom tabs that correspond to the page you are working on.A streamlined title bar showing general information.Quicker and easier navigation that requires less scrolling.The Catalog experience setting is enabled by default. If required, you can disable it.The layout and information also depends on the asset type, the asset type's assignment, and, in the latest UI, the asset's page layout.Page layout and contentsFor more information on the Data Catalog asset pages, see the online version of this guide.Data Catalog HomeThe Collibra Data Catalog Home is the landing page when you click the Data Catalog tab. This page is designed to help you quickly and easily find Data Catalog-related assets.You need the Data Catalog global role or Data Catalog Author role to view Data Catalog Home.The page is organized into five groupings, or sections, of assets and a Data Catalog-specific search field.The Data sets you might like section is enabled and disabled via Collibra Console. By default, it is enabled (shown) on the page. The other four sections are always shown and cannot be disabled. However, for any of the five sections, if there is no relevant data, nothing is shown on the page, including the section header. Element nameDescriptionSearch fieldA Data Catalog-specific search field that you can use to find any asset in CollibraData Catalog, for example assets of asset types Data Set, Schema, Table, Column, Tableau Workbook and Tableau View.This search field works in the same manner as does the global search field, but it uses a default 'Data Catalog' filter. Data Catalog Data Sets You Might LikeShows up to four data sets you might be interested in, as determined by the recommender, which takes into account your data sets and the data sets of similar users.The Show More button enables you to view up to eight data sets on this page.Recently ViewedShows the four most recently viewed Data Catalog-related assets.This section uses the Recent widget functionality.The Show More button enables you to view the eight most recently viewed assets.ReportsShows the four most recently created assets of asset type Report and its child asset types.Clicking the asset name takes you to the asset page. Clicking View All Reports takes you to the Catalog reports page.Data SetsShows the four most recently created assets of asset type Data Set.Clicking the asset name takes you to the asset page. Clicking View All Data Sets takes you to the Data Sets overview page.Data SourcesShows the four most recently created assets of asset type Table.Clicking the asset name takes you to the asset page. Clicking View All Data Sources takes you to the Data Sources page.Recommenders in Data CatalogThe recommenders aim to suggest relevant business assets and data sets. Recommenders have to train regularly to update the recommendations. By default, this is done every night. Recommendations can be calculated on the basis of several algorithms. These algorithms also calculate an error margin for each recommendation, and eventually only the algorithm with the lowest error margin provides the recommendations.You can edit the settings of the recommenders and matchers to optimize the recommendations.The recommenders use statistical information. Therefore, your recommendations will be empty or less useful if your company just started using Collibra Data Intelligence Cloud.Recommendation of data sets to usersDescriptionThe data set recommender recommends data sets to users, based on the data sets of similar users.If you use some of the same data sets as some other users, you are probably also interested in data sets that they use but you don't. The recommendations are shown on Catalog Home.ExampleStrategyThe data set recommender compares the data sets used by the users to find relevant data sets. It roughly follows these steps:See which data sets you are currently using.Look for other users that also use your data sets.See which data sets those users use, but you don't.Recommend up to 9 of those data sets to you.If the recommender does not have enough data, for example if you just started using Collibra, it only considers 3 parameters: CertifiedQualityPopularity (number of views of the data set asset page)Recommendation of business assets to data setsDescriptionThe asset recommender recommends business assets to data sets, based on business assets it is related to.If two data sets have relations to the same business assets, business assets related to only one of the two data sets may be relevant to the other data set as well.ExampleStrategyThe asset recommender uses the relation data set related to business asset set to find relevant assets. It roughly follows these steps:See which business assets are related to the current data set.Look for other data sets related to those business assets.See whether those data sets are also related to other business assets.Recommend those business assets on the data set page and in the Add related to dialog box.If the recommender does not have enough data, for example if you just started using Collibra, it does not give you any recommendations.Recommendation of business assets to column assetsBusiness assets are recommended to column assets based on the search engine in Collibra. The recommendations are shown in the section of represented by business asset relation.ExampleRecommendation of business assets to Tableau workbook assets and Tableau view assetsBusiness assets are recommended to Tableau workbook assets and Tableau view assets based on the search engine in Collibra. The recommendations are shown in the section of report related to business asset relation.MatchersMatchers aim to suggest assets and data sets that might be interesting for you. Matchers find similar data sets and schemas based on name and attributes.You can edit the settings of the recommenders and matchers to optimize the recommendations.The matchers use statistical information. Therefore, your recommendations will be empty or less useful if your company just started using Collibra Data Intelligence Cloud.Data set matcherThe data set matcher looks at the names and attributes of the Column assets that a data set contains. Similar data sets are displayed in the Data Set asset page.Schema matcherThe schema matcher is currently not used in Collibra.Data Catalog SearchYou need the Data Catalog global role or Data Catalog Author role to view the Data Catalog search page and use the Data Catalog Search.The Data Catalog Home page has a Data Catalog-specific search field that you can use to find assets in Data Catalog. In the search input field, you can type any text and press Enter or click Search to launch the search.The search finds resources that contain a word that begins with your search text. For example, if you type ca, the search results could contain 'California' and 'Lewis Carroll', but not 'Meercat'.You can also use wildcards and symbols to search, see Wildcards and symbols for searching.When you launch a search from Data Catalog, the search page is the regular Collibra search page, but with the Catalog search filter applied. Catalog Reports pageThe Reports page is a view that shows: All Report assets.All out-of-the-box or manually created child asset types of Report, for example BI Report, Tableau View, and Looker Query.Report viewsYou can view the assets in table or tile display mode, and can perform all the same actions you can for any other table or set of tiles.Reports in tile display modeIn tile display mode, you can do the following:Click an report name to open the relevant asset page. Click anywhere else in the tile to select one or more reports. The list of available actions appears in the action toolbar.Reports in table display modeIn table display mode, you can do the following:Click an report name to open the relevant asset page.Select the checkbox in front of a report to select it. The list of available actions appears in the action toolbar.Edit cells in the table.FiltersThe default All Reports view doesn't apply a specific filter. It shows all Report assets. Some of the other out-of-the-box views do contain a filter. For example the Certified reports view only shows reports that are certified. You can also create your own filter and, if necessary, save the filtered view as a new view. For example, you can create separate views for Report assets belonging to a specific source, for example Tableau, Looker or Power BI.Data Catalog Data SetsA data set is a logical, handpicked set of data elements that can come from multiple data sources. For example, Customer Contact information. Data sets allow users to quickly know which data to use for a specific purpose and request access to it.The Catalog Data Sets overview page displays existing data sets in a table or as tiles. The page displays the name of the data set, its description, its certification status, and, if there are any, connections to existing business assets in Collibra Data Intelligence Cloud.Data Sets overview pageThe Data Sets overview page contains the data sets that are available in Collibra Data Intelligence Cloud. You can view the data sets in tile display mode or table display mode.Tile display modeClick a data set title to open its details.Click anywhere in the tile except for the title to select the data set.The list of actions that you can perform is displayed.Table display modeClick a name of the data set to open its details.Select one or more data sets.The list of actions that you can perform is displayed.Data Set asset pageThe Data Set asset page is basically the same as any asset page in Collibra Data Intelligence Cloud with the following differences: The Data Set asset page has a special attribute, namely Certified. That attribute indicates whether a data set is certified or not. There are no restrictions for certifying a data set, except the ones your organization chooses. You decide when a data set can or has to be certified. For more information about how to do this, see Certify a data set.It contains suggestions for related Business Assets, based on the asset recommender.It contains data profile and sample data, if available.The Sample Data tab shows the first 100 columns of data. If you have more than 100 columns, they are not shown.You can perform the following actions on this page:Create a viewFilter dataSort Catalog submenu pagesRequest access to data setsThis workflow accepts by default only data sets that contain Column assets as data elements.Delete data setsCreating data setsIn this section you can learn how to create a data set and how to add data to it.Create a data setYou create data set assets to later add data to them.Steps    On the main toolbar, click .The Create dialog box appears.Click the Asset tab.Click Data Set.In the Domain field, select the domain to which you want to add one or more data sets.In the Name field, type the name of the data set and press Enter.You can create multiple data sets in one action.Click Create.What's next?Add data to a data set from an asset pageAdd data to a data set from the Data Sources or Data Dictionary pageAdd or remove the Add to Data Set buttonThis feature only affects the latest user interface (UI) (beta).By default, the Add to Data Set action is available in Schema, Table, and Column asset pages, and in the Data Sources and Data Dictionary page in Data Catalog. You can remove this action via a setting in the Data Marketplace section.Requirements and permissionsThe Settings landing page is enabled.You need the SysAdmin global role.Steps    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens.In the Data Marketplace section, click Shopping Basket.Click Data Set Creation.To remove the Add to Data Set action, deselect the Show 'Add to Data Set' checkbox. To make sure the action is available, select the Show 'Add to Data Set' checkbox.This change only impacts the latest UI. In the classic UI, CSS override could be used.Click Save.Depending on your selection, the Add to Data Set action will or won't be available in Schema, Table, and Column asset pages, and in the Data Sources and Data Dictionary page in Data Catalog. If the button is visible and the user clicks the button, the asset is added to the data set. For more information, go to Add data to a data set from an asset page or Add data to a data set from the Data Sources or Data Dictionary page.Add data to a data set from an asset pageWhen you come across an asset that you want to add to a data set, you can add that asset from that asset page.Requirements and permissions You have a global role with the Catalog global permission, for example, Catalog Author.    You have a resource role with the Attribute > Add resource permission.StepsNavigate to an asset page of a schema, table or column asset.In the upper-right corner, click Add to Data Set.Enter the required information in the Add Data to Data Set dialog box.Existing Data Set:Select the data set.Click Add to data set.New Data Set:Type a name in the Data set name field.Type a description in the Description field.Click Create & Add data.Add data to a data set from the Data Sources or Data Dictionary pageYou can add data to a data set from the Data Sources or Data Dictionary page.Requirements and permissionsFor Data Dictionary: You have a global role with the Data Dictionary global permission, for example Data Dictionary.     You have a resource role with the Attribute > Add resource permission. Steps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the submenu, click Data Sources or Data Dictionary.If necessary, filter the list of data assets.Select the checkboxes of the data assets you want to add to a specific data set.Some data assets are nested. If you select the top one, all its children are added as well.Keep in mind that you can only add schemas, tables and columns.Above the table, click Add to Data Set.Enter the required information in the Add data to data set dialog box.Click Add to data set.A notification in the upper-right corner lets you know how many assets you have added to the data set.Certify a data setYou can approve, endorse or guarantee the contents of a data set.StepsNavigate to the asset page of a data set that you want to certify.Find the Certified characteristic and double-click the line of text below it.Click in the field.Click True.Click Save.You can design a workflow to take care of the certification of a data set.Delete data setsIf you no longer need a certain data set, you can delete it from the repository.Steps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the submenu, click Data Sets.  Search for the data sets that you want to delete.You can use the Filter pane or sort your data sets.In table mode, select the check boxes of the data sets that you want to delete.In tile mode, hold the SHIFT key to select multiple data sets.Click Delete.Click Yes to confirm.Data Sources pageThe Data Sources page is page that shows the asset types that are created by Database and S3 registrations. It’s a combination of Data and Technology asset types. You can view the assets in table display mode or tile display mode.Data sources in table display modeWith hierarchies enabled, you can expand the assets to consult the structure of the data sources. If needed you can also show other asset types in the lower levels of the hierarchy.Click an asset name to open the relevant asset page.Select one or more assets. The list of actions that you can perform is then displayed.Data sources in tile display mode Click an asset name to open the relevant asset page.Select the checkbox of a tile to select it. The list of actions that you can perform is then displayed.Click anywhere else in the tile to select the asset. The list of actions that you can perform is then displayed.Data Dictionary pageThe Data Dictionary page is a page that shows the assets of asset type Data Asset and its children asset types in Collibra Data Intelligence Cloud.You can view the assets in table display mode or tile display mode.On this page, you can perform the following actions:Create a viewFilter assetsSort assets by name, description and asset typeDelete assetsMove assetsAdd assets to a data setStart an asset workflow from an asset table, for assetsTechnology Assets pageThe Technology Assets page is a view that shows all assets of every technology asset type in Collibra Data Intelligence Cloud.You can view the assets in table display mode or tile display mode.On this page, you can perform the following actions:Create views.Filter assets.Sort assets by name, description and asset type.Delete assets.Move assets to another domain.Access Requests pageIf you have requested access to one or more assets, the Access Requests page allows you to view the status of your requests. When you request access:The Request Assets Access workflow starts.A Data Usage asset is created in the Data Usages domain in your community. The names of your requests are automatically generated with the date of your request. Click the request name to open the asset page which shows all the information about your request. If you have requested access to multiple assets, you can sort on any of the columns on the Access Requests page, to find a specific access request. We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.Advanced data typesWhen you profile data when registering a data source, Collibra Data Intelligence Cloud can detect some basic data types, such as numbers and text. Besides these basic data types, you can create your own advanced data types.Advanced data types are not taken into account when profiling via Edge. See About profiling and classification via Edge.This feature isn't available in the latest user interface (beta).In this section, you learn how to work with advanced data types. We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.Data type detectionThis feature isn't available in the latest user interface (beta).When you run a data profiling when registering a data source, Collibra Data Intelligence Cloud tries to detect the data type of each column.Collibra tries to match the fields of each column with every data type. Collibra remembers the matches for each field, also if a field has multiple matches.Collibra calculates the matching percentage of how many fields of the column match the same data type.Collibra verifies the matching percentage against the data type detection threshold. You can define the data type detection threshold in Collibra Console, see the Collibra Installation and Configuration Guide.Collibra assigns the data type with the highest matching percentage to the source column, provided that the matching percentage exceeds the threshold.Out of the box, there are several base data types such as integer, text and boolean. With each data profiling, these base data types are evaluated. If your data source contains special data types such as social security numbers or international bank account numbers, you can define them as advanced data types. In the data source registration wizard, you can then choose to also evaluate the data on these advanced data types.Keep in mind that detecting advanced data types significantly increases the data profiling job execution time. We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.Advanced data type management prerequisitesThis feature isn't available in the latest user interface (beta).To manage advanced data types, you need the following prerequisites:Catalog roleAdvanced Data Type global permission We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.Create an advanced data typeThis feature isn't available in the latest user interface (beta).If the basic data types, such as numbers and text, are not specific enough, you can create your own advanced data types.Prerequisites You have a global role with the Catalog global permission, for example, Catalog Author.        You have a global role with the Advanced Data Type > Add global permission. Ensure that your environment uses the classic user interface.           Steps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the submenu, click Advanced Data Types.Above the table, to the right, click Add Advanced Data Type.In the Add Advanced Data Type dialog box, fill in the new data type properties. OptionDescriptionNameThe name of the advanced data type. The name has to be unique, including the basic data types.DescriptionThe description of the advanced data type.Base data typeThe data type used as basis for the advanced data type:TextGeographicalTrue/FalseDateTimeDate and TimeWhole NumberDecimal NumberArrayN/AExamplesBase data typeField namePatternsTextEmail address[a-z0-9]+[_a-z0-9\.-]*[a-z0-9]+@[a-z0-9-]+(\.[a-z0-9-]+)*(\.[a-z]{2,4})TextIP address\b(?:(?:2(?:[0-4][0-9]|5[0-5])|[0-1]?[0-9]?[0-9])\.){3}(?:(?:2([0-4][0-9]|5[0-5])|[0-1]?[0-9]?[0-9]))\bDateCustom Dateyyyy-MM-ddTimeCustom TimeHH mmDate and TimeCustom Date and TimeMM/dd/yyyy HH:mm:ssTrue/FalseBoolean (French)  true: vrai, v  false: faux, f Advanced data type (variable field name)The field name depends on the selected base data type.Base data typeField nameDescriptionTextRegular expressionsList of regular expressions.For more information about regular expressions, see regular-expressions.info. GeographicalRegular expressionsList of regular expressions.For more information about regular expressions, see regular-expressions.info.DateDate pattern List of date patterns using the DateTimeFormatter format. See the official Java documentation.TimeTime patternList of time patterns using the DateTimeFormatter format. See the official Java documentation.Date and TimeDate and Time pattern List of date and time patterns using the DateTimeFormatter format. See the official Java documentation.Whole NumberNumeric formatLocale for the format of whole numbers.Decimal NumberNumeric formatLocale for the format of decimal numbers.True/FalseTrue valuesFalse valuesList of values that are accepted as True value.List of values that are accepted as False value.Array or N/A Not applicable for advanced data type detection.Click Save. We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.Edit an advanced data typeThis feature isn't available in the latest user interface (beta).If an existing advanced data type is incorrect, you can edit it.Prerequisites You have a global role with the Catalog global permission, for example, Catalog Author.        You have a global role with the Advanced Data Type > Update global permission. Ensure that your environment uses the classic user interface.      Steps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the submenu, click Advanced Data Types.In the row of the data type that you want to edit, click .The Edit Advanced Data Type dialog box appears.Enter the required information.OptionDescriptionNameThe name of the advanced data type. The name has to be unique, including the basic data types.DescriptionThe description of the advanced data type.Base data typeThe data type used as basis for the advanced data type:TextGeographicalTrue/FalseDateTimeDate and TimeWhole NumberDecimal NumberArrayN/AExamplesBase data typeField namePatternsTextEmail address[a-z0-9]+[_a-z0-9\.-]*[a-z0-9]+@[a-z0-9-]+(\.[a-z0-9-]+)*(\.[a-z]{2,4})TextIP address\b(?:(?:2(?:[0-4][0-9]|5[0-5])|[0-1]?[0-9]?[0-9])\.){3}(?:(?:2([0-4][0-9]|5[0-5])|[0-1]?[0-9]?[0-9]))\bDateCustom Dateyyyy-MM-ddTimeCustom TimeHH mmDate and TimeCustom Date and TimeMM/dd/yyyy HH:mm:ssTrue/FalseBoolean (French)  true: vrai, v  false: faux, f Advanced data type (variable field name)The field name depends on the selected base data type.Base data typeField nameDescriptionTextRegular expressionsList of regular expressions.For more information about regular expressions, see regular-expressions.info. GeographicalRegular expressionsList of regular expressions.For more information about regular expressions, see regular-expressions.info.DateDate pattern List of date patterns using the DateTimeFormatter format. See the official Java documentation.TimeTime patternList of time patterns using the DateTimeFormatter format. See the official Java documentation.Date and TimeDate and Time pattern List of date and time patterns using the DateTimeFormatter format. See the official Java documentation.Whole NumberNumeric formatLocale for the format of whole numbers.Decimal NumberNumeric formatLocale for the format of decimal numbers.True/FalseTrue valuesFalse valuesList of values that are accepted as True value.List of values that are accepted as False value.Array or N/A Not applicable for advanced data type detection.You cannot change the base data type.Click Save. We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.Delete one or more advanced data typesThis feature isn't available in the latest user interface (beta).If you no longer use an advanced data type, you can delete it.Prerequisites You have a global role with the Catalog global permission, for example, Catalog Author.    You have a global role with the Advanced Data Type > Remove global permission.Ensure that your environment uses the classic user interface.      Steps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the submenu, click Advanced Data Types.Single advanced data typeIn the row of the data type that you want to delete, click .In the Delete advanced data type dialog box, click Delete advanced data type.Multiple advanced data typesSelect the check boxes in front of the advanced data types that you want to delete.Click Delete.You can select all the visible assets at once by clicking the check box next to the Name column header.In the Delete (x) advanced data type(s) dialog box, click Delete (x) advanced data type(s).The data type attributes that contain the deleted advanced data type are reset to the base data type that was used for the advanced data type.Sort Catalog submenu pagesYou can reorder the data on Catalog pages, such as Reports, Data Sets, Data Sources and so on.Steps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.Click any of the items in the submenu, for example Data Sets.Sort your data:In Table display mode, click any column header to sort the data based on that column. Click again to toggle between ascending and descending order.In Tile display mode:Click the arrow before the Sort by drop-down list to sort ascending or descending.Then in the Sort by drop-down list, select the field on which you want to sort.
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	 Registering a data sourceBy registering a data source, you connect a data source to Collibra and make metadata of the data source available in Collibra. Based on that, you can create data sets that can then be used for reporting and analysis. If you are using a Collibra Data Intelligence Cloud environment with an on-premises Jobserver, the Jobserver version must be compatible with the cloud version. You can find the version of your Collibra Data Intelligence Cloud environment at the bottom of the sign-in window, for example 2024.02.0.About registering a data source Registering a data source via Jobserver Registering and synchronizing a data source via Edge Migrating schemas from Jobserver to Edge We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.About registering a data sourceBy registering a data source, you connect a data source to Collibra and make metadata of the data source available in Collibra.You can register a data source via Jobserver or via Edge.Differences between registering a data source via Jobserver or via EdgeThe following table shows the differences between registering a data source via Jobserver or via Edge.Part of processRegister a data source via JobserverRegister a data source via EdgePermissionsThe required permissions to register a data source via Jobserver or via Edge are the same except for the following permission:You need a resource role with the following resource permissions on the Schema community:Asset > addAttribute > addDomain > addAttachment > addThe required permissions to register a data source via Edge or via Jobserver are the same except for the following permission:You need a global role with the View Edge connections and capabilities global permission.Registering a data sourceWhen you register a data source via Jobserver, you have to enter all database connection properties in the Register data source dialog box.Before you register a data source via Edge, you have to enable data source registration via Edge. You also need a JDBC connection to your data source and Edge capabilities with a JDBC Catalog JDBC ingestion capability template. When you register a data source in Data Catalog, you can then select which database you want to add to the JDBC connection.Refreshing or synchronizingAfter registering a data source, a Schema asset is created. On the Configuration tab page of the Schema asset page, you can refresh a data source.After registering a data source, a Database asset is created. The Database asset has a relation of the type Technology asset groups / is grouped by Technology asset to the System asset that was selected when registering the data source. On the Configuration tab page of the Database asset page, you can synchronize one or many schemas.Profiling optionsAt the end of the registration process, you can select profiling options to create data profilingdata profiling and sample datasample data. The profiling data is automatically created after the refresh process.Data profiling creates a summary of a data source that is registered with Data Catalog and determines the data type of columns in the data source. The summary mainly contains statistics and graphics to give the user an idea what the registered data is about. Sample data is a set of randomly collected data from a data source. The purpose of showing sample data is to provide examples of the data so you know what to expect when you use the asset. To be able to profile the data, you have to enable profiling and classification via Edge. After you have registered the data source, you can then select profiling options to create profiling data and data classes on a Database asset page. The metadata is profiled and classified automatically after synchronizing a schema or manually.Also to show sample data for a data source, extra setup is needed.Difference between registering a data source and importing dataWhen you register a data source, Data Catalog reads and processes metadata of data sources that are not governed in Collibra Data Intelligence Cloud. Collibra will create assets of the relevant types, such as Database, Table and Column.You register a data source that contains your financial data in a SAP HANA database. Afterwards, you can use the Collibra to manage the data, for example manage access control through data sets and use traceability to see your data lineage.When you import data, you create or edit assets or complex relations, with their characteristics, from a view. Collibra will create assets of the type specified in the imported XLSX or CSV file.You import an XLSX file containing the most common business terms of your company. You can use Collibra to approve the terms and link them to more technical assets.Naming conventionWhen you register a data source, Collibra follows a strict naming convention for the names of the new assets. Each asset has a display name and full name. You can freely edit the display name. However, you should never edit the full name, because Data Catalog may need it to refresh data sources. Editing the full name may cause unexpected results and break the synchronization process.Editing the full name of the Database and Schema assets may lead to errors during the refresh process.For information on Edge naming conventions, go to naming conventions.Quartz Cron syntaxCron is a software utility that specifies commands to run on a given schedule. This schedule is defined by a Cron pattern, which has a specific syntax that will be described in this section.For example, you can refresh the schema of a data source or synchronize Tableau or Amazon S3 metadata outside office hours to reduce the impact of these actions on the performance of your environment.By default, you use Spring Cron expressions to schedule Collibra Console back-ups.If you create an invalid Cron pattern, Collibra Data Intelligence Cloud stops responding.The Cron pattern consists of six or seven space-separated fields:<second> <minute> <hour> <day of the month> <month> <day of the week> <year>PositionFieldMandatoryAllowed valuesAllowed special charactersExamples1secondYes0-59, - * /10: at the 10th second.*/10: every 10 seconds.2minuteYes0-59, - * /30: at the 30th minute. */15: every 15 minutes.5/10: every 10 minutes starting at the 5th minute after the hour 3hourYes0-23, - * /10: at 10 o'clock. 8-10: at 8,9 and 10 AM.6,18: at 6 AM and at 6 PM.4day of the monthYes1-31, - * ? / L W3: on the 3rd day of the month. 1-4: every first four days of the month.1,15: the first day of the month and the 15th day of the month.L: on the last day of the month.L-3: on the third-to-last day of the month.15W: on the nearest weekday to the 15th of the month. If the 15th is a Saturday, then the trigger will be on the 14th, if the 15th is a Sunday, then the trigger will be on the 16th.              If the 1st day of the month is a Saturday, then 1W corresponds to the 3rd day of the month, since the month is specified in the 5th value of the Cron expression.LW: on the last weekday of the month.5monthYes1-12 or JAN-DEC, - * /12: in December. 1-3: every first three months of the year.JUL,AUG: every July and August.The names of the months are not case-sensitive.6day of the weekYes1-7 or SUN-SAT, - * ? / L #TUE: every Tuesday.2-6: every weekday, Monday to Friday.              MON,WED,FRI: every Monday, Wednesday and Friday.L: on Saturday, the 7th day of the week.2L: at the last Monday of the month.              6#3: on the 3rd Friday of the month.              The names of the days are not case-sensitive.7yearNoempty, 1970-2099, - * /<empty>: if your schedule doesn't require a year, you can leave this value empty.2021: in 2021. 2021-2025: in the years 2021, 2022, 2023, 2024 and 2025.2021,2022,2025: in the years 2021, 2022 and 2025.Special charactersCharacterDescription*Used to select all values within a field.* in the minute field corresponds with every minute.?Used to specify something in one of the two fields in which the character is allowed, but not the other, mainly used for days of the week. If you want your trigger to fire on a particular day of the month, for example the 10th, but don't care what day of the week that happens to be, you could put 10 in the day-of-month field, and ? in the day of the week field.-Used to specify ranges. 10-12 in the hour field means “the hours 10, 11 and 12”.,Used to specify additional values. MON,WED,FRI in the day-of-week field means “the days Monday, Wednesday, and Friday”./Used to specify increments. 0/15 in the seconds field means “the seconds 0, 15, 30, and 45”. And 5/15 in the seconds field means “the seconds 5, 20, 35, and 50. You can also leave out the number before /, which is equivalent to having 0 before / . 1/3 in the day-of-month field means “fire every 3 days starting on the first day of the month”.LHas different meaning in each of the two fields in which it is allowed. The value L in the day-of-month field means “the last day of the month” - day 31 for January, day 28 for February on non-leap years. You can also specify an offset from the last day of the month, such as “L-3” which would mean the third-to-last day of the calendar month. If you use L in the day-of-week field by itself, it means “7” or “SAT”. But if used in the day-of-week field after another value, it means “the last xxx day of the month” - for example “6L” means “the last Friday of the month”. When using the L option, it is important not to specify lists, or ranges of values, because you may get unexpected results.WUsed to specify the weekday (Monday-Friday) nearest the given day. 15W in the value for the day-of-month field, means the nearest weekday to the 15th of the month: If the 15th is a Saturday, the trigger will fire on Friday the 14th. If the 15th is a Sunday, the trigger will fire on Monday the 16th. If the 15th is a Tuesday, then it will fire on Tuesday the 15th. However if you specify 1W as the value for day-of-month, and the 1st is a Saturday, the trigger will fire on Monday the 3rd, as it will not ‘jump’ over the boundary of a month’s days. The ‘W’ character can only be specified when the value in the day-of-month field specifies a single day, not a range or list of days.The 'L' and 'W' characters can also be combined in the day-of-month field to yield 'LW', which translates to *last weekday of the month*.#Used to specify “the nth” XXX day of the month. 6#3 in the day-of-week field means “the third Friday of the month” (day 6 = Friday and “#3” = the 3rd one in the month). Other examples: 2#1 is the first Monday of the month and 4#5 is the fifth Wednesday of the month. Note that if you specify #5 and there is not 5 of the given day-of-week in the month, then no firing will occur that month.0 0 * ? * * * = the top of every hour of every day.        */10 * * * * ? = every ten seconds.        0 0 8-10 * * ? 2020 = 8, 9 and 10 o'clock of every day during the year 2020.        0 0 6,19 ? * * = 6:00 AM and 7:00 PM every day.        0 0/30 8-10 ? * * = 8:00, 8:30, 9:00, 9:30, 10:00 and 10:30 every day.        0 0 9-17 * * MON-FRI = on the hour nine-to-five weekdays.0 0 0 25 12 ? = every Christmas Day at midnight, no matter what day of the week it is.0 15 10 ? * 6L 2022-2025 = 10:15 AM on every Friday of every month during the years 2022, 2023, 2024 and 2025.0 30 11 ? * 6#2 = 11:30 AM on the second Friday of every month.Quartz Cron only supports a value in either the 4th or the 6th position, but not in both. At the same time, both positions cannot be empty.Foreign key ingestionA foreign key, in relational databases, is a field in one table that refers to the primary key of another table. A primary key is a column or combination of columns, to uniquely identify table records.The table with the primary key is referred to as the referenced table or parent table.The table with the foreign key is referred to as the child table.Ingesting foreign keysIn Data Catalog, a foreign key is ingested as an asset of the Foreign key type. See Foreign Key asset page.The Foreign key asset creates relations between columns of different tables. It consists of foreign key mappings between the parent and child table. In the following example, you see an overview of the tables, columns and a foreign key:food: Schema that consists of two tables:food_types: Table with the columns food_name, food_code and food_type.fastfood: Table with the columns main_food_code, company_name and main_food_type.fastfood_fk: Foreign key asset consists of one or more foreign key mappings.mapping 1 (marked with blue arrows): Constrains the column main_food_code from the child table.References the column food_code from the parent table.mapping 2:Constrains the column main_food_type from the child table.References the column food_type from the parent table.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.Registering a data source via JobserverBy registering a data source via Jobserver, you connect a data source to Collibra. With this, you can make metadata of the data source available in Collibra. During the data source registration process, you create a Schema asset. Via this asset, you can refresh the metadata of the data source.You can also register a data source via Edge.Data source ingestion stepsThe following table shows the steps required for data source ingestion.StepWhat?Description1Register a data sourceRegistering a data source creates a connection between your data source and Collibra. It makes metadata of the data source available in Collibra.You can register a data source using a Collibra-provided driver or your own driver.2IngestionAfter registering a data source, Collibra creates a Physical Data Dictionary domain and new assets of the type Schema, Table and Column, corresponding to the data in your data source.Once you used a connection to successfully register a data source via Jobserver, you cannot change the connection properties. See Error when managing connection properties of a driver for Jobserver.3Refresh a data sourceRefreshing the schema of a registered data source updates the metadata of the data source in Collibra. You typically do this when the data in a registered data source has been updated.You can do this manually or automatically at fixed intervals.Profiling data optionsWhen you register your data source, you can choose profiling options for the registered data.OptionDescriptionStore Data Profile           Option to perform data profiling on the registered data. Detect advanced data types            Option to detect advanced data types in the data source. Store Sample Data            Option to extract sample data from the registered data. Tables excluded from registrationDatabase tables that will not be ingested.If required, you can exclude multiple tables. To do this, press Enter after typing a value and then type the next.You can use an asterisk (*) as wildcard to select multiple tables. For example, if you want to exclude the tables that all start with act_, you can enter act_*.The table names are case sensitive.You can add or remove tables from this list by refreshing the schema.The Table assets that are created after ingestion have an attribute type called Table Type that defines the type of table that is declared in the data source. For example, TABLE, VIEW,...After registering a data sourceWhen the registration is complete:A message at the top right tells you that data source registration is complete. A domain and Schema asset are immediately created and an ingestion job is started.You can immediately add the registered data source to a data set by clicking the corresponding link in the confirmation message.The ingestion job creates assets that represent the metadata of the data source.      Table assets that are created after ingestion have an attribute type called Table Type that defines the type of table that is declared in the data source. For example, TABLE, VIEW,...A workflow to assign a technical steward to the new domain is started. This is a simple packaged workflow that you can edit to fit your organization's needs. When you have assigned a technical steward, that technical steward has to set the security classification and indicate whether the data elements contain personally identifiable information (PII).We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information about using Catalog connectors on Edge, go to Overview of Catalog connectors.Register a data source using a Collibra-certified driverYou can register a database as a data source using one of the JDBC drivers provided by Collibra Marketplace.For an overview of the connection details of the various databases, see the JDBC connection details of Collibra-provided drivers.You can also do this with your own JDBC drivers.    This operation should only be executed by your database administrator.      The Collibra-provided drivers have been tested with Collibra Data Governance Center version 5.7.5. In older versions, you might encounter unexpected behavior. Prerequisites You have a global role with the Catalog global permission, for example, Catalog Author.You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.If you are using a Collibra Data Intelligence Cloud environment with an on-premises Jobserver, both must have the same installer version. You can find the installer version of your Collibra Data Intelligence Cloud environment at the bottom of the sign-in window of its Collibra Console, for example 5.9.1-0You have a resource role with the following resource permissions on the Schema community:Asset > addAttribute > addDomain > addAttachment > addSteps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Create dialog box, click Register data source (use a Collibra provided driver).In the Register data source dialog box, enter the required information.        FieldDescriptionSchema NameThis name is used in Collibra as schema asset and must therefore be unique.Schema DescriptionThe description of the schema. This is used as description of the schema asset.OwnerThe owner of the registered data in Collibra.Click Next.If required, add and configure the driver of your preference:In the JDBC driver version field, click manage drivers....By default, you see the name of the driver that was used last.Do one of the following:Click Add JDBC Driver if you want to create a new JDBC driver.Click if you want to edit an existing JDBC driver.Enter the required information.FieldDescriptionJDBC Driver Version NameThe name of the JDBC driver.As a best practice, we recommend you use a strict naming convention which includes the data source and a version number. For example: Google BigQuery 1.5 or MySQL 5.9. UploadButton to upload the relevant files for the data source.Driver filesThis table contains a list of uploaded files.You can remove a driver file by clicking .Click Next.Configure the JDBC connection.FieldDescriptionConnectionThe JDBC connection string.Some connection properties can be added to the URL as name-value pairs separated by semicolons. We recommend you not to use this mechanism unless we specify differently in our documentation. Keep in mind that most properties in the URL are ignored. Instead, we recommend you to specify all connection properties in the below section of this dialog box.Driver Class NameThe driver class name of the connection.Connection propertiesThis section contains the connection properties.Click Create.Enter the database connection properties.        FieldDescriptionJDBC driver versionThe JDBC driver to connect to your database. Connect viaThe jobserver used for ingesting.<Connection properties section>This section contains the connection properties.Login InformationThis section contains the login information.Store CredentialsSelect this option to store the credentials to access the database. With a schema refresh, you can clear this option again.UsernameUsername to access the database.This field is ignored if your data source uses any other means of authentication, such as Cyberark, Kerberos, NTLM or any certificate-based authentication method.PasswordCorresponding password to access the database.This field is ignored if your data source uses any other means of authentication, such as Cyberark, Kerberos, NTLM or any certificate-based authentication method.Schedule Data RefreshEnable or disable a schedule to automatically refresh the data registration.Cron ExpressionSchedule of the data refresh as a Cron pattern.If you create an invalid Cron pattern, Collibra Data Intelligence Cloud stops responding.Time ZoneThe time zone of the database.Click Next.Select the data profiling options.        FieldDescriptionStore Data Profile           Option to perform data profiling on the registered data. Detect advanced data types            Option to detect advanced data types in the data source. Store Sample Data            Option to extract sample data from the registered data. Tables excluded from registrationDatabase tables that will not be ingested.If required, you can exclude multiple tables. To do this, press Enter after typing a value and then type the next.You can use an asterisk (*) as wildcard to select multiple tables. For example, if you want to exclude the tables that all start with act_, you can enter act_*.The table names are case sensitive.You can add or remove tables from this list by refreshing the schema.The Table assets that are created after ingestion have an attribute type called Table Type that defines the type of table that is declared in the data source. For example, TABLE, VIEW,...Click Create.What's next?The data source is registered and the data is automatically ingested. The ingestion of data is executed in a job. You can see this job in the list of activities.If the database contains foreign keys, they will be registered as new assets of the Foreign Key asset type. Assets of this type contain the complex relation, which is the link between all column assets that are part of the foreign key definition.However, the complex relation is not created if a column is part of a table that is added to the list of Tables excluded from registration.If you exclude a table during the schema refresh, the corresponding table, column assets and foreign key mapping will be deleted.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information about using Catalog connectors on Edge, go to Overview of Catalog connectors.Register a data source using your own driverYou can register a database as a data source using one of your own drivers.For an overview of the connection details of the various databases, see the JDBC connection details of Collibra-provided drivers.You can also do this with a Collibra-provided JDBC driver.    This operation should only be executed by your database administrator.      The Collibra-provided drivers have been tested with Collibra Data Governance Center version 5.7.5. In older versions, you might encounter unexpected behavior. Prerequisites You have a global role with the Catalog global permission, for example, Catalog Author.You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.If you are using a Collibra Data Intelligence Cloud environment with an on-premises Jobserver, both must have the same installer version. You can find the installer version of your Collibra Data Intelligence Cloud environment at the bottom of the sign-in window of its Collibra Console, for example 5.9.1-0You have a resource role with the following resource permissions on the Schema community:Asset > addAttribute > addDomain > addAttachment > addSteps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Create dialog box, click Register data source (use your own driver).In the Register data source dialog box, click GenericAmazon RedShiftCloudera HiveHortonworks HiveHP VerticaIBM DB2Mapr HiveSQL ServerMySQLOraclepostgreSQLTeradata.In the Register data source dialog box, enter the required information.        FieldDescriptionSchema NameThis name is used in Collibra as schema asset and must therefore be unique.Schema DescriptionThe description of the schema. This is used as description of the schema asset.OwnerThe owner of the registered data in Collibra.Click Next.If required, add and configure the driver of your preference:In the JDBC driver version field, click manage drivers....By default, you see the name of the driver that was used last.Do one of the following:Click Add JDBC Driver if you want to create a new JDBC driver.Click if you want to edit an existing JDBC driver.Enter the required information.FieldDescriptionJDBC Driver Version NameThe name of the JDBC driver.As a best practice, we recommend you use a strict naming convention which includes the data source and a version number. For example: Google BigQuery 1.5 or MySQL 5.9. UploadButton to upload the relevant files for the data source.Driver filesThis table contains a list of uploaded files.You can remove a driver file by clicking .Click Next.Configure the JDBC connection.FieldDescriptionConnectionThe JDBC connection string.Driver Class NameThe driver class name of the connection.Connection propertiesThis section contains the connection properties.Click Create.Enter the database connection properties.        FieldDescriptionJDBC driver versionThe JDBC driver to connect to your database. Connect viaThe jobserver used for ingesting.<Connection properties section>This section contains the connection properties.Login InformationThis section contains the login information.Store CredentialsSelect this option to store the credentials to access the database. With a schema refresh, you can clear this option again.UsernameUsername to access the database.This field is ignored if your data source uses any other means of authentication, such as Cyberark, Kerberos, NTLM or any certificate-based authentication method.PasswordCorresponding password to access the database.This field is ignored if your data source uses any other means of authentication, such as Cyberark, Kerberos, NTLM or any certificate-based authentication method.Schedule Data RefreshEnable or disable a schedule to automatically refresh the data registration.Cron ExpressionSchedule of the data refresh as a Cron pattern.If you create an invalid Cron pattern, Collibra Data Intelligence Cloud stops responding.Time ZoneThe time zone of the database.Click Next.Select the data profiling options.        FieldDescriptionStore Data Profile           Option to perform data profiling on the registered data. Detect advanced data types            Option to detect advanced data types in the data source. Store Sample Data            Option to extract sample data from the registered data. Tables excluded from registrationDatabase tables that will not be ingested.If required, you can exclude multiple tables. To do this, press Enter after typing a value and then type the next.You can use an asterisk (*) as wildcard to select multiple tables. For example, if you want to exclude the tables that all start with act_, you can enter act_*.The table names are case sensitive.You can add or remove tables from this list by refreshing the schema.The Table assets that are created after ingestion have an attribute type called Table Type that defines the type of table that is declared in the data source. For example, TABLE, VIEW,...Click Create.What's next?The data source is registered and the data is automatically ingested. The ingestion of data is executed in a job. You can see this job in the list of activities.If the database contains foreign keys, they will be registered as new assets of the Foreign Key asset type. Assets of this type contain the complex relation, which is the link between all column assets that are part of the foreign key definition.However, the complex relation is not created if a column is part of a table that is added to the list of Tables excluded from registration.If you exclude a table during the schema refresh, the corresponding table, column assets and foreign key mapping will be deleted.JDBC connection details of your own driversIn this section, you will see the connection details needed to register a data source or manage your own JDBC driver.About the Connection properties table:The Label column is the value that will appear in the connection details dialog box of the Data Source Registration wizard.The Property column contains the parameters in which the user input will be saved.Amazon RedshiftLabelPropertyMandatoryHostnamehostYesPortportYesDatabasedatabaseYesSchemaschemaYesCloudera HiveLabelPropertyMandatoryURL (hostname:port)hostYesPrincipalprincipalYesSchemaschemaYesHortonworks HiveLabelPropertyMandatoryURL (hostname:port)hostYesSchemaschemaYesHP VerticaLabelPropertyMandatoryHostnamehostYesPortportYesDatabasedatabaseYesSchemaschemaYesIBM DB2LabelPropertyMandatoryHostnamehostYesPortportYesDatabasedatabaseYesSchemaschemaYesMapR HiveLabelPropertyMandatoryURL (hostname:port)hostYesSchemaschemaYesMicrosoft SQL ServerLabelPropertyMandatoryHostnamehostYesPortportYesDatabasedatabaseNameYesSchemaschemaYesMySQLLabelPropertyMandatoryHostnamehostYesPortportYesDatabasedatabaseYesOracle DBLabelPropertyMandatoryHostnamehostYesPortportYesSIDsidYesSchemaschemaYesPostgreSQLLabelPropertyMandatoryHostnamehostYesPortportYesDatabasedatabaseYesSchemaschemaYesTeradataLabelPropertyMandatoryHostnamehostYesPortportYesDatabasedatabaseYesSchemaschemaYesAuthentication methodsCertain authentication methods require additional connection properties.NTLMIf you want to use NTLM authentication, you also need the following connection properties. LabelPropertyMandatorySecurityintegratedSecurity must be value True.YesAuthentication schemeauthenticationScheme must be value NTLM.YesKerberosIf you want to use Kerberos authentication, you also need the following connection properties.LabelPropertyMandatoryPrincipalprincipalYesKerberos realmrealmYesLogin context nameloginContextNameYou can find the value for this property in the jaas.conf file.YesJaas file namecom.collibra.jobserver.dto.catalog.JdbcConnection.jaasConfigYesKerberos configuration filecom.collibra.jobserver.dto.catalog.JdbcConnection.krbConfigYesCyberarkIf you want to use CyberArk authentication, you need the following connection properties. If you use one of the CyberArk connection properties, Data Catalog automatically uses CyberArk authentication.LabelPropertyMandatoryKeystore filekeystoreFileYesKeystore passwordkeystorePassYesDefault truststoredefaultTruststoreNoCyberArk addresscyberarkAddressYesCyberArk application IDcyberarkAppIdYesCyberArk querycyberarkQueryYesWe have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.AuthenticationIf you register a database as data source or manage a JDBC driver, you can use various authentication methods to access your data source.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.CyberArk authenticationCyberArk is middleware to manage authentication and is used to provide access to various data sources. You can use CyberArk to let Data Catalog access and ingest data sources with username and password authentication. You can only authenticate to data sources using username and password authentication.Setting up CyberArk authenticationYou set up CyberArk authentication when you register your data source or manage your JDBC driver. When you register your data source or manage your JDBC driver, you only provide the username, the password you need to authenticate to the data source is stored in CyberArk and is retrieved by the Jobserver. When you ingest a data source using CyberArk authentication, the Jobserver uses certificate-based mutual authentication to authenticate to CyberArk. The connection to CyberArk is only supported over HTTPS.To authenticate via CyberArk, you have to enable CCP WebService in CyberArk and keep the default name AIMWebService unchanged. You also have to provide your own CyberArk certificates via a JKS keystore that you upload to Collibra when you register your data source or manage your JDBC driver. The JKS keystore contains the CyberArk client certificates, the private key and, if required, a server certificate.Authentication workflowStepAction1The Jobserver requests credentials from CyberArk through a certificate-based mutual authentication.2CyberArk provides the Jobserver with a username and password.3The Jobserver uses these credentials to authenticate to a data source.ConfigurationIf you want to use CyberArk authentication, you need the following connection properties. If you use one of the CyberArk connection properties, Data Catalog automatically uses CyberArk authentication.LabelPropertyDescriptionMandatoryKeystore filekeystoreFileThe name of the keystore file. The keystore must contain the client key and client certificate or certificate chain.If defaultTruststore is set to false, the keystore has to contain the trusted CA certificate needed to validate the server certificate offered by CyberArk.The value must have the following format: file://<keystore-file name.jks>.file://cyberark-keystore.jksYesKeystore passwordkeystorePassThe password required to open the keystore.YesDefault truststoredefaultTruststoreThe indication of the default truststore. The default value is set to False.False: The certificate is validated through the keystoreFile property.True: The certificate is validated through the default truststore from the Java JRE. This is recommended when CyberArk is set up to offer a server certificate that can be validated by a public CA (certification authority).NoCyberArk addresscyberarkAddressThe host and port number through which the CyberArk server is accessible. The format of the address is hostname:port.my.cyberark.com:5502YesCyberArk application IDcyberarkAppIdThe application ID as defined in CyberArk.This ID should be provided by your network or system administrator.YesCyberArk querycyberarkQueryThe CyberArk query.This query should be provided by your network or system administrator.YesWe have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.NTLM authenticationNTLM is an authentication protocol used on networks that include systems running the Windows operating system and on stand-alone systems. It uses a challenge-response authentication to connect to the Microsoft SQL Server data source. For more information, see the Microsoft NTLM user guide.If you have a Microsoft SQL Server data source that uses NTLM authentication, you have to set up specific connection properties when you register the data source or manage the JDBC driver.Authentication workflowWhen you ingest a Microsoft SQL Server data source using NTLM authentication, the Jobserver connects to the server to request access. The server then sends a challenge for the Jobserver to encrypt and send back. The domain controller validates that response and gives the Jobserver access to the data source.StepAction1The Jobserver requests access to the Microsoft SQL Server data source.2The server sends a challenge message to the Jobserver to identify the Jobserver.3The Jobserver sends a response back to the server.4The server sends the challenge and response message to the domain controller.5The active directory on the domain controller validates the challenge and response message and sends the result to the server.6The server gives the Jobserver permission to access the data source.ConfigurationIf you want to use NTLM authentication, you also need the following connection properties. LabelPropertyDescriptionMandatorySecurityintegratedSecurity must be value True.The security that enables the authenticationYesAuthentication schemeauthenticationScheme must be value NTLM.The used authentication scheme, which is NTLM.YesWe have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.Kerberos authenticationYou can use Kerberos authentication for registering a Hive data source, for example Cloudera Hive, Hortonworks Hive or MapR Hive.Authentication type We only support Kerberos username and password authentication, not keytab. Ensure that you configure this in the jaas.conf file by setting the useKeyTab option to false.In the following jaas.conf example, Client is the value of the loginContextName field when you configure the Kerberos connection configuration.Client { com.sun.security.auth.module.Krb5LoginModule required useKeyTab=false useTicketCache=true; };If there are multiple entries in this configuration file, ask the database administrator or network administrator which one to use. For more information about the Jaas login configuration file, see the Java documentation.Example krb5.confThe following is an example configuration file of Kerberos.[libdefaults] renew_lifetime = 7d forwardable = true default_realm = MY.REALM ticket_lifetime = 24h dns_lookup_realm = false dns_lookup_kdc = false default_ccache_name = /tmp/krb5cc_%{uid} [logging] default = FILE:/var/log/krb5kdc.log admin_server = FILE:/var/log/kadmind.log kdc = FILE:/var/log/krb5kdc.log [realms] MY.REALM = {  kdc = <kdc.my.realm>  admin_server = <kadmin.my.realm> }We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.Enable debug for Kerberos authentication issuesIf an error occurs during the Kerberos authentication, you can enable debugging to track the root cause of the error.To enable debugging for the Kerberos authentication:On the server that hosts the Jobserver service, open the file context_jvm.conf in <drive>/collibra/spark-jobserver/conf for editing.Is the following parameter present in the file: -Dsun.security.krb5.debugYes: Set its value to true.No: Add the following line to the file: -Dsun.security.krb5.debug=true Save and close the file.Restart the Jobserver service.The default log file in which to look for Kerberos authentication issues is <drive>/collibra_data/logs/context_<context-name>/spark-job-server.log.In general, you list the context_<context-name> directories and pick the most recent one.After resolving the authentication issues, set the parameter to false.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.Cancel a data ingestion jobIf you are the one that started the data ingestion job, you can cancel it while the data ingestion job is still running.PrerequisitesYou have registered a data source.Steps    On the main toolbar, click   , then Show more.Your profile page opens on the Activities tab page.Click next to the ingestion job to cancel it.Click next to the ingestion job to cancel it.When the job is finished, the icon changes into a icon. You can't cancel the ingestion job anymore.The data ingestion job is canceled.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.About refreshing a schemaRefreshing a schema is the process of updating the metadata of a registered data source in Collibra Data Intelligence Cloud.You can refresh a schema manually or automatically at fixed intervals. This is particularly useful if the content of the data source changes regularly.In this section, you can find the relevant actions to successfully refresh a schema.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.Refresh the schema of a registered data sourceYou can refresh a schema of registered data to update the data and the profiling. It can also be useful to do this to change data types to force the profiling to use the correct type.You can also refresh the schema automatically via a schedule.Prerequisites You have a global role with the Catalog global permission, for example, Catalog Author.You have set up the JDBC driver of your source data, for example MySQL. You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.If you are using a Collibra Data Intelligence Cloud environment with an on-premises Jobserver, both must have the same installer version. You can find the installer version of your Collibra Data Intelligence Cloud environment at the bottom of the sign-in window of its Collibra Console, for example 5.9.1-0You have a resource role with the following resource permissions on the Schema community:Asset > addAttribute > addDomain > addAttachment > addYou have the permissions to retrieve the metadata of the following database components through the JDBC Driver Database Metadata methods:SchemasTablesColumnsPrimary keysForeign keysFor the list of supported databases and versions, see Databases supported versions.For the JDBC connection details of the various databases, see JDBC connection details.StepsOpen the Schema asset.    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the submenu, click Data Dictionary and select the All Schemas view.Click the schema that you want to refresh.You can also use the Collibra Data Intelligence Cloud search function to look up your schema.In the view bar, to the right, click Actions → Refresh.The Refresh Schema dialog box appears.If Catalog experience is disabled, the More menu is shown instead of Actions.Enter the required information.This dialog box varies with the data source:Relational databaseIf you exclude a table during the schema refresh, you will delete the corresponding table, column assets and the foreign key mapping (complex relation).If you clear the Store credentials option, the credentials are no longer stored.CSV fileExcel fileThis step may take some time.Click Save & Refresh.The refresh of the schema starts, you can follow the refresh job in the list of activities.What's next?The representation of the schema is updated: Data Catalog creates, edits and deletes assets as needed.This can lead to refresh conflicts. See Resolve schema refresh conflicts via Jobserver.If you had deleted assets manually, Data Catalog usually doesn’t create them again if you refresh the schema. However, if the assets are required to represent the schema structure, Data Catalog can create them again. You ingested a schema that contains a table and three columns. In Data Catalog, this is represented by a Schema asset, a Table asset and three Column assets.Additionally, the following relations are created between the relevant assets:Schema contains/is part of TableTable contains/is part of ColumnIn the actual data source, the columns are physically inside the table. However, in Data Catalog, they are separate assets linked by relations. As a consequence, you can delete the Table asset without deleting the Column assets. If you did that, Data Catalog creates the Table asset again if you refresh the schema, because the Table asset is needed for the relations to the Column assets.If the data source has new values and you selected the checkboxes to store sample data and data profile information, new sample data is generated and all profiling information is updated.If you did not select the Store Sample Data checkbox, any previously gathered sample data is removed. If you did not select the Store Data Profile checkbox, any previously gathered data profiling information is removed.Data types or categorical attributes that you changed manually are not updated when you refresh the schema.If you change the data type back to the original value assigned by the profiler, Data Catalog can update it if you refresh the schema.If you use this schema of the data source for Tableau stitching, you have to restitch after each schema refresh to make sure that all relations are up to date.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.Schedule a schema refreshYou can refresh a schema manually, but you can also create a schedule to refresh a schema on a regular basis.You can only create a refresh schedule for schemas of databases that are registered as a data source, not from CSV or Excel files. You can schedule the refresh during the data source registration process or afterwards via the Schema asset.To enable a scheduled schema refresh, you have to save the credentials in the configuration of a data source registration.The refresh schedule uses Quartz Cron expressions.If you use the schema for Tableau stitching, you have to restitch after each schema refresh to make sure that all relations are up-to-date.PrerequisitesYou have registered a data source. You have a global role with the Catalog global permission, for example, Catalog Author.You have a role with the following resource permissions on the Schema community: Asset: addAttribute: addDomain: addAttachment: addThese permissions are always necessary when registering a data source.Schedule the refresh during the data source registration processYou can create the refresh schedule when you register a data source.When you register a Snowflake data source in Collibra Data Intelligence Cloud, you can create a refresh schedule by selecting Schedule data refresh. You can then enter the CRON pattern 0 0 12?*WED to refresh every Wednesday at 12:00:00 PM.Schedule the refresh via the Schema assetYou can create the refresh schedule when you refresh the schema of a registered data source via the Schema asset.Open the Schema asset.    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the submenu, click Data Dictionary and select the All Schemas view.Click the schema that you want to refresh.You can also use the Collibra Data Intelligence Cloud search function to look up your schema.In the view bar, to the right, click Actions → Refresh.The Refresh Schema dialog box appears.If Catalog experience is disabled, the More menu is shown instead of Actions.In the Login information section, select Store credentials and enter the username and password you use to access your data source.Your credentials are used to automatically connect to your data source and refresh the metadata in Collibra Data Intelligence Cloud.Select Schedule data refresh.Enter the required information.OptionDescriptionCron patternSchedule of the data refresh as a Quartz Cron pattern.If you create an invalid Cron pattern, Collibra Data Intelligence Cloud stops responding.Time ZoneThe time zone of the database.Click Save.Registering and synchronizing a data source via EdgeRegistering a data source via Edge makes metadata from the data source available in Collibra Data Intelligence Cloud. The data flow is as follows:Before you beginEnsure the following settings are enabled:Database registration via Edgeto allow registering a data source via Edge.Database profiling via Edge to allow profiling and classification via Edge.Catalog experience to have access to the Configuration tab page in the Database asset.You have created and installed an Edge site.You have created a JDBC connection for your data source and have added the capabilities: Catalog JDBC ingestion capability and JDBC Profiling capability, if you also want to profile and classify the data source. If no JDBC connections and capabilities are configured, the following message appears in the Register content page: No data available and you cannot continue registering the data source.Example: Watch a video about creating a connection and adding the capabilities for postgresql in the classic user interface of Collibra.StepsThe following table shows the steps required for registering a data source via Edge.StepWhat?DescriptionResults1Register a data sourceCreates the structure for the metadata in Collibra.A Physical Data Dictionary domain containing a Database asset is created. A list of available schemas is created on the Configuration tab page of the Database asset.2Configure the synchronization of your data sourceAllows you to define synchronization rules to indicate what you want to register. You can: Include and exclude tables of the schema.Specify the target domain in which to create assets.Exclude database views.Include source tags.The information on the Configuration tab page of the Database asset is completed.3Synchronize one or more schemas manuallyAdd a synchronization schedule to synchronize automaticallyMakes the metadata available in Collibra.Schema, Table, Column and Foreign Keys assets are created in the specified domain, and registration data becomes available.4If needed, profile and classify the synchronized data.Data profiling creates a summary of a data source that is registered with Data Catalog and determines the data type of columns in the data source. The summary mainly contains statistics and graphics to give the user an idea what the registered data is about. Classification analyzes and predicts the content of registered data sources based on a subset of the data itself, helping you to easily gain insights on what kinds of data you have and where it resides.The Table and Column assets contain profiling information and the Columns are classified.After registering a data source via EdgeWhen the registration is complete:A message at the top right tells you that the database registration is complete. A domain and a Database asset are immediately created.A workflow to assign a technical steward to the new domain is started. This is a simple out-of-the-box workflow that you can edit to fit your organization's needs. When you have assigned a technical steward, that technical steward has to set the security classification and indicate whether the data elements contain personally identifiable information (PII).If you registered a database without schemas, a new Schema asset is automatically created with the same name as the database or with a name as defined in the Edge capability.You can synchronize schemas in the database, including all tables, columns, views and foreign keys. Collibra creates assets in the selected target domains.The synchronization jobs of all schemas run in parallel.Collibra creates reports:during the synchronization, to show the progress of the synchronization job.after synchronizing, to show the synchronization logs for each synchronized schema.The created assets receive a unique full name (fully qualifying name) based on naming conventions.You can view the full name of an asset by editing the asset.Do not edit the full name of assets needed to synchronize or refresh data sources. This may cause unexpected results and break the synchronization or refresh process.For information on how changes in a data source are handled (soft delete), see About synchronizing schemas. If you rename a database in the data source, the Edge synchronization process will consider it a new database. We don’t detect the renaming of a database at this moment.If you included the source tags, the tags defined on the assets in the data source are registered and available from the Schema, Table, Database View, and Column assets in the Source Tags attribute.Currently, you can synchronize source tags only from Snowflake.Additional informationIf you want to learn more and watch a recording, check out the Data source registration via Edge training on Collibra University.Add the Catalog JDBC ingestion capabilityBefore you can start registering a data source via Edge, you need to add the Catalog JDBC ingestion capability to the JDBC connection for the data source.Before you begin    You have created and installed an Edge site.You have created a JDBC connection.Ensure the max cardinality of the asset attributes is at least 1.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Capabilities section, click Add capability.The Add capability page is shown.Enter the required information.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:Catalog JDBC ingestion Yes ConnectionThis section contains information to connect to the data source.JDBC connectionThe connection to the data source. Yes JDBC data source type (Deprecated)Deprecated field. The field was used to indicate the type of the data source. You no longer need to change this field. The required value is automatically identified.The automatically identified value is not shown in this page. Yes Supports schemasA text field where you have to enter True to enable database registration of data sources that have no schema. If the data source has schemas, you can ignore this field.If the data source does not have a schema, Data Catalog creates a Schema asset with the same name as the full name of the database. No OthersThis section can contain additional capability properties.Adding additional properties can have a significant impact on your Edge site. Only add or update them together with Collibra Support.Click Add property to add a property.The possible properties are: Show propertiesNameDescriptionTypeEncryptionDefault valueingest-schema-garbage-collectorThe garbage collector that is used by the capability. For information about other possibilities, see AZUL documentation.TextNot encrypted (plain text)-XX:+UseParallelGCingest-schema-requests-cpuThe minimum amount of CPU computing power requested by the capability.The amount is expressed in milliCPU.TextNot encrypted (plain text)100ingest-schema-limits-cpuThe maximum amount of CPU computing power requested by the capability.The amount is expressed in milliCPU.TextNot encrypted (plain text)950ingest-schema-requests-memoryThe minimum amount of memory requested by the capability.The amount is expressed in mebibytes (Mi).If you add this property, you also need to add the properties: ingest-schema-limits-memory and ingest-schema-jvm-max-memory.TextNot encrypted (plain text)128ingest-schema-limits-memoryThe maximum amount of memory requested by the capability.The amount is expressed in mebibytes (Mi).If you add this property, you also need to add the properties: ingest-schema-requests-memory and ingest-schema-jvm-max-memory.TextNot encrypted (plain text)2048ingest-schema-jvm-max-memoryThe maximum amount of memory that can be used by the Java virtual machine (jvm). The amount is expressed in mebibytes (Mi).Make sure this amount is lower than the ingest-schema-limits-memory amount.If you add this property, you also need to add the properties: ingest-schema-requests-memory and ingest-schema-limits-memory.TextNot encrypted (plain text)2048No validation is performed on the values you add. No GeneralThis section contains general information about logging.DebugAn option to automatically send Edge infrastructure log files to Collibra Data Intelligence Cloud. By default, this option is set to false.We highly recommend to only send Edge infrastructure log files to Collibra Data Intelligence Cloud when you have issues with Edge. If you set it to true, it will automatically revert to false after 24h. No Log levelAn option to determine the verbosity level of Catalog connector log files. By default, this option is set to No logging. No Click Create.The capability is added to the Edge site.The fields become read-only.What's next?If needed, add the JDBC Profiling capability as well to the connection.You can then register a data source via Edge.Register a data source via EdgeBefore you can synchronize your data source, you have to register the data source to create an initial structure in a selected community in Data Catalog.Before you beginYou have enabled data source registration via Edge.You have set up a JDBC connection in Edge with the capabilities: Catalog JDBC ingestion capability for the registration of the data source.JDBC profiling capability for profiling and classifying the data.Make sure the user in the JDBC Edge connection has the minimum user permissions to read the metadata from the source. For information, go to the connection properties.You have created a System asset.Required permissions You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer.You have a resource role with the Configure external system resource permission, for example, Owner.Steps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Register with Edge section of the Create dialog box, click Register a data source.The Register content page opens.In the row of the data source that you want to register, click Add.The Add Database page opens.You can register multiple databases via the same JDBC connection. If a database is already registered, the name of the Database asset is shown in the Data sources column.Enter the required information.FieldDescriptionCommunityThe name of the parent community in which the assets will be created.SystemThe name of the System asset.After you have registered the database, a relation of the type Technology Asset groups / is grouped by Technology Asset is created between this System asset and the newly created Database asset.A Database asset should have only one relation of the type 'Technology asset groups / is grouped by Technology asset' to a System asset.OwnerBy default, this field is called Owner, referencing the out-of-the-box Owner resource role. If you change the name of this out-of-the-box resource role, the updated name will be displayed instead. After the registration, a new domain and Database asset will be created specifically for this database in the community that you have specified. The user you select in this field will receive the responsibility for the domain. This ownership is then inherited by the Database asset.By default, the current user is selected. An owner must be associated with the Database asset for synchronizations to run. The owner can be changed later on, but should not be removed.Database nameThe name of the database in the data source to which you created a JDBC connection. The drop-down menu automatically shows which databases exist in your data source. You can refresh the list by clicking next to the drop-down menu.The name will also be the name of the Database asset that is created as a result of registering the data source via Edge.If you rename a database in the data source, the Edge synchronization process will consider it a new database. We don’t detect the renaming of a database at this moment.Some data sources allow you to use one Edge connection to register multiple databases. In that case, the drop-down will show more than one name. DescriptionA description of the data source.Click Register.A Physical Data Dictionary domain containing a Database asset is created.A relation of the type Technology asset groups / is grouped by Technology asset is created between the Database asset and the System asset.The Database asset page opens.A list of available schemas in the database is generated.We highly recommend to not remove the relation between the Database asset and the System asset.A Database asset should have only one relation of the type 'Technology asset groups / is grouped by Technology asset' to a System asset.What's next?You can now configure the synchronization of your data source then synchronize the metadata.Register content and Add Database pagesWhen you register a data source via Edge, you first choose the JDBC connection, and then add a database. You perform these steps on different steps:a Register content pagea Add Database pageRegister content pageThe Register content page shows the data sources that are connected to Data Catalog via Edge. From this page, you can register the data sources to create assets that represent the content of these data sources.ColumnDescriptionConnection nameThe name of the connection to the data source.DescriptionThe description of the connection to the data source.TypeThe type of connection. For example, JDBCData sourcesThe name of the database that is already registered in Data Catalog. If the column is empty, the connection doesn't have a database yet.If you click the name of the asset, you are automatically redirected to the Database asset page. If the name of the asset is grayed out, you don't have permission to go to the asset's page.AddClick the Add button to add the connection to a database and register the data source.All registered databases are listed in the Data Sources column.Add Database pageIn the Add Databasepage you can select a community, a System asset, the database from your data source that you want to register and the owner of the data.FieldDescriptionCommunityThe name of the parent community in which the assets will be created.SystemThe name of the System asset.After you have registered the database, a relation of the type Technology Asset groups / is grouped by Technology Asset is created between this System asset and the newly created Database asset.A Database asset should have only one relation of the type 'Technology asset groups / is grouped by Technology asset' to a System asset.OwnerBy default, this field is called Owner, referencing the out-of-the-box Owner resource role. If you change the name of this out-of-the-box resource role, the updated name will be displayed instead. After the registration, a new domain and Database asset will be created specifically for this database in the community that you have specified. The user you select in this field will receive the responsibility for the domain. This ownership is then inherited by the Database asset.By default, the current user is selected. An owner must be associated with the Database asset for synchronizations to run. The owner can be changed later on, but should not be removed.Database nameThe name of the database in the data source to which you created a JDBC connection. The drop-down menu automatically shows which databases exist in your data source. You can refresh the list by clicking next to the drop-down menu.The name will also be the name of the Database asset that is created as a result of registering the data source via Edge.If you rename a database in the data source, the Edge synchronization process will consider it a new database. We don’t detect the renaming of a database at this moment.Some data sources allow you to use one Edge connection to register multiple databases. In that case, the drop-down will show more than one name. DescriptionA description of the data source.Synchronizing a schemaSynchronizing schemas is the process of updating the metadata of a registered data source in Collibra Data Intelligence Cloud.You can synchronize a schema manually or automatically at fixed intervals:Synchronize manually if you want to test the synchronization of your data source or if you want to synchronize immediately.Synchronize automatically if the content of the data source changes regularly.In this section, you can find the relevant actions to successfully synchronize a schema in a registered database.About synchronizing schemasSynchronizing schemas is the process of updating the metadata of a registered data source in Collibra Data Intelligence Cloud.You can synchronize a schema manually or automatically at fixed intervals:Synchronize manually if you want to test the synchronization of your data source or if you want to synchronize immediately.Synchronize automatically if the content of the data source changes regularly.Synchronization processAfter you have registered a data source via Edge, Data Catalog connects to your Edge site to create a list of schemas from the registered database. You can see the schema list on the Configuration tab page of the Database asset page.You can refresh the schema list in the Configuration tab page, by clicking the Refresh List icon. You can synchronize all schemas that have one or more synchronization rules. During the synchronization process, the Edge site connects to your data source again and ingests all schemas, tables and columns according to the synchronization rules. Collibra Data Intelligence Cloud also detects whether there are changes since the last synchronization of a schema. Edge resolves the possible conflicts in the following way: Change in data sourceResult in CollibraRequired actionA table, column or foreign key has been added to the schema.Collibra creates the assets.No action is required of you.A table, column or foreign key has been removed from the schema.The existing asset receives the Missing from source status.If it concerns a table, also the related Column assets receive the Missing from source status.This process is called soft delete.If needed, you can manually delete the assets.A schema has been removed.The schema receives the Missing from source status. Also the related Table and Column assets receive the Missing from source status.This process is called soft delete.If needed, you can manually delete the Schema asset and all related assets.A column or foreign key has been renamed.Collibra creates an asset with the new name. The existing asset receives the Missing from source status. This process is called soft delete.If needed, you can apply any manual changes you made to the original asset, to the new asset. And then remove the assets that are no longer applicable.A table has been renamed.Collibra creates a Table asset with the new name. Collibra also creates new Column assets for the new Table asset. The existing Table and related Column assets receive the Missing from source status.This process is called soft delete.If needed, you can apply any manual changes you made to the original assets, to the new assets. And then remove the assets that are no longer applicable.A schema has been renamed.Collibra creates a Schema asset with the new name. Collibra also creates new Table and Column assets for the new Schema asset.The existing schema and related assets receive the Missing from source status.This process is called soft delete.If needed, you can apply any manual changes you made to the original assets, to the new assets. And then delete the assets that are no longer applicable.Any created assets receive a unique full name (fully qualifying name) based on Edge naming conventions.Schema, Table, Column or Foreign Key assets with the Missing from source status don't block the synchronization process. In the asset diagram, assets with the Missing from source status are shown by default. If you don't want to see these assets, apply a filter to the diagram view to only display assets with valid statuses.If you rename a database in the data source, the Edge synchronization process will consider it a new database. We don’t detect the renaming of a database at this moment. If, in the rule, you have indicated you want to include source tags, the tags defined on the assets in the data source are registered and available from the Schema, Table, Database View, and Column assets in the Source Tags attribute. For more information, go to Source tags.If a schema is synchronized, you see a check symbol () next to the schema name. If the synchronization of a schema fails or the schema is no longer available in the source, an exclamation mark () is shown instead. You can also see the synchronization status in the Activities list.After the synchronization, the synchronized data becomes available. To see which data is added, go to Metadata synchronization results.If you no longer want to synchronize a schema, and delete associated assets, go to Remove a synchronized schema.Synchronization rulesThe synchronization rule determines which tables of a schema you synchronize in Data Catalog. You can add up to five synchronization rules. The order of the rules is important. For all information, go to Configure the synchronization of a data source.The Schema asset and the Foreign Key assets are always ingested in the domain defined in the first rule.Only schemas that have at least one synchronization rule can be synchronized. If a schema has a synchronization rule, you see a table icon () next to the schema name.The following table shows fields of synchronization rules:Rule fieldDescriptionInclude TablesA comma-separated list of the names of the tables you want to synchronize. In the list, add a space after each comma. For example, CUSTOMERS, ORDER, SKU.You can use * as a wildcard. For example, SKU*.The default value is *, which means all tables are taken into account.If the name of a table contains a special character, like . + * \ ? ^ $ ( ) [ ] { } | then add a \ before the special character for it to be correctly evaluated. For example, *SKU\+*.The Include Tables field is processed before the Exclude Tables field.Out of all tables in a schema, you only want to synchronize the table with name CUSTOMERS and the tables with a name that starts with ORDER.To do this:In the Include Tables field, enter: CUSTOMERS, ORDER*.Out of all tables in a schema, you only want to synchronize the tables with a name that contains SKU.To do this:In the Include Tables field, enter: *SKU*.Out of all tables in a schema, you only want to include the tables with a name that contains SKU+.To do this:In the Include Tables field, enter: *SKU\+*.Exclude TablesA comma-separated list of the names of the tables you do not want to synchronize. In the list, add a space after each comma. For example, CUSTOMERS, ORDER, SKU.You can use * as a wildcard.If the name of a table contains a special character, like . + * \ ? ^ $ ( ) [ ] { } | then add a \ before the special character for it to be correctly evaluated. For example, *SKU\+*.The Include Tables field is processed before the Exclude Tables field.You can use exclude to do the following:Synchronize all tables in a schema except the ones defined in the Exclude Tables field. Synchronize only tables as defined in the Include Tables field, with the exception of tables that are listed in the Exclude Tables field.Out of all tables in a schema, you do not want to synchronize a table with the name ADDRESS and tables with a name that ends with PHONE.To do this:In the Include Tables field, enter: * and in the Exclude Tables field, enter: ADDRESS, *PHONE. Out of all tables in a schema, you only want to exclude the table with name example$table.To do this:In the Include Tables field, enter: * and in the Exclude Tables field, enter: example\$table.Out of all tables in a schema, you want to synchronize the tables with a name that starts with SKU, but exclude the tables with a name that contains bkp.To do this:In the Include Tables field, enter: SKU* and in the Exclude Tables field, enter: *bkp*. From the following list, only SKU_1 and SKU_2 will be synchronized.SKU_1 , SKU_2, SKU_bkp_1, SKU_bkp_2, New, bkp, bkp_SKUTarget DomainThe Physical Data Dictionary domain in which the schema is synchronized.The default value is Schema domain. This means the metadata is placed in a domain located in the same community as the domain of your Database asset. If that domain doesn't exist yet, Data Catalog creates the domain using the following naming convention: [edge_connection_name] > [database_name] > [schema_name], for example Snowflake Connection > CERTIFICATION > CUSTOMERS. You can select any other Physical Data Dictionary domain for which you have a resource role with the Configure External System resource permission. It is advised, however, to have a domain per schema.OptionsAdditional options to specify which type of tables you want to synchronize.Exclude Database ViewsA checkbox to exclude database views from the synchronization process. If selected, no assets of the type Database view are created.You can also use Include Tables and Exclude Tables to include or exclude specific database views.Include Source TagsIf you select this option, the tags defined on the assets in the data source are registered and available from the Schema, Table, Database View, and Column assets in the Source Tags attribute.Currently, you can synchronize source tags only from Snowflake.Source tagsTags created and assigned in the data source can be registered and synchronized in Data Catalog. To do this, select the Include Source Tags checkbox when you define the synchronization rule for a schema. As a result, the tags defined on the assets in the data source are registered and available from the Schema, Table, Database View, and Column assets in the Source Tags attribute.Currently, you can synchronize source tags only from Snowflake.The naming convention for source tags synchronized from Snowflake is:<source_tag_name>=<source_tag_value>, for example: cost_center=sales.<source_tag_name>, if no values are assigned to the tag, for example PII.We apply the same inheritance for source tags as the data source. If a tag was assigned to a schema in Snowflake, the tag will be registered for the related Schema, Table, Column and View assets in Data Catalog.If a tag was assigned to an account in Snowflake, the tag will be registered for the related Schema, Table, Column and View assets in Data Catalog.For information on tags in Snowflake, go to the Snowflake documentation.Don't change the source tags in Data Catalog, as the changes are not pushed to the data source. I If you make changes to the tags in the data source and synchronize the data source again, your updates will be overwritten with the information from the data source.Configure the synchronization of a data sourceAfter you registered your data source via Edge, you configure the synchronization of your data source by means of synchronization rules to determine which schemas and tables are ingested and how they are ingested. After this, you can synchronize them.Before you beginYou have registered your database via Edge.Make sure the Database asset has an assigned owner.To validate this, go to the Database asset → Responsibilities. The owner is assigned during the registration of the data source. The owner doesn't need to be the same user as the user who triggers the synchronization.Required permissions You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer.You have a resource role with the Configure external system resource permission, for example, Owner.StepsOpen a Database asset page.    In the tab pane, click   Configuration. In the Metadata Synchronization tab page, select a schema.You can search for a schema in the drop-down list or use the filter to show only schemas with or without a synchronization rule.You can refresh the schema list, by clicking the Refresh List icon. If required, create or edit the synchronization rules:Do one of the following:To create a new rule, click Add Rule.To edit an existing rule, click Edit in the upper right corner.Enter the required information.Rule fieldDescriptionInclude TablesA comma-separated list of the names of the tables you want to synchronize. In the list, add a space after each comma. For example, CUSTOMERS, ORDER, SKU.You can use * as a wildcard. For example, SKU*.The default value is *, which means all tables are taken into account.If the name of a table contains a special character, like . + * \ ? ^ $ ( ) [ ] { } | then add a \ before the special character for it to be correctly evaluated. For example, *SKU\+*.The Include Tables field is processed before the Exclude Tables field.Out of all tables in a schema, you only want to synchronize the table with name CUSTOMERS and the tables with a name that starts with ORDER.To do this:In the Include Tables field, enter: CUSTOMERS, ORDER*.Out of all tables in a schema, you only want to synchronize the tables with a name that contains SKU.To do this:In the Include Tables field, enter: *SKU*.Out of all tables in a schema, you only want to include the tables with a name that contains SKU+.To do this:In the Include Tables field, enter: *SKU\+*.Exclude TablesA comma-separated list of the names of the tables you do not want to synchronize. In the list, add a space after each comma. For example, CUSTOMERS, ORDER, SKU.You can use * as a wildcard.If the name of a table contains a special character, like . + * \ ? ^ $ ( ) [ ] { } | then add a \ before the special character for it to be correctly evaluated. For example, *SKU\+*.The Include Tables field is processed before the Exclude Tables field.You can use exclude to do the following:Synchronize all tables in a schema except the ones defined in the Exclude Tables field. Synchronize only tables as defined in the Include Tables field, with the exception of tables that are listed in the Exclude Tables field.Out of all tables in a schema, you do not want to synchronize a table with the name ADDRESS and tables with a name that ends with PHONE.To do this:In the Include Tables field, enter: * and in the Exclude Tables field, enter: ADDRESS, *PHONE. Out of all tables in a schema, you only want to exclude the table with name example$table.To do this:In the Include Tables field, enter: * and in the Exclude Tables field, enter: example\$table.Out of all tables in a schema, you want to synchronize the tables with a name that starts with SKU, but exclude the tables with a name that contains bkp.To do this:In the Include Tables field, enter: SKU* and in the Exclude Tables field, enter: *bkp*. From the following list, only SKU_1 and SKU_2 will be synchronized.SKU_1 , SKU_2, SKU_bkp_1, SKU_bkp_2, New, bkp, bkp_SKUTarget DomainThe Physical Data Dictionary domain in which the schema is synchronized.The default value is Schema domain. This means the metadata is placed in a domain located in the same community as the domain of your Database asset. If that domain doesn't exist yet, Data Catalog creates the domain using the following naming convention: [edge_connection_name] > [database_name] > [schema_name], for example Snowflake Connection > CERTIFICATION > CUSTOMERS. You can select any other Physical Data Dictionary domain for which you have a resource role with the Configure External System resource permission. It is advised, however, to have a domain per schema.OptionsAdditional options to specify which type of tables you want to synchronize.Exclude Database ViewsA checkbox to exclude database views from the synchronization process. If selected, no assets of the type Database view are created.You can also use Include Tables and Exclude Tables to include or exclude specific database views.Include Source TagsIf you select this option, the tags defined on the assets in the data source are registered and available from the Schema, Table, Database View, and Column assets in the Source Tags attribute.Currently, you can synchronize source tags only from Snowflake.You can add up to 10 synchronization rules. The Schema asset and the Foreign Key assets are always ingested in the domain defined in the first rule.Check out the examples below to understand how the order of the rules impacts the synchronization.Views and Source Tags are taken into account for the tables according to the defined rule.Click Save.A table icon () appears next to the schema name in the schema list.If required, click Delete Rule to delete a rule.Only schemas with a synchronization rule can be synchronized .ExamplesRule 1: Include Tables: * , Include Views: false , Target Domain: ARule 2: Include Tables: * , Include Views: true , Target Domain: BResult: The Schema asset, and the Table, Column, and Foreign Key assets are added in Domain A. All Database View assets are added in Domain B.Rule 1: Include Tables: A,B,C , Include Views: true , Source Tags: false , Target Domain: ARule 2: Include Tables: D , Include Views: true , Source Tags: true , Target Domain: AResult: All assets are created in Domain A. Only Table D has synchronized Source Tags.What's next?You can now synchronize the schemas to ingest the metadata into Collibra.Manually synchronize metadataTo keep the content of Collibra Data Intelligence Cloud synchronized with the schemas in the registered data source, you can synchronize manually or create a synchronization schedule to automatically do this with a fixed interval. Synchronizing manually can be useful if you want to test your data source, or if you want to synchronize immediately.Before you beginYou have registered your data source via Edge.You have configured the synchronization of your data source.Make sure the Database asset has an assigned owner. To validate this, go to the Database asset → Responsibilities. The owner is assigned during the registration of the data source. The owner doesn't need to be the same user as the user who triggers the synchronization.Required permissions You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer.You have a resource role with the Configure external system resource permission, for example, Owner.StepsOpen a Database asset page.    In the tab pane, click   Configuration. In the Metadata Synchronization tab page, optionally click the Refresh List icon to get the latest schema information from the data source.Do one of the following:To synchronize all schemas with a synchronization rule, click Synchronize Schemas with Rules.To synchronize a specific schema in the database:Select the schema.At the right of the schema name, click Synchronize Schema.The synchronization job starts.The tables, columns, foreign keys and optionally views from the relevant schemas are ingested based on the configured synchronization rules. For more information, go to About synchronizing schemas.What's nextIf required, you can profile the synchronized metadata.Add or edit a synchronization scheduleTo keep the content of Collibra Data Intelligence Cloud synchronized with the schemas in the registered data source, you can synchronize manually or add a schedule to automatically do this at fixed intervals.You can add only one synchronization schedule for all schemas of a data source. All schemas with synchronization rules will be synchronized at the specified intervals.If you define a Cron expression to schedule the synchronization and the defined Cron expression expires, the Configuration tab page will show a notification.Before you beginYou have registered your database.You have configured the synchronization of your data source.Make sure the Database asset has an assigned owner. To validate this, go to the Database asset → Responsibilities. The owner is assigned during the registration of the data source. The owner doesn't need to be the same user as the user who triggers the synchronization.Required permissions You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer.You have a resource role with the Configure external system resource permission, for example, Owner.StepsOpen a Database asset page.    In the tab pane, click   Configuration. In the Synchronization Schedule section of the Metadata Synchronization tab page, click Add Schedule to add a new schedule, or to edit an existing schedule.Enter the required information.FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.Click Save.All schemas with synchronization rules are synchronized according to the synchronization schedule.Remove a synchronization scheduleYou can remove a synchronization schedule from a Database asset to stop automatically synchronizing the schemas.Before you beginYou have registered your database.You have configured the synchronization of your data source.Make sure the Database asset has an assigned owner. To validate this, go to the Database asset → Responsibilities. The owner is assigned during the registration of the data source. The owner doesn't need to be the same user as the user who triggers the synchronization.Required permissions You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer.You have a resource role with the Configure external system resource permission, for example, Owner.StepsOpen a Database asset page.    In the tab pane, click   Configuration. In the Synchronization Schedule section of the Metadata Synchronization tab page, click .A confirmation dialog box appears.Click Remove.Remove a synchronized schemaYou can remove a synchronized schema and the associated synchronized assets. To do so, you need to delete the Schema, Table and Column assets of the synchronized schema.Required permissions You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer.You have a resource role with the Configure external system resource permission, for example, Owner.StepsLook up the target domain of the synchronized schema:Open a Database asset page.    In the tab pane, click   Configuration. Select the synchronized schema and check the Target Domain.Navigate to the target domain.The domain can contain content from more than one schema. Do one of the following:If the domain contains only one schema and its related tables and columns that can be removed, then delete the domain.If the domain contains multiple schemas and their related tables and columns, then we advise to create a filter to make sure you filter out the assets that you need to delete, select the checkboxes of the assets one by one, and delete them.You can create a filter, for example by using the asset name: Full Name <starts with> {edgeConnectionName}>{databaseName}>{schemaName}.Go back to the Database asset and click Configuration.Click the Refresh List icon.Once the refresh is completed, the schema will no longer have the check symbol () and will show the status Not Synchronized.Edge naming conventions for created assetsThe assets created via the Edge registration receive a unique full name (fully qualifying name) based on the following naming convention: [asset parent full name]>[asset name]Asset typeNaming conventionExampleDatabaseedgeConnectionName>jdbccatalogwhere jdbccatalog is the name retrieved from the JDBC catalog property.Posgresql xs-gxsQ>posgresqlsmallSchemaedgeConnectionName>jdbccatalog>schemaNamePosgresql xs-gxsQ>posgresqlsmall>publicTableedgeConnectionName>jdbccatalog>schemaName>tableNamePosgresql xs-gxsQ>posgresqlsmall>public>ConditionDatabase viewedgeConnectionName>jdbccatalog>schemaName>viewNamePosgresql xs-gxsQ>posgresqlsmall>public>PriorConditionsColumnedgeConnectionName>jdbccatalog>schemaName>tableName>columnName(column)edgeConnectionName>jdbccatalog>schemaName>viewName>columnName(column)Posgresql xs-gxsQ>posgresqlsmall>public>Condition>period.end(column)Foreign keyedgeConnectionName>jdbccatalog>schemaName>foreignKeyName(foreign key)Posgresql xs-gxsQ>posgresqlsmall>public>con.id(foreign key)You can view the full name of an asset by editing the asset.Do not edit the full name of assets needed to synchronize or refresh data sources. This may cause unexpected results and break the synchronization or refresh process.For extra information on the registration and synchronization of a data source via Edge, see Registering a data source via Edge and About synchronizing schemas.Metadata synchronization resultsAfter you have registered a data source via Edge, the following information is added to the Table and Column assets.Column attributeDescriptionFrom JDBC property (if provided by driver)Column NameThe column name in the registered table.COLUMN_NAMETechnical Data TypeThe data type of the column in the data source. This value can differ from the Data Type value.TYPE_NAMEDescription from SourceThe description of the column in the registered table.REMARKSChar octet LengthMaximum number of bytes in a character type's column.CHAR_OCTET_LENGTHColumn PositionThe index of the column in the source table.ORDINAL_POSITIONIs Auto IncrementedIndication whether the data in the column is auto-incremented or not.IS_AUTOINCREMENTIs GeneratedIndication whether the data in the column is generated or not.IS_GENERATEDCOLUMNIs NullableIndication whether the column can store NULL values or not.IS_NULLABLEIs Primary KeyIndication whether the column is a primary key or not.True if the primary keys resultSet contains the COLUMN_NAMENumber Of Fractional DigitsThe number of decimal digits.DECIMAL_DIGITSPrimary Key NameThe name of the primary key composed by the column.PK_NAMESizeThe size of the column in the table. COLUMN_SIZETable attributeDescriptionFrom JDBC propertyTable NameThe table name in the data source.TABLE_NAMETable TypeThe table type in the data source, such as TABLE or VIEW.TABLE_TYPEDescription from SourceThe description of the table in the data source.REMARKSIf you registered the source tags, the tags defined on the assets in the data source are registered and available from the Schema, Table, Database View, and Column assets in the Source Tags attribute.Currently, you can synchronize source tags only from Snowflake.For information on profiling, see Data profiling information.Migrating schemas from Jobserver to EdgeWhen you migrate from Jobserver to Edge, Collibra allows you to migrate Schema assets that were registered via Jobserver to Edge. For more information on the migration, go to Why Edge? or Migration overview.Before you beginThe Migrate Schema to Edge workflow has been enabled in your environment.An Edge site has been installed.An Edge connection has been created for the data source and the following capabilities have been added:Catalog JDBC ingestionJDBC ProfilingStepsFor every data source: Register the data source via Edge.A new Database asset is available in Collibra for the data source.For each schema that you want to migrate from Jobserver to Edge for the data source, migrate the existing Schema asset.Depending on the workflow configuration, tasks guide you through the migration.You need to migrate the schema, synchronize it and remove the original Jobserver configuration from the schema. After the migration is completed:The migrated Schema asset and the related Table and Column assets receive a new full name based on the Edge naming conventions.The existing assets remain available. Existing assets that are missing from the data source receive the Missing from source status.If you selected another target domain than the existing location for a Schema asset, the existing assets are moved to the new location.Any Table assets with the View table type are changed into Database View assets.New assets can be available if new objects were added to the data source.The migrated Schema asset and related Table and Column assets now work via Edge. This means this schema can be synchronized, profiled, classified, and so on via Edge. Add and enable the Migrate schema to Edge workflowAbout the Migrate schema to Edge workflowThe Migrate schema to Edge workflow allows you to migrate existing Schema assets from Jobserver to Edge. The workflow consists of multiple user tasks, which guide users through the migration process.The workflow automatically creates the necessary mappings for existing assets linked to the schema you want to migrate and performs the migration. To create the mappings, the workflow needs to know the Edge Database asset to migrate to and the schema name to map to. In a first task, the user is asked to enter or validate the Database asset and schema name.Next, the workflow automatically creates the Edge Catalog synchronization rules for the migrated schema. The user is asked to validate these rules and start the first synchronization of the migrated schema via Edge.In the last step of the workflow, the user is asked to remove the existing Jobserver configuration for the migrated schema.Via the workflow variables, you can define that you want to skip the task to verify and provide the Database and Schema information, or the tasks to synchronize the schema and remove the Jobserver configuration.StepsUse the following steps to upload and enable the Migrate schema to Edge workflow in your environment. Watch a videoGo to Collibra Marketplace and download the Migrate schema to Edge workflow ZIP file.Open Collibra.Go to Settings → Workflows → Definitions.Upload the Migration to Edge workflow ZIP file.Make sure you upload the whole ZIP file, not only the BPMN file.The Migrate schema to Edge workflow is available in the Workflows list.Click the Migrate schema to Edge workflow.The workflow details open.In Applies To, define that this workflow applies to Schema assets.In Applies To, click Edit.Change the value from Global to Asset.Click Save.Click Save.In Applies To, click Add Rules.In Asset type, select Schema.Click Save.In Roles, define who can start and stop the workflow, and reassign workflow tasks. In Roles, click Edit.Define the values.We recommend to set all values to Owner.Click Save.If needed, change the Variables. We recommend to keep the default values added to the workflow variables. For information on the variables, go to About the workflow variables.Click the icon for the workflow.The workflow is enabled and is available for Schema assets.About the workflow variablesThe workflow variables allow you to change the workflow to your needs. The default values ensure users are guided through all migration tasks. We recommend to keep the default values.NameDescriptionuseSchemaDisplayName By default, the value is set to False. 'True' means that, if we cannot collect the schema name from the Jobserver configuration, we use the Display Name of the Schema asset as the proposed schema name.alwaysValidateTargetBy default, the value is set to True. 'True' means the workflow always asks the user to validate the schema name and the target Edge Database asset. 'False' means the workflow will skip the first user task 'selectDatabaseSchema' in the workflow if there is a proposed schema name and the proposed Edge Database asset is related to the schema.showPostMigrationJobTasksBy default, the value is set to True. 'True' means the user will be asked to confirm the first synchronization of the migrated schema (second user task) and the removal of the Jobserver configuration (third user task).'False' means the workflow will skip the second user task 'synchronizeSchema' and the third user task 'removeJobserverConfig'.The due date expressed in duration for the 'selectDatabaseSchema' task.The due date, expressed in duration, for the first user task in the workflow: 'configureDatabaseSchema'.Send notification emails for the 'selectDatabaseSchema' task.Indicates if notification emails must be created for the 'configureDatabaseSchema' user task.The escalation time duration for the task 'selectDatabaseSchema'.The escalation time, expressed in duration, for the 'configureDatabaseSchema' user task.The escalation type for task 'selectDatabaseSchema'.The escalation type for the 'configureDatabaseSchema' user task.The due date expressed in duration for the 'removeJobserverConfig' task.The due date, expressed in duration, for the third user task in the workflow: 'removeJobserverConfig'.Send notification emails for the 'removeJobserverConfig' task.Indicates if notification emails must be created for the 'removeJobserverConfig' user task.The escalation time duration for the task 'removeJobserverConfig'.The escalation time, expressed in duration, for the 'removeJobserverConfig' user task.The escalation type for task 'removeJobserverConfig'.The escalation type for the 'removeJobserverConfig' user task.The due date expressed in duration for the 'synchronizeSchema' task.The due date, expressed in duration, for the second user task in the workflow: 'synchronizeSchema'.Send notification emails for the 'synchronizeSchema' task.Indicates if notification emails must be created for the 'synchronizeSchema' user task.The escalation time duration for the task 'synchronizeSchema'.The escalation time, expressed in duration, for the 'synchronizeSchema' user task.The escalation type for task 'synchronizeSchema'.The escalation type for the 'synchronizeSchema' user task.What's next?Users can now use the workflow. Go to the migration steps overview for more information.Register a data source via Edge during migrationBefore you can migrate Schema assets that were registered via Jobserver to Edge, you need to register your data source via the Edge connection. This creates a Database asset which is needed to synchronize, profile and classify the data via Edge.Before you beginAn Edge site has been installed.An Edge connection has been created for the data source and the following capabilities have been added:Catalog JDBC ingestionJDBC ProfilingWatch a video to see how we create a connection and add the capabilities for postgresql.This video is recorded in the classic user interface.StepsWatch a videoThis video is recorded in the classic user interface.    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Register with Edge section of the Create dialog box, click Register a data source.The Register content page opens.In the row of the data source that you want to register, click Add.The Add Database page opens.You can register multiple databases via the same JDBC connection. If a database is already registered, the name of the Database asset is shown in the Data sources column.Enter the required information.FieldDescriptionCommunityThe name of the parent community in which the assets will be created.SystemThe name of the System asset.After you have registered the database, a relation of the type Technology Asset groups / is grouped by Technology Asset is created between this System asset and the newly created Database asset.A Database asset should have only one relation of the type 'Technology asset groups / is grouped by Technology asset' to a System asset.OwnerBy default, this field is called Owner, referencing the out-of-the-box Owner resource role. If you change the name of this out-of-the-box resource role, the updated name will be displayed instead. After the registration, a new domain and Database asset will be created specifically for this database in the community that you have specified. The user you select in this field will receive the responsibility for the domain. This ownership is then inherited by the Database asset.By default, the current user is selected. An owner must be associated with the Database asset for synchronizations to run. The owner can be changed later on, but should not be removed.Database nameThe name of the database in the data source to which you created a JDBC connection. The drop-down menu automatically shows which databases exist in your data source. You can refresh the list by clicking next to the drop-down menu.The name will also be the name of the Database asset that is created as a result of registering the data source via Edge.If you rename a database in the data source, the Edge synchronization process will consider it a new database. We don’t detect the renaming of a database at this moment.Some data sources allow you to use one Edge connection to register multiple databases. In that case, the drop-down will show more than one name. DescriptionA description of the data source.Click Register.A Physical Data Dictionary domain containing a Database asset is created.The Database name is the name you added in the Database name field.A relation of the type Technology asset groups / is grouped by Technology asset is created between the Database asset and the System asset.The Database asset page opens.A list of available schemas in the database is generated.What's next?Migrate a schema to EdgeMigrate a schema to EdgeIf you have an Edge site available and a Database asset has been created for your data source via Edge, you can migrate the schemas you want from Jobserver to Edge one by one.Before you beginYou know the name of the Database asset that has been created for your data source via Edge.The Migrate Schema to Edge workflow has been enabled.Steps Watch a videoThis video is recorded in the classic user interface.Open the existing Schema asset that was created via Jobserver.Go to Actions → Migrate schema to Edge.Depending on the workflow configuration, a first migration task opens.The domain of the asset and the asset name are only updated, if needed, after a first synchronization of the schema via Edge.Enter the name of the Database asset created via Edge to which you want to migrate the existing schema.Validate or enter the name of the schema in the Edge Database asset. This is especially needed if the name of the existing Schema asset is not the same as the name of the schema in the data source. If Collibra can find the schema name via the Schema property in the Jobserver configuration, the name is automatically suggested. Otherwise, you can check the name in the list of schemas in the Configuration tab pane of the Database asset.Click Migrate Schema.As a result:If not yet available, Collibra creates a Belongs to Technical asset relationship between the existing Schema asset and the selected Database asset.Collibra creates mappings between existing Jobserver assets and the schemas found in the data source via the Edge connection.The migration does not change the full names of existing assets yet. The full name is only updated after a first synchronization via Edge.Depending on the workflow configuration, a new task opens asking you to synchronize the migrated schema for the first time via Edge.What's next?Synchronize the schema for the first time via Edge and remove the Jobserver configuration.More informationMigrating from Jobserver to EdgeSynchronize a migrated schema via Edge for the first time and remove the Jobserver configurationOnce a schema has been migrated to Edge, you need to synchronize the schema via Edge and remove the original Jobserver configuration from the schema. The synchronization ensures the assets full names are updated and the schema is ready for use via Edge.Before you beginYou have Migrate a schema to Edge via the workflow.StepsWatch a videoThis video is recorded in the classic user interface.Validate the synchronization rules for the schema.Depending on the migration workflow configuration, a task opens for you to confirm the first synchronization of the migrated schema.Open the Database asset that was created via Edge and to which you have migrated the schema.Click the Metadata Synchronization tab.Select the schema.The Synchronization rules are displayed.Verify the tables to be included in and excluded from the schema.This information is taken directly from the original Jobserver configuration.If you do not want to keep the assets in their original location, edit the synchronization rule, select another target domain and click Save.Refresh schedules are not migrated to Synchronization schedules. You need to define those manually.Click Synchronize Schema.If you selected a target domain different from the original domain, the existing assets are moved to the new location.The existing Schema asset and the related Table and Column assets receive a new full name based on the Edge naming conventions. For more information, go to Edge naming conventions.Any Table assets with the View Table type are changed into Database View assets.All existing assets remain available.Existing assets that are missing from the source receive the Missing from source status.New assets can be created if new objects were available in the data source.Navigate back to the migrated Schema asset.If a task was open, click Migrated Schema Is Synchronized in the open task.A new task opens, reminding you to now remove the Jobserver configuration from the migrated schema.Remove the original Jobserver configuration.In the Schema asset, go to Actions →Refresh.The Refresh Schema dialog box opens.Click Remove Schema Configuration.The configuration is removed.If a task was open, click Jobserver Configuration Is Removed in the open task.The migration tasks are completed. The schema has been fully migrated to Edge.More informationMigrating schemas from Jobserver to EdgeTroubleshooting schema migration from Jobserver to EdgeError after clicking Migrate SchemaErrorPossible reasonsSolutionSchema name 'Schema name' does not exist for database id 'database id'.The selected Database asset does not contain a schema with the name you provided in the Schema name field. Make sure you select the correct Database asset.Make sure the provided schema name is the name of the schema in the data source.This schema is not JDBC. Migration is not supported.The Schema asset was not registered via Jobserver.The Schema asset has already been migrated to Edge.You cannot migrate this Schema asset.Database asset id 'database id' not present in database registration configuration.The selected Database asset was not registered via Edge. A schema can only be migrated to databases registered via Edge.Make sure you select a Database asset that was created via the registration of a data source via Edge.The schema 'schema name' is already configured under database 'Database asset id'. Please, remove existing configuration and restart the migration workflow.The Schema asset has already been migrated to Edge but you have not synchronized the schema yet, and the migration workflow has been canceled.This error will occur when you run the migration workflow again:with the same target Database asset and schema name.with the same target Database asset and a different schema name, if for that schema synchronization rules have been defied.Go to the mentioned Database asset. Click the Configuration tab pane.Select the schema and delete the Catalog Synchronization rules that have been defined.You can now restart the migration workflow from the Schema asset.Could not proceed with migration because schema 'Schema asset id' has already been synchronized under database 'Database asset id'.The Schema asset has already been migrated to Edge.You are trying to migrate to a schema in the Database asset that has already been migrated and synchronized via Edge.If the Schema asset ID in the error message equals the Schema asset ID of the schema you want to migrate, this error means that the schema has already been migrated to and synchronized via Edge. You cannot migrate this Schema asset again. Make sure you remove the Jobserver configuration for the Schema asset.If the Schema asset ID in the error message differs from the Schema asset ID of the schema you want to migrate, this error means you are probably trying to migrate the Schema asset to a schema in a Database asset that has already been migrated to and synchronized via Edge.Make sure you select the correct Database asset and schema name.Migration Not Completed Something went wrong during the migration job with Id .... . Review the selected Database asset and schema name. If the problem persists, contact Collibra Support.Something is going wrong during the migration of the schema to the selected Database asset.Make sure you select the correct Database asset.Make sure the provided schema name is the name of the schema in the data source.Contact Collibra Support if the issue persists.You still see the Migrate Schema to Edge option in the Actions menu for a schemaIssue:For a migrated Schema asset, meaning you migrated the schema to Edge, synchronized it, and for which you removed the original Jobserver configuration, you still see the Migrate Schema to Edge option in the Actions menu. Reason: This is normal. The option remains available. Should you click the Migrate Schema to Edge workflow again, the following error will appear: Migration is not supported.Learn moreMigrating a schema from Jobserver to EdgeFAQ migrate a schema from Jobserver to EdgeCan I migrate a schema that was not registered via Jobserver to Edge? No, only JDBC schemas registered via Jobserver can be migrated to Edge via the Migrate Schema to Edge workflow. Schemas created by uploading CSV or Excel files to Jobserver cannot be migrated via the Migrate Schema to Edge workflow.Are samples removed for a migrated schema?No, the samples created via Jobserver remain available. You can remove the sample data from Jobserver. For information, go to Remove sample data.Will Technical Lineage still work correctly after migrating a schema?Yes, Technical Lineage will keep working because it relies on the last part of the asset's full name.The Database asset that was related to the Schema and the new Database asset created via Edge have the same last part in their full name, the actual name of the database in the data source.Full name of old Database asset: My_System>customer.Full name of new (Edge) Database asset: Snowflake Cloud>customer.Why do I still see the Migrate Schema to Edge option in the Actions menu for a migrated schema?The option remains available for migrated schemas but the migration process will not start. Once all schemas have been migrated, you can deactivate or remove the workflow from your environment. This will remove the Migrate Schema to Edge option. Can I migrate multiple schemas in one action?Like any other workflow, you can start the Migrate Schema to Edge workflow for multiple assets at once. By default, this will create user tasks for each selected schema asset. We are working on best practice guidelines to reduce the number of manual steps required when running the workflow in bulk. Once available, we will communicate this via the release notes. Learn moreMigrating a schema from Jobserver to EdgeSample dataWhat is sample data?Sample data is a set of randomly collected data from a data source. Depending on your environment, sample data can be displayed for Table, Column, or Data Set assets. The purpose of showing sample data is to provide examples of the data so you know what to expect when you use the asset. When and where can you see sample data? You can view sample data for an asset only if the following conditions are met:The sample data feature is active.You have the required permissions. Sample data is available for the asset.Depending on the method used, the asset is a Table, Column, or Data Set asset.Currently, you can request sample data via Edge only for Table and Column assets.If sample data is available, it is displayed in:Asset typeIf Catalog experience is active, you can see the sample data in: If Catalog experience is not active, you can see the sample data in: TableSummary tab pane Sample data tab paneDetails tab paneSample data tab paneColumnSummary tab pane Data profiling tab paneDetails tab paneSample data tab paneData SetSummary tab pane Sample data tab paneDetails tab paneSample data tab paneCurrently, you can request sample data via Edge only for Table and Column assets.In Table and Data Set assets, you see sample data only for columns for which you have the required permission. If you do not have access, you see the text <sensitive> in the column instead of sample data.How does Collibra handle sample data?The way Collibra handles sample data depends on how the assets are added in Collibra and how the sample data is collected: Assets are created by registering a data source via Edge.Assets are created by registering a data source via Jobserver.Assets are manually added or imported.Sample data for an asset is uploaded via the Catalog REST API - Profiling.The sample data is stored in the Collibra cloud repository.The sample data is displayed to all users with the required permissions.The sample data is stored in the Collibra cloud repository.This sample data is also used for data classification via the Data Classification Platform.The sample data is displayed to all users with the required permissions.The sample data is stored in the Collibra cloud repository.The sample data is displayed to all users with the required permissions.Sample data is collected and stored when the data source is registered via Jobserver.See Configure the use of sample data via Jobserver.Not applicable.The sample data is stored in the Collibra cloud repository.This sample data is also used for data classification via the Data Classification Platform.The sample data is displayed to all users with the required permissions.Not applicable.Sample data can be manually requested for an asset that is registered via the Edge register data source process.The randomly collected sample data is cached on the Edge site for 24-48 hours. No sample data is stored in the Collibra cloud repository. The sample data is only displayed to users with the required permissions and if the sample data has been requested. Sample data is not anonymized because having access to the data examples via Edge is based on permissions and the sample data is not stored in Collibra.Currently, you can request sample data via Edge only for Table and Column assets.We randomly collect rows from the data source. The data of the randomly collected rows, however, is not switched around, we display all data for each randomly collected row.Not applicable. Not applicable. For details on the process, go to Understanding the process to display sample data.For details on the sample data limitations and guidelines, go to Limitations and guidelines.Required permissions to view sample dataTo view sample data for an asset, you need: View permission on the asset.View permission is required to access the asset in general.Resource permission: Asset > Data > View Samples.The View Samples permission is needed to see the sample data.In Table and Data Set assets, you see sample data only for columns for which you have the required permission. If you do not have access, you see the text <sensitive> in the column instead of sample data.Configuring the use of sample dataSample data limitations and guidelinesSample data via Edge may require additional Edge site memory, CPU and disk space.Currently, you can request sample data via Edge only for Table and Column assets.For performance reasons, the number of samples to display must be less than 1,000. This limit is configurable in the Maximum number of samples setting, in the Data Profiling section. The default value is 100. The maximum value is 1,000. Go to Configure the use of sample data via Edge or Configure the use of sample data via Jobserver.For performance reasons, avoid sampling tables with more than 1,500 columns. This limit is not configurable at the moment. The sampling feature always uses push-down sampling if push-down sampling is available for the data source. Push-down sampling increases the sample data extraction speed. We advise to only allow sampling on data sources that support push-down sampling. To know if your data source allows for push-down sampling (called partial scan in Edge), go to Data sources supported by Edge or Overview of Collibra-provided JDBC drivers (Jobserver).If you try sampling on a data source that does not allow push-down sampling, the sample data extraction time is proportional to the database table size. The bigger the table, the longer it will take to retrieve the samples.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on sampling via Edge, go to Configure the use of sample data via Edge.Configure the use of sample data via JobserverYou must configure your Collibra environment if you want to display sample data for data sources registered via Jobserver. Configuration stepMore details1Ensure the users have the required permissions.Required permissions to view sample data2In the Service Configuration settings,Set the Data Profiling setting Maximum number of samples to a value higher than 0.Define the maximum number of characters that you want to collect per sample in Maximum value length.Show howPrerequisitesYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Go to the Data profiling section.Make sure the setting Maximum number of samples is higher than 0.The default value is 100. The maximum value is 1,000. For more information, go to DGC service configuration: options.In Maximum value length, define the maximum number of characters that you want to collect per sample.We don't recommend increasing this number as it may affect the stability of the system.Click Save all.3When you register or refresh the data source via Jobserver, select the option Store Sample Data.Register a data source via JobserverFor detailed information on the sample data process, go to Understanding the process to display sample data.  Configure the use of sample data via EdgeYou must configure your Collibra environment if you want to display sample data for data sources registered via Edge.Sample data for data sources registered via Edge is temporarily cached on the Edge site. In the cache, the sample data is encrypted. The data is available in the Edge cache for 24-48 hours. Configuration stepMore details1Ensure your Edge site meets the memory, CPU and hard disk requirements.Edge hardware requirements to show sample data2Ensure the users have the required permissions.Required permissions to view sample data.Several out-of-the-box roles already include the required permissions.3In the Service Configuration settings, Set the Data Profiling setting Maximum number of samples to a value higher than 0.Define the maximum number of characters that you want to collect per sample in Maximum value length.If you want, enable the optimization feature for sampling (beta).The Maximum number of samples value applies to both Jobserver and Edge. In mixed environments, if this number was set to 0 for Jobserver and you are increasing the value for Edge, this can result in sample data extraction for data sources registered via Jobserver. Show howPrerequisitesYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Go to the Data profiling section.Make sure the setting Maximum number of samples is higher than 0.The default value is 100. The maximum value is 1,000.In Maximum value length, define the maximum number of characters that you want to collect per sample.We don't recommend increasing this number as it may affect the stability of the system.If you want to enable the sampling optimization, go to the Beta section and set the Sampling optimization enabled setting to True. By enabling this setting, the process of checking the Edge cache for samples is much faster.Click Save all.For more information, go to DGC service configuration: options.4For each data source, add the Catalog JDBC Sampling capability to Edge. Add the Catalog JDBC Sampling capability for your data source Edge connection.The Catalog JDBC Sampling capability consists of two possible operations:Extracting the sample data, which collects the data from a data source and caches the data on the Edge site.Reading the sample data, which reads sample data from the Edge cache and returns it as a result of an API call or displays it in an asset page.Once the capability is selected, define the JDBC connection to which the capability applies.For detailed information on the sample data process, go to Understanding the process to display sample data. Calculating the Edge hardware requirements to show sample dataBefore you configure sample data via Edge, it is important to validate that your Edge site has enough memory, CPU and available cache disk space. Memory and CPU requirementsThe Edge capability Catalog JDBC Sampling consists of two possible operations, which require Edge resources:Extracting the sample data, which collects the data from a data source and caches the data on the Edge site.Reading the sample data, which reads sample data from the Edge cache and returns it as a result of an API call or displays it in an asset page.The following table shows how much resources are required for one request. Extracting the sample dataReading the sample dataMemory per request4 Gb900 MbCPU per request1 cpu0.9 cpuIf you want to support multiple requests to run at the same time, you need to multiply these numbers by the number of parallel requests.These resources must be added to the other resource requirements for Edge, the operating system and any other software you would like to run on the same machine. You also need to add the requirements of other Edge capabilities if you want run other capabilities in parallel of the sampling capability. If you accept that operations are executed one after the other and that some need to wait in a queue, then only the highest requirements need to be fulfilled.Hard disk requirementExtracted sample data remains in the cache of an Edge site between 24 - 48 hours. This means that enough disk space must be available to cache this data. If the Edge cache is still full and a new sample data request is added, the request will fail.The required disk space largely depends on the expected number of tables for which sample data will be requested, per day. You can estimate the disk space in bytes as follows: (Number of tables per day *2) * Number of columns * (Number of characters for one column name + (Number of samples * Number of characters for one sample)) * 2.05You need to multiply the number of tables per day by 2 because the sample data can stay in the Edge cache up to two days.You need to multiply the number by 2.05 because, for each character, we calculate 2 bytes and some margin for the data serialization format.Also consider that the Edge cache may hold other data than the sample data, like a copy of the JDBC drivers used to connect to the data sources. So it is best to round up the required space.In this example,You expect to receive requests for sample data for 100 tables per day.Each table has about 20 columns with an average column name of 30 characters. For each column, you want to collect 100 samples.This number is set in the Maximum number of samples DGC Service setting.Each sample has an average of 100 characters.You can define the maximum number of characters to collect via the Maximum value length DGC Service setting.The numbers for the calculation are:Number of tables per day: 100.Number of columns: 20.Number of characters for one column name: 30.Number of samples: 100.Number of characters for one sample: 100.The estimated disk space in bytes is:(100 *2) * 20 * (30 + (100*100) * 2.05 = 882,246,000 bytes = 882,246 kb = 82 MbAs a conclusion for this example, having around 100 Mb of disk space available for sample data on the Edge site cache should be sufficient.Add the Catalog JDBC Sampling capabilityAfter you have configured the settings for sample data, and you have created a JDBC Edge connection for your data source, you need to add the Catalog JDBC Sampling capability to the connection.The Catalog JDBC Sampling capability consists of two possible operations:Extracting the sample data, which collects the data from a data source and caches the data on the Edge site.Reading the sample data, which reads sample data from the Edge cache and returns it as a result of an API call or displays it in an asset page.Once the capability is selected, define the JDBC connection to which the capability applies.Before you begin    You have created and installed an Edge site.You have created a JDBC connection for your data source.Required permissionsYou have a global role that has the System administration global permission.You have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.You have a global role that has the Register profiling information global permission.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Capabilities section, click Add capability.The Add capability page is shown.Enter the required information.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:Catalog JDBC Sampling Yes ConnectionThis section contains information to connect to the data source.JDBC connectionThe connection to the data source. Yes GeneralThis section contains general information about logging.DebugAn option to automatically send Edge infrastructure log files to Collibra Data Intelligence Cloud. By default, this option is set to false.We highly recommend to only send Edge infrastructure log files to Collibra Data Intelligence Cloud when you have issues with Edge. If you set it to true, it will automatically revert to false after 24h. No Log levelAn option to determine the verbosity level of Catalog connector log files. By default, this option is set to No logging. No Click Create.The capability is added to the Edge site.The fields become read-only.What's next?With the correct settings and permissions in place, users can start requesting sample data for the data source.Delete sample dataThe way to remove sample data for a data source depends on how the sample data is made available.For Jobserver, perform one of the following:Refresh the related schema and don't select the Store Sample Data checkbox.As a result, any previously gathered sample data is removed from the Collibra cloud repository.Call the Catalog profiling REST API with an empty array for the samples parameter.As a result, any previously gathered sample data is removed from the Collibra cloud repository.For Catalog profiling REST API, call the Catalog profiling REST API with an empty array for the samples parameter.As a result, any previously gathered sample data is removed from the Collibra cloud repository.For Edge, you cannot delete sample data.Sample data for data sources registered via Edge is not stored in the Collibra cloud repository, it is cached on the Edge site. Every day, Edge deletes all sample data that is older than 24 hours from its cache.If a data source was previously connected to Jobserver or if sample data was pushed using the Catalog profiling REST API, and the data source is now an Edge data source, sample data may still be stored in the Collibra cloud repository for this data source. If you want to remove this sample data, call the Catalog profiling REST API with an empty array for the samples parameter.Example of API code that deletes sample data from the Collibra cloud repositoryIn the example code: replace <your_environment> by the name of your environment. replace the assetIdentifier section by any combination that uniquely identifies the asset for which you want to delete the sample data.PATCH https://<your_environment>.collibra.com/rest/catalog/1.0/profiling/columns{columnProfiles: [{assetIdentifier: {assetName: Catalog postgresql>catalog_postg>GDPR>Consumers>Process_id(column),communityName: Catalog demo,domainName: Catalog postgresql > catalog_postg > GDPR},samples: {samples: null}}]}Request sample data via EdgeCurrently, you can request sample data via Edge only for Table and Column assets.If a data source is registered via Edge, no sample data is available by default. It means you may need to request the sample data. The requested sample data only remains available via Edge for a limited amount of time.Before you beginYou have enabled data source registration via Edge.You have created and installed an Edge site.You have registered a data source via Edge.Your Edge site has a sampling capability for that data source.You have synchronized one or more schemas of the registered database.You have the required permissions to see sample data.StepsOpen the Column or Table asset for which the data source is registered via Edge.For a column, click Data Profiling. For a table, click Sample data.Collibra performs checks to determine what happens in the page.If sample data is available in the Edge cache for this data source, the sample data is displayed.It can take some time for the sample data to be displayed. Don’t navigate away from the page while the process is ongoing.If no sample data is available in the Edge cache and if you have the required permissions to see sample data, the Request Sample Data button is displayed.If displayed, click the Request Sample Data button or go to Actions -> Request Sample Data.A 'Request sample data' job starts. This job collects and caches the sample data on the Edge site.Collecting and caching the sample data can take time because the job is added to a job queue. You can navigate to other assets while the job is in progress.As soon as the job is completed, you receive a notification. When you open the asset again, the sample data will be displayed after some time.It takes some time to collect the sample data. You can navigate to other assets while the request is in progress.Requested sample data via Edge only remains available on the Edge site for a limited time. Once a day, Edge deletes all the data that is older than 24 hours. Once the cached data is deleted, you will need to request the sample data again.For detailed information, go to Understanding the process to display sample data.If you want to learn more, check out the Sample data training.Understanding the process to display sample dataIf you open a Column, Table or Data Set asset page, Collibra performs a series of checks to determine if sample data is displayed. Currently, you can request sample data via Edge only for Table and Column assets.Check or ActionDescriptionPositive outcomeNegative outcome1Collibra checks if you have the required permissions to view sample data. You have the required permissions: The process continues with the next check.You don't have the required permissions:You cannot see the sample data and a message appears on the page.The process stops.2Collibra checks if sample data is stored in the Collibra cloud repository. This is only possible if:Sample data was extracted during the registration of the data source via Jobserver.Sample data was uploaded by using the Catalog REST API - Profiling.Sample data is available in the Collibra cloud repository:The sample data is visible in the page.The process stops.No sample data is available in the Collibra cloud repository:The process continues with the next check.3Collibra checks if the asset is connected to an Edge site. An asset is connected to an Edge site when the asset has been registered via the Edge Catalog data source registration process. Only adding the Catalog JDBC Sampling capability to your Edge site is not enough. The asset is connected to the Edge site via its related Database asset.The asset is connected to an Edge site:The process continues with the next check.No sample data is available for the asset:You cannot see the sample data.The process stops.4Collibra checks if sample data is available in the cache of Edge. This is possible if sample data has been requested before and the cache has not been cleared in the meantime. Once a day, Edge deletes all data that is older than 24 hours from its cache. Sample data is available in the cache:The sample data is visible in the page.It can take some time for the sample data to be displayed. Don’t navigate away from the page while the process is ongoing.The process stops.No sample data is available in the cache:The process continues with the next check.5Collibra checks if a sample data request is pending for the data source.A sample data request is pending for the data source: You need to wait until the sample data has been collected and cached in the Edge site.The process stops.No sample data request is pending for the data source:The button Request Sample Data appears on the page and in the Action drop-down list.The process stops until you click the button.6You click the Request Sample Data button.A 'Request sample data' job is launched and added to the Activities list and job queue. When Edge is ready for the job, the job starts. Sample data is randomly collected and temporarily made available in the cache of the Edge site. We randomly collect rows from the data source. The data of the randomly collected rows, however, is not switched around, we display all data for each randomly collected row.If you request sample data for a column, sample data is collected and cached for the entire table. Every day, Edge deletes all data that is older than 24 hours from its cache. This means the sample data remains available between 24 and 48 hours. Because it can take time for the job to start and complete, you can navigate away from the page while the job is in progress.Once the job is completed, you receive a notification.The process stops.Columns mapped to following java.sql.Types are excluded from the sampling queries: ARRAY, BINARY, BLOB, CLOB, DATALINK, DISTINCT, JAVA_OBJECT, LONGVARBINARY, NCLOB, NULL, OTHER, REF, REF_CURSOR, ROWID, SQLXML, STRUCT, VARBINARY.Troubleshooting sample dataMake sure your Edge site meets the Sample data requirements. For information, go to Edge hardware requirements to show sample data.Message: To ensure data security, sample data is currently not visibleIssue:When you open sample data for an asset, no data is displayed and you see the following message in the page: To ensure data security, sample data is currently not visible.Possible reasons: You don't have the required permissions to view sample data.The Catalog JDBC Sampling capability has not been defined for the data source Edge connection.Solution:Request the required permissions.If the sampling capability is missing, add the Catalog JDBC Sampling capability for the data source.Message codesCodeDescriptionPossible reasonsSolution200This code indicates the sample data processes ran correctly. Also when no sample data is available in the data source, this code is provided. 400This message appears if:Something is wrong with the provided asset IDor The sampling capability is not installed on the Edge site.The error message will specify the problem. The asset exists but the asset is not a column or tableThe table has no columns. Something is wrong in the relationship of the column, table or database, like a column asset that was not ingested but manually created and no relationship has been defined.The Catalog JDBC Sampling capability has not been defined for the data source Edge connection. If it concerns a wrong asset, provide a valid column or table asset id. If the sampling capability is missing, add the Catalog JDBC Sampling capability for the data source.401This message appears if you are not authenticated to use the sampling API.The authentication failed.Provide valid credentials.403This message appears if you lack permission to any of the columns within the requested asset.You do not have the required permissions. Both View permission and View Samples permission are needed to see sample data for an asset. Verify the user has the required permissions.404This message appears if the asset cannot be found.The asset does not exist.Provide an existing column or table asset id.503This message appears if the Edge service gets a timeout or fails.The Edge service is not available.Verify that the Edge site is still online and healthy. If not, check the Edge logs to get a better understanding of the issue. If the problem persists, contact Collibra Support for assistance.Error message: Generic API exception PayloadTooLargeIssue:When you open sample data for a Table asset, you receive the following message:com.collibra.edge.management.exceptions.PayloadTooLarge: The payload size should be below 102400 bytes.Reason: The table contains too many columns.Solution: You can open an individual Column asset to request its sample data.Error message: There is no matching sampling capability foundIssue:You receive the following error message: There is no matching sampling capability found for connection [connection_id]. Reason:This message appears when you open a Column or Table asset page for a data source that has been registered via Edge but for which the Edge site doesn't have an associated Edge capability for sampling. Solution:To solve the issue, add the Catalog JDBC Sampling capability for the data source. The message provides the id of the Edge connection linked to the data source. No sample data is displayedThere are many conditions that can result in no sample data being displayed. Before reporting an issue, check the following:ReasonDescriptionSolutionThe setting Maximum number of samples is set to 0. The sampling feature is disabled and no samples are displayed.Set the Data Profiling setting Maximum number of samples to a value higher than 0.For details, Configuring the use of sample data.The sampling capability is missing for your Edge data source. Samples can only be extracted if the sampling capability is set for the data source on the corresponding Edge site.Add the Catalog JDBC Sampling capability for the data source.The asset for which you want to collect sample data has no data.There is no data to show for the asset. No sample data is stored in the Collibra cloud repository.(not applicable for data sources registered via Edge)For Jobserver data sources, sample data is only available in the Collibra cloud repository if the Store Sample Data option was selected during the registration of the data source.For assets created without Jobserver or Edge registration, sample data is only available if they were uploaded to the Collibra cloud repository via the Catalog Profiling REST API.Configuring the use of sample dataYou do not see the Request Sample Data buttonIssue:You want to see sample data for an asset but you cannot request it. The Request Sample Data button is not available.Reason:The possible reasons are:You don't have the required permissions.This asset was not created via the Edge Catalog data source registration process.There is no sample data available in the data source. In that case, you see an empty table.I cannot request sample data for a data set via EdgeCurrently, you can request sample data via Edge only for Table and Column assets.You always get old sample data for a data source registered via EdgeIssue:You always see old sample data for a data source registered via Edge.Reason:Sample data stored in the Collibra cloud repository takes precedence over sample data extraction by Edge. Sample data can be available for an Edge data source in the Collibra cloud repository if this data source was previously connected to Jobserver or if sample data was pushed using the Catalog profiling REST API for the data source. For more information on the process, go to Understanding the process to display sample data.Solution:If you want to remove samples from the Collibra cloud repository, go to Delete sample data.Collecting the sample data is very slow via EdgeIt can take some time to read and display the sample data available in the Edge cache. The sample data extraction time via Edge is influenced by multiple factors. For example: table size, number of columns in a table, number of samples to collect, maximum length of samples, and push-down sampling mechanism available for the data source. For more details, go to Sample data limitations and guidelines.Maybe a lot of parallel sample data requests are ongoing. This happens when a lot of users want to see sample data at the same time.If you experience issues in this situation, you can decrease the number of Edge data sources for which the sampling capability is enabled.You want to retrieve sample data log filesFor data sources registered via Edge, Edge logs are generated when sample data is extracted from the data source and cached on the Edge site. The logs start with this text: Writing cache samples with the key.... Looking at the Edge logs within a 2-day period should give information on the sampling activity.Writing cache samples with the key'catalog.sample.6385e23cb1ae443a7786c555108d8bb028d23dee39e76ce3169eaa9cdacb1ed3' Cache write sample for table 'Snowflake>SNOWFLAKE_SAMPLE_DATA>TPCDS_SF100TCL>CALL_CENTER'
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	 Quality extractionThis feature isn't available in the latest user interface (beta).The quality extraction functionality allows you to ingest Collibra Data Quality & Observability user-defined rules, metrics, and dimensions into Collibra Data Catalog for registered data sources by using the DQ Connector Edge capability.You can use this functionality only if you have the same data sources registered in Collibra Collibra Data Quality & Observability and you have Edge enabled in your Collibra Data Intelligence Cloud.About DQ ConnectorThis feature isn't available in the latest user interface (beta).The native DQ Connector brings Collibra Data Quality & Observability into your Collibra Data Intelligence Cloud. The DQ Connector is an Edge capability template that helps you integrate your Collibra Data Quality & Observability user-defined rules, metrics, and dimensions into Collibra Data Catalog.To extract data quality statistics from CollibraCollibra Data Quality & Observability both Data Catalog and Collibra Data Quality & Observability must ingest the same data source.DQ Connector requirementsCollibra Data Intelligence Cloud 2021.07 or newer.EdgeCollibra Collibra Data Quality & Observability 2.15 or newer.Existent data quality statistics for the selected data source.DQ Connector configurationConnect to a Collibra Data Quality & Observability source:Create a Collibra Data Quality & Observability Edge site.Connect to your Collibra Data Quality & Observability source.Add ingestion capabilities to your Collibra Data Quality & Observability connection.Configure destinations for Collibra Data Quality & Observability assets.Add Collibra Data Quality & Observability characteristics to assets.Add a DQ Connector capability.Register Collibra Data Quality & Observability Edge connections in Data Catalog:Create a Data Catalog System Asset.Register the Collibra Data Quality & Observability data source in Data Catalog.Connect to a Collibra Data Quality & Observability sourceThis feature isn't available in the latest user interface (beta).Because the DQ Connector is an Edge capability, you must be able to ingest data via Edge. For information about enabling and configuring Edge, see the Edge Configuration guide.Create a Collibra Data Quality & Observability Edge siteCreate an Edge site with the following properties:FieldDescriptionNameThe name of the Edge site, for example Collibra-DQ-Edge. Do not use spaces or special characters.This field is mandatory and the name must be globally unique.DescriptionThe description of the Edge site. We recommend to put at least basic location information of the Edge site.This field is mandatory.Install the Collibra Data Quality & Observability Edge siteFollow the instructions for your environment to Install an Edge site.This process automatically creates an Edge user, which you use later in the setup process.Connect to your Collibra Data Quality & Observability sourceCreate a connection for each CollibraCollibra Data Quality & Observability data source you want to synchronize.SectionPropertyValueConnection settingsNameThe same name as the Collibra Collibra Data Quality & Observability connection name. DescriptionThe description of the JDBC connection. This field is also visible when you register content. Connection provider The connection provider, which determines the available connection parameters. Same as Collibra Collibra Data Quality & Observability.Connection parametersExample for Username / Password JDBC driveUsernameThe same username as the Collibra Collibra Data Quality & Observability connection username. PasswordThe same password as the Collibra Collibra Data Quality & Observability connection password. Driver class nameThe same driver name as the Collibra Collibra Data Quality & Observability connection driver name. Driver JarThe same driver JAR file as from Collibra Collibra Data Quality & Observability. Connection stringThe same URL as the Collibra Collibra Data Quality & Observability connection URL.Add ingestion capabilities to your Collibra Data Quality & Observability connectionYou must add a Catalog JDBC ingestion Edge capability template for each connection you have created to extract and process data for your data source.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:Catalog JDBC ingestion Yes ConnectionThis section contains information to connect to the data source.JDBC connectionThe connection to the data source. Yes JDBC data source type (Deprecated)Deprecated field. The field was used to indicate the type of the data source. You no longer need to change this field. The required value is automatically identified.The automatically identified value is not shown in this page. Yes Supports schemasA text field where you have to enter True to enable database registration of data sources that have no schema. If the data source has schemas, you can ignore this field.If the data source does not have a schema, Data Catalog creates a Schema asset with the same name as the full name of the database. No OthersThis section can contain additional capability properties.Adding additional properties can have a significant impact on your Edge site. Only add or update them together with Collibra Support.Click Add property to add a property.The possible properties are: Show propertiesNameDescriptionTypeEncryptionDefault valueingest-schema-garbage-collectorThe garbage collector that is used by the capability. For information about other possibilities, see AZUL documentation.TextNot encrypted (plain text)-XX:+UseParallelGCingest-schema-requests-cpuThe minimum amount of CPU computing power requested by the capability.The amount is expressed in milliCPU.TextNot encrypted (plain text)100ingest-schema-limits-cpuThe maximum amount of CPU computing power requested by the capability.The amount is expressed in milliCPU.TextNot encrypted (plain text)950ingest-schema-requests-memoryThe minimum amount of memory requested by the capability.The amount is expressed in mebibytes (Mi).If you add this property, you also need to add the properties: ingest-schema-limits-memory and ingest-schema-jvm-max-memory.TextNot encrypted (plain text)128ingest-schema-limits-memoryThe maximum amount of memory requested by the capability.The amount is expressed in mebibytes (Mi).If you add this property, you also need to add the properties: ingest-schema-requests-memory and ingest-schema-jvm-max-memory.TextNot encrypted (plain text)2048ingest-schema-jvm-max-memoryThe maximum amount of memory that can be used by the Java virtual machine (jvm). The amount is expressed in mebibytes (Mi).Make sure this amount is lower than the ingest-schema-limits-memory amount.If you add this property, you also need to add the properties: ingest-schema-requests-memory and ingest-schema-limits-memory.TextNot encrypted (plain text)2048No validation is performed on the values you add. No GeneralThis section contains general information about logging.DebugAn option to automatically send Edge infrastructure log files to Collibra Data Intelligence Cloud. By default, this option is set to false.We highly recommend to only send Edge infrastructure log files to Collibra Data Intelligence Cloud when you have issues with Edge. If you set it to true, it will automatically revert to false after 24h. No Log levelAn option to determine the verbosity level of Catalog connector log files. By default, this option is set to No logging. No Configure destinations for Collibra Data Quality & Observability assetsCollibra Data Quality & Observability rules, metrics and dimensions require their own domains in Data Catalog. If you don't have existing domains for data quality or wish to use new ones for the quality extraction purpose, create a domain for each type of data quality asset:Rules: Rulebook DomainMetrics: Business Asset DomainDimensions: Business Asset DomainAssign permissions for Collibra Data Quality & Observability domainsEdge must have the correct resource permissions to manage assets inside the dedicated Collibra Data Quality & Observability domains. For each dedicated domain, assign the Technical Steward role to the Edge user.The Edge user is automatically created when you install the Edge site.Add Collibra Data Quality & Observability characteristics to assetsTo show Collibra Data Quality & Observability statistics for your data source, assign the following characteristic types to the Table and Column asset types:Asset typeCharacteristic typeTablegoverned by Governance AssetColumnis governed by Data Quality RuleAdd a DQ Connector capabilityThe DQ Connector facilitates the communication with Collibra Collibra Data Quality & Observability. Add a DQ Connector capability to your Collibra Data Quality & Observability Edge site:FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following capability template to ingest Collibra Data Quality & Observability user-defined rules, metrics, and dimensions into Collibra Data Catalog:DQ Connector Yes DQThis section contains information about the Collibra Data Quality & Observability connection.Base URLYour Collibra Data Quality & Observability URL Yes UsernameThe Collibra Data Quality & Observability username for this connection. Yes PasswordThe Collibra Data Quality & Observability password for this connection. Yes Encryption optionsSelect the type of encryption to use.Default: To be encrypted by Edge management server.Issuer of the JWTIf you have selected Encrypted with public key, enter your JWT issuer. No Collibra metadata modelThis section contains information about where to ingest Collibra Data Quality & Observability assets.DQ Rules domain idThe UUID of the Rulebook Domain for the ingested Collibra Data Quality & Observability rules. Yes DQ Metrics domain idThe UUID of the Rulebook Domain for the ingested Collibra Data Quality & Observability metrics. Yes DQ Dimensions domain idThe UUID of the Governance Asset Domain for the ingested Collibra Data Quality & Observability dimensions. Yes Default DQ Dimension nameThe default Data Quality Dimension, for example Accuracy, Completeness, Consistency and so on.Default: Completeness. Yes DQ Metric classified by DQ Dimension relation type idThe UUID of the Data Quality Metric classified by / classifies Data Quality Dimension relation. If left unspecified, this relation will not be added. No Assets are imported in batches of this sizeThe batch size of the ingestion.Default: 5000. Yes Next stepsRegister a Collibra Data Quality & Observability source in Data Catalog.Register a Collibra Data Quality & Observability source in Data CatalogThis feature isn't available in the latest user interface (beta).To make the Collibra Data Quality & Observability metadata available in Collibra Data Catalog, you must register the data source for each Collibra Collibra Data Quality & Observability data source you want to synchronize.Create a Data Catalog System AssetAs a prerequisite to registering a data source in Data Catalog, you must create a System asset for each connected data source with the following properties:FieldValueTypeSystemDomainThe domain to which the new assets will belong. You can only create a asset type in any domain of a domain type that is assigned to a selected asset type.NameThe same name as the CollibraCollibra Data Quality & Observability connection name.Register the Collibra Data Quality & Observability data source in Data CatalogRegister each Collibra Data Quality & Observability source in Data Catalog.Next stepsExtract Collibra Data Quality & Observability metadata.Extract Data Quality metadataThis feature isn't available in the latest user interface (beta).After you completed the DQ Connector configuration, you can start ingesting Collibra Data Quality & Observability metadata.PrerequisitesYou have configured the metadata synchronization properties for the data source.StepsOpen a Database asset page.    In the tab pane, click   Configuration. In the Quality extraction section, do one of the following:To select schemas for data quality synchronization:Click Edit.The Data quality column becomes editable.Select whether to synchronize the available schemas.Click Save.To synchronize the selected schemas:Select the schema name to see its configuration.Click Synchronize.The synchronization job is started for the selected schemas.
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	 Data profilingAbout data profiling Only using part of the data to create profiling results Profiling via Jobserver Profiling and classification via Edge Data profiling information Data profiling of a table Data profiling of a column Data profiling charts Unified Data Classification method About data profilingData profiling creates a summary of a data source that is registered with Data Catalog and determines the data type of columns in the data source. The summary mainly contains statistics and graphics to give the user an idea what the registered data is about. You can create profiling results by: Registering a data source via Jobserver or via Edge, and choosing to profile the data.Importing profiling results via the Catalog API.You can find the profiling results in Table and Column asset pages.Profiling processYou can profile data via Edge or via Jobserver. The following table shows the differences.Part of processProfiling via EdgeProfiling via JobserverData sizeThere is no data size limit. The Edge site calculates the profiling statistics while reading the data.There is a limit on the size of the data that is used to calculate the profiling statistics. By default, this is 10 GB.ConnectivityCollibra connects to an Edge site. The Edge site is installed in the customer's environment, close to the data source. The Edge site communicates to Collibra Data Intelligence Cloud and other 3rd party systems using an HTTPS connection.Jobserver requires an HTTP proxy to support reverse connectivity.Register a data sourceYou can profile the data only after you registered a data source and synchronized one or more schemas via Edge. You can start the profiling process via the Configuration tab page on the Database asset page.When registering a data source via Jobserver, options are available to profile the data and create sample data.Anonymizing dataProfiling happens on the Edge site. The profiling results are automatically anonymized for columns with the Text or Geo data type before they are sent to Data Catalog. It is not possible to disable the anonymization of these data types.An administrator can also decide to anonymize the profiling results for all columns.Settings are available to enable the anonymization of the profiling results. ClassificationDepending on the classification method that you use, the classification process starts at the same time as the profiling of the data.If you are using the Unified Data Classification method, the classification process does not automatically run at the same time as profiling. When you start the profiling and classification activity, only profiling results will be collected. You need to activate the classification process separately. The classification process does not start together with the profiling. Deleting data profiling resultsOnce data profiling results are available, you can only delete them by deleting the assets. To delete data profiling results for a schema, refresh the schema without storing the data profile. Go to We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge..Only using part of the data to create profiling resultsPush down sampling (Jobserver) or partial scan (Random Rows) (Edge) means that the task of creating a set of data to profile is delegated to the data source itself and allows to only use part of the data to create profiling results.The data source randomly selects data to profile and transfers it to the Jobserver or the Edge site in one fetching process. If the Jobserver cache storage is reached, the fetching process can be stopped. Because the data source already created the data randomly, the omitted data can be ignored without lowering the representativeness of the data.Push down sampling or partial scan can be done using dynamic SQL query, if the data source supports it. For an overview, see Overview of Collibra-provided JDBC drivers.Push down sampling or partial scan drastically increases the performance of collecting data to profile.JobserverEdgePush down sampling is not used by default on Jobserver. To use push down sampling, do the following:StepWhenDescription1Manage the driver Add the pushDownSampling connection property.2Register your data sourceFollow the usual steps to register a data source, but include the following options:Enter a value for the pushDownSampling connection property.The value must be between 100 and 1 000 000. Your data source creates the set of data to profile from that amount of rows. If the size of the amount of rows exceeds the limit of the cache storage (Collibra recommends 10 to 20 GB), the amount of rows is reduced.If you typed a value that is bigger than the amount of rows in the data source, the entire data source is used to create the profiling results. Select Store Data Profile and, optionally, Store Sample Data to profile via Jobserver.Random Rows is an option when you profile and classify a data source that allows partial scan. For details about the options, go to Profiling and classification options.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on profiling via Edge, go to Profiling via Edge.Profiling via JobserverWe have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on profiling via Edge, go to Profiling via Edge.About profiling via JobserverProfiling process via JobserverWhen you register a data source via Jobserver, Data Catalog triggers the ingestion process. By default, the complete data set is transferred to Jobserver. Then Jobserver creates a representative subset of the data to profile, based on your data source. Jobserver then profiles that data and sends the profiling results to Data Catalog. You can enable the Anonymize data option to hash or remove profiling results that can be considered sensitive.Data used to create profiling results via JobserverTo create the profiling results, Data Catalog uses a representative set of the data from the data source. This data is not the same as the sample data that can be available for an asset. If you register a data source via Jobserver, the data that will be used by data profiling is created when you register the data source.If you use Jobserver without push down sampling: First, the complete data set is transferred to Jobserver. Then Jobserver creates the set of the data to be profiled. This is sometimes called sampling.The size is determined by the Table profiling data size setting in Collibra Console or the Services Configuration section of the Collibra settings. By default, the size is 10 GB.If you use Jobserver with push down sampling (also called partial scan):The data source itself creates the set of data to profile and sends it to Jobserver. The data source creates the set of data from randomly selected rows. If the Jobserver cache storage is reached, the process stops. Because the data source already created the set of data randomly, the omitted data can be ignored without lowering the representativeness of the sample.Push down sampling can be done using dynamic SQL query, if the data source supports it. To verify if your data source allows push down sampling, see Collibra-provided JDBC drivers. Push down sampling drastically increases the performance of collecting data to profile.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on profiling via Edge, go to Profiling via Edge.Anonymization of data via JobserverJobserver does not automatically anonymize sample data and profiling results. To ensure that your sensitive data is not stored in the cloud, you must enable the Anonymize data option in Collibra Console. This option is by default disabled.With this option enabled:Collibra anonymizes the content of columns with data of the type Text and Geo immediately at the end of the profiling process. As a result, data samples and the values that are shown in the data distribution charts are replaced by a random hash value for columns that contain these data types. Attributes that could contain sensitive data, like attributes of the type Mode or Percentiles, are no longer calculated for columns with data type Text or Geo.Identical values in a column get the same hash value so that you can still recognize the values as identical.Collibra detects the data type of a column during profiling and only anonymizes the data if the data type attribute is Text or Geo. However, if Collibra detects a data type that does not correctly correspond with the actual data type, some data may not have been anonymized or may have been wrongfully anonymized. To solve this, you can manually modify the column's data type and profile again. You have enabled the Anonymize data option in Collibra Console for Jobserver and have profiled a column that has data type Text. If you go to the Summary or Data Profiling tab, all textual and geographical data has been removed or replaced by hashed values: Currently, if you enable the data anonymization process you can no longer use automatic data classification via the Data Classification platform. However, you can still classify and anonymize profiling results if you use Edge.If you profile and classify via Edge, the profiling results for columns with data type Text or Geo are automatically anonymized. You can anonymize all columns by enabling the Anonymize Edge profiling results for all data types feature.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on registering a data source via Edge, go to Registering and synchronizing a data source via Edge.Data Profiling Result dialog box with JobserverWhen you registered a data source via Jobserver, and you click the Result button of a data source registration activity, the Data Profiling Results dialog box opens. A data source registration activity can be:Creating schema from JDBCCreating schema from file Updating JDBC schemaUpdating Excel schemaUpdating CSV schemaThe Data Profiling Results dialog box contains the following information:ItemDescriptionSchemaName of the schema as added to Collibra Data Intelligence Cloud.StatusStatus of the data source registration job.Start timeDate and time when the data source registration job has started.End timeDate and time when the data source registration job has completed.DurationElapsed time of the data source registration job.Ingestion DetailsSummary of the job, including error messages and the list of tables and columns that have been ingested.Profiling DetailsThe number of tables that have been correctly profiled.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on profiling via Edge, go to Profiling via Edge.This feature isn't available in the latest user interface (beta).Modify the column data type of registered dataWhen Collibra Data Intelligence Cloud creates a data profile of registered data, it detects the data type of each column. It's possible that Collibra detects a data type that does not correctly correspond with the actual data type, for example the Text data type is detected for a column, but the actual data in the column are dates.For more information about the data type detection, see We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements..You can update the data type of each column to ensure that the data is properly managed in Collibra.If you use the Jobserver to register a data source and you have enabled the Anonymize data option in Collibra Console, Collibra detects the data type of a column during profiling and only anonymizes the data if the data type attribute is Text or Geo. Other data types are not anonymized. If you use Edge to register a data source, these columns are automatically anonymized.Prerequisites You have a global role with the Catalog global permission, for example, Catalog Author.    You have a resource role with the Attribute > Update resource permission.StepsThere are two ways to modify a column's data type:In the data sources table.On the Column's asset page.In the data sources table    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the submenu, click Data Sources.Add the Data Type column to the table.Expand the schema and table to see the columns.Double-click in the Data Type column and choose the correct data type.Click to apply the change.On the Column asset pageLook up the column via the Search function.If you don't know the exact name of the column name, you can find it via Data Catalog → Data Dictionary and select the All Schemas view. Then click the schema that contains the column and click the column whose data type you want to update.    In the tab pane, click   Data Profiling.  In the Metadata section, double-click the value of the Data Type parameter.Select the correct type from the list.Click Save.When you refresh the schema, this change is not overridden.Profiling and classification via EdgeAbout profiling and classification via EdgeProfiling and classification via Edge is a functionality offered by Collibra for Collibra Data Intelligence Cloud users. Depending on the classification method that you use, the functionality combines both data profiling and data classification in one process. Data profiling creates a summary of a data source that is registered with Data Catalog and determines the data type of columns in the data source. The summary mainly contains statistics and graphics to give the user an idea what the registered data is about. Advanced data types are not taken into account when profiling via Edge.Automatic Data Classification tries to define the data class of a column. You can accept or reject the suggested data class of each column or add your own new classes. Automatic Data Classification can suggest multiple data classes for a column. If the suggestion is accurate, you can accept multiple data classes for the column.If you are using the Unified Data Classification method, the classification process does not automatically run at the same time as profiling. When you start the profiling and classification activity, only profiling results will be collected. You need to activate the classification process separately. Profiling and classification process via EdgeWhen you registered a data source via Edge and you have created a profiling capability, you can profile and classify the data via the Database asset page of the registered data source.Edge profiles and classifies the data on the Edge site itself and only sends the profiling results and classification suggestions to Collibra Data Intelligence Cloud. The profiling results are automatically anonymized based on your anonymization configuration before they are sent to Collibra Data Intelligence Cloud. As a result, if you register, profile, and classify a data source via Edge:Data Catalog has access to synchronized metadata, profiling results, and classification suggestions.Data Catalog doesn't have access to the actual data from your data source.Profiling and classification steps in EdgeStepDescriptionBefore you startEnable classification via EdgeEnable profiling via EdgeCreate an Edge site with a JDBC connection, a JDBC ingestion capability, and a JDBC profiling capability.Register a data source via Edge.Synchronize one or more schemas.Configure the profiling and classification options for the synchronized schemas.Profile and classify.The Edge site will initiate the profiling and classification process and send the results to Collibra Data Intelligence Cloud. You can trigger the profiling and classification job manually, set up a schedule or trigger it after synchronizing a schema.If you are using the Unified Data Classification method, the classification process does not automatically run at the same time as profiling. When you start the profiling and classification activity, only profiling results will be collected. You need to activate the classification process separately. Data used to create profiling results via EdgeTo create the profiling results, Data Catalog uses a representative set of the data from the data source.This data is not the same as the sample data that can be available for an asset. Edge profiles and classifies the data on the Edge site itself and only sends the profiling results to Collibra Data Intelligence Cloud.If you use all rows, all the rows in a data source table are used by Edge for profiling, without limit. If you use a random set of rows, the data source randomly selects data and sends it to Edge for profiling.Only some data sources support the use of random rows. To verify if your data source allows it, go to Collibra-provided JDBC drivers. For more information, go to Configure the profiling and classification options via Edge.LimitationsProfiling via Edge has the following limitations:Advanced data types are not supported.Not all data sources are certified for Edge.Automatic Data Classification via Edge has the following limitations:Automatic Data Classification via Edge is only available for customers using Collibra Data Intelligence Cloud.Data classification on Edge does not retrain the classification model to improve future classification predictions.Out-of-the-box, automatic data classification can predict several data classes. You can also create user-defined data classes. These user-defined data classes are not taken into account by the automatic classification process. You need to assign user-defined data classes manually. English is the only supported language, but Automatic Data Classification via Edge can run on data in other Latin alphabet-based languages as well.Automatic Data Classification via Edge needs profiling data to predict the data classes. Data classification is performed automatically after the profiling process on an Edge site. That means that you can only classify columns of data sources registered in Data Catalog via an Edge site that has the JDBC profiling capability. Instead of Automatic Data Classification via Edge, you can also use the Unified Data Classification method.Enable profiling for EdgeTo enable Edge profiling and classification of synchronized metadata in Data Catalog, you need to run a command and enable multiple settings. Before you beginYou have enabled Database registration via Edge.You have run the command to enable classification on your Edge site.Required permissionsYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.In the Data profiling section, enter the required information:SettingDescriptionDatabase profiling via EdgeAn option to enable profiling and classifying of synchronized metadata via Edge instead of Jobserver. True: Profiling and classification via Edge. False: Profile via Jobserver and classify via the Data Classification Platform.You can enable Database profiling via Edge only if you also enabled Database registration via Edge.Maximum duration of a profiling Edge jobThe maximum time duration, in minutes, that a profiling Edge job can run before Data Profiling stops the job.The default value is 20,160 minutes, 2 days.You can increase this limit to a maximum of 4 days.Parallel schema profiling via EdgeThe maximum number of schemas that Edge can profile at the same time. By default, the value of this setting is 4. This means Edge processes four profiling jobs at a time. This can have a huge positive impact on the performance of the profiling activity.You can increase this number to a maximum of 16.If you increase this number to more than four jobs, make sure that your Edge site resources are aligned with the extra requests it will receive. If you decrease this number and the running number of jobs exceeds the limit, no job will be canceled. Instead, there won't be any room to schedule a new job until at least one running job is completed.The parallel schema profiling via Edge setting is set to 4.For 1 database that contains 3 schemas, we will process all 3 schemas at the same time.For 2 databases that contain 4 schemas in total, we will process all 4 schemas at the same time.For 1 database that contains 8 schemas, we will start with 4 schemas and then proceed to the next ones as soon as a job is completed.Anonymize profiling data for all data types in EdgeEnable this option to anonymize all Edge profiling results stored in Collibra. True: Profiling results via Edge are anonymized for all columns. False (default): Profiling results via Edge are anonymized only for columns with the Text or Geo data type.You don't need to enable theAnonymize data (Jobserver) setting because this setting is not relevant for Edge. You don't need to enable the Enable Data Classification setting in the Data Classification configuration section. This setting relates only to the Data Classification Platform. If this setting is set to true, the Classify button is available on Column and Table asset pages. This button allows you to classify data via the Data Classification Platform. However, when using profiling and classification via Edge, you don't need the Data Classification Platform.Click Save all.What's next?Continue the configuration for profiling and classification.      Add the JDBC Profiling capabilityBefore you can start profiling and classifying a data source via Edge, you need to add the JDBC Profiling capability to the JDBC connection for the data source.Before you begin    You have created and installed an Edge site.You have created a JDBC connection.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Capabilities section, click Add capability.The Add capability page is shown.Enter the required information.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:JDBC Profiling Yes ConnectionThis section contains information to connect to the data source.JDBC connectionThe connection to the data source. Yes OthersThis section can contain additional capability properties.Adding additional properties can have a significant impact on your Edge site. Only add or update them together with Collibra Support.Click Add property to add a property.The possible properties are: Show propertiesNameDescriptionTypeEncryptionDefault valuegarbage-collectorThe garbage collector that is used by the capability. For information about other possibilities, see AZUL documentation.TextNot encrypted (plain text)-XX:+UseParallelGCrequests-cpuThe minimum amount of CPU computing power requested by the capability.The amount is expressed in milliCPU.TextNot encrypted (plain text)1000limits-cpuThe maximum amount of CPU computing power requested by the capability.The amount is expressed in milliCPU.TextNot encrypted (plain text)2000requests-memoryThe minimum amount of memory requested by the capability.The amount is expressed in mebibytes (Mi).If you add this property, you also need to add the properties: limits-memory and jvm-max-memory.TextNot encrypted (plain text)2048limits-memoryThe maximum amount of memory requested by the capability.The amount is expressed in mebibytes (Mi).If you add this property, you also need to add the properties: requests-memory and jvm-max-memory.TextNot encrypted (plain text)4096jvm-max-memoryThe maximum amount of memory that can be used by the Java virtual machine (jvm). The amount is expressed in mebibytes (Mi).Make sure this amount is lower than the limits-memory amount.If you add this property, you also need to add the properties: requests-memory and limits-memory.TextNot encrypted (plain text)3072table-profiling-queries-timeoutThe maximum amount of time, in the defined time unit, after which the query on the data source side stops.Integer numberNot encrypted (plain text)604800table-profiling-queries-timeout-unitThe unit of time used to calculate the maximum amount of time for one query attempt. The possible values are: Nanos, Micros, Millis, Seconds, Minutes, Hours, and Days. TextNot encrypted (plain text)604800table-profiling-processing-timeoutThe maximum amount of time, in the defined time unit, after which the data transfer and calculation of profiling statistics stops.Integer numberNot encrypted (plain text)604800table-profiling-processing-timeout-unitThe unit of time used to calculate the maximum amount of time for one processing attempt.The possible values are: Nanos, Micros, Millis, Seconds, Minutes, Hours, and Days. TextNot encrypted (plain text)Secondsdgc-client-max-attemptsThe maximum number of times the capability tries to send the profiling results to Collibra. The value must be between one and four. The first attempt also counts.Integer numberNot encrypted (plain text)2dgc-client-read-timeout-amountThe maximum amount of time, in the defined time unit, that the capability tries to send the profiling results to Collibra.Integer numberNot encrypted (plain text)1800dgc-client-read-timeout-unitThe unit of time used to calculate the maximum amount of time for one attempt.The possible values are: Nanos, Micros, Millis, Seconds, Minutes, and Hours.TextNot encrypted (plain text)SecondsNo validation is performed on the values you add. No GeneralThis section contains general information about logging.DebugAn option to automatically send Edge infrastructure log files to Collibra Data Intelligence Cloud. By default, this option is set to false.We highly recommend to only send Edge infrastructure log files to Collibra Data Intelligence Cloud when you have issues with Edge. If you set it to true, it will automatically revert to false after 24h. No Log levelAn option to determine the verbosity level of Catalog connector log files. By default, this option is set to No logging. No Click Create.The capability is added to the Edge site.The fields become read-only.What's next?You can now register a data source via Edge and profile and classify the data.Anonymization of profiling results via EdgeAs profiling results are stored in Collibra, anonymization can be an important tool for your company's security requirements. The anonymization happens at the end of the profiling process via Edge, before the results are sent to Collibra. Anonymization means that values are replaced by random hash values. Identical values in a column get the same hash value so that you can still recognize the values as identical.Collibra provides two types of anonymization of profiling results via Edge:By default, profiling results are automatically anonymized for columns with the Text or Geo data type. Edge detects the data type of a column during profiling and only anonymizes the results if the data type attribute is Text or Geo. However, if Edge detects a data type that does not correctly correspond with the actual data type, some data may not be anonymized or may have been wrongfully anonymized. To solve this, you can manually modify the column's data type and profile again. In this case, we: Anonymize data distribution charts.Anonymize Mode attributesAnonymize Percentiles.An administrator can also decide to anonymize the profiling results for all columns. This can make sure that all sensitive data is anonymized.In that case, we: Anonymize frequency charts, categories, and Mode attributes.Don't store or show data distribution charts.Don't store or show Percentiles.Don't store or show basic statistics such as Mean, Median, Variance, Standard deviation, Minimum value, and Maximum value.The required setting to activate this is Anonymize Edge profiling results for all data types. You have profiled and classified a column with Text data via Edge. If you go to the Summary, Overview or Data Profiling tab, all profiling results are removed or replaced by hashed values.However, you see the sample data in full. Sample data is not anonymized because:Having access to the data examples via Edge is based on permissions. If you have permission to view sample data, the examples will be collected and shown for a limited amount of time. The sample data is not stored in the Cloud or Collibra. It is collected on the Edge site and cached there for a maximum of 48 hours. For more details, go to the Sample data documentation.Configure the profiling and classification options via EdgeThrough the profiling and classification options, you can determine: whether you want to start the profiling and classification process automatically after each synchronization.the default profiling behavior for the schemas, such as whether the profiling is based on all data or on a random subset of the data.whether specific schemas do not use the default behavior but instead have their own behavior .which schemas you want to profile and classify.which tables and table types you want to profile and classify.Before you beginYou have created and installed an Edge site.Your Edge site has a JDBC profiling capability.You have enabled data source registration via Edge.You have enabled profiling and classification via Edge.You have registered a data source via Edge.You have synchronized one or more schemas of the registered database.Required permissionsYour Edge site has a global role with the global permission Catalog.Your Edge site has a global role with the global permission Register Profiling Information.StepsOpen a Database asset page.    In the tab pane, click   Configuration. Click the Profiling and Classification tab.The Profiling and classification options open.Only the synchronized schemas are available in the list.In the Default Profiling and Classification Rule section, click Edit.Enter the required information.OptionDescriptionAutomatically Profile and Classify after Metadata synchronizationEnable to automatically create a data profile and classify columns every time the synchronization process of one or more schemas finishes.This may take a long time. You can also add a schedule to profile and classify at regular intervals.Select Rows to ProfileDo not Profile and Classify (unless specified in the schema-specific rule)Select if you don't want to define a default profiling behavior for the schemas.Use this option if you only want to profile and classify some of the schemas. If you select this option, Collibra only profiles and classifies the schemas for which a specific profiling and classification rule has been defined.All RowsSelect to, by default, profile the schemas based on all data. This is also called full scan.Random RowsSelect to, by default, profile schemas based on a subset of the data. This is also called partial scan.If you select this option, the Maximum number of rows field becomes available. You can enter the maximum number of rows that you want to use for profiling. By default, the maximum number of rows is 20 000.The value must be between 100 and 1 000 000. Your data source creates the set of data to profile from that amount of rows. If you typed a value that is bigger than the amount of rows in the data source, the entire data source is used to profile the data.Only some data sources support the use of random rows (partial scan). To verify if your data source allows it, go to Collibra-provided JDBC drivers. Exclude Table TypesA comma-separated list of table types that you don't want to profile and classify. VIEW, MATERIALIZED VIEWThe list is not case-sensitive. We automatically change the values to upper cases after you confirm the list.For data sources that support the use of random rows, the Random Rows option is selected by default. For data sources that don't support it, the Do not Profile and Classify (unless specified in the schema-specific rule) option is selected by default. Click Save.If you want to define a specific profiling and classification rule for a schema:In the Schema Profiling and Classification Rules section, select the schema.The schema-specific information opens.Do one of the following:To create a new rule, click Add Rule.To edit an existing rule, click Edit .Enter the required information.OptionDescriptionInclude TablesA comma-separated list with names of the tables that you want to profile and classify.The default value is *, which means all registered tables are taken into account.You can use * as a wildcard. For example, CUSTOMER*.If the name of a table contains a special character, like . + * \ ? ^ $ ( ) [ ] { } | then add a \ before the special character for it to be correctly evaluated. For example, *CUSTOMER\+*. The Include Tables field is processed before the Exclude Tables field.Out of all registered tables in a schema, you want to profile only the table with name CUSTOMERS and the tables with a name that starts with ORDER.To do this:In the Include Tables field, enter: CUSTOMERS,ORDER*.Out of all registered tables in a schema, you want to profile only the tables with a name that contains SKU.To do this:In the Include Tables field, enter: *SKU*.Exclude TablesA comma-separated list of the names of the tables you don't want to profile and classify. By default, this field is not completed.You can use * as a wildcard.If the name of a table contains a special character, like . + * \ ? ^ $ ( ) [ ] { } | then add a \ before the special character for it to be correctly evaluated. For example, *SKU\+*.The Include Tables field is processed before the Exclude Tables field.You can use exclude to do the following:Profile all registered tables except the ones defined in the Exclude Tables field. Profile all tables as defined in the Include Tables field, with the exception of tables that are listed in the Exclude Tables field.Out of all registered tables in a schema, you don't want to profile a table with the name LAST_NAME.To do this:In the Include Tables field, enter: * and in the Exclude Tables field, enter: LAST_NAME. Out of all registered tables in a schema, you want to profile the tables with a name that starts with SKU, but exclude the tables with a name that contains bkp.To do this:In the Include Tables field, enter: SKU* and in the Exclude Tables field, enter: *bkp*. Do not Profile and ClassifySelect to indicate you don't want to profile and classify this schema.This option is useful if you want to exclude a schema from the profiling and classification process.All RowsSelect to profile the schema based on all data. This is also called full scan.Random RowsSelect to profile the schema based on a subset of the data. This is also called partial scan.If you select this option, the Maximum Number of Rows field appears. Enter the maximum number of rows you want to use for profiling and classification. By default, the maximum number of rows is 20,000.The value must be between 100 and 1,000,000. Your data source creates the set of data to profile from that amount of rows. If you typed a value that is bigger than the amount of rows in the data source, the entire data source is used to profile the data.Only some data sources support the use of random rows. To verify if your data source allows it, go to Collibra-provided JDBC drivers. Exclude Table Types A comma-separated list of table types that you don't want to profile and classify. VIEW, MATERIALIZED VIEWThe list is not case-sensitive. We automatically change the values to upper cases after you confirm the list.For data sources that support the use of random rows, the Random Rows option is selected by default. For data sources that don't support it, the Do not Profile and Classify option is selected by default. Click Save.What's next?You can now profile and classify the data manually, automatically or add a schedule.Profile and classify data via EdgeAfter you have configured the profiling and classification options, you can start the profiling and classification process for the schemas in the data source.Collibra Data Intelligence Cloud only has access to synchronized metadata, profiling results, and classification suggestions, not to the actual data from your data source.Advanced data types are not taken into account when profiling via Edge.If you are using the Unified Data Classification method, the classification process does not automatically run at the same time as profiling. When you start the profiling and classification activity, only profiling results will be collected. You need to activate the classification process separately. Before you beginYou have created and installed an Edge site.Your Edge site has a JDBC profiling capability.You have enabled data source registration via Edge.You have enabled profiling and classification via Edge.You have registered a data source via Edge.You have synchronized one or more schemas of a registered database.You have configured the profiling and classification options.Required permissionsYour Edge site has a global role with the global permission Catalog.Your Edge site has a global role with the global permission Register Profiling Information.Manually profile and classifyAutomatically profile and classify after each synchronizationProfile and classify based on a scheduleManually profile and classifyOpen the Database asset page of a registered database.    In the tab pane, click   Configuration. Click the Profiling and Classification tab.The options open.Only the synchronized schemas are available in the list.If you want to only profile and classify one or more schemas, ensure the default profiling and classification option is set to Do not Profile and Classify (unless specified in the schema-specific rule, and that you only define a specific rule for the relevant schemas.On the Profiling and Classification tab page, click Run Profiling and Classification.Data Catalog triggers the Edge site to start a profiling and classification job.Depending on your profiling and classification options, the Edge site profiles and classifies all or some schemas and tables, based on all synchronized metadata or on a subset.Automatically profile and classify after each synchronizationOpen the Database asset page of a registered database.    In the tab pane, click   Configuration. Click the Profiling and Classification tab.The options open.Only the synchronized schemas are available in the list.In the Default Profiling and Classification Rule section, click Edit.Select Automatically run when a metadata extraction is synchronized.Synchronize one or more schemas.When the schemas are synchronized, Data Catalog automatically triggers the Edge site to start a profiling and classification job. Depending on your profiling and classification options, the Edge site profiles and classifies all or some schemas and tables, based on all synchronized metadata or on a subset.Profile and classify based on a scheduleOpen the Database asset page of a registered database.    In the tab pane, click   Configuration. Click the Profiling and Classification tab.The options open.Only the synchronized schemas are available in the list.In Synchronization Schedule, click Add Schedule to add a new schedule, or to edit an existing schedule.The Edit Schedule dialog box appears.Enter the required information.FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.Click Save.The profiling and classification job starts according to the schedule.Depending on your profiling and classification options, the Edge site profiles and classifies all or some schemas and tables, based on all synchronized metadata or on a subset.What's next?The Edge site completes the profiling and classification process and sends the results to Collibra Data Intelligence Cloud. You can see the profiling and classification job in the list of activities. When the activity is completed, the results page gives an overview of the profiled and classified data.If something goes wrong, the job is reported as failed. By default, the capability will try to collect the data, calculate the statistics, and send the results two times with each attempt taking 30 minutes. You can change this in the capability configuration.You can find the profiling results and charts in the Table and Column asset pages.Columns mapped to following java.sql.Types are excluded from the profiling queries: ARRAY, BINARY, BLOB, CLOB, DATALINK, DISTINCT, JAVA_OBJECT, LONGVARBINARY, NCLOB, NULL, OTHER, REF, REF_CURSOR, ROWID, SQLXML, STRUCT, VARBINARY.You can find the suggested data classes and provide feedback on them either via the Table asset page (in the Columns tab page), Column asset page (in the Data Profiling tab page), or the Physical Data Connector. If you are using the Unified Data Classification method, the classification process does not automatically run at the same time as profiling. When you start the profiling and classification activity, only profiling results will be collected. You need to activate the classification process separately. In the Configuration tab page of the Database asset, if a schema is profiled and classified, you see a check symbol next to the schema name. If the profiling or classification of a schema failed, an exclamation mark is shown. Data Profiling Result dialog box with EdgeWhen you profiled and classified a data source via Edge, and you click the Result button of the profiling and classification activity, the Database profiling result dialog box opens. The following information is available:ItemDescriptionDatabaseName of the database as added to Collibra Data Intelligence Cloud.StatusStatus of the data source profiling and classification job.Start timeDate and time when the profiling and classification job started.End timeDate and time when the profiling and classification job was completed.Profiling SummaryThe names of the schemas that have been profiled and classified.For each schema, you find information on:The number of tables that have been profiled and classified.The number of tables that have not been profiled and classified. If none of the existing tables are profiled and classified, then the required permissions may not be set correctly.If only some tables are not profiled and classified, the profiling and classification SQL query for those tables failed. Check the Edge log files for detailed information on why that happened.The profiling and classification results are available in the asset pages. See Data profiling information.Data profiling informationIf you create a data profile of registered data, profiling results are generated in the Table and Column assets.If you use Jobserver to register the data source, data profiling information depends on the profile options that you selected when you registered the data source.         If you use Edge to register the data source, most information is only available after you specifically profiled the data. For an overview of the data that becomes available after the registration of a data source via Edge, see Data source registration information.      Column attributeProfiling option (Jobserver)Statistics          DescriptionRetrieved from JDBC propertyColumn NameNo option selectedN/AThe column name of the registered table.COLUMN_NAMEData TypeStore Data ProfileIf you want to have Advanced Data Type detected, select Detect advanced data typesN/AThe data type of the column. This type is detected by the profiling process. This can differ from the Technical Data Type value. For example, if a database has a column with text as data type, and the column contains only integer values, the profiling process will set the Whole Number data type instead of text.If you enable the Anonymize data option in Collibra Console, Collibra anonymizes data in Column assets that have data type Text and Geo.If the profiling process has detected a wrong data type, you can update it afterwards.By default, Collibra anonymizes profiling results in Column assets that have data with the Text or Geo data type. However, is possible to anonymize the profiling results for all columns. For more information, go to Anonymization via Edge. Description from SourceNo option selectedN/AThe description of the column in the data source.REMARKSRow CountStore Data ProfileExactThe number of rows in the data source. Empty Values CountStore Data ProfileExactThe number of rows that are empty. Number of distinct valuesStore Data ProfileExact or approximate depending on column cardinalityThe number of unique values in the column. ChartStore Data ProfileDepending on chart typeThis column displays whether a chart was generated () for the column or not (no icon available). If you hover over the icon, a preview of the chart appears. If you hover over a data point in the preview, extra data appears for the data point.The chart type varies per data type. Following charts available:Frequency chartHistogram that shows distributionProbability distribution curveCharts are not available for the following data types:Data type = Text and Categorical Data = false Data type = ArrayData type = N/A FrequencyStore Data ProfileExact or approximate depending on column cardinalityA bar chart showing frequency data. Distribution - HistogramStore Data ProfileApproximateA histogram showing the representation of the distribution of numerical data. Distribution - Probability distribution curveStore Data ProfileApproximateA curve showing the representation of the probability distribution of numerical data. Technical Data TypeNo option selectedN/AData type of the column as defined in the source. This value can differ from the Data Type value.TYPE_NAMEDescriptive statistics (decile, percentile, quartiles) Store Data ProfileApproximateThe value of the calculated statistic of the registered data. Categorical DataStore Data ProfileExact or approximate depending on column cardinalityIndication whether the data in the column is categorical or not. For example, if 100 000 rows are registered and there are only five distinct values, then the data is considered to be categorical. CategoryStore Data ProfileExact or approximate depending on column cardinalityList of detected categories. This column has only values if the data is categorical. Char octet LengthNo option selectedN/AMaximum number of bytes in a character type's column.CHAR_OCTET_LENGTHColumn PositionNo option selectedN/AThe index of the column in the source table.ORDINAL_POSITIONIs Auto IncrementedNo option selectedN/AIndication whether the data in the column is auto-incremented or not.IS_AUTOINCREMENTIs GeneratedNo option selectedN/AIndication whether the data in the column is generated or not.IS_GENERATEDCOLUMNIs NullableNo option selectedN/AIndication whether the column can store NULL values or not.IS_NULLABLEIs Primary KeyNo option selectedN/AIndication whether the column is a primary key or not.True if the primary keys resultSet contains the COLUMN_NAMEMaximum Text LengthStore Data ProfileExactThe length of the longest text value in the column, including white spaces. Maximum ValueStore Data ProfileExactThe maximum value in the column. MeanStore Data ProfileExactThe mean of all the values in the column, excluding empty rows. MedianStore Data ProfileExactThe median value of the column. Minimum Text LengthStore Data ProfileExactThe length of the shortest text value in the column. Minimum ValueStore Data ProfileExactThe minimum value in the column. ModeStore Data ProfileExact or approximate depending on column cardinalityThe value with the highest frequency for categorical data. Number Of Fractional DigitsNo option selectedN/AThe number of fractional digits.DECIMAL_DIGITSPrimary Key NameNo option selectedN/AThe name of the primary key composed by the column.PK_NAMESizeNo option selectedN/AThe size of the column in the table. COLUMN_SIZEStandard DeviationStore Data ProfileExactThe statistical standard deviation of numeric values. VarianceStore Data ProfileExactThe statistical variance of numeric values. SampleStore Sample DataN/AA random sample of the data set that represents the entire data set.In Edge, viewing sample data is not linked to the profiling feature. See sample data. Table attributeProfiling option (Jobserver)Statistics          DescriptionFrom JDBC propertyTable NameNo option selectedN/AThe table name in the data source.TABLE_NAMETable TypeNo option selectedN/AThe table type in the data source, such as TABLE or VIEW.TABLE_TYPEDescription from SourceNo option selectedN/AThe description of the table in the data source.REMARKSData profiling of a tableThe location of the data profiling information of a Table asset depends on the Catalog experience setting.If the setting is enabled, the information is displayed in Columns tab page.If Catalog experience is not enabled, the Data Profiling tab page displays the information. The following profiling information is available by default:NameData TypeRow CountEmpty Values CountNumber of distinct valuesChartFor information about these columns and columns that you can add, go to Data profiling information.You can customize the table by clicking the Display options icon (). For example, to add more columns, click → Fields and then click Select fields.Data profiling of a columnIn the Data Profiling tab of a Column asset, you can see the details of the column.The details are grouped in some fixed sections:SectionContentMetadataContains the metadata of the column, such as data type, column name and so on.Basic StatisticsContains the basic statistics of the data, such as minimum and maximum value.CountsContains basic content information, such as number of rows and number of distinct values.Depending on the column's data type, you can find extra sections:SectionContentQuantilesContains the descriptive statistics of the data. This section is only available if the data type is numerical.ChartsDisplays the statistics in a graphical way. The chart type varies per data type:bar chart: textual, boolean, and numerical data that is considered categorical (Categorical Data = true).data distribution chart: numerical and date and time data.If you use Jobserver, you can anonymize columns with data type Text or Geo by enabling the Anonymize data feature in Collibra Console.If you use Edge, the profiling results for columns with Text or Geo data type are automatically anonymized. You can anonymize all columns by enabling the Anonymize Edge profiling results for all data types feature.Data profiling chartsThe data profiling process provides a view on the registered data by means of bar charts and distribution charts.In some charts, you can zoom in by selecting the area of your preference. Click the Reset Zoom button to return to the original chart view.The charts use the abbreviations K for thousand and M for million.Bar chartA bar chart, or frequency chart, displays the most and least frequent values of a column along with their number of occurrences.This chart is available if the data type is boolean, numerical or text, and is considered categorical (Categorical Data = true).Data distribution chartThe data distribution chart, or histogram, displays how data is distributed.This chart is available if the data type is numerical or a date.In this chart, you can receive extra information such as the mean, standard deviation and so on, by selecting the option at the right of the chart. For information on other profiling results, go to Data profiling information.Unified Data Classification methodThe Unified Data Classification method is a data classification method on Edge based on data classes that you can configure and modify based on your own needs. This method is the default method for all new environments working on Edge from release 2024.02. A process will become available in following Collibra releases to migrate data from old data classification methods to this method.About the Unified Data Classification methodWhat is the Unified Data Classification method? The Unified Data Classification method is a data classification method that:Works via Edge and requires specific setup. Because the data doesn't leave your organization's network, the automatic data classification process is more secure. The samples used during the automatic data classification process are stored between 24 and 48 hours in the Edge Site cache. They are not transferred to Collibra.Saves time during the profiling activity.The classification no longer starts with the profiling activity. You can start a separate classification process for a specific asset with a dedicated Classify button.Relies on classification rules specified for each data class. This means that the classification engine no longer relies on machine learning, which will make issues and changes more transparent. This also provides more flexibility and allows for customizations.Delivers optional out-of-the-box data classes.This means you decide which out-of-the-box data classes you want to use. It also allows you to adjust the provided data classes to your own needs, like changing the name or changing the classification rules.Works via a new REST API. With the new REST API, you can manage data classes and start the classification. Will replace the current data classification via Edge and data classification via the Cloud Data Classification Platform over time.The automatic data classification process is not available in on-premises environments. You can, however, create data classes and manually classify your data. Data classes and classifications created via the Unified Data Classification method are separated from the old data classes and classifications. The old data classes and classifications are no longer visible if you enable Unified Data Classification.The opposite is also true.This method is the default data classification method via Edge for new environments. In the next releases, processes will become available to migrate data from old classification methods to this method. Old transferred data classes will need to be updated to include classification rules to work with the new automatic data classification method.You can follow a training and watch videos via Collibra University. Limitations At this moment, you can't: Merge data classes.Migrate existing data classes and existing data classifications to the new data classification method.Why do we need a new data classification method?Organizations want to create custom data classes that can be used and detected by the automatic data classification process on Edge.Running the data classification together with profiling, like the Edge data classification method, isn't aligned with an organization's needs. The data class of a specific column hardly ever changes, whereas the profiling statistics do. In that sense, classification should not be run as often as profiling.The Cloud Data Classification Platform can no longer remain available due to issues with error-control in machine learning. With machine learning, it is hard to understand why a column is classified in a specific way and to solve issues for incorrect classifications.Required permissions for Unified Data ClassificationThe following tables show the required roles and permissions to use the Unified Data Classification feature.Permissions to manage data classesActionGlobal Permission (*)View data classesThis means: Open the Data Classification tab and view data class details.The Classification > Data Classes > Read permission is not enforced yet to open the Data Classification page in Stewardship.Product rights > Catalog (**)Classification > Data Classes > ReadAdd data classesProduct rights > Catalog (**)Classification > Data Classes > ReadClassification > Data Classes > AddImport data classesProduct rights > Catalog (**)Classification > Data Classes > ReadClassification > Data Classes > AddClassification > Data Classes > UpdateEdit data classesProduct rights > Catalog (**)Classification > Data Classes > ReadClassification > Data Classes > UpdateDelete data classesProduct rights > Catalog (**)Classification > Data Classes > ReadClassification > Data Classes > Remove(*) As a user, you need a role that has these global permissions.(**) This permission is not needed when using the REST API.Permissions to classify dataActionGlobal RoleGlobal PermissionResource Permission (*)(**)Manually classify columnsThis means manually adding a classification to a Column asset.Catalog Product rights > CatalogClassification > Data Classes > Add, if you create a new data class manually while adding a classification.Asset > Attribute > AddAsset > Attribute > UpdateAutomatically classify columns, tables, schemas, or databases CatalogProduct rights > CatalogClassification > ClassifyAsset > Attribute > AddAsset > Attribute > UpdateAsset > Attribute > RemoveAccept or reject a classificationCatalogProduct rights > CatalogAsset > Attribute > Update(*) As a user, you need a role that has these resource permissions for all involved column assets.(**) You also need View permission on all assets that you want to classify.For example: If you start the classification from a Table, you need View permission on the table and on the related columns. Enable the Unified Data Classification methodBefore you can start configuring and using Unified Data Classification data classes, you have to enable the method in your environment.Before you start    You have created and installed an Edge site.You have created a JDBC connection for your data source.You have registered your data source.Required permissionsYou have a global role that has the System administration global permission.You have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsEnable the Unified Classification enabled setting.This setting makes the Unified Data Classification method, available for use.This setting is activated by default in new environments from release 2024.02.If you enable this setting, all existing data classes and classifications become unavailable. If you deactivate the setting again, you revert back to your previous Data Classification setup and the previously defined data classes and classifications are available again.Show howRequirements and permissionsYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.In the Beta features section, enter the required information:SettingDescriptionUnified Classification enabledEnables the new Unified Data Classification method on Edge. True (default in new environments from 2024.02): The environment uses the new classification method, Unified Data Classification. This has an impact on the available data classes, the required capabilities, and the way you classify data.All existing data classes and classifications become unavailable. A migration process will be available in a future release. This process will transfer all old data classes and classifications to the Unified Data Classification method. Old transferred data classes will need to be updated to include classification rules to work with the new automatic data classification method. False: The feature is not enabled.If you deactivate the setting, you revert back to your previous data classification setup and the previously defined data classes and classifications become available again.Click Save all.For each data source that you want to classify, add the Catalog Data Classification capability to the Edge connection.Show howOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Capabilities section, click Add capability.The Add capability page is shown.Enter the required information.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:Catalog Data Classification Yes ConnectionThis section contains information to connect to the data source.JDBC connectionThe connection to the data source. Yes GeneralThis section contains general information about logging.DebugAn option to automatically send Edge infrastructure log files to Collibra Data Intelligence Cloud. By default, this option is set to false.We highly recommend to only send Edge infrastructure log files to Collibra Data Intelligence Cloud when you have issues with Edge. If you set it to true, it will automatically revert to false after 24h. No Log levelAn option to determine the verbosity level of Catalog connector log files. By default, this option is set to No logging. No Click Create.The capability is added to the Edge site.The fields become read-only.Ensure the Edge Site user has the following global permissions:Classification > Data Classes > List Values.View Permissions > View All.Give your data stewards the global permissions they need. See also Required permissions. The available permissions are:Classification > Data Classes > ClassifyClassification > Data Classes > ReadClassification > Data Classes > AddClassification > Data Classes > UpdateClassification > Data Classes > RemoveWhat's next?Users with the correct permissions can now start configuring the data classes and using the Unified Data Classification method.Configuring data classes in the Unified Data Classification methodYou can create data classes via the asset pages where you can update the classification or via the Data Classification page in the Stewardship application.To update and delete data classes, especially the data classification rules, you must use the Data Classification page in the Stewardship application.About data classes in the Unified Data Classification method Data classes are the different groups you want to use to classify your data, for example, email, phone number, and web browser. You can create, update, and remove data classes. You can also import out-of-the-box data classes and update them. The automatic data classification method uses the classification rules defined in a data class to verify whether an asset can be classified with the data class. A data class can contain multiple classification rules and the rules can have different types.A data class in the Unified Data Classification method consists of the following elements:Data class elementDescriptionNameThe name of the data class.EnabledSwitch to indicate whether this data class needs to be taken into account during the data classification process. If a data class is not enabled, the automatic data classification process doesn't consider this data class and the data class is also unavailable when you manually classify a column. However, if a column is already classified with that data class, the classification is still valid. This option can be useful if the data class is not ready for use or if it is in testing phase. DescriptionThe description of the data class.The description can't exceed 10,000 characters.Details Minimum confidence threshold The confidence percentage that must be reached for the data class to be considered as a possible classification result. The confidence percentage refers to the percentage of values in a column that match at least one of the classification rules in a data class, for example, the regular expression.Enter a value between 0 and 100. The default value is 0.If you add value 80 in this field, this data class will be suggested by the automatic data classification process only if the confidence percentage reaches 80 percent or higher.Confidence scores of 0 are never taken into account.Include empty valuesIndicates if you want to include empty values in the confidence percentage calculation.The possible values are: True True: If the value is set to true, empty values are taken into account by the data classification process when calculating the confidence percentage of a matching data class. False False (Default): If the value is set to false, only the non-empty values are taken into account by the data classification process when calculating the confidence percentage of a matching data class.This option can be used to receive an accurate confidence score for all data in a column.You have a column Z with 40 empty values and 60 phone numbers. You have a data class A with a regular expression to detect US phone numbers.If you set this option to False and you classify column Z, data class A could be suggested with a confidence percentage of 100.If you set this option to True and you classify column Z , data class A could be suggested but with a confidence percentage of only 60.Some regular expressions are constructed to allow a match with empty values. This means that, through the regular expression, empty values can be matched to the data class, which affects the confidence score. Example:This expression won't match empty values with the email data class:^([a-zA-Z0-9._%\-]+@[a-zA-Z0-9.\-]+\.[a-zA-Z]{2,6})$This expression will match empty values with the email data class:^([a-zA-Z0-9._%\-]+@[a-zA-Z0-9.\-]+\.[a-zA-Z]{2,6})*$ExamplesSome examples of values that match the classification rule for the data class.Add one example per line.Classification rulesA data classification rule is used by the data classification process to calculate the confidence score, which is a percentage that indicates the likelihood that the data class fits the data in an asset.A data class can contain multiple classification rules. Each rule is verified against the data, and the data class is assigned as soon as one of the rules applies. The maximum number of rules in a data class is 25. A data class can also contain various types of classification rules. You have defined the email data class with a regular expression. However, the values “unknown”, “invalid”, and “missing” are also acceptable email values in your data source. You can add a list of values as a second rule on the email data class. For the full example, go to Example: Configuring a data class with two classification rules. If you are using Collibra on-premises and Unified Data Classification, don't add any classification rules because automatic classification is not available.TypeThis is the type of classification rule. The possible values are: Regular expression or List of values.Depending on your selection other fields appear.Regular expressionThis field appears if you select a classification rule of the type Regular expression.A regular expression, also referred to as regex or regexp, is a sequence of characters that specifies a match pattern in text. Multiple regular expression grammar variants exist. We use the Java variant.A regular expression for an email address can be ^[a-zA-Z0-9._%\-]+@[a-zA-Z0-9.\-]+\.[a-zA-Z]{2,6}$ Multiple websites provide guidelines and examples of regular expressions, for example, Regexlib and RegexBuddy, or even ChatGPT. You can also test your regular expression on various websites, for example, Regex101 (Select the Java 8 option in the Flavor panel).The referenced websites serve only as examples. The use of ChatGPT or other generative AI products and services is at your own risk. Collibra is not responsible for the privacy, confidentiality, or protection of the data you submit to such products or services, and has no liability for such use.The required format of the regular expression is different between the UI and the API. In the API backslashes must be added twice (escaped). In the UI, this is not needed. For example: In the UI, use ^\+?\d{1,3}?\d{1,4}$, and in the API, use ^\\+?\d{1,3}?\\d{1,4}$.Upload a fileThis field appears if you select a classification rule of the type List of values.Use this to upload a csv file with possible data class values. The file must contain one value per line. The maximum file size of 100 MB.This method is mandatory if you want to add more than 1,000 values.Download fileThis field appears if you select a classification rule of the type List of values. If you download a file, the name of the file is: listofvalues_ID of the data class rule.ValuesThis field appears if you select a classification rule of the type List of values.Add the values that define a specific data class. A data class for T-shirt sizes based on a list of values could be:SMLsmallmediumlargeAdd only one value per line.The maximum number of characters in a single list value is 10,000.Don’t add any leading or trailing blank characters in a value.The values are not case-sensitive, the value “small” in the list will also be a match with the values “Small” and “SMALL”. The maximum total number of values in one data class is 25,000. This number can be spread over multiple classification rules.DescriptionA description of the classification rule.About out-of-the-box data classes in the Unified Data Classification methodOut-of-the-box data classes are created by Collibra. You can decide if and which out-of-the-box data classes you want to use. This allows you to have only the data classes you are interested in and to reduce the risk of similar, overlapping data classes.In the out-of-the-box , we have the data classes: Credit card and Credit card: Visa. Both are overlapping because a Visa credit card is also a credit card. You can decide which data class you want to use depending on the granularity you need.Once an out-of-the-box data class has been imported, it's considered as a regular data class, which means you can edit the data class and change its classification rules.Import processIf you import out-of-the-box data classes again, we'll detect whether you have data classes with the same name. We'll inform you about this and indicate whether their rules are different. The following statuses are available:StatusDescriptionNewThis data class is not yet available in your environment. You can import this data class without any risks that you erase existing data.Exists (no changes)A data class with the same name is already available in your environment and the definition of the different classification rules are the same. This data class will not be imported, even if you select it for import.Exists (changed)A data class with the same name but with different classification rules is already available in your environment. You can import this data class, but the current classification rules will be replaced by those in the out-of-the-box data class. Also the classification rule description will be updated.When we compare data classes to check if they were changed, we compare only the classification rules.Global properties, such as data class description, confidence score threshold, and examples are not taken into account.If you import the out-of-the-box data class, these properties are not updated.Classification rule descriptions are not taken into account.However, if you import the out-of-the-box data class, the classification rules, including the classification rule descriptions, are updated.Best practicesOnly import the data classes you need.Many out-of-the-box data classes have overlapping definitions. That means that their rules are so close that some columns are likely to be classified with the same data classes.Following out-of-the-box data classes are available: Credit card and Credit card: Visa. Both are overlapping because a Visa credit card is also a credit card. You can decide which data class you want to use depending on the granularity you need.Adapt the data classes after they are imported, based on your needs.Many out-of-the-box data classes have a good and precise definition. Others are meant to be expanded. This is especially true for data classes defined as a list of values. Use these data classes as a starting point and update them to your needs.If you changed an imported data class, rename the data class.If you import an out-of-the-box data class and a data class with the same name already exists, the import process will replace the existing definition with the out-of-the-box definition. If you want to restart the data class configuration from the base definition or if the out-of-the-box definition was updated, you will want to replace the existing definition. But if you have customized the definition heavily, you will want to keep your existing version. So, rename an imported data class if it differs significantly from the original definition after you have customized it. Renaming is also useful if you want to import it again without erasing your existing version, either to start a new variation or simply to compare your definition with the out-of-the-box one.You can disable a data class if you just want to keep it for reference.Available out-of-the-box data classesOut-of-the-box data classDescriptionExampleABA An American Banking Association (ABA) routing number. 058327451ATIN (US) An Adoption Taxpayer Identification Number (ATIN) from the US Internal Revenue Service. 930-93-3562BIC/SWIFT code A Business Identifier Code (BIC), also sometimes called bank SWIFT code, as defined by the ISO 9362 standard. MLCOUS3GCARBrowser An internet browser. Mozilla City A city. New York Country A country. Belgium Country code A country code. USACredit card A credit card number. 534960971837932Credit card CVV A credit card Card Verification Value (CVV). 058Credit card: American Express An American Express credit card number. 371449635398431Credit card: Discover A Discover credit card number. 6011111111111117Credit card: Mastercard A Mastercard credit card number. 2223000048400011Credit card: Visa A Visa credit card number. 4012000033330026Currency code An ISO currency code. USD CUSIP A Committee on Uniform Securities Identification Procedures (CUSIP) number. The length is 9 characters. Characters 1, 2, 3 are digits. Characters 4, 5, 6, 7, 8 are either letters or digits. Characters 6, 7, 8 can also be *, @, #. Character 9 is a check digit.37833100CUSIP (International) A Committee on Uniform Securities Identification Procedures (CUSIP) number that matches many international CUSIPs. The length is 9 characters. Characters 4, 5, 6, 7, 8 are either letters or digits. Characters 6, 7, 8 can also be *, @, #. Character 9 is a check digit. 12345*A29Date: date A date, in various formats. 24 January 200411/21/197407-Nov-1982Date: date and time A date and time, in various formats. 2018-08-29 20:25:25.0 2018-02-05 11:27:10.562 Date: HHMMSS time A time in format: HHMMSS. 11:04:338:30:00 Date: MM/DD/YY A date in format: MM/DD/YY. 01/22/191/22/19Date: MM/DD/YYYY A date in format: MM/DD/YYYY. 1/22/2019Date: month A month in text format. SeptemberDate: numeric, no format A date that is numerical without any formatting. 20190123Date: time A time, in various formats. 8:52 AMDate: weekday A weekday in text format. FriDate: YYYY-MM-DD A date in format: YYYY-MM-DD. 22/01/2021 DEA number A Drug Enforcement Administration (DEA) registration number. AA1234567Driver's license (UK) A UK driver's license. wklrS604032zb31785Driver's license (US) A US driver's license. QP080580FEducation level An education level. post-secondaryEIN An Employer Identification Number (EIN), also known as a Federal Tax Identification Number. 94-4349283Email An email address. JSmith@collibra.eduEmail (personal) A personal email address. JSmith@msn.comEmail domains A common email domain. gmail.comEmployee ID (US) An employee ID in the US. 91-0675223Employment status An employment status. office holderEthnicity An ethnicity. FDA NDC: billing A National Drug Code from the US Food and Drug Administration for billing. 53407-0155-12FDA NDC: package A National Drug Code from the US Food and Drug Administration for a package. 54868-4742-1FDA NDC: product A National Drug Code from the US Food and Drug Administration for a product. 58118-0623File path A file path. E:\x9xOL\VB2ER_2E\Fiscal code (Italy) An Italian fiscal code (codice fiscale italiano). MRCNRR91L18H501HFour last digits Four digits, typically used when we store only the last digits of a long identification number for verification. 0486Gender Female/Male gender definition. FGUID A Global Unique Identifier (GUID). 9bb2d37d-b686-4fc1-898a-70085a070890 IBAN An International Bank Account Number (IBAN). FR29 5218 3745 58B7 GH7N FYGZ Q50IBAN (Italy) An Italian International Bank Account Number (codice IBAN italiano). IT60X0542811101000000123456 ICD10 diagnosis An ICD-10 diagnosis code. T37.0x1AICD10 procedure An ICD-10 procedure code. B9261ZZICD9 diagnosis An ICD-9 diagnosis code. E8345ICD9 procedure An ICD-9 procedure code. 123Identity card (Italy) An Italian identity card number (Numero di carta d'identità italiana). AA1234567 IMEI An International Mobile Equipment Identity (IMEI). 996116726508880Indian aadhar A unique identity number that can be obtained voluntarily by the citizens of India. Also called UIDAI ID or UIDAI Number. 2161 6729 3627 Indian PAN tax card A Permanent Account Number (PAN) from the Indian Income Tax Department. BAJPC4350MInternational passport An international passport number. 3BCNFILV35GTS5882493F6360606RYI5V8JQRQACLZ69IP Address An Internet Protocol (IP) address. 228.203.28.137ISBN An International Standard Book Number (ISBN). 106115687-7 ISIN An International Securities Identification Number (ISIN). US0378331005ITIN (US) An Individual Taxpayer Identification Number (ITIN) from the US Internal Revenue Service. 915-78-5757Language A language. DeccanLanguage code A language code. HAULatitude A latitude (LAT) geocode coordinate. 40.707088Licence plate (US) A US licence plate. 0HB8609License plate (Italy) An Italian car license plate (targa automobilistica italiana). AB123CD Longitude A longitude (LNG) geocode coordinate. -74.012817Mac address A Mac address. 4E-A0-23-78-53-50Marital status A marital status. unmarriedMedical condition or treatment (UK NHS) A medical condition or treatment listed by the National Health Service (NHS). ArthritisMedical treatment A medical treatment. Oxygen therapyMedicine (UK NHS) A medicine listed by the National Health Service (NHS). AspirinMIC A Market Identifier Code (MIC). NYSEMoney A money format that includes the dollar and euro symbols. $23.06NHS number (UK) A National Health Service (NHS) number. 928358542NPI number A National Provider Identifier (NPI) number. 1234567890Occupation A professional occupation. transit coach operatorOPCS-4 An OPCS-4 code. A12.3Password (medium) A password that matches the following validation rules: 1 number, 1 letter, and 1 uppercase letter. Bob@12fgPercentage A percentage. 23%Person's name A first name, last name, or full name. John smithPerson's name: first name A first name. JohnPerson's name: last name A last name. SmithPerson's name: suffix A suffix for names. JrPerson's title A person's title. MsPhone number A phone number. 212-555-0107Phone number: Area code (US) A US area code for phone numbers. 52Phone number: Country code A country calling code for phone numbers. 32PIN code A Personal Identification Number (PIN). 781589Postal code (Canada) A Canadian postal code. P2H 8L6Postal code (Italy) An Italian postal code (CAP, Codice di avviamento postale). 123Postal code (UK) A UK postal code. PTIN (US) A Preparer Tax Identification Number (PTIN) from the US Internal Revenue Service. P12345678 Religion A religion. BuddhistRIC A Reuters Instrument Code (RIC). JPM.N RTN A bank Routing Transit Number (RTN). 44000037 SEDOL A Stock Exchange Daily Official List (SEDOL) ID. B1XH2C0 Shirt size A T-shirt size. MSSN A Social Security Number (SSN). State code (US) A 2-letter US state code. NYState name (US) A US state name. New YorkStock symbol A stock exchange symbol. GOOGStreet address A street address. 4032 Maple StreetTemperature (Celsius) A temperature in degrees Celsius. 10°cTemperature (Fahrenheit) A temperature in Fahrenheit. 10°fTime zone offset (list) A UTC time zone offset based on a list of values. UTC+05:45Time zone offset (regex) A UTC time zone offset based on a regular expression. -04:30URL A website URL. https://google.comURL domain A URL domain. time.comUUID A Universally Unique IDentifier (UUID). 00000000-0000-0000-0000-000000031108VAT number (Italy) An Italian Value Added Tax (VAT) number (partita IVA italiana). 12345678901 VIN A Vehicle Indentification Number (VIN). 5F308DpWFZAqpyAnnVIN (US) A US Vehicle Indentification Number (VIN). 1GNEK13Z93R293940Zip code A numeric zip code. 20001 Create a data classYou can create data classes via the asset pages where you can update the classification or via the Data Classification page in the Stewardship application.To update and delete data classes, especially the data classification rules, you must use the Data Classification page in the Stewardship application.If you are using Collibra on-premises and Unified Data Classification, don't add any classification rules because automatic classification is not available.Before you beginYou have enabled the Unified Data Classification method.Requirements and permissionsYou have a global role that has the Product Rights > Catalog global permission.You have a global role that has the Classification > Data Classes > Read global permission.You have a global role that has the Classification > Data Classes > Add global permission.For more information, go to Required permissions.StepsWatch a video    On the main toolbar, click   , and then click  Stewardship.Click the Data Classification tab.If the data class doesn't exist yet:Click Add.Type the name of the data class and press Enter.Click Create.Select the data class that you want to configure.The data class parameters appear in a pane on the right-hand side.Optionally, add a description by clicking the Edit icon next to the Description field.Open the Details section.Complete the fields as required.Data class elementDescriptionMinimum confidence threshold The confidence percentage that must be reached for the data class to be considered as a possible classification result. The confidence percentage refers to the percentage of values in a column that match at least one of the classification rules in a data class, for example, the regular expression.Enter a value between 0 and 100. The default value is 0.If you add value 80 in this field, this data class will be suggested by the automatic data classification process only if the confidence percentage reaches 80 percent or higher.Confidence scores of 0 are never taken into account.Include empty valuesIndicates if you want to include empty values in the confidence percentage calculation.The possible values are: True True: If the value is set to true, empty values are taken into account by the data classification process when calculating the confidence percentage of a matching data class. False False (Default): If the value is set to false, only the non-empty values are taken into account by the data classification process when calculating the confidence percentage of a matching data class.This option can be used to receive an accurate confidence score for all data in a column.You have a column Z with 40 empty values and 60 phone numbers. You have a data class A with a regular expression to detect US phone numbers.If you set this option to False and you classify column Z, data class A could be suggested with a confidence percentage of 100.If you set this option to True and you classify column Z , data class A could be suggested but with a confidence percentage of only 60.Some regular expressions are constructed to allow a match with empty values. This means that, through the regular expression, empty values can be matched to the data class, which affects the confidence score. Example:This expression won't match empty values with the email data class:^([a-zA-Z0-9._%\-]+@[a-zA-Z0-9.\-]+\.[a-zA-Z]{2,6})$This expression will match empty values with the email data class:^([a-zA-Z0-9._%\-]+@[a-zA-Z0-9.\-]+\.[a-zA-Z]{2,6})*$ExamplesSome examples of values that match the classification rule for the data class.Add one example per line.To change a value, click the Edit icon .To save the value, click the Save icon.Open the Classification rules section.Click Add new rule.If you are using Collibra on-premises and Unified Data Classification, don't add any classification rules because automatic classification is not available.A data class without a classification rule can be used only for manual classification. You need to add at least one classification rule to allow automatic data classification. A data class can contain multiple classification rules. Each rule is verified against the data, and the data class is assigned as soon as one of the rules applies. A data class can also contain various types of classification rule.From the Type list, select the type of classification rule that you want to add to the data class. The possible values are: Regular expression and List of values.Depending on your selection, extra fields appear.Complete the fields as required.Data class elementDescriptionRegular expressionThis field appears if you select a classification rule of the type Regular expression.A regular expression, also referred to as regex or regexp, is a sequence of characters that specifies a match pattern in text. Multiple regular expression grammar variants exist. We use the Java variant.A regular expression for an email address can be ^[a-zA-Z0-9._%\-]+@[a-zA-Z0-9.\-]+\.[a-zA-Z]{2,6}$ Multiple websites provide guidelines and examples of regular expressions, for example, Regexlib and RegexBuddy, or even ChatGPT. You can also test your regular expression on various websites, for example, Regex101 (Select the Java 8 option in the Flavor panel).The referenced websites serve only as examples. The use of ChatGPT or other generative AI products and services is at your own risk. Collibra is not responsible for the privacy, confidentiality, or protection of the data you submit to such products or services, and has no liability for such use.The required format of the regular expression is different between the UI and the API. In the API backslashes must be added twice (escaped). In the UI, this is not needed. For example: In the UI, use ^\+?\d{1,3}?\d{1,4}$, and in the API, use ^\\+?\d{1,3}?\\d{1,4}$.Upload a fileThis field appears if you select a classification rule of the type List of values.Use this to upload a csv file with possible data class values. The file must contain one value per line. The maximum file size of 100 MB.This method is mandatory if you want to add more than 1,000 values.Download fileThis field appears if you select a classification rule of the type List of values. If you download a file, the name of the file is: listofvalues_ID of the data class rule.ValuesThis field appears if you select a classification rule of the type List of values.Add the values that define a specific data class. A data class for T-shirt sizes based on a list of values could be:SMLsmallmediumlargeAdd only one value per line.The maximum number of characters in a single list value is 10,000.Don’t add any leading or trailing blank characters in a value.The values are not case-sensitive, the value “small” in the list will also be a match with the values “Small” and “SMALL”. The maximum total number of values in one data class is 25,000. This number can be spread over multiple classification rules.DescriptionA description of the classification rule.Click Save.The classification rule for the data class is configured.A new section appears. If you expand the section, the details are shown.If needed click Add new rule to add another classification rule to the data class.You can combine regular expressions and list of values rules in one data class.The maximum number of rules in a data class is 25. What's next?Import out-of-the-box data classesGo to some examplesImport out-of-the-box data classesThe Unified Data Classification method provides a set of out-of-the-box data classes. If you want to use an out-of-the-box data class, you can import it and then update it as desired.Before you beginYou have enabled the Unified Data Classification method.Required permissionsYou have a global role that has the Product Rights > Catalog global permission.You have a global role that has the Classification > Data Classes > Read global permission.You have a global role that has the Classification > Data Classes > Add global permission.You have a global role that has the Classification > Data Classes > Update global permission.For more information, go to Required permissions.Steps    On the main toolbar, click   , and then click  Stewardship.Click the Data Classification tab.Click Import.The Import Data Classes dialog box opens listing all the available out-of-the-box data classes and their status. For information on the possible statuses, go to About out-of-the-box data classes. Select the data classes that you want to import.If you have selected existing data classes that are reported as changed, confirm the import action.Click Import.The selected data classes are imported and become available. Any selected, existing data classes are updated with the out-of-the-box classification rules. For more details, go to About out-of-the-box data classes. You can update the imported data class completely based on your needs.Existing classifications are not affected by this process.What's next?Go to some examplesConnect data classes to data layersYou can use the Classification Dashboard to connect data classes to the logical and conceptual data layers.Before you beginYou have configured Automatic Data Classification via the Cloud Data Classification Platform or via Edge.You have the necessary permissions to classify tables and columns.You have registered a data source.Steps    On the main toolbar, click   , then Stewardship. In the submenu, click Data Classification.In the Data Concept or Data Attribute column, click . Click in the Select field.The list with existing Data Concept or Data Attribute assets is shown.Select the value you need.Click . The Classification Dashboard creates a relationship between the data class and the logical and conceptual data layers. Column assets that have this data class will be connected to these data layers via their mutual relationship to the data class. Direct relationships between physical and logical information can then be created via Collibra workflows or other methods.Automatically classify assets via the Unified Data Classification methodAutomatically classify assetsWhen you start the automatic data classification process, the process verifies the data in the column or columns against the data classes, and makes classification suggestions with a confidence score. This score is an estimation based on data samples that the data classification process collects. A deviation from the exact score is possible. If the Unified Data Classification setting has been enabled, the automatic classification process uses the newly defined data classes. For information on configuring new data classes, go to Configuring data classes.The automatic data classification process needs at least six values that can be checked, to classify a column.Example: For data class A, you define a regular expression and indicate you don't want to consider empty values.If you then classify a column with a lot of null values and five non-null values, the column won't get classified, even if the non-null values match data class A.The automatic data classification process will extract a maximum of 1,000 values from the data source. The samples are stored between 24 and 48 hours in the Edge Site cache. They are not transferred to Collibra. If the Edge Site cache already contains at least 100 samples for this data source, the automatic data classification process will use those. Requirements and permissionsMake sure you have the required permissions.Start the classification process for one columnNavigate to the related Column asset.Click the Data Profiling tab page.Click the Classify button.The data classification process starts. If a data class matches the data in the column, a classification suggestion will be assigned to the Column asset with a confidence percentage.Start the classification process for one or more columns from a Table, Schema, or Database assetNavigate to the Table, Schema, or Database asset.Select Actions → Classify.The data classification process starts.If a data class matches a column, a data classification suggestion will be assigned to the Column asset with a confidence percentage.Open the Table asset with the classified columns.Add the Data Classification column to the table.     In the Data Classification column, you find the suggested data classes.What's next?Accepting or rejecting automatic data classification suggestionsFor examples, go to Examples.Manually classify assets using the Unified Data Classification methodIf the automatic data classification process can't detect a data class for a column, you can classify the column yourself. While manually classifying data, you can also create new data classes. Requirements and permissionsMake sure you have the required permissions.Manually classify data via a Table asset pageFind the table that contains the columns to classify.At the bottom of the Columns section, click See all.If not yet available, add the Data Classification column to the table.In the Data Classification column of the row that you want to classify, click .Click the Select field.The list with existing data classes appears.In the Select field, enter the new data class name and press Enter.Data classes are case-sensitive and can contain spaces.You can add more data classes if applicable but avoid it as much as possible.Press Escape and click .The data class is automatically accepted. If you entered a new data class, the data class is also available now for other classifications.Manually classify data via the Column asset pageFind the column you want to classify.    In the tab pane, click   Data Profiling.  In the Data classification section, click .Select the data class you want to assign.The data classes in the drop-down list are the ones defined after you have activated the Unified Data Classification method. If needed, enter the new data class name and press Enter.Data classes are case-sensitive and can contain spaces.You can add more data classes if applicable but avoid it as much as possible.Click Save.The data class is automatically accepted. If you entered a new data class, the data class is also available now for other classifications.What's next?For an example, go to Example: Manual classification.For information on configuring your data classes for automatic data classification, go to Configuring data classes.View data classification of an assetOnce automatic data classification has predicted the data classes of columns, the predictions are available in multiple places. You can access classification information via the Database, Schema, Table, or Column asset page.Requirements and permissionsThe classification process ran for the relevant database, schema, table or column.Steps via the Column assetOpen the relevant Column asset.Open the Summary or Data Profiling tab page.The suggested data class is available.Steps via the Table, Schema or Database assetOpen the relevant Table, Schema or Database asset.Navigate to the Table asset.Open the Columns tab page.Add the Data Classification column to the table.      In the Data Classification column, you find the suggested data classes.What's next?Accepting or rejecting automatic data classification suggestionsAccepting or rejecting automatic data classification suggestionsWhen Unified Data Classification predicts data classes for a column, the suggestions are visible in the Data Classification column in the Table and Column asset pages.If no data classes are suggested for a column, the automatic data classification process could not predict the data class.Sometimes multiple data classes can be suggested. The percentage next to the data class indicates the confidence level of the suggestion. If automatic data classification acceptance and rejection is active, data classification suggestions with a confidence level within the defined thresholds will be accepted or rejected automatically.You can accept or reject the data classification suggestions, or add a new data class. If you reject a data class suggestion, the data class is removed from the column.The system remembers when a data class suggestion has been rejected. This data class won't be suggested again by the automatic data classification process.You can still retrieve a rejected data class by manually classifying the asset. The rejected data classes are listed at the end of the list. If you accept a data class suggestion, the data class is added to the column.Requirements and permissionsMake sure you have the required permissions.Accept or reject a data classification suggestion manuallyTo manually accept or reject a data class suggestion, hover over the data class and click the appropriate icon.If automatic data classification acceptance and rejection is active, data classification suggestions with a confidence level within the defined thresholds will be accepted or rejected automatically.You can still retrieve a rejected data class by manually classifying the asset. The rejected data classes are listed at the end of the list. Automatic acceptance and rejection of classification suggestionsDuring the data classification process, we predict the data class for a column. The percentage next to the data class indicates the confidence level of the data classification suggestion.You can manually accept or reject a suggested data class, but you can also configure thresholds to automatically accept or reject the data classification suggestions.If you set the automatic acceptance threshold to 75%, then a data classification suggestion with a confidence level of 75% or higher is accepted automatically.If you set the automatic rejection threshold to 49%, then a data classification suggestion with a confidence level of 49% or lower is automatically rejected and does not appear for the column.Start using this tool by manually accepting and rejecting the data classification suggestions. Only activate the automatic acceptance and rejection feature if you are comfortable with the data classification results.Unified Data Classification examplesTo show you the possibilities in the new data classification method, let's go through some examples.ScenarioWe have registered a data source. By identifying the data class of the data, we get an indication of the type of data, which makes the creation of relations between the physical and logical layer much easier.We have configured the environment for the new classification method, Unified Data Classification.We have registered and synchronized a data source with multiple tables via Edge.We can now start using the data classification method.Example: Manual classificationYou know that a specific column contains email addresses. You want to manually add the data class, email, to this column.StepsNavigate to the Column asset.Open the Data Profiling tab page.In Data Classification, click the Edit icon .A drop-down list with all possible data classes appears.Enter the name of the data class you want to add, for example, email.If the data class is available from the list, select the option.If the data class is not available in the list, press Enter, to create the data class.Click Save.The Column asset has been manually classified as email. If the data class email didn't exist yet, it is now available for other Column assets.What's Next?You can now configure the Email data class so it can be used by the automatic data classification method, Unified Data Classification.Example: Configuring a data class based on a regular expression and starting the automatic classification for a columnYou want to configure the Email data class you manually created and assigned, so this data class can be assigned automatically by the Unified Data Classification method.Before you beginMake sure you know which regular expression you want to use for the data class. For more information and references to useful resources, go to Add a data class.StepsConfigure the email data class.    On the main toolbar, click   , and then click  Stewardship.Click the Data Classification tab.Select the email data class row.The data class parameters appear in a pane on the right-hand side.Open the Details section.Complete the fields as required.For information on the fields, go to Add a data class.Data class parameterDescriptionMinimum confidence thresholdWe set this value to 80.Allow empty valuesWe leave this field as the default value (False).ExamplesWe add the following examples:joe@abc.com , marc@company.com , jsmith@b.ccOpen the Classification rules section.Click Add new rule.In Type, select the Regular expression option.Extra fields appear.Complete the fields as required.For information on the fields, go to Add a data class.Data class parameterDescriptionRegular expressionWe add:^([a-zA-Z0-9._%\-]+@[a-zA-Z0-9.\-]+\.[a-zA-Z]{2,6})$DescriptionWe leave this field empty.Click Save.The classification rule for the Email data class is configured.The Rule details section appears. If you expand the section, you see the details.Start the classification.Navigate to a Column asset with email data.Click the Data Profiling tab page.Click Classify.The data classification process starts. For more information, go to Automatically classify assets.The Email data classification suggestion will be assigned to the Column asset with a confidence percentage. For more information, go to accepting and rejecting data classification suggestions.What's Next?You can now configure additional data classes to be used in the automatic classification for a column, table or schema.Example: Configuring a data class based on a regular expression, importing a data class, and starting the automatic classification for a tableYou want to add two new data classes in the Unified Data Classification method:Add an extra data class, Date in dd/mm/yyyy formatImport the out-of-the-box data class, Phone number.Before you beginMake sure you know which regular expressions you want to use for the data classes. For more information and references to useful resources, go to Add a data class.StepsCreate and configure the Date data class.    On the main toolbar, click   , and then click  Stewardship.Click the Data Classification tab.Add the data class.Click Add.Add the Name of the data class. In our case, Date.Press Enter to add the data class.Click Create.The data class is created and is available in the list.Define the data class parameters.In the Data Classification tab, select the row of the new data class.The data class parameters appear in a pane on the right-hand side.Optionally, add a description by clicking the Edit icon next to the Description field.Open the Details section.Complete the fields as required.For information on the fields, go to Configuring data classes.Data class parameterDescriptionMinimum confidence thresholdWe set this value to 80.Include empty valuesWe leave this field as the default value (False).ExamplesFor Date, we add the following examples:23/11/2026, 09/02/2023Open the Classification rules section.Click Add new rule.In the Type list, select Regular expression.Extra fields appear.Complete the fields as required.For information on the fields, go to Configuring data classes.Data class parameterDescriptionRegular expressionFor Date, we add the following expression:(0[1-9]|[12][0-9]|3[01])\/(0[1-9]|1[1,2])\/(19|20)\d{2}DescriptionWe leave this field empty.Click Save.The classification rule for the data class is configured.If you expand the Classification rules section, you see the details.Import the Phone number data class.    On the main toolbar, click   , and then click  Stewardship.Click the Data Classification tab.Click Import.A dialog box opens, listing all the out-of-the-box data classes and their status. For information on the possible statuses, go to About out-of-the-box data classes. Clear all data classes, except Phone number.Click Import.The data class is added.If you click the data class, you see the details.Start the automatic classification.Navigate to a Table asset.Select Actions → Classify.The data classification process starts. For more information, go to Automatically classify assets If a data class matches a column in the Table asset, a data classification suggestion will be assigned to the Column asset with a confidence percentage. For more information, go to accepting and rejecting data classification suggestions.What's Next?You can now configure an additional data class that is based on a list of values instead of a regular expression.Example: Configuring a data class based on a list of values and starting the automatic classification for a tableYou want to create an extra data class for T-shirt sizes in the Unified Data Classification method. Once that is done, you want to start the classification process for a full table. Before you beginMake sure you know which values you used in the organization to refer to T-shirt sizes. In this case, we consider: XS, M, L, XL, XXL, XXXL, Extra small, Small, Medium, Large, X-Large, XX-Large, XXX-Large, 2XL, 3XL.For more information, go to Add a data class.StepsCreate and configure data class T-shirt size.    On the main toolbar, click   , and then click  Stewardship.Click the Data Classification tab.Add the data class.Click Add.Add the Name of the data class. In our case, T-shirt size.Press Enter to add the data class.Click Create.The data class has been created and is available in the list.Define the data class parameters.In the Data Classification tab, select the row of the new data class.The data class parameters appear in a pane on the right-hand side.Optionally, add a description by clicking the Edit icon next to the Description field.Open the Details section.Complete the fields as required.For information on the fields, go to Configuring data classes.Data class parameterDescriptionMinimum confidence thresholdWe set this value to 80.Include empty valuesWe leave this field as the default value (False).ExamplesSmall, LOpen the Classification rules section.Click Add new rule.In the Type list, select List of values.Extra fields appear.Complete the fields as required.For information on the fields, go to Configuring data classes.Data class parameterDescriptionValuesWe add the following list. Each value must start on a new line.XSSMLXLXXLXXXLextra smallsmallmediumlargeX-largeXX-largeXXX-large2XL3XLDescriptionWe leave this field empty.Click Save.The classification rule for the data class is configured.If you expand the Classification rules section, you see the details.Start the automatic classification.Navigate to a Table asset.Select Actions → Classify.The data classification process starts. For more information, go to Automatically classify assetsIf a data class matches a column in the Table asset, a data classification suggestion will be assigned to the Column asset with a confidence percentage. For more information, go to accepting and rejecting data classification suggestions.The values are not case-sensitive, the value “small” in the list will also be a match with the values “Small” and “SMALL”.A column contains the values petite, s, L, xl, XL, unknown, unknown, and no size. After the automatic data classification, the column will be classified as a T-shirt size with a confidence score of 50% because half of the values in the column are part of the list of values. Note that the character case didn’t affect the result.What's Next?You can also add an extra classification rule to an existing data class.Example: Configuring a data class with two classification rulesYou want to update your existing data class, email, in the Unified Data Classification method. This data class is now based on a regular expression, but you also want to add a list of supported values.Before you beginMake sure you know which regular expressions you want to use for the data classes. For more information and references to useful resources, go to Add a data class.Steps    On the main toolbar, click   , and then click  Stewardship.Click the Data Classification tab.Select the email data class row.The data class parameters appear in a pane on the right-hand side.Open the Details section.Click Add new rule.In the Type list, select List of values.Extra fields appear.Complete the fields as required.For information on the fields, go to Configuring data classes.Data class parameterDescriptionValuesWe add the following list. Each value must start on a new line.noneunknowninvalidmissingDescriptionWe leave this field empty.Click Save.The extra classification rule for the Email data class is configured.If you expand the Classification rules section, you see the details.What's Next?For other examples, go to Examples.About the Data Classification dashboard in Unified Data ClassificationThe Data Classification Dashboard shows the list of data classes in your Collibra environment and gives you more control and visibility on them. To open the dashboard, go to Stewardship and click Data Classification.The Classification > Data Classes > Read permission is not enforced yet to open the Data Classification page in Stewardship.No.NameDescriptionAdd buttonA button to add data classes.Import buttonA button to import out-of-the-box data classes.Delete buttonA button to delete one or more data classes.If you delete a data class, you also delete the data classifications for this data class.To keep the data classifications but remove the data class, you can disable the data class.Table menu ()The table menu contains buttons to manage the columns shown.Configuration menuOption to define the classification thresholds for automatic acceptance and rejection of data classification suggestions.Table with all data classesA table that shows all the data classes that exist in your environment. Click anywhere is a row to view the details of a data class in an extra pane (7) and update it.Data ClassThe data class name.EnabledIndicates whether the data class will be taken into account for data classification. For more information go to About data classes.Columns CountThe number of columns classified with the data class.Data ConceptThe name of the associated Data Concept assets.It connects the data class to your business asset model. For more information, go to Connect data classes to data layers.Data AttributeThe name of the associated Data Attribute assets.It connects the data class to your logical data model. For more information, go to Connect data classes to data layers.Created ByThe name of the user who created or imported the data class.Created OnThe date the data class was created.Last Modified ByThe name of the user who made the last change.Last Modified OnThe date the data class was last changed.User DefinedIndicates if the data class was automatically or manually created. In the new data classification method, this value is always True. Side paneThe data class side pane provides the details of the data class. When you click the row of a data class in the Data Classification Dashboard, the data class information appears in the side pane. Data class name, details, and classification rulesThe name of the selected data class. You can edit the name by by clicking .For more information, go to configure a data class. Data ConceptsThe list of data concepts that are associated with the data class. This section is only shown if there are associated data concepts. Data AttributesThe list of data attributes that are associated with the data class. This section is only shown if there are associated data attributes. ColumnsThe list of columns that are classified with the selected data class. When there are too many columns to show, you can follow a See all link. This opens a search results page with all corresponding columns.This section is only shown if there are columns with the selected data class.Troubleshooting the Unified Data Classification methodCheck out the Collibra Support portal for Unified Data Classification troubleshooting information. We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.Automatic Data Classification via the Cloud Data Classification PlatformWhen you register a data source, you can store a data profile and sample data. This is required if you want to classify columns in the data set. The Cloud Data Classification Platform predicts the data classes of selected columns and sends them back to Collibra Data Intelligence Cloud, where you confirm or reject the suggested data classes. The Cloud Data Classification Platform uses your feedback to retrain the platform and improve future data classifications.If you want to use the Cloud Data Classification Platform, request it via your Collibra contact or create a support ticket. See also We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements..LimitationsAutomatic data classification via the Cloud Data Classification Platform is a cloud service. Only if your on-premises environment can reach the cloud service, you can use it.Out-of-the-box, automatic data classification can predict several data classes. However, you can also create user-defined data classes to increase its prediction quality.The only supported language for data classes is English.The Cloud Data Classification Platform needs sample data and profiling data to be able to predict the data classes. You can create sample data and profiling data by registering a data source and choosing to create sample data and profiling data or by importing the data via the Catalog API.The Cloud Data Classification Platform only works for columns of data sources that are registered in Data Catalog with sample data and profiling data.Automatic data classification flow via the Cloud Data Classification PlatformIn the following schema, you can see the different steps of an automatic data classification flow via the Cloud Data Classification Platform.StepDescriptionYou select the columns that you want to classify and send their sample and profiling data to the Cloud Data Classification Platform. See We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.The Cloud Data Classification Platform predicts the data classes of the columns.The Cloud Data Classification Platform sends the data classes to Collibra.              You provide feedback by accepting or rejecting the predicted data class of each column or by adding your own new classes. The Cloud Data Classification Platform can predict multiple data classes for one column. If the prediction is accurate, you can accept multiple data classes for one column.            Your data class selections are sent to the Cloud Data Classification Platform . The Cloud Data Classification Platform stores your selections, along with the associated sample data, to retrain the classification model and improve future classification predictions. We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.Cloud Data Classification Platform setupThe Cloud Data Classification Platform requires specific setup.Before you beginData Catalog experience is enabled in the DGC service configuration.This will give you access to the improved Schema asset page.You are using profiling data within Data Catalog.StepsRequest the use of the Cloud Data Classification Platform via your Collibra contact or create a support ticket. Be aware that after you accept the predicted data classes, all sample data and profiling data is stored on the Cloud Data Classification Platform.We recommend to use a Cloud Data Classification Platform running in the same region as your Collibra environment. What's next?Enable the Cloud Data Classification Platform. We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For more information, go to Announcements.Classify columnsBy classifying columns, Collibra's Automatic Data Classification predicts their data structures, after which, you can accept or reject the prediction.This information is specific to the Cloud Data Classification Platform. For information on classifying via Edge, see About profiling and classification via Edge.You can classify columns via the:Database asset pageSchema asset pageTable asset pageYou can also use the physical data connector to manually select a data class for individual columns.Prerequisites You have a global role with the Catalog global permission, for example, Catalog Author.You have created a support ticket via Zendesk to access to the Automatic Data Classification platform.You have configured the Cloud Data Classification Platform.You have the correct permissions to classify tables and columns.You have registered a data source, including these options:Store Data ProfileStore Sample DataData Catalog experience is enabled in the DGC service configuration.This will give you access to the improved Schema asset page.Via the Database asset pageOpen the Database asset that contains the tables and columns in the schema you want to classify.     On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the subpages, click Technology Assets.Filter on the Database asset type.Open the relevant database, and then click Actions → Classify.You can follow the status of the classification in Activities.Open the Table asset with the classified columns.Add the Data Classification column to the table.      In the Data Classification column, you find the suggested data classes.Hover over the classification percentages and accept () or reject () the suggested data class.Accepting the suggestion leaves the data class in the list.Rejecting the suggestion removes the data class from the column. This data class won't be suggested again by the data classification.Via the Schema asset pageOpen the Schema asset that contains the tables and columns that you want to classify.     On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.In the subpages, click Data Sources.Click the relevant schema.Click the Tables tab.Select one or more tables from the schema.To classify all columns in the table, click Actions → Classify.To classify one or more specific columns, select the columns, then click Actions → Classify.You can follow the status of the classification job in Activities.Open the Table asset with the classified columns.Add the Data Classification column to the table.      In the Data Classification column, you find the suggested data classes.Hover over the classification percentages and accept () or reject () the suggested data class.Via the Table asset pageOpen a Table asset that has columns you want to classify. On the Table asset page, do one of the following:To classify all columns in the table, click Actions → Classify in the upper right corner.To classify specific columns in the table, select the columns and click Actions → Classify in the upper right corner.You can follow the status of the classification job in Activities.Add the Data Classification column to the table.      In the Data Classification column, you find the suggested data classes.Hover over the classification percentages and accept () or reject () the suggested data class.
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	 Guided StewardshipGuided Stewardship is a set of features designed to help Data Stewards simplify the process of creating connections between physical data assets and their associated logical and conceptual assets. By establishing reliable and fully-connected data structures within your Collibra environment, you can trace relationships across all layers of representation and understand your data in a more complete way.Guided Data Stewardship operating model Guided Data Stewardship diagram views Guided Data Stewardship operating modelThe Guided Data Stewardship operating model defines the structure of the information in Catalog. For this reason, the Guided Data Stewardship operating model is sometimes also referred to as the Data Catalog operating model.Three data layersThe operating model consists of three data layers, representing the three different structural data layers that exist in typical organizations:The conceptual data layer represents the overarching structure of objects and elements in your data landscape.The logical data layer represents the context-dependent data structures in your organization.The physical data layer represents the actual data in your data environment.The following image shows a complete view of the Data Catalog operating model. It identifies all of the relevant asset types, per data layer, and the relationships that bind them together in the Collibra Data Governance Center.Database and System assets are Technology assets that represent the highest level over physical data and logical data organization.Conceptual data layerThe conceptual data layer is the highest level of organization in the Data Catalog operating model. It represents the overarching structure of objects and elements within an organization’s data landscape. It is where you define concepts, such as Customer and Product and their component fields, without direct reference to system-specific implementations. Organization of the conceptual data layer is based on many-to-many relationships, which makes the conceptual data layer more concise and flexible than tree-like arrangements that rely strictly on one-to-one and one-to-many relationships.The conceptual data layer consists of the following asset types:Line of BusinessData DomainData ConceptLine of Business asset typeThe Line of Business asset type is the highest level of abstraction in the conceptual data layer. Also known as business unit or business area, it represents a specific area of business in an organization.Finance, Sales, Retail, Investment ManagementKey relation typeLine of Business assets are:Related to...Via the relation type...DescriptionData Domain assetsLine of Business groups / is grouped by Data DomainMany-to-many relation, whereby:A Line of Business asset can group many Data Domain assets.A Data Domain asset can be grouped by many Line of Business assets.Data Domain asset typeData domains, also known as data categories or subject areas, are high-level, theoretical representations of your data. They represent the structure of concepts in data environments and contain all the different nuances of corresponding business terms.Customer, Employee, User, Order, ProductKey relation typesData Domain assets are:Related to...Via the relation type...DescriptionLine of Business assetsBusiness Asset groups / is grouped by Business AssetMany-to-many relation, whereby:A Line of Business asset can group many Data Domain assets.A Data Domain asset can be grouped by many Line of Business assets.Data Concept assetsBusiness Asset groups / is grouped by Business AssetMany-to-many relation, whereby:A Data Domain asset can group many Data Concept assets.A Data Concept asset can be grouped by many Data Domain assets.Other Data Domain assetsData Domain has subtype / is subtype of Data DomainOne-to-many relation, whereby:A Data Domain asset can have many subtype Data Domain assets.A Data Domain asset can be the subtype of only one Data Domain asset.Data Concept asset type A Data Concept asset is a high-level theoretical representation of your data and describes one aspect of one or more data domains. These assets represent the most common concepts that are used to organize database content. They allow users to define a context-independent representation of the structure of an organization's data.They are the most granular level of context-independent structure users can establish within the conceptual data layer, and are comparable to columns in the physical data layer.Address, Name, ID number, Phone number, Price, YearFor example, if you have a Data Concept asset for Address then this might correlate to a Data Entity asset for Customer Address, Supplier Address and Employee Address.Key relation typesData Concept assets are:Related to...Via the relation type...DescriptionData Domain assetsBusiness Asset groups / grouped by Business AssetMany-to-many relation, whereby:A Data Concept asset can be grouped by many Data Domain assets.A Data Domain asset can group many Data Concept assets.Other Data Concept assetsBusiness Asset groups / grouped by Business AssetMany-to-many relation, whereby:A Data Concept asset can group, and be grouped by, many Data Concept assets.Data Attribute assetsBusiness Dimension classifies / is classified by AssetMany-to-one relation, whereby:A Data Concept asset can classify many Data Attribute assets.A Data Attribute asset can be classified by only one Data Concept asset.Organization based on many-to-many relationsThe conceptual data layer is organized such that the relationships between Lines of Business and Data Domain assets, and between Data Domain and Data Concept assets, are many-to-many relationships. This graph-based approach, based on many-to-many relationships, makes the conceptual data layer more concise and flexible.In this example, we've identified three lines of business, each of which groups both the Customer data domain and Product data domain. In turn, each data domain groups several data concepts, some of which are grouped by both data domains.Both data domains group the Name and ID Number data concepts. This is conceivable because Name and ID Number, as Data Concept assets, are abstract representations of these two concepts, rather than specific implementations of them, which are described in the logical data layer and implemented by System assets.In this way, information stored in the conceptual data layer is kept to a minimum and the Data Domain and Data Concept assets are referred to as often as necessary.In summary, Line of Business, Data Concept and Data Domain assets are independent assets that do not, by nature, encapsulate or organize the structure of other assets. The Name and ID Number Data Concept assets exist independently of the Data Domain assets that group them. A Customer can have a Name and a Product can have a Name, but you need only one Data Concept asset to encapsulate the idea of “name”.Conceptual data layer versus the Business GlossaryThis section examines the differences and relation between the conceptual data layer and the Collibra Business Glossary.Business terms: context-dependent representations of business conceptsIn short, the Business Glossary is a system that helps organizations govern their business terms.Let's consider the business term Customer, within a multinational consumer goods organization that deals with different consumer groups in different cultural contexts. This organization uses business terms to create a shared understanding of Customer, across different geographical regions. Its offices around the world create their own business terms to encapsulate the specific cultural complexity of a customer, in their own way. Its various business units also have their own definitions, to address different operational, legal and compliance demands.Business terms are a flexible tool that account for complex business and organizational structures. Anything can be represented by a business term, including the nuanced representations specific to different languages, cultures and branches of business.Data, on the other hand, can be more explicitly defined and grouped. While there may be several ways to describe Customer, based on cultural and geographic nuance, when we consider data, a customer can be uniquely identified, defined and grouped. This is where the conceptual data layer comes in. The conceptual data layer: context-independent representation of the structure of dataA data domain is a container for other data domains and data concepts that encompass associated terminology and definitions that an organization intends to govern. Customer Master Data, Product Master Data, Reference DataWhile business terms represent Customer in the context of a specific language, culture or branch of business, a customer data domain represents the structure of Customer in a data environment, and encapsulates all of the different nuances of the business term. By abstracting the idea of Customer in a data domain, one can start to consider how customers can be represented by physical data. The same applies to data concepts, such as Year, Date, Address, and Name. While there may be many business terms that represent Year, across different teams and geographies, the data concept encapsulates all of them and creates a layer of abstraction that allows you to define high-level data structures.Logical data layerThe logical data layer defines data structures within an organization's systems, whereas the conceptual data layer represents context-independent data structures within an organization. The Data Entity-Data Attribute structure is closely related to the Data Domain-Data Concept structure of the conceptual data layer. The main difference between the two is that the conceptual data layer is context-independent, whereas the logical data layer describes the structure in an individual System.The logical data layer consists of the following asset types:Data ModelData EntityData AttributeThe logical data layer can be visualized as a tree-like structure, starting with a high-level System and Data Model assets, and branching out with implementation-specific Data Entity and Data Attribute assets.Although the System asset type is a Technology Asset, it adds higher-level structure to the logical data layer and is considered part of the logical data layer.Data Model asset typeThe Data Model asset is the highest level of organizational structure in the logical data layer, and defines the specific structure of data in a System. Key relation typesData Model assets are:Related to...Via the relation type...DescriptionSystem assetsSystem implements / is implemented in Data ModelOne-to-one relation, whereby:A System asset can implement only one Data Model asset.A Data Model asset can be implemented in only one System asset.The one-to-one nature of this relationship is what makes Data Models – and, therefore, the entire logical data layer – context-dependent, as opposed to the context-independent conceptual data layer.Data Entity assetsData Model contains / is contained in Data EntityOne-to-many relation, whereby:A Data Model asset can contain many Data Entity assets.A Data Entity asset can be contained in only one Data Model asset.Data Entity asset typeData Entity assets are the logical data layer and correlate to Data Domain assets of the conceptual data layer. Data Entity assets can be thought of as system-specific implementations of Data Domain assets.For example, if you have a Data Concept asset for Address then this might correlate to a Data Entity asset for Customer Address, Supplier Address and Employee Address.Key relation typesData Entity assets are:Related to...Via the relation type...DescriptionData Model assetsData Entity is part of / contains Data ModelOne-to-many relation, whereby:A Data Entity asset can be part of or contained in only one Data Model asset.A Data Model asset can contain multiple Data Entity assets.Data Domain assetsData Domain (Business Dimension) classifies / is classified by Data Entity (Asset)Many-to-many relation, whereby:A Data Domain asset can classify many Data Entity assets.A Data Entity asset can be classified by many Data Domain assets.Data Attribute assetsData Entity contains / is part of Data AttributeOne-to-many relation, whereby:A Data Entity asset can contain many Data Attribute assets.A Data Attribute asset can be part of or contained in only one Data Entity asset.Data Attribute asset typeData Attribute assets are the logical data layer and correlate to Data Concept assets of the conceptual data layer. They can be thought of as system-specific implementations of Data Concept assets. Key relation typesData Attribute assets are:Related to...Via the relation type...DescriptionData Entity assetsData Entity contains / is part of Data AttributeOne-to-many relation, whereby:A Data Entity asset can contain many Data Attribute assets.A Data Attribute asset can be contained by only one Data Entity asset.Data Concept assetsData Concept classifies / is classified by Data AttributeOne-to-many relation, whereby:A Data Concept asset can classify many Data Attribute assets.A Data Attribute asset can be classified by only one Data Concept asset.Physical data layerThe physical data layer represents the actual data – the schemas, tables and columns – in an organization's systems.The physical data layer consists of the following asset types:SchemaTableColumnAlthough the Database asset type is a Technology Asset, it is considered part of the physical data layer.The Schema, Table and Column assets in a Collibra Data Intelligence Cloud environment are almost never created manually; rather, they are automatically created via the Data Catalog ingestion process, when registering a data source.Schema asset typeA Schema is the highest level of physical structure in a Database. It defines, in a formal language, the structure of the tables and columns in the database.Key relation typesSchema assets are:Related to...Via the relation type...DescriptionDatabase assetsDatabase has / belongs to SchemaOne-to-many relation, whereby:A Database asset can have many Schema assets.A Schema asset can belong to only one Database asset.Table assetsSchema contains / is part of TableOne-to-many relation, whereby:A Schema assert can contain many Table assets.A Table asset can be part of only one Schema asset.Table asset typeTable assets represent the physical tables in a data environment.Key relation typesTables assets are:Related to...Via the relation type...DescriptionSchema assetsTable is part of / contains SchemaOne-to-many relation, whereby:A Table asset can be a part of only one Schema asset.A Schema asset can contain many Table assets.Column assets Table contains / is part of ColumnOne-to-many relation, whereby:A Table asset can contain many Column assets.A Column asset can be a part of only one Table asset.Column asset typeColumn assets represent the physical columns in a data environment. It is the lowest level of definition in the physical data layer.Key relation typesColumn assets are:Related to...Via the relation type...DescriptionTable assetsColumn is part of / contains TableOne-to-many relation, whereby:A Column asset can be a part of only one Table asset.A Table asset can contain many Column assets.Data Attribute assetsData Attribute represents / represented by ColumnOne-to-many relation, whereby:A Data Attribute asset can represent many Column assets.A Column asset can be represented by only one Data Attribute asset.Technology AssetsTwo Technology Assets are included in the Data Catalog operating system:System, which is part of the logical data layer.Database, which is part of the physical data layer.Database asset typeDatabase assets represent the physical databases in your data environment. They are the highest level of physical data organization in a data environment. Database assets should have specific names, and implement specific technologies, such as PostgreSQL.Key relation typesDatabase assets are:Related to...Via the relation type...DescriptionSystem assetsSystem groups / is grouped by DatabaseOne-to-many relation, whereby:A System asset can group many Database assets.A Database asset can be grouped by only one System asset.Schema assetsDatabase has / belongs to SchemaOne-to-many relation, whereby:A Database asset can have many Schema assets.A Schema asset can belong to only one Database asset.System asset typeSystem assets represent executable software that an organization uses to automate business functions that help run the business smoothly and efficiently. Systems can be any commercially available or privately developed software that is running in your environment. CRM, ERP and EDW softwareKey relation typesSystem assets are:Related to...Via the relation type...DescriptionData Model assetsSystem implements / is implemented in Data ModelOne-to-one relation, whereby:A System asset can implement only one Data Model asset.A Data Model asset can be implemented by only one System asset.Database assetsSystem groups / is grouped by DatabaseOne-to-many relation, whereby:A System asset can group many Database assets.A Database asset can be grouped by only one System asset.Guided Data Stewardship diagram viewsFor assets in the Guided Data Stewardship operating model, there are two packaged diagram views: Guided Data Stewardship and Guided Data Stewardship - Data Concept. These diagram views show the relation types that bind assets, as established through the Physical Data Connector.Guided Data Stewardship viewThe Guided Data Stewardship view is the default diagram view designed to help you visualize direct and indirect relations across the entire data environment. For the logical data layer, this view shows the relation types that bind the Data Model, Data Entity, and Data Attribute assets. For the conceptual data layer, it shows the Line of Business and Data Domain assets.Guided Data Stewardship- Data Concept viewThe Guided Data Stewardship - Data Concept view is the default diagram view for Data Concept assets only. This diagram view shows the logical and physical data associated with a Data Concept.For more information, see Diagram views.
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	 Physical Data ConnectorThe Physical Data Connector shows a high-level overview of database information on which you can filter. You can use the Physical Data Connector to:        Connect the Data Catalog physical data layer to the logical data layer.              Manually classify columns.About the Physical Data Connector Manually classify columns via the Physical Data Connector Connect physical data to logical data       About the Physical Data ConnectorThe Physical Data Connector shows a table with a high-level overview of database information. The table has a tree-like structure that enables you to drill down to the column level of a database. It shows the connection between the physical data layer and the logical data layer and enables you to find Data Attribute assets that relate to individual Column assets.In the Physical Data Connector, a Column asset is visible only if it has a parent Table asset and a parent Schema asset. For more details, go to Guided Data Stewardship operating model. A parent Database asset is not required.You need the following permissions: You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the Data Stewardship Manager global permission.To open the Physical Data Connector, go to Stewardship → Physical Data Connector.No.NameDescription1Drop-down listA drop-down list to filter on a specific database.2Table menuThe table menu contains buttons for actions you can perform on the table.A button to manage the columns shown.3Table with database informationA table that shows the content of the registered database and the connections between the physical data layer and logical data layer.NameThe name of the asset and the icon of the asset type.If you click on the asset, the asset page opens. To sort assets alphabetically, click on the column header.Data ClassificationThe data class of an asset.You can manually add, edit or remove the data class of a Column asset. You can also approve or reject suggested classesData AttributeThe Data Attribute asset linked to the Column asset via relation type Data Attribute represents / represented by Column.When you filter on a Data Domain or Data Entity, the other drop-down lists dynamically update to only show content that relates to your filter. You can select the Apply filter to all columns in the same table checkbox to use the same filters to link a Data Attribute to other Column assets in the same table. The physical data connector enables you to quickly connect Data Attribute assets to Column assets. However, you can also connect the physical data layer to the logical data layer via Data Catalog's asset pages by adding a relation of the type Data Attribute represents / represented by Column.ContextThe context of the data.This field is read-only and is filled with the Data Domain asset and Data Entity asset related to the Data Attribute asset, if a relation exists.Physical Data Connector relation typesThe Physical Data Connector enables you to easily connect the physical data layer to the logical data layer by filtering on the conceptual data layer.The Physical Data Connector uses the following relation types to connect assets from the different data layers:Business Dimension (Data Domain) classifies / is classified by Asset (Data Entity) Business Asset (Data Domain) groups / grouped by Business Asset (Data Concept)Data Domain has subtype / is subtype of Data DomainBusiness Dimension (Data Concept) classifies Asset (Data Attribute)Data Entity contains Data AttributeData Attribute represents ColumnSchema contains TableTable contains ColumnManually classify columns via the Physical Data ConnectorThe Physical Data Connector enables you to manually add, edit or remove a data class of a Column asset. This is useful, for example, if automatic data classification missed some data classes.Prerequisites if you're using the Unified Data Classification methodYou have enabled the Unified Data Classification method.You have the required permissions to classify tables and columns.Prerequisites if you're using another classification methodFor Cloud Data Classification Platform, you have requested and configured Automatic Data Classification for the DGC service.For old Automatic Data Classification via Edge, go to Profiling and classification via Edge.You have the correct permissions to classify tables and columns.You have registered a data source.Data Catalog experience is enabled in the DGC service configuration.Steps    On the main toolbar, click   , then Stewardship. In the submenu, click Physical Data Connector.In the drop-down list, filter on a database.The table shows all ingested schemas in the database. You can use the asset tree to drill down to the column level of the database.In the asset tree, find the Column asset that you want to classify.In the Data Classification column, click . Click in the Select field.The list with existing data classes appears.In the Select field, use the drop-down list to find a data class or enter a new data class name and press Enter.Data classes are case-sensitive.You can add more data classes if applicable, but avoid it as much as possible.If you created a new data class, it is automatically sent to the Data Classification Platform.Click .The data class is accepted ().Connect physical data to logical dataYou can use the Physical Data Connector to easily connect a Column asset to a Data Attribute asset via the relation type Data Attribute represents / represented by Column. A Column asset represents the lowest level of the physical data layer, while a Data Attribute asset represents the lowest level of the logical data layer.You can also add a relation of the type Data Attribute represents / represented by Column via a Data Attribute's or Column's asset page.Before you beginYou have registered a data source.Steps    On the main toolbar, click   , then Stewardship. In the submenu, click Physical Data Connector.In the drop-down list, filter on a database.The table shows all ingested schemas in the database. You can use the asset tree to drill down to the column level of the database.In the asset tree, find the Column asset that you want to link to a Data Attribute asset.In the Data Attribute column, click .      The Data Attribute drop-down list with two filters appears.Select the Data Attribute asset that you want to link to the Column asset. You can filter based on a Data Domain asset or Data Entity asset. If you do, the other drop-down lists are dynamically updated to only show content related to your filter.If you want to use the same filters to find Data Attribute assets for other Column assets in the same table, select the Apply filter to all columns in the same table checkbox.You can only select one Data Attribute asset. The Data Attribute asset must exist in your Collibra environment.Click to accept the Data Attribute asset.               The Data Attribute asset is now linked to the Column asset via the relation type Data Attribute represents / represented by Column. This relation is also shown on the asset pages of the Column and Data Attribute assets.If there is a Data Domain asset and Data Entity asset that is related to the Data Attribute asset, they are shown in the Context column. If you used the filters in the Data Attribute column, the same assets as your filters are shown in the Context column.If you click to delete a Data Attribute asset in the physical data connector overview, you also delete the relation between the Column asset and the Data Attribute asset from the respective asset pages. Collibra Data Intelligence CloudIntegrating Azure Data Lake Storage via EdgeVersion 2024.02Working with Azure Data Lake StorageAbout the Azure Data Lake Storage file system integration Azure Data Lake Storage asset types and operating model Steps overview: Integrate an Azure Data Lake Storage file system Preparing Edge for Azure Data Lake Storage integration Registering and synchronizing Azure Data Lake Storage Troubleshooting Azure Data Lake Storage integration About the Azure Data Lake Storage file system integrationThe Azure Data Lake Storage file system integration allows for the registration of Azure Data Lake Storage (ADLS) as a data source in Collibra and the synchronization of the metadata. ADLS is a service provided on Microsoft Azure Blob Storage. After the integration, the files and directories of the ADLS file system are represented in Collibra by specific asset types, retaining the original names. The ADLS integration supports Azure Data Lake Storage Gen2. Azure Data Lake Storage Gen1 is not supported. To verify which Azure version you are using, check the Account Kind in the Overview section in your Azure storage account details. StorageV2 indicates you are using Gen2.You can integrate an Azure Data Lake Storage file system only via Edge.For detailed information on Microsoft Azure Data Lake Storage Gen2, go to the Azure documentation.About Microsoft PurviewThe ADLS integration supports Microsoft Purview, a service used for schema discovery.This allows you to integrate the schemas, tables and columns from the files into one single File asset in Collibra rather than multiple File assets. For more details, go to the ADLS operating model.Even if you use Microsoft Purview to integrate schemas and tables, we don't currently support profiling and sampling.Currently, the ADLS integration can ingest up to 100,000 assets from Purview.For detailed information on Microsoft Purview, go to the Purview documentation.What's next?Steps overview: Integrate an Azure Data Lake Storage file systemLearn moreTo learn about the ADLS integration and watch videos, follow our University course.Azure Data Lake Storage asset types and operating modelThe Azure Data Lake Storage file system integration of Collibra Data Intelligence Cloud uses a specific subset of asset types. All of these come out-of -the-box with your software.Asset typeDescriptionTechnology Asset System File Storage ADLS File SystemAn asset type that represents Azure Data Lake Storage file system.Technology Asset File Container ADLS Storage AccountAn asset type that represents an Azure Data Lake Storage Account, which is a logical unit of storage containing Azure Data Lake Container objects.Technology Asset FileA piece of information technology (hardware, software, database, software platform) that helps an organization to run a business application.Technology Asset File Container ADLS ContainerAn asset type that represents an Azure Data Lake Container, which is a logical unit of storage containing Azure Data Lake Storage objects.Technology Asset File Container Directory A collection of data that is treated by a computer as a unit, for the purposes of input and output.Data Asset Data Structure TableAn implementation of data entities in columns and rows, in a given database system. It is the basic structure of a relational database.Examples: Account_tbl, CUST_ADDRData Asset Data Element ColumnAn atomic unit of data that can be stored in a database table.Examples: FST_NM, EMPIDADLS operating modelThe following image shows the relations between ADLS asset types and the cardinality of the relation types in the assets' assignment.If you use Microsoft Purview, a File asset can contain Table and Column assets.For information on the data that is integrated, go to Integrated Azure Data Lake Storage data.Steps overview: Integrate an Azure Data Lake Storage file systemBefore you beginIf you want to use Microsoft Purview to ingest schemas and table, you need to register and scan your ADLS folders in Microsoft Purview. For more information, go to the Microsoft Purview documentation.For an overview of the supported file types for scanning, go to the Microsoft Purview documentation.Steps#StepDescription1Enable the ADLS synchronization via Edge and give the Edge site user the required permissions.Allows the integration of an ADLS file system via Edge.2Create an ADLS connection to Edge.Creates a connection to Azure in your Edge site.3Add the ADLS synchronization capability to Edge.Adds the ADLS synchronization capability to the Azure Edge connection. The capability allows to retrieve data from the ADLS file system.4Register the ADLS file system.Creates the initial structure of a Storage Catalog domain and ADLS File System asset in the selected parent community.5Connect the ADLS file system asset to the Edge ADLS capability.        Links the registered ADLS file system to the Edge capability.6Create crawlers.        Creates crawlers that define the folders you want to synchronize.7Synchronize the ADLS file system.You can manually synchronize the ADLS file system or you can add a synchronization schedule to automatically synchronize it.As a result, the ADLS metadata is integrated. Learn moreTo learn about the ADLS integration and watch videos, follow our University course.Preparing Edge for Azure Data Lake Storage integrationBefore you can integrate the ADLS file system, you need to prepare Edge.If you have defined an outbound (forward) proxy on your Edge site, the integration will take that configuration into account when connecting to the data source.Enable the Azure Data Lake Storage file system integration via EdgeYou can enable the integration of an Azure Data Lake Storage (ADLS) file system via Edge.PrerequisitesYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.In the Register data source section, enter the required information:SettingDescriptionADLS synchronization via EdgeAn option to enable the integration of an Azure Data Lake Storage (ADLS) file system via Edge. True: You can integrate an Azure Data Lake Storage (ADLS) file system via Edge. False: You cannot integrate an Azure Data Lake Storage (ADLS) file system via Edge.Set this option to True.Click Save all.What's next?You can now create a connection to Azure in your Edge site.Required Edge permissionsThe Edge Site role, assigned to the Edge Site user, must have the Manage all resources global permission.The ADLS synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge site user cannot add any new assets in Collibra.The person who will configure the capability and start the synchronization via Edge must have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.What's next?You can create an Edge connection for ADLS.Create an Azure Data Lake Storage connection to an Edge siteBefore you beginIn Azure:To integrate ADLS folders, you need an Azure Service Principal user that is defined in Azure and that has permissions to list the files which need to be integrated into Collibra. The Azure Service Principal user must have the Reader and Storage Blob Data Reader roles for the storage locations of your data. For information, go to the Azure documentation.If you use Microsoft Purview:The Azure Service Principal user must have the Data reader role to fetch entities/assets from the Microsoft Purview Rest API. For information, go to the Microsoft Purview documentation.If your ADLS storage is private, make sure that the Allow Azure services on the trusted services list to access this storage account checkbox in the Networking → Firewalls and virtual networks is selected.You have created and installed an Edge site.You have given the Edge Site role the required permissions.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Connections section, click Create connection.The Create connection page appears.Enter the required information.FieldDescriptionRequiredConnection settingsThis section contains the general settings of your connection.NameThe name of the Edge connection for Azure Data Lake Storage. YesDescriptionThe description of the connection. No              Connection providerThe connection provider, which determines the available connection parameters.Select the Azure connection to connect to Azure Data Lake Storage. Yes              Connection parametersThis section contains the settings to connect to your data source.Service Principal IDThe Application account ID to connect to the Azure.For information on the Azure Service Principal user and the Application ID, go to the Azure documentation. Yes Service Principal SecretThe application secret for the Service Principal.For information on the application secret value, go to the Azure documentation. Yes Encryption optionsSelect the type of encryption used to store the Secret Access Key.The default is To be encrypted by Edge management server. Yes Tenant IDThe Tenant ID of your Azure Active Directory.For information on the Directory (tenant) ID, go to the Azure documentation. Yes Click Create.The connection is added to the Edge site.What's next?You can now add the ADLS synchronization capability to an Edge site.Add the ADLS synchronization capabilityAfter you have created a connection to the Azure Data Lake Storage (ADLS) file system in your Edge site, you have to add the ADLS synchronization capability to the connection.Before you begin    You have created and installed an Edge site.You have created a connection to ADLS in your Edge site.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Capabilities section, click Add capability.The Add capability page is shown.Enter the required information.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:ADLS synchronization Yes ADLS service accountThis section contains the information on how to connect to Azure Data Lake Storage.Azure ConnectionThe ADLS connection to be used. Yes Microsoft Purview Account NameThe name of your Microsoft Purview account.If you enter a Purview account name, the integration uses Microsoft Purview for the integration. No Save Input MetadataIf you select this option the metadata extracted from the data source will be saved in a file that can be used for troubleshooting. Select this option only on request of Collibra Support. No Max Schema LevelFor columns that have a structured technical data type, Array or Struct, you can register the structure of the data. This is supported for AVRO, CSV, JSON, ORC, PARQUET, PSV, SSV, TSV, TXT, and XML.In this field, enter the maximum level of the structure you want to see. For example, 3. If you include a high number of levels, this can have an impact on the integration performance. No Advanced ConfigurationThese configuration options help when investigating issues with the capability. Only complete the fields Logging configuration, Memory (MiB), and JVM arguments on request of or together with Collibra Support. No DebugThis setting is not valid for this integration. It should be set to false.An option to automatically send Edge infrastructure log files to Collibra Data Intelligence Cloud. By default, this option is set to false.We highly recommend to only send Edge infrastructure log files to Collibra Data Intelligence Cloud when you have issues with Edge. If you set it to true, it will automatically revert to false after 24h. No Log levelThis setting is not valid for this integration. It should be set to No logging.An option to determine the verbosity level of Catalog connector log files. By default, this option is set to No logging. No Click Create.The capability is added to the Edge site.The fields become read-only.What's next?You can now register the ADLS file system.Registering and synchronizing Azure Data Lake StorageRegister an Azure Data Lake Storage file systemYou can register an Azure Data Lake Storage (ADLS) file system in Data Catalog.Before you beginYou have added an Edge capability with the ADLS capability template.Required permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.Steps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Register with Edge section of the Create dialog box, click Register a data source.The Register content page opens.In the row of the data source that you want to register, click Add.The Register Azure Data Lake Storage file system page opens.Enter the required information.FieldDescriptionCommunityThe parent community in which the initial ADLS structure must be created.File system nameThe name for ADLS file system asset.DescriptionThe description to provide extra information about the file system.This is used as the Description attribute of the ADLS File System asset.OwnerThe owner name of the data in the created community.Click Register.An ADLS File System asset is created.A Storage Catalog domain is created with the same name as the ADLS File System asset.What's next?You can now connect the ADLS File System asset to the ADLS Edge connection.Connect an ADLS File System asset to the Edge capabilityTo retrieve data from Azure Data Lake Storage (ADLS), you have to create a connection between the ADLS File System asset and the Edge capability you want to use. You always have to do that after registering a new ADLS File System. You can also edit the connection settings, for example, if you want to use another capability than the one you originally used. Before you beginYou have added an Edge capability with the ADLS capability template.You have registered an ADLS file system.Required permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer.StepsOpen the ADLS File System asset.    In the tab pane, click   Configuration. In the Connection Details section, click Edit.In the Connection Details, select the Edge capability you want to link this asset to.In the list, both the Edge connection and the capability name are displayed. For example: edge-qa > adls1-synch.Click Save.What's next?You can now create crawlers.Create a crawler for Azure Data Lake StorageBy creating a crawler for Azure Data Lake Storage (ADLS), you can specify which directories you want to synchronize.Before you beginYou have registered an ADLS file system.You have connected the ADLS File System asset to the ADLS Edge capability. Requirements and permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.StepsOpen the ADLS File System asset.    In the tab pane, click   Configuration. In the Crawlers section, click Create crawler.The Create crawler dialog appears.Enter the required information.FieldDescriptionDomainThe domain in which the assets of the ADLS file system are to be created. NameThe name you want to give to the crawler in Collibra.Include pathThe case-sensitive path to a directory of a directory in ADLS. All objects and subdirectories of this path are taken into account during the synchronization.Use the following structure to refer to the path: https://<storage account name>.blob.core.windows.net/<container name>/<blob name>.The include path is case-sensitive.https://myaccount.blob.core.windows.net/mycontainer/myblobhttps://myaccount.blob.core.windows.net/$root/myblob refers to the root container. For information on working with root containers, go to the ADLS documentation.Exclude patternsA case-sensitive pattern that represents the objects that are included via the Include path, but that you want to exclude from the synchronization.When you define a pattern, you can use the following rules:* matches zero or more characters.** matches zero or more directories in a path.? matches one character.The exclude patterns are case-sensitive.The Exclude patterns apply only to files, not folders.comm/*.jsp matches all .jsp files in the comm path.comm/t?st.jsp matches comm/test.jsp but also comm/tast.jsp or comm/txst.jsp.commm/**/test.jsp matches all test.jsp files in the comm path.org/framework/**/*.jsp matches all .jsp files in the org/framework path.org/**/servlet/test.jsp matches org/framework/servlet/test.jsp but also org/framework/testing/servlet/test.jsp and org/servlet/test.jsp.Add patternButton to add additional exclude patterns.Add pathButton to add an additional Include path.Click Create.What's next?You can now synchronize ADLS file system manually or define a synchronization schedule.About synchronizing Azure Data Lake StorageSynchronizing Azure Data Lake Storage file system (ADLS) is the process of ingesting metadata from a selected ADLS repository and making the data available in Collibra Data Intelligence Cloud. When you synchronize ADLS, the content of your repository is analyzed and represented in Collibra by means of assets and their characteristics. Collibra also takes the defined crawlers into account.You can synchronize manually, or you can automate it by adding a synchronization schedule.You can only synchronize one ADLS File System at a time.If a synchronization job is in progress and a second one is triggered, manually or automatically, it will be queued.If a synchronization job is still running and a new synchronization of the same ADLS File System is triggered (manually or automatically), the running synchronization will continue and the new synchronization request is ignored.Synchronize Azure Data Lake Storage manuallyYou can manually start a synchronization job of an ADLS File System asset. This can be useful if you want to test your crawlers, or if you want to synchronize immediately. You can also add a synchronization schedule to synchronize automatically.Before you beginYou have registered an ADLS file system.You have connected the ADLS File System asset to the ADLS Edge capability. If needed, you have defined crawlers.Required permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.StepsOpen the ADLS File System asset.    In the tab pane, click   Configuration. In the Crawlers section, click Synchronize now.A notification indicates synchronization has started.The synchronization job appears in the Activities list as a bulk synchronization.    When the synchronization finishes, the resulting assets, including their attributes and relations, are created, edited or deleted in the selected domain(s) and in the Data Sources page of Data Catalog. In case of a partial synchronization caused by a temporary communication issue, the status of the assets that cannot be synchronized is set to Missing from source. Their previous status is restored, if they are found in the source system during the next fully successful synchronization.What's next?You can view a summary of the results from the Activities list.You can view the assets in their domain. Add an Azure Data Lake Storage synchronization scheduleTo keep the content of Collibra Data Intelligence Cloud synchronized with your ADLS file system, you can synchronize manually or create a schedule to automatically do this with a fixed interval.You can only create one synchronization schedule.Before you beginYou have registered an ADLS file system.You have connected the ADLS File System asset to the ADLS Edge capability. If needed, you have defined crawlers.Required permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.StepsOpen the ADLS File System asset.    In the tab pane, click   Configuration. In the Synchronization Schedule section, click Add Schedule.  Enter the required information.FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.Click Save.What's next?At every defined time, the synchronization starts. You can view the assets in their domain. View the summary of an Azure Data Lake Storage synchronizationAfter you synchronized an ADLS file system, you can view the summary of the results. This shows the impact of the synchronization on the assets in Collibra Data Intelligence Cloud.StepsOpen the Activities list.In the row containing the ADLS synchronization job, click Result.The Synchronization Results dialog box appears.If anything changed, the information about the total number of resources that were added, modified or removed as a result of the synchronization are displayed.In case of errors, you can receive additional information about the error.The Job ID is useful when troubleshooting your synchronization process with Collibra Support.For information on the result, go to Integrated Azure Data Lake Storage data.Integrated Azure Data Lake Storage dataAfter you have synchronized the data, the integration of the Azure Data Lake Storage file system is completed, and the resulting assets are available in the domain that was specified in the crawler.Do not move the assets to another domain. Doing so may lead to errors during future synchronizations.ADLS synchronization relies on UUIDs.In case of a partial synchronization caused by a temporary communication issue, the status of the assets that cannot be synchronized is set to Missing from source. Their previous status is restored, if they are found in the source system during the next fully successful synchronization.By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to show it in a tree structure. The resulting assets depend on whether you use Microsoft Purview.Synchronization results without Microsoft Purview For the best result, use the following relations when you define a multi-path hierarchy:File Storage contains File ContainerFile Container contains File ContainerDirectory contains DirectoryFile Container contains FileSynchronization results with Microsoft Purview For the best result, use the following relations when you define a multi-path hierarchy:File Storage contains File ContainerFile Container contains File ContainerDirectory contains DirectoryFile Container contains FileFile contains TableTable contains ColumnSynchronized metadata per asset typeThis table shows the metadata for each ADLS asset type.Asset typeSynchronized metadataResource IDADLS Storage AccountFile Storage contains / is part of File Container 00000000-0000-0000-0001-002600000000ADLS ContainerLocation00000000-0000-0000-0000-000000000203 File Container contains / is part of File Container 00000000-0000-0000-0001-002600000001 DirectoryFile Container contains / is part of File Container 00000000-0000-0000-0001-002600000001Directory contains / is part of directory 00000000-0000-0000-0001-002600000003 FileFile Type 00000000-0000-0000-0001-002500000012 Size00000000-0000-0000-0001-000500000009 File Container contains / contained in 00000000-0000-0000-0000-000000007060 TableDescription00000000-0000-0000-0000-000000003114 File contains / is part of Table 00000000-0000-0000-0001-002600000002 Column Description00000000-0000-0000-0000-000000003114 Column Position00000000-0000-0000-0001-000500000020 Technical Data TypeFor columns that have a structured technical data type, Array or Struct, you can click the More button in the Column asset to see the structure of the data in a dialog box. This is supported for AVRO, CSV, JSON, ORC, PARQUET, PSV, SSV, TSV, TXT, and XML.In the capability settings, you can define the maximum level you want to see in the structure.Show example00000000-0000-0000-0000-000000000219 Column is part of / contains Table 00000000-0000-0000-0000-000000007042 Troubleshooting Azure Data Lake Storage integrationWhere do I find the Edge Site Id and Job Id?If you report an error with Azure Data Lake Storage (ADLS) integration, the Customer Support team can ask you for the Edge Site Id and Job Id. The team needs this information to access details about the error.To retrieve the Job Id, see View the summary of an Azure Data Lake Storage synchronization.To retrieve the Site Id:Go to Settings.In the Edge section, click Sites.Click the name of the Edge site.The Edge site Id is available in the ID field.You receive the error when synchronizing ADLS: You are not allowed to perform this action.Issue: You receive the following error: Error while processing crawler catalogingestion: Import job failed with message. You are not allowed to perform this action..Reason: The ADLS synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge site user cannot add any new assets in Collibra.Solution: Make sure to give following permission to the Edge site user: 'Manage all resources'. To do so, go to Settings → Global Permissions and select the Resources → Manage all resources permission for the Edge site role.You receive an error when synchronizing ADLS indicating there is an issue with the Service Principal permissionsIssue: You receive an error when synchronizing ADLS indicating there is an issue with the Service Principal permissions.Possible reason: Something is wrong in the configuration of the Service Principal account or the definition of the ADLS Include path.Troubleshooting:Install the Azure Command Line Interface (CLI) using the Azure documentation.Open Azure CLI and login as the service principal.Use the following format: az login --service-principal -u <app-id> -p <password-or-cert> --tenant <tenant>For more information, go to the Azure documentation.Output example:[{{cloudName: AzureCloud,homeTenantId: *******************************,id: *******************************,isDefault: true,managedByTenants: [{tenantId: *******************************}]name: power-bi_dev_tv_testing,state: Enabled,tenantId: 3*******************************,user: {name: 19592009-c7ac-4573-8ac5-701d4529ef23,type: servicePrincipal}}]Ask to list the assigned roles. Use the following code: az role assignment list --allOutput: You receive a list of permissions and roles. We expect that you see the roleDefinitionNames Reader and Storage Blob Data Reader.For more information, go to the Azure documentation.Ask to list the containersUse the following format: az storage container list --auth-mode login --account-name <account name> | grep nameOutput: You receive a list of containers. We expect that you see the container in which your data is located, and which you reference in the Include Path. https://<storage account name>.blob.core.windows.net/<container name>/<blob name>.For more information, go to the Azure documentation.Check if the directory/blob you reference in the Include Path exists.Use following format: az storage fs directory exists -n <directory> -f <file system> --account-name <account name> --auth-mode login Output: We expect that you get True as output.For more information, go to the Azure documentation.To ingest purview collections into Collibra, the service principal needs read permissions on the Purview collection. You can give the add “Collection admins“ permission using CLI.Login in to CLI.Use the following code: az login Install the Azure Purview CLI module.Use the following code: az extension add --name purviewRun PurviewUse the following format: az purview account add-root-collection-admin --name <account name> --object-id <Service principal Object Id> --resource-group <SampleResourceGroup> > You can find the Service principal Object Id in the IAM account overview.If your ADLS storage is private, make sure that the Allow Azure services on the trusted services list to access this storage account checkbox in the Networking → Firewalls and virtual networks is selected.Your ADLS storage is private if you selected the Public networking access option Enabled from selected virtual networks and IP adresses.You receive the error when synchronizing ADLS: Crawler path does not exist Issue: During the synchronization, you receive the following error: Crawler path does not exist on ADLS ....Possible reason: The property Hierarchical namespace is probably not enabled in your ADLS account. Solution: In Microsoft Azure, open your storage account, and in Overview → Properties, enable the Blob service property Hierarchical namespace. You receive an error: Offset should not be greater than 100000Issue: During the synchronization, you receive the following error: Illegal argument: Offset should not be greater than 100000..Reason: Currently, the ADLS integration can ingest only up to 100,000 assets from Purview.Working with DatabricksIn Collibra Data Intelligence Cloud, you can work with Databricks in multiple ways. You can register individual Databricks databases via the Databricks JDBC driver, and you can integrate all metadata of the databases from Databricks Unity Catalog. Ways to work with Databricks Integrating Databricks Unity Catalog Registering a Databricks file system via the Databricks JDBC connector and Edge Ways to work with DatabricksIn Collibra Data Intelligence Cloud, you can work with Databricks in two ways. You can register individual Databricks databases via the Databricks JDBC driver, and you can integrate all metadata of the databases from Databricks Unity Catalog. It is important to understand the difference between these ways of working because the result in Collibra is different. Possible way to work with DatabricksResult in CollibraIntegrating metadata from Databricks Unity CatalogIf you integrate Databricks Unity Catalog, you integrate the metadata of all databases in the Databricks Unity Catalog metastore into Collibra Data Intelligence Cloud. The resulting assets represent the Databricks databases, schemas, tables and columns.Because we only integrate the metadata, you cannot get sample data for the columns and tables, nor profile and classify them. If you want to do that, you need to register the Databricks database via the Databricks JDBC driver. For information, go to combining the integration and the JDBC driver.The Databricks Unity Catalog integration supports the integration of following tables: EXTERNAL, MANAGED, STREAMING_TABLE, and VIEW tables.You can integrate Databricks Unity Catalog only via Edge. You cannot integrate Databricks Unity Catalog via Jobserver.ExampleUse the Databricks Unity Catalog connector if you want to integrate lots of databases at the same time and in a short amount of time.With JDBC, you need to register the data, database by database.Registering a Databricks data source via the Databricks JDBC connector If you register a specific Databricks data source via the Databricks JDBC connector, the resulting assets represent the columns and the tables in the Databricks database. You can retrieve sample data, and can profile and classify the data.Use the JDBC driver for Databricks if:You want to profile, classify, and request sample data for the data source. You want to retrieve primary key and foreign keys.Databricks Unity Catalog activated in your organization.Combining the two ways of working with DatabricksThe two possibilities don't cancel each other out. You can use both ways to show the information you want in Collibra Data Intelligence Cloud. You can use the integration of Databricks Unity Catalog to quickly get an overview of all your Databricks databases in Collibra Data Intelligence Cloud. Once you have a better view on the important databases, you can register them individually via the JDBC driver.Combining the two ways of working with DatabricksYou first register a Databricks data source via the Databricks JDBC connector.If you then integrate Databricks Unity Catalog, the integration:Skips the assets that have been registered via JDBC.Adds the new information from Databricks Unity Catalog.You first integrate Databricks Unity Catalog.If you then register a Databricks data source via the JDBC connector, the registration adds all data source assets.This results in duplicate assets.If you then integrate Databricks Unity Catalog again, we advise to exclude the databases that you registered via JDBC. You can do this by using the Filters and Domain Mapping property in the Databricks Unity Catalog capability. The integration: Adds the new information from Databricks Unity Catalog.Skips the assets that have been registered via JDBC.If any assets were removed or excluded from the integration, they are marked as Missing from source. You can manually remove them.Your Databricks Unity Catalog consists of the three databases: A, B, C.You integrate the metadata from Data Unity Catalog.This results in the Database assets: A, B, C.You want to register the metadata of database C to access the profiling and classification results. The JDBC registration results in a Database asset C', with the same metadata as C.You integrate the metadata again (because there have been updates).If you don't exclude database C, all databases will be updated, except for C'.If you exclude database C, database C will receive the Missing from source status, and you can manually remove these assets.From that moment, you should:For A and B, use the Databricks Unity Catalog integration with exclude rules for C, to update the metadata.For C', use the synchronization via JDBC to update the metadata.Use the same System asset for the integration and the registration. Otherwise, assets will be duplicated.For more information about Databricks, go to the Databricks documentation.Integrating Databricks Unity CatalogDatabricks Unity Catalog is a technical catalog on Databricks side that provides schema information for all the Databricks databases that are available in the connected Databricks instances. About the Databricks Unity Catalog integration via EdgeDatabricks Unity Catalog is a technical catalog on Databricks side that provides schema information for all the Databricks databases that are available in the connected Databricks instances. If you integrate Databricks Unity Catalog, you integrate the metadata of all databases in the Databricks Unity Catalog metastore into Collibra Data Intelligence Cloud. The resulting assets represent the Databricks databases, schemas, tables and columns.Because we only integrate the metadata, you cannot get sample data for the columns and tables, nor profile and classify them. If you want to do that, you need to register the Databricks database via the Databricks JDBC driver. For information, go to combining the integration and the JDBC driver.The Databricks Unity Catalog integration supports the integration of following tables: EXTERNAL, MANAGED, STREAMING_TABLE, and VIEW tables.You can follow a course on this Databricks Unity Catalog integration via Collibra University.You can integrate Databricks Unity Catalog only via Edge. You cannot integrate Databricks Unity Catalog via Jobserver.You cannot retrieve sample data or profile and classify the data for the Tables and Column assets created via the Databricks Unity Catalog integration. If you want to do that, you need to register the Databricks database via the Databricks JDBC driver. Why use the Databricks Unity Catalog integration?The Databricks Unity Catalog integration allows to get all the metadata from Databricks Unity Catalog into Collibra in one action, which means you quickly get an overview of all your Databricks databases in Collibra Data Intelligence Cloud. You can also register Databricks databases into Collibra Data Intelligence Cloud via the Databricks JDBC connection. However, you must register each database individually. If you used the JDBC Databricks driver to register a specific Databricks database before, the related Database assets are not integrated again when you run the Databricks Unity Catalog integration.For more details on the different ways of working with Databricks in Collibra and how to combine the integration and individual registration of databases, go to Ways to work with Databricks.For more information about Databricks Unity Catalog, go to the Databricks Unity Catalog documentation.Databricks Unity Catalog assets types and operating modelThe Databricks Unity Catalog integration of Collibra Data Intelligence Cloud uses a specific subset of asset types. All of these come out-of -the-box.Asset typeDescriptionTechnology Asset SystemExecutable software that you can buy commercially off the shelf (COTS), or build internally, to automate one or more business functions that help run a business smoothly and efficiently. Examples: CRM, ERP, EDWTechnology Asset DatabaseA collection of data that is systematically organized or structured, to make it easy to create, update, and query the information. Examples: Ora_DGC_V45, SalesDB2020Data Asset Data Structure SchemaAn asset that contains the location of specific data. It provides all the details that are required for setting up a connection to a database or server.Data Asset Data Structure TableAn implementation of data entities in columns and rows, in a given database system. It is the basic structure of a relational database.Examples: Account_tbl, CUST_ADDRData Asset Data Element ColumnAn atomic unit of data that can be stored in a database table.Examples: FST_NM, EMPIDDatabricks Unity Catalog operating modelSteps overview: Integrate Databricks Unity Catalog via Edge#StepDescription1Enable the Databricks file system registration and synchronization via Edge.Allows the integration of Databricks via Edge.2 Give the Edge Site user the required permissions.Ensures the Edge Site user can integrate the metadata.3Create a Databricks connection to your Edge site.          Creates a connection to Databricks in an Edge site.4Add the Databricks Unity Catalog capability to the Edge site.         Adds the Databricks Unity Catalog capability to the Edge connection. The capability allows you to retrieve data from Databricks Unity Catalog.5Synchronize Databricks Unity Catalog.You can manually synchronize Databricks Unity Catalog or add a synchronization schedule.Once the synchronization is completed, the metadata is integrated.Preparing Edge for Databricks Unity CatalogBefore you can synchronize Databricks Unity Catalog via Edge, you need to prepare your Edge site.If you have defined an outbound (forward) proxy on your Edge site, the integration will take that configuration into account when connecting to the data source.Enable the Databricks integration via EdgeYou can enable the registration and synchronization of Databricks Unity Catalog via Edge.Requirements and permissionsYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.In the Register data source section, activate this setting:SettingDescriptionDatabricks Unity Catalog synchronization via EdgeAn option to enable the integration of Databricks Unity Catalog via Edge. True: You can register and synchronize Databricks Unity Catalog via Edge. False: You cannot integrate Databricks Unity Catalog.Set this option to True.Click Save all.What's next? Give the Edge Site user the required permissions and create a Databricks connection to your Edge site. Required Edge User permissionsMake sure the Edge Site global role has the Manage all resources global permission.The Databricks Unity Catalog synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge Site user cannot add any new assets in Collibra.What's next? You can create the Edge connection for Databricks Unity Catalog.Create a Databricks connection to an Edge siteBefore you begin    You have created and installed an Edge site.The integration of Databricks via Edge has been enabled.You have given the Edge Site role the required permissions.Your Databricks access token has the following minimum permissions:USE CATALOG permission for catalogs. USE SCHEMA permission for schemas. SELECT permission for tables/views belonging to the catalogs and schemas.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Connections section, click Create connection.The Create connection page appears.Enter the required information.FieldDescriptionRequiredConnection settingsThis section contains the general settings of your connection.NameThe name of the Edge connection for Databricks. YesDescriptionThe description of the connection. No              Connection providerThe connection provider, which determines the available connection parameters.Select Databricks to connect to Databricks. Yes              Connection parametersThis section contains the settings to connect to your data source.Workspace URLEnter the URL of any Databricks workspace connected to Unity Catalog that you want to integrate. To retrieve the URL, log into Databricks and copy the URL. For example: https://123.cloud.databricks.com. Yes Access TokenThe security token that was generated in Databricks for the workspace.The access token can be a personal access token or service principle token. We recommend using a service principle token. For information on the service principle token, go to the Databricks documentation.The user / token must have the following minimum permissions:USE CATALOG permission for catalogs. USE SCHEMA permission for schemas. SELECT permission for tables/views belonging to the catalogs and schemas. Yes Encryption optionsSelect the type of encryption used to store the Secret Access Key.Default: To be encrypted by Edge management server. Yes Click Create.The connection is added to the Edge site.What's next?You can now add the Databricks Unity Catalog capability to an Edge site.Add the Databricks Unity Catalog capabilityAfter you have created a connection to Databricks in your Edge site, you have to add the Databricks Unity Catalog capability to the connection.Before you start    You have created and installed an Edge site.The integration of Databricks via Edge has been enabled.You have created a connection to Databricks in your Edge site.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Capabilities section, click Add capability.The Add capability page appears.Enter the required information.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:Databricks Unity Catalog synchronization Yes Databricks Connection Databricks ConnectionThe Databricks connection to be used. Yes ConfigurationThis section contains information on how to connect to Databricks Unity Catalog. Save input metadataIf you select this option the metadata extracted from the data source will be saved in a file that can be used for troubleshooting. Select this option only on request of Collibra Support. No Exclude Schemas (will be removed soon)Comma-separated list of the schemas that you don't want to integrate.The listed schemas will be excluded for all databases. We recommend using this field to list the schemas that are automatically generated in a database, such as information_schema and default, and which you don't want to integrate. No Filters and Domain MappingText in JSON format to include or exclude databases and schemas, and to configure domain mappings. This feature is intended for non-production use at this moment, as it is in Beta. The text must be in JSON format and can contain an include and an exclude block. You can use any JSON validator to verify the format. Collibra is not responsible for the privacy, confidentiality, or protection of the data you submit to such JSON validators, and has no liability for such use.In the include block, you can specify the domain in which specific catalogs or schemas must be ingested. The format is: “Catalog/Database > schema ”: “domain ID”. For example, HR > address-schema: 30000000-0000-0000-0000-000000000000.In the exclude block, you can specify the catalogs or schemas that you don't want to ingest. For example, * > test.The exclude block has priority over the include block. If the include block is not present, we ingest all assets into the same domain as the System asset.If there is no explicit domain mapping for a schema, we use the domain specified for the database.You can use the keyword default as a domain ID. In that case, the catalog or schema will be ingested in the same domain as the System asset.A match with a database has priority over a match with a schema.The integration fails before the synchronization starts, if one or more domain IDs specified in the include block don't exist. The integration fails before the synchronization starts if a domain ID is left empty in the include block.You can use the ? and * wildcards in the catalog and schema names. If a catalog or schema matches multiple lines, the most detailed match is taken into account.{include: {HR: 20000000-0000-0000-0000-000000000000,HR > address-schema: 30000000-0000-0000-0000-000000000000,Orders > fk*: 40000000-0000-0000-0000-000000000000,Orders > *: 50000000-0000-0000-0000-000000000000,* > profiling: 60000000-0000-0000-0000-000000000000,sales: default},exclude: [testDB, * > information_schema]}In this example: Assets from the HR database will be ingested into the domain with ID 20000000-0000-0000-0000-000000000000. However, all assets from the HR > address-schema schema will be ingested into the domain with id 30000000-0000-0000-0000-000000000000.All assets from the Orders” database with schemas starting with fk (fk*) will be ingested into the domain with ID 40000000-0000-0000-0000-000000000000, and all other assets from the Orders” database will be ingested into the domain with ID 50000000-0000-0000-0000-000000000000.All assets from the sales database will be ingested in the same domain as the System asset.Assets from the profiling schema will be ingested into the domain with ID 60000000-0000-0000-0000-000000000000. However, the profiling schema in the database Orders will be ingested in the domain with ID 50000000-0000-0000-0000-000000000000 because a database match has priority over a schema match.All assets from the testDB” database will be excluded.All assets from the “information_schema” schema in all databases will be excluded. No Extensible Properties Mapping Via the Extensible Properties Mapping field, Databricks Unity Catalog allows you to add additional properties to Catalog, Schema, and Table objects. This feature is intended for non-production use at this moment, as it is in Beta. If you use this feature, make sure to set up all required characteristic assignments for the asset types. Three possible JSON formats are available. Version 0.1: This version allows you to ingest custom properties only. You can ingest the values from the Properties field from Catalog, Schema, and Table objects into specific attributes in Collibra assets. You do this by adding the mapping between the Properties fields for the objects in Databricks Unity Catalog and the Collibra attribute IDs to ingest the data in, using a JSON string.The text must be in JSON format and can contain a Catalogs, Schemas, and Tables block. The Catalogs block refers to Database assets, the Schemas block to Schema assets, and the Tables block to Table assets. In each block, you specify the property name and the attribute ID to which you want to map the value in the property. The format is: [property name]: [attribute resource ID]. For example, Description from source system: 00000000-0000-0000-0001-000500000074.{catalogs: {color: 00000000-0000-0000-0000-000000001234,Description from source system: 00000000-0000-0000-0001-000500000074},schemas: {File Location: 00000000-0000-0000-0001-000500000004},tables: {delta.lastCommitTimestamp: 00000000-0000-0000-0000-000000003114}}In this example: In the Database assets that we create, we'll add the Color value in attribute 00000000-0000-0000-0000-000000001234, and the Description from Source value in attribute 00000000-0000-0000-0001-000500000074.In the Schema assets that we create, we'll add the File Location value in attribute 00000000-0000-0000-0001-000500000004.In the Table assets that we create, we'll add the delta.lastCommitTimestamp value in attribute 00000000-0000-0000-0000-000000003114.Version 0.2: This version allows you to ingest both default system properties and custom properties. You can ingest most values from the Details page from Catalog, Schema, and Table objects into specific attributes in Collibra assets. You do this by adding the mapping between the fields for the objects in Databricks Unity Catalog and the Collibra attribute IDs to ingest the data in, using a JSON string. The text must be in JSON format. A Version block referencing 0.2 must be added.A Catalogs, Schemas, and Tables block can be added. The Catalogs block refers to Database assets, the Schemas block to Schema assets, and the Tables block to Table assets. Inside a Catalogs, Schemas, or Tables block, you can add a systemAttributes and a customParameters block. systemAttributes refers to the default system properties. customParameters refers to the custom properties. In each block, you specify the property name and the attribute ID to which you want to map the value in the property. The format is: [property name]: [attribute resource ID]. For example, Description from source system: 00000000-0000-0000-0001-000500000074. Following system properties are supported:Catalogs: browse_only, catalog_type, connection_name, created_at, created_by, isolation_mode, metastore_id, provider_name, provisioning_info, securable_kind, securable_type, share_name, storage_location, storage_root, updated_at , and updated_by.Schemas: catalog_type, created_at, created_by, metastore_id, securable_type, securable_kind, storage_location, storage_root, updated_at, and updated_by.Tables: access_point, created_at, created_by, data_access_configuration_id, data_source_format, deleted_at, metastore_id, securable_type, securable_kind, sql_path, storage_credential_name, storage_location, table_type, updated_at, updated_by, and view_definition.Tables mapping apply to tables and views.{version: 0.2,catalogs: {systemAttributes: {metastore_id: 00000000-0000-0000-0000-000000004224},customParameters: {color: 00000000-0000-0000-0000-000000001234,Description from source system: 00000000-0000-0000-0001-000500000074}},schemas: {customParameters: {File Location: 00000000-0000-0000-0001-000500000004}},tables: {systemAttributes: {metastore_id: 00000000-0000-0000-0000-000000004224},customParameters: {delta.lastCommitTimestamp: 00000000-0000-0000-0000-000000003114}}}In this example: In the Database assets that we create, we'll add the metastore_id value in attribute 00000000-0000-0000-0000-000000004224, the Color value in attribute 00000000-0000-0000-0000-000000001234, and the Description from Source value in attribute 00000000-0000-0000-0001-000500000074.In the Schema assets that we create, we'll add the File Location value in attribute 00000000-0000-0000-0001-000500000004.In the Table and View assets that we create, we'll add the metastore_id value in attribute 00000000-0000-0000-0000-000000004224 and the delta.lastCommitTimestamp value in attribute 00000000-0000-0000-0000-000000003114.Version 0.3: This version allows you to ingest both default system properties and custom properties, and define separate decisions for tables and views. You can ingest most values from the Details page from Catalog, Schema, Table, and View objects into specific attributes in Collibra assets. You do this by adding the mapping between the fields for the objects in Databricks Unity Catalog and the Collibra attribute IDs to ingest the data in, using a JSON string. The text must be in JSON format. A Version block referencing 0.3 must be added.A Catalogs, Schemas, Tables, and Views block can be added. The Catalogs block refers to Database assets, the Schemas block to Schema assets, the Tables block to Table assets, and the Views block to Database View assets. Inside a Catalogs, Schemas, Tables, or Views block, you can add a systemAttributes and a customParameters block. systemAttributes refers to the default system properties. customParameters refers to the custom properties. In each block, you specify the property name and the attribute ID to which you want to map the value in the property. The format is: [property name]: [attribute resource ID]. For example, Description from source system: 00000000-0000-0000-0001-000500000074. Following system properties are supported:Catalogs: browse_only, catalog_type, connection_name, created_at, created_by, isolation_mode, metastore_id, provider_name, provisioning_info, securable_kind, securable_type, share_name, storage_location, storage_root, updated_at , and updated_by.Schemas: catalog_type, created_at, created_by, metastore_id, securable_type, securable_kind, storage_location, storage_root, updated_at, and updated_by.Tables: access_point, created_at, created_by, data_access_configuration_id, data_source_format, deleted_at, metastore_id, securable_type, securable_kind, sql_path, storage_credential_name, storage_location, table_type, updated_at, updated_by, and view_definition.Views: access_point, created_at, created_by, data_access_configuration_id, data_source_format, deleted_at, metastore_id, securable_type, securable_kind, sql_path, storage_credential_name, storage_location, table_type, updated_at, updated_by, and view_definition.{version: 0.3,catalogs: {systemAttributes: {metastore_id: 00000000-0000-0000-0000-000000004224},customParameters: {color: 00000000-0000-0000-0000-000000001234,Description from source system: 00000000-0000-0000-0001-000500000074}},schemas: {customParameters: {File Location: 00000000-0000-0000-0001-000500000004}},tables: {systemAttributes: {metastore_id: 00000000-0000-0000-0000-000000004224},customParameters: {delta.lastCommitTimestamp: 00000000-0000-0000-0000-000000003114}}views: {systemAttributes: {metastore_id: 00000000-0000-0000-0000-000000004224},customParameters: {view.sqlConfig.spark.sql.session.timeZone: 018cedbf-37fc-7da3-9ea8-da2af754222e}}}In this example: In the Database assets that we create, we'll add the metastore_id value in attribute 00000000-0000-0000-0000-000000004224, the Color value in attribute 00000000-0000-0000-0000-000000001234, and the Description from Source value in attribute 00000000-0000-0000-0001-000500000074.In the Schema assets that we create, we'll add the File Location value in attribute 00000000-0000-0000-0001-000500000004.In the Table assets that we create, we'll add the metastore_id value in attribute 00000000-0000-0000-0000-000000004224 and the delta.lastCommitTimestamp value in attribute 00000000-0000-0000-0000-000000003114.In the Database View assets that we create, we'll add the metastore_id value in attribute 00000000-0000-0000-0000-000000004224 and the view.sqlConfig.spark.sql.session.timeZone value in attribute 018cedbf-37fc-7da3-9ea8-da2af754222e. No Compute Resource HTTP PathThe HTTP path of the compute resource in Databricks Unity Catalog that we can process to extract the source tags. You can find the HTTP path in the connection details of your cluster. For details, go to Get connection details for a cluster in Databricks documentation. No Advanced ConfigurationThese configuration options help when investigating issues with the capability. Only complete the fields Logging configuration, Memory (MiB), and JVM arguments on request of or together with Collibra Support. No DebugThis setting is not valid for this integration. It should be set to false.An option to automatically send Edge infrastructure log files to Collibra Data Intelligence Cloud. By default, this option is set to false.We highly recommend to only send Edge infrastructure log files to Collibra Data Intelligence Cloud when you have issues with Edge. If you set it to true, it will automatically revert to false after 24h. No Log levelThis setting is not valid for this integration. It should be set to No logging.An option to determine the verbosity level of Catalog connector log files. By default, this option is set to No logging. No Click Create.The capability is added to the Edge site.The fields become read-only.What's next?You can now synchronize Databricks Unity Catalog.Synchronizing Databricks Unity CatalogAfter Edge is ready to integrate Databricks Unity Catalog, you can start the synchronization.Synchronize Databricks Unity CatalogSynchronizing Databricks Unity Catalog is the process of integrating metadata from the databases connected to Databricks Unity Catalog and making the data available in Collibra Data Intelligence Cloud. You can synchronize manually, or you can automate it by adding a synchronization schedule. Before you beginYou have created a connection to Databricks in your Edge site.You have added the Databricks Unity Catalog capability for the connection.You know in which System asset you want to add the Databricks Unity Catalog assets.If you have registered Databricks databases via the JDBC driver before, use the same System asset. If you never registered Databricks databases before, create a new System asset manually and use that one.Required permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer. Manually synchronize Databricks Unity Catalog Add a synchronization schedule Manually synchronize Databricks Unity Catalog    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Register with Edge section of the Create dialog box, click Register a data source.The Register content page opens.In the Connection name column, locate the Databricks connection that you used when you added the Databricks Unity Catalog capability and click the link in the Data sources/Capabilities column. The Databricks Unity Catalog synchronization configuration page opens.In the Configuration Section section, click Add Configuration.Select the System asset in which you want to add the Databricks assets.Click Save Configuration.Click Synchronize.A notification indicates the synchronization has started.Add a synchronization schedule    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Register with Edge section of the Create dialog box, click Register a data source.The Register content page opens.In the Connection name column, locate the Databricks connection that you used when you added the Databricks Unity Catalog capability and click the link in the Data sources/Capabilities column. The Databricks Unity Catalog synchronization configuration page opens.In the Configuration Section section, click Add Configuration.Select the System asset in which you want to add the Databricks assets.Click Save Configuration.In the Synchronization Schedule section, click Add Schedule.Enter the required information and click Save: FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.What's next?The synchronization job integrates the metadata of all databases, schemas, tables and columns.After the synchronization:You can view a summary of the results from the Activities list. The resulting assets get a relation to the System asset that you selected. For information on the integrated data, go to Integrated Databricks data.View the summary of a Databricks Unity Catalog synchronizationAfter you synchronized Databricks Unity Catalog, you can view the summary of the results. This shows the impact of the synchronization on the assets in Collibra Data Intelligence CloudStepsOpen the Activities list.In the row containing the Databricks Unity Catalog synchronization job, click Result.The Synchronization Results dialog box appears.Show an exampleIf anything changed, the information about the total number of resources that were added, modified, or removed as a result of the synchronization are displayed.In case of errors, you can receive additional information about the error. The Job ID is useful when troubleshooting your synchronization process with Collibra Support.For information on the resulting assets, see Integrated Databricks data.Integrated Databricks Unity Catalog dataAfter the synchronization, the resulting Database, Schema, Table, and Column assets are available in the domain where the provided System asset is located. If you move the resulting Table and Column assets to another domain and you run the integration again, the Table and Column assets will be moved back to their initial domain. However, if you move the resulting Database or Schema asset to another domain, the Database asset will remain in the new domain.To move all resulting assets to another location permanently, select another System asset in the current synchronization configuration or create a new capability with a synchronization configuration that integrates the data in the new location. You created System asset A in Domain A and synchronized Databricks. As a result, Table A and Column A have been added to Domain A. Then, you manually moved Table A and column A to Domain B. When you synchronize Databricks again, Table A and Column A will move back to Domain A.The Databricks Unity Catalog integration uses different naming conventions compared to the Edge JDBC naming conventions. The applied naming conventions are: Asset typeNaming conventionExampleDatabasedomainName>catalogNameay-tech-domain-4>oleg-testSchemadatabaseFullName>schemaNameay-tech-domain-4>oleg-test>demoTableschemaFullName>tableNameay-tech-domain-4>oleg-test>demo>dinnerColumntableFullName>columnName(column)ay-tech-domain-4>oleg-test>demo>dinner>recipe(column)Databricks synchronization relies on UUIDs.In case of a partial synchronization caused by a temporary communication issue, the status of the assets that cannot be synchronized is set to Missing from source. Their previous status is restored, if they are found in the source system during the next fully successful synchronization.By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to show it in a tree structure. For the best result, use the following relations in the multi-path hierarchy:Technology Asset groups Technology AssetDatabase contains TableTechnology Asset has SchemaSchema contains TableTable contains ColumnThe following image shows the resulting hierarchical table. Synchronized metadata per asset typeThis table shows the metadata for each Databricks asset type.Asset typeSynchronized metadataResource IDDatabaseDescription from source system00000000-0000-0000-0001-000500000074Owner in source00000000-0000-0000-0000-200000000001Source Tags, if the HTTP path has been defined in the capability.The tag naming convention is <source_tag_name>:<source_tag_value>.If the value is empty, we show <source_tag_name>:.00000000-0000-0000-0011-000500000019Any extensible properties defined via the capability. Technology Asset groups / is grouped by Technology Asset 00000000-0000-0000-0000-000000007054SchemaDescription from source system00000000-0000-0000-0001-000500000074Owner in source00000000-0000-0000-0000-200000000001Source Tags, if the HTTP path has been defined in the capability.The tag naming convention is <source_tag_name>:<source_tag_value>.If the value is empty, we show <source_tag_name>:.00000000-0000-0000-0011-000500000019Any extensible properties defined via the capability. Technology Asset has / belongs to Schema 00000000-0000-0000-0000-000000007024 TableDescription from source system00000000-0000-0000-0001-000500000074Owner in source00000000-0000-0000-0000-200000000001Source Tags, if the HTTP path has been defined in the capability.The tag naming convention is <source_tag_name>:<source_tag_value>.If the value is empty, we show <source_tag_name>:.00000000-0000-0000-0011-000500000019Any extensible properties defined via the capability. Schema contains / is part of Table 00000000-0000-0000-0000-000000007043Column Description from source system00000000-0000-0000-0001-000500000074Source Tags, if the HTTP path has been defined in the capability.The tag naming convention is <source_tag_name>:<source_tag_value>.If the value is empty, we show <source_tag_name>:.00000000-0000-0000-0011-000500000019Column Position00000000-0000-0000-0001-000500000020Is Nullable00000000-0000-0000-0001-000500000011Is Primary Key00000000-0000-0000-0001-000500000015Primary Key Name (if the column is the primary key) 00000000-0000-0000-0001-000500000016 Original Name00000000-0000-0000-0001-000500000032Technical Data TypeFor columns that have a structured technical data type, Array or Struct, you can click the More button in the Column asset to see the structure of the data in a dialog box. Show example00000000-0000-0000-0000-000000000219Column is part of / contains Table 00000000-0000-0000-0000-000000007042Foreign Key Mapping (if the column is part of a foreign key)00000000-0000-0000-0000-000000007504 Foreign KeyThe full name of the Foreign Key asset has the following pattern : table_full_name > foreign_key_name (foreign_key) Foreign Key Mapping00000000-0000-0000-0000-000000007504 Troubleshooting Databricks Unity Catalog integrationWhere do I find the Edge Site ID and Job ID?If you report an error with the Databricks integration, the Customer Support team can ask you for the Edge Site ID and Job ID. The team needs this information to access details about the error.To retrieve the Job ID, go to View the summary of a Databricks Unity Catalog synchronization.To retrieve the Site ID:Go to Settings.In the Edge section, click Sites.Click the name of the Edge site.The Edge site ID is available in the ID field.You receive an error when synchronizing DatabricksIssue: You receive the following error: Error while processing crawler catalog ingestion: Import job failed with message. You are not allowed to perform this action..Reason: The synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge site user cannot add any new assets in Collibra.Solution: Give extra permissions to the Edge Site user. To do so, go to Settings → Global Permissions and select the Resources → Manage all resources permission for the Edge site role.Issue: You receive the following error: A mapping for the external system id '{your-system-asset-id}' and resource '{resource-id}' already exists.For the reason and solution, go to this knowledge article.Registering a Databricks file system via the Databricks JDBC connector and EdgeIf you register a specific Databricks data source via the Databricks JDBC connector, the resulting assets represent the columns and the tables in the Databricks database. You can retrieve sample data, and can profile and classify the data.Before you beginYou have enabled the following settings:Database registration via Edge to allow registering a data source via Edge.Database profiling via Edge to allow profiling and classification via Edge.    You have created and installed an Edge site.Steps StepWhat?DescriptionResultsPreparation1Add a Databricks JDBC connection to your Edge siteAdds a Databricks JDBC connection to your Edge site.2Add the following capabilities:Catalog JDBC ingestionJDBC Profiling If you also want to collect sample data, Catalog JDBC Sampling.Adds the required capabilities to the Databricks connectionSetup3Register the data sourceRegistering a data source creates the structure for the metadata in Collibra.A Physical Data Dictionary domain containing a Database asset is created. A list of available schemas is created on the Configuration tab page of the Database asset.4Configure the synchronization of your data sourceMaking a selection of schemas and tables that you want to ingest.The information on the Configuration tab page of the Database asset is filled in.Registration5Synchronize one or more schemas manuallyAdd a synchronization schedule to synchronize automaticallySynchronizing the schema of a registered data source to make the metadata available in Collibra.Schema, Table, Column, and Foreign Keys assets are created in the specified domain, and registration data becomes available.6If needed, profile the synchronized data.Data profiling creates a summary of a data source that is registered with Data Catalog and determines the data type of columns in the data source. The summary mainly contains statistics and graphics to give the user an idea what the registered data is about. The Table and Column assets contain profiling information.For general information on working with Databricks, go to Ways to work with Databricks.Working with Google Cloud PlatformWays to work with Google Cloud Platform (GCP) Working with Google Cloud Storage Integrating Google Dataplex Catalog Ways to work with Google Cloud Platform (GCP)In Collibra Data Intelligence Cloud, you can:Register individual Google BigQuery databases via the BigQuery JDBC driver.Integrate a Google Cloud Storage (GCS) file system. Integrate all metadata of the projects from Google Dataplex Catalog. It's important to understand the difference between these methods because the result in Collibra is different. Possible way to work with GCPResult in CollibraIntegrating Google Dataplex CatalogGoogle Dataplex Catalog is a technical catalog on Google side that provides information for all the data in the various Dataplex projects. If you use the Google Dataplex Catalog integration, we will register and synchronize the GCP Projects, Dataplex Lakes, Dataplex Zones, Tables, and Columns.Example The Google Dataplex Catalog Synchronization will create the whole asset structure, representing Dataplex objects such as Project, Lake , Zone, Table, Column, and allows for filtering based on Lakes and Zones.Integrating a Google Cloud Storage file systemThe Google Cloud Storage (GCS) file system integration allows for the registration of Google Cloud Storage (GCS) as a data source in Collibra and the synchronization of the metadata. The GCS integration supports Google Dataplex, a service used for schema discovery. This allows you to integrate the schemas, tables and columns from the files and create a File Group asset in Collibra rather than multiple File assets. ExampleThis GCS integration will integrate data from GCS based on the configured crawler and in addition add Tables and Columns recognized by Dataplex, which are related to files and file groups.Register a Google BigQuery databaseIf you register a specific Google BigQuery data source via the BigQuery JDBC connector, the resulting assets represent the columns and the tables in the database. You can retrieve sample data, and can profile and classify the data.Combining the ways of workingIt is possible to combine the Google Dataplex Catalog integration and the registration of a Google BigQuery database because they result in the same technology assets. You can use the integration of Google Dataplex Catalog to quickly get an overview of all your databases in Collibra Data Intelligence Cloud. Once you have a better view on the important databases, you can register them individually via the JDBC driver.Use the same System asset for the integration and the registration.Combining the two ways of working with GCPYou first register a BigQuery data source via the BigQuery JDBC connector.If you then integrate Google Dataplex Catalog, the integration:Skips the assets that have been registered via JDBC.Adds the new information from Google Dataplex Catalog.You first integrate Google Dataplex Catalog.If you then register a BigQuery data source via the JDBC connector, the registration adds all data source assets.This results in duplicate assets.If you then integrate Google Dataplex Catalog again, the integration: Adds the new information from Google Dataplex Catalog.Skips the assets that have been registered via JDBC.If any assets were removed or excluded from the integration, they are marked as Missing from source.Your Google Dataplex Catalog consists of three databases: A, B, C.You integrate the metadata from Google Dataplex Catalog.This results in the Database assets: A, B, C.You want to register the metadata of database C to access the profiling and classification results.The JDBC registration results in a Database asset C', with the same metadata as C.You integrate the metadata again (because there have been updates).If you don't exclude database C, all databases will be updated, except for C'.If you exclude database C, database C will receive the Missing from source status, and you can manually remove these assets.From that moment, you should:For A and B, use the Google Dataplex Catalog integration with exclude rules for C, to update the metadata.For C', use the synchronization via JDBC to update the metadata.Working with Google Cloud StorageThe Google Cloud Storage file system integration allows for the registration of Google Cloud Storage (GCS) as a data source in Collibra and the synchronization of the metadata. GCS is a service provided in the Google Cloud Platform (GCP).About the Google Cloud Storage file system integration via EdgeThe Google Cloud Storage file system integration allows for the registration of Google Cloud Storage (GCS) as a data source in Collibra and the synchronization of the metadata. GCS is a service provided in the Google Cloud Platform (GCP). After synchronization, the files and directories of the GCS file system are represented in Collibra by specific asset types, retaining the original names.You cannot profile and classify the integrated columns and tables.You can only integrate a Google Cloud Storage file system via Edge, not via Jobserver.For more information about these Google products, go to the Google Cloud Storage documentation and Google Dataplex documentation.About Google DataplexThe GCS integration supports Google Dataplex, a service used for schema discovery. This allows you to integrate the schemas, tables and columns from the files and create a File Group asset in Collibra rather than multiple File assets. The Dataplex zone in which the GCS buckets are registered must be in the same project as the GCP service account.For integrations of Dataplex with multi-region or dual-region GCS buckets, we query all Dataplex lakes and zones that are located in the regions of the buckets and in which a Dataplex service is available. The composition of multi-regions and dual-regions, as well as the availability of a Dataplex service are hard-coded. If new regions are added or if a Dataplex service is made available in new regions, Dataplex information from these regions will not be registered until a new version of the GCS integration feature is released.For information on how to add a GCS asset to a Dataplex Zone that can then be discovered by our GCS integration, go to the Google Dataplex documentation. For information on the supported data types, go to the data types Google documentation.When you add a bucket to Dataplex and Dataplex identifies schemas (tables and columns) for files in the bucket, these tables and columns are also added automatically to BigQuery by Dataplex.Google Cloud Storage assets, domain types and operating modelThe Google Cloud Storage file system integration of Collibra Data Intelligence Cloud uses a specific subset of asset types. All of these come out-of -the-box with your software.The File Group asset will only be available if you use Google Dataplex.Asset typeDescriptionDomain typeTechnology Asset File ContainerAn asset type that represents a Cloud File Container.Storage CatalogTechnology Asset DomainTechnology Asset File Container Directory          A collection of data that is treated by a computer as a unit, for the purposes of input and output.Storage CatalogTechnology Asset DomainTechnology Asset File Container GCS BucketAn asset type that represents an Google Cloud Storage bucket which is a logical unit of storage containing Google Cloud Storage objects.Storage CatalogTechnology Asset File GroupA collection of physical files which together represent a single logical file.Storage CatalogTechnology Asset System File StorageAn asset type that represents a Cloud File Storage bucket.Storage CatalogTechnology Asset System File Storage GCS File SystemAn asset type that represents a Google Cloud Storage file system.Storage CatalogGCS operating modelIf you use Google Dataplex, a Directory can contain a File Group asset instead of File assets.Steps overview: Integrate a Google Cloud Storage file system via EdgeYou can configure Collibra to register and synchronize a Google Cloud Storage (GCS) file system via Edge.If you are using schemas with table files that you want to integrate as File Group assets with tables and columns instead of File assets, you can use Google Dataplex. The Dataplex zone in which the GCS buckets are registered must be in the same project as the GCP service account. For information on how to add a GCS asset to a Dataplex Zone that can then be discovered by the our GCS integration, go to the Google Dataplex documentation. #StepDescription1Enable the Google Cloud Storage file system registration and synchronization via Edgeand give the Edge Site user the required permissions.Define that you want to integrate GCS via Edge. If you have defined an outbound (forward) proxy on your Edge site, the integration will take that configuration into account when connecting to the data source. The following proxies are supported for GCS:Path through (No authentication)Path through (Basic authentication)MITM (No authentication)MITM (Basic authentication)No proxy for noProxy hosts defined by Edge2Create a GCP connection to your Edge site.          Create a connection to the Google Cloud Platform (GCP) in an Edge site.3Add a GCS synchronization capability to your Edge site.          Add the GCS synchronization capability to the GCP Edge connection. The capability allows to retrieve data from the GCS file system.4Register a GCS file system.Create the initial structure of a Storage Catalog domain and GCS File System asset in the selected parent community.5Connect the GCS file system asset to the Edge capability.         Link the registered GCS file system to the Edge capability.6Create crawlers.         Create crawlers to define the folders that you want to synchronize.7Synchronize GCS.You can manually synchronize GCS or you can add a synchronization schedule to automatically synchronize it.Preparing Edge for Google Cloud StorageBefore you can register and synchronize Google Cloud Storage via Edge, you need to prepare your Edge site.If you have defined an outbound (forward) proxy on your Edge site, the integration will take that configuration into account when connecting to the data source. The following proxies are supported for GCS:Path through (No authentication)Path through (Basic authentication)MITM (No authentication)MITM (Basic authentication)No proxy for noProxy hosts defined by EdgeEnable the Google Cloud Storage file system integration via EdgeYou can enable the registration and synchronization of a Google Cloud Storage (GCS) file system via Edge.      PrerequisitesYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.In the Register data source section, enter the required information:SettingDescriptionGoogle Cloud Storage synchronization via EdgeAn option to enable Google Cloud Storage file system registration and synchronization via Edge. True: You can register and synchronize a Google Cloud Storage file system via Edge. False: You can't register a Google Cloud Storage file system via Edge.Click Save all.What's Next?Give the Edge Site user the required permissions.Required Edge User permissionsMake sure the Edge Site global role has the Manage all resources global permission.The GCS synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge Site user cannot add any new assets in Collibra.What's next? You can create the Edge connection for GCSCreate a Google Cloud Platform connection to an Edge siteAfter you created and installed an Edge site, you can create a connection to the Google Cloud Platform (GCP). Before you begin    You have created and installed an Edge site.You have enabled the GCS integration via Edge.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.You need a Google Cloud Platform Service Account that can read the Google Cloud Storage (GCS) file system that you want to integrate. This means the Service Account must have the permissions to list buckets (storage.buckets.list) and objects in a bucket (storage.objects.list). For information on GCP, go to the Google documentation.If you use Dataplex, the Service Account must be able to detect file schemas in GCS resources from Dataplex. This means the Service Account must have the following permissions dataplex.*.get and dataplex.*.list, for example, via the Dataplex Viewer role. For information on GCP service account, go to the Google documentation. For information on Dataplex roles, go to the Google documentation.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Connections section, click Create connection.The Create connection page appears.Enter the required information.FieldDescriptionRequiredConnection settingsThis section contains the general settings of your connection.NameThe name of the Edge connection for Google Cloud Platform. YesDescriptionThe description of the connection. No              Connection providerThe connection provider, which determines the available connection parameters.Select the GCP connection to connect to Google Cloud Platform. Yes              Connection parametersThis section contains the settings to connect to your data source.GCP Service AccountThe account to connect to the GCP. Add the full content of the service account key JSON file. {type: service_account,project_id: PROJECT_ID,private_key_id: KEY_ID,private_key: -----BEGIN PRIVATE KEY-----\nPRIVATE_KEY\n-----END PRIVATE KEY-----\n,client_email: SERVICE_ACCOUNT_EMAIL,client_id: CLIENT_ID,auth_uri: https://accounts.google.com/o/oauth2/auth,token_uri: https://accounts.google.com/o/oauth2/token,auth_provider_x509_cert_url: https://www.googleapis.com/oauth2/v1/certs,client_x509_cert_url: https://www.googleapis.com/robot/v1/metadata/x509/SERVICE_ACCOUNT_EMAIL}Ensure the service account has the required permissions. For more information about service account keys, go to the Google documentation. Yes Encryption optionsSelect the type of encryption used to store the Secret Access Key.Default: To be encrypted by Edge management server. Yes Additional parametersYour connection to GCP does not require any additional parameters.Delete the existing blank property. No Click Create.The connection is added to the Edge site.What's next?You can now add the GCS synchronization capability to an Edge site.Add the GCS synchronization capabilityAfter you have created a connection to the Google Cloud Platform (GCP) in your Edge site, you have to add the GCS synchronization capability to the connection.Before you start    You have created and installed an Edge site.You have enabled the GCS integration via Edge.You have created a connection to the Google Cloud Platform (GCP) in your Edge site.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Capabilities section, click Add capability.The Add capability page appears.Enter the required information.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:GCS synchronization Yes GCP service accountThis section contains information on how to connect to Google Cloud Storage.GCP ConnectionThe GCP connection to be used. Yes ConfigurationThis section contains information on the configuration of the crawlers. Maximum number of files per crawlerThe maximum number of files that can be registered per crawler. The default value is 1,000. Yes Save input metadataSelect the checkbox if you want to save the input metadata extracted from the data source in ZIP files. The files can be useful for troubleshooting. Select this option only on request of Collibra Support. The Collibra Support team can provide the location of the saved ZIP files after the synchronization. This checkbox is not selected by default. No Integrate Schemas from DataplexSelect the checkbox if you want to integrate the schemas from Dataplex based on the crawler path that will be specified in the GCS integration configuration. If the checkbox is not selected, no Dataplex data will be ingested.This checkbox is selected by default. No Project IDsAdd a comma-separated list of the Project IDs where Dataplex is enabled. The capability will search in these projects for schemas based on the crawler path that will be specified in the GCS integration configuration. If the Project IDs field is empty, the integration will search in the project included in the provided GCP Service Account Credentials JSON. No Advanced ConfigurationThese configuration options help when investigating issues with the capability. Only complete the fields Logging configuration, Memory (MiB), and JVM arguments on request of or together with Collibra Support. No DebugThis setting is not valid for this integration. It should be set to false.An option to automatically send Edge infrastructure log files to Collibra Data Intelligence Cloud. By default, this option is set to false.We highly recommend to only send Edge infrastructure log files to Collibra Data Intelligence Cloud when you have issues with Edge. If you set it to true, it will automatically revert to false after 24h. No Log levelThis setting is not valid for this integration. It should be set to No logging.An option to determine the verbosity level of Catalog connector log files. By default, this option is set to No logging. No Click Create.The capability is added to the Edge site.The fields become read-only.What's next?You can now register a GCS file system.Registering and synchronizing Google Cloud StorageAfter Edge is ready to integrate the Google Cloud Storage file system, you can start the registration and synchronization.Register a Google Cloud Storage file systemYou can register a Google Cloud Storage (GCS) file system in Data Catalog.Requirements and permissionsThe Edge site role has the Manage all resources global permission.The GCS synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge site user cannot add any new assets in Collibra. Therefore, you need to give this role this permission.You have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.Steps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Register with Edge section of the Create dialog box, click Register a data source.The Register content page opens.In the row of the data source that you want to register, click Add.The Register Google Cloud Storage file system page opens.Enter the required information.FieldDescriptionCommunityThe parent community in which the initial GCS structure must be created.File system nameThe name for GCS file system asset.DescriptionThe description to provide extra information about the file system.This is used as the Description attribute of the GCS File System asset.OwnerThe owner name of the data in the created community.Click Register.A GCS File System asset is created.A Storage Catalog domain is created with the same name as the GCS File System asset.What's next?You can now connect the GCS File System asset to the GCS Edge connection.Connect a GCS File System asset to the GCS synchronization capabilityTo retrieve data from Google Cloud Storage (GCS), you have to create a connection between the GCS File System asset and the Edge capability you want to use. You always have to do that after registering a new GCS File System. You can also edit the connection settings, for example, if you want to use another capability than the one you originally used. Before you beginYou have added the Edge GCS synchronization capability.You have registered a GCS file system.Required permissionsThe Edge site role has the Manage all resources global permission.The GCS synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge site user cannot add any new assets in Collibra. Therefore, you need to give this role this permission.You have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer.StepsOpen the GCS File System asset.    In the tab pane, click   Configuration. In the Connection Details section, click Edit.Select the Edge capability you want to link this asset to.In the list, both the Edge site and the capability name are displayed. For example: edge-qa > gcs1-synch.Click Save.What's next?You can now create crawlers.Create a crawler for Google Cloud StorageBy creating a crawler for Google Cloud storage (GCS), you can specify which folders you want to synchronize.Before you beginYou have registered a GCS file system.You have connected the GCS File System asset to the GCS Edge capability. Prerequisites You have a global role with the Catalog global permission, for example, Catalog Author.You have a resource role with the Configure external system resource permission, for example, Owner.StepsOpen the GCS File System asset.    In the tab pane, click   Configuration. In the Crawlers section, click Create crawler.The Create crawler dialog appears.Enter the required information.FieldDescriptionDomainThe domain in which the assets of the GCS file system are to be created. NameThe name you want to give to the crawler in Collibra.Include pathThe case-sensitive path to a directory of a bucket in GCS. All objects and subdirectories of this path are taken into account during the synchronization.Use the following structure to refer to the path: gs://{bucketname}/{path(optional)}In GCS, one of the buckets is called marketing with directory mkt. To include the whole bucket, the path must be: gs://marketingTo only include the mkt directory of that bucket, the path must be: gs://marketing/mkt/Exclude patternsA pattern that represents the objects that are included via the Include path, but that you want to exclude from the synchronization.When you define a pattern, you can use the following rules:* matches zero or more characters.** matches zero or more directories in a path.? matches one character.comm/*.jsp matches all .jsp files in the comm directory.comm/t?st.jsp matches comm/test.jsp but also comm/tast.jsp or comm/txst.jsp.commm/**/test.jsp matches all test.jsp files in the comm path.org/framework/**/*.jsp matches all .jsp files in the org/framework path.org/**/servlet/test.jsp matches org/framework/servlet/test.jsp but also org/framework/testing/servlet/test.jsp and org/servlet/test.jsp.Add patternA button to add additional exclude patterns.Click Create.Example on how the Include path and the Exclude patterns work togetherIn bucket1 of the GCS system, the following files exist:myfolder/departments/finance.jsonmyfolder/departments/market-us.jsonmyfolder/departments/market-emea.jsonmyfolder/departments/market-ap.txtmyfolder/employees/hr.jsonmyfolder/employees/john.csvmyfolder/employees/jane.csvmyfolder/employees/juan.txtmyfolder/report.xlsxrubbish.txtBelow, you find the results for several Include path and Exclude patterns combinations:Include pathExclude patternWhat does it mean? Resultgs://bucket1/<none>All files in gs://bucket1 are taken into account.myfolder/departments/finance.jsonmyfolder/departments/market-us.json myfolder/departments/market-emea.json myfolder/departments/market-ap.txt myfolder/employees/hr.json myfolder/employees/john.csv myfolder/employees/jane.csv myfolder/employees/juan.txt myfolder/report.xlsx rubbish.txt gs://bucket1<none>All files in gs://bucket1 are taken into account.myfolder/departments/finance.json myfolder/departments/market-us.json myfolder/departments/market-emea.json myfolder/departments/market-ap.txt myfolder/employees/hr.json myfolder/employees/john.csv myfolder/employees/jane.csv myfolder/employees/juan.txt myfolder/report.xlsx rubbish.txt bucket1<none>None of the files are taken into account because the Include path is not correct.<none>gs://bucket1/*.txt **.json All files in gs://bucket1/ are taken into account, except: the TXT files in the main folder gs://bucket1the JSON files the main folder gs://bucket1myfolder/departments/finance.jsonmyfolder/departments/market-us.jsonmyfolder/departments/market-emea.jsonmyfolder/departments/market-ap.txtmyfolder/employees/hr.jsonmyfolder/employees/john.csvmyfolder/employees/jane.csvmyfolder/employees/juan.txtmyfolder/report.xlsxgs://bucket1/**/*.txt myfolder/employees/*.json All files in gs://bucket1/ are taken into account, except: theTXT files in all subfolders of gs://bucket1the JSON files in subfolder gs://bucket1/myfolder/employees/myfolder/departments/finance.jsonmyfolder/departments/market-us.jsonmyfolder/departments/market-emea.jsonmyfolder/employees/john.csvmyfolder/employees/jane.csvmyfolder/report.xlsxgs://bucket1/myfolder/**/*txtAll files in gs://bucket1/ are taken into account, except the TXT files in all subfolders of gs://bucket1/myfolder/.myfolder/departments/finance.jsonmyfolder/departments/market-us.jsonmyfolder/departments/market-emea.jsonmyfolder/employees/hr.jsonmyfolder/employees/john.csvmyfolder/employees/jane.csvmyfolder/report.xlsxrubbish.txtgs://bucket1/myfolder employees/* myfolder/departments/* All files in gs://bucket1/myfolder/ are taken into account except:all files in all subfolders of gs://bucket1/myfolder/employees all files in gs://bucket1/myfolder/myfolder/departments/myfolder/departments/finance.jsonmyfolder/departments/market-us.jsonmyfolder/departments/market-emea.jsonmyfolder/departments/market-ap.txtmyfolder/report.xlsxgs://bucket1/myfolder/departments*jsonAll files in gs://bucket1/myfolder/departments are taken into account except all JSON files in this folder.myfolder/departments/market-ap.txtgs://bucket1/**/j???.*All files in gs://bucket1/ are taken into account, except the files starting with j followed by three characters, from all subfolders in bucket1.myfolder/departments/finance.jsonmyfolder/departments/market-us.jsonmyfolder/departments/market-emea.jsonmyfolder/departments/market-ap.txtmyfolder/employees/hr.jsonmyfolder/report.xlsxrubbish.txtgs://bucket1 myfolder/** All files in gs://bucket1/ are taken into account expect for the files in myfolder/ rubbish.txtWhat's next?You can now synchronize GCS manually or define a synchronization schedule.About synchronizing Google Cloud StorageSynchronizing Google Cloud Storage(GCS) is the process of ingesting metadata from a selected GCS repository and making the data available in Collibra Data Intelligence Cloud. When you synchronize GCS, the content of your repository is analyzed and represented in Collibra by means of assets and their characteristics. Collibra also takes the defined crawlers into account. You can synchronize manually, or you can automate it by adding a synchronization schedule. You can only synchronize one GCS File System at a time.If a synchronization job is in progress and a second one is triggered, manually or automatically, the second job is queued.If a synchronization job is still running and a new synchronization of the same GCS File System is triggered (manually or automatically), the running synchronization continues and the new synchronization request is ignored.After the synchronization, the resulting assets are in the domain that was specified in the crawler. For information on the integrated data, go to Integrated Google Cloud Storage data.Synchronize Google Cloud Storage manuallyYou can manually start a synchronization job of a GCS File System asset. This can be useful if you want to test your crawlers, or if you want to synchronize immediately. You can also add a synchronization schedule to synchronize automatically.Before you beginYou have registered a GCS file system.You have connected the GCS File System asset to the GCS Edge capability. If needed, you have defined crawlers.Required permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.StepsOpen the GCS File System asset.    In the tab pane, click   Configuration. In the Crawlers section, click Synchronize now.A notification indicates synchronization has started.The synchronization job appears in the Activities list as a bulk synchronization.    When the synchronization finishes, the resulting assets, including their attributes and relations, are created, edited or deleted in the selected domain(s) and in the Data Sources page of Data Catalog. If one of the directories in GCS doesn't have a name, we will create a unique name for the asset in Collibra.In case of a partial synchronization caused by a temporary communication issue, the status of the assets that cannot be synchronized is set to Missing from source. Their previous status is restored, if they are found in the source system during the next fully successful synchronization.What's next?You can view a summary of the results from the Activities list.You can view the assets in their domain. Add a Google Cloud Storage synchronization scheduleTo keep the content of Collibra Data Intelligence Cloud synchronized with your Google Cloud Storage (GCS) file system, you can synchronize manually or create a schedule to automatically do this with a fixed interval.You can only create one synchronization schedule.Before you beginYou have registered a GCS file system.You have connected the GCS File System asset to the GCS Edge capability. If needed, you have defined crawlers.Required permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.StepsOpen the GCS File System asset.    In the tab pane, click   Configuration. In the Synchronization Schedule section, click Add Schedule.  Enter the required information.FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.Click Save.View the summary of a Google Cloud Storage synchronizationAfter you synchronized Google Cloud Storage (GCS), you can view the summary of the results. This shows the impact of the synchronization on the assets in Collibra Data Intelligence CloudStepsOpen the Activities list.In the row containing the GCS synchronization job, click Result.The Synchronization Results dialog box appears.If anything changed, the information about the total number of resources that were added, modified or removed as a result of the synchronization are displayed.In case of errors, you can receive additional information about the error. The Job ID is useful when troubleshooting your synchronization process with Collibra Support.For information on the resulting assets, see Integrated Google Cloud Storage data.Integrated Google Cloud Storage dataAfter the synchronization, the resulting assets are in the domain that was specified in the crawler.Do not move the assets to another domain. Doing so may lead to errors during future synchronizations.GCS synchronization relies on UUIDs.In case of a partial synchronization caused by a temporary communication issue, the status of the assets that cannot be synchronized is set to Missing from source. Their previous status is restored, if they are found in the source system during the next fully successful synchronization.By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to show it in a tree structure. The resulting assets depend on whether you use Google Dataplex. Synchronization results without Google Dataplex For the best result, we recommend that you use the following relations:File Storage contains File ContainerFile Container contains File ContainerFile Container contains FileDirectory contains DirectoryThe following images shows the resulting hierarchical table. Synchronization results with Google Dataplex For the best result, we recommend that you use the following relations:File Storage contains File ContainerFile Container contains File ContainerFile Container contains FileDirectory contains DirectoryDirectory contains File GroupFile Group contains TableTable contains ColumnThe synchronization creates a Directory asset named /. This is needed to ensure the asset can contain the File Group assets.Synchronized metadata per asset typeThis table shows the metadata for each GCS asset type.Asset typeSynchronized metadataResource IDGCS BucketFile Storage contains/ is part of File Container 00000000-0000-0000-0001-002600000000Location00000000-0000-0000-0000-000000000203DirectoryURL00000000-0000-0000-0000-000000000258File Container contains/ is part of File Container 00000000-0000-0000-0001-002600000001 Directory contains/ is part of Directory 00000000-0000-0000-0001-002600000003 File GroupFile Type 00000000-0000-0000-0001-002500000012 Directory contains/ is part of File Group 00000000-0000-0000-0001-002600000004 FileURL00000000-0000-0000-0000-000000000258 File Container contains/ contained in File 00000000-0000-0000-0000-000000007060 TableDescription00000000-0000-0000-0000-000000003114File Group contains/ is part of Table 00000000-0000-0000-0001-002600000005 Column Description00000000-0000-0000-0000-000000003114Technical Data Type00000000-0000-0000-0000-000000000219 Column Position00000000-0000-0000-0001-000500000020Is Nullable00000000-0000-0000-0001-000500000011 Column is part of/ contains Table 00000000-0000-0000-0000-000000007042Troubleshooting Google Cloud Storage integrationWhere do I find the Edge Site ID and Job ID?If you report an error with Google Cloud Storage (GCS) integration, the Customer Support team can ask you for the Edge Site Id and Job ID. The team needs this information to access details about the error.To retrieve the Job ID, see View the summary of a Google Cloud Storage synchronization.To retrieve the Site ID:Go to Settings.In the Edge section, click Sites.Click the name of the Edge site.The Edge site ID is available in the ID field.You receive an error when synchronizing GCSIssue: You receive the following error: Error while processing crawler catalogingestion: Import job failed with message. You are not allowed to perform this action..Reason: The GCS synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge site user cannot add any new assets in Collibra.Solution: Give extra permissions to the Edge site user. To do so, go to Settings → Global Permissions and select the Resources → Manage all resources permission for the Edge site role.Integrating Google Dataplex CatalogAbout the Google Dataplex Catalog integration via EdgeGoogle Dataplex Catalog is a technical catalog on Google side that provides information for data in the various Dataplex projects. If you integrate Google Dataplex Catalog, you integrate the metadata of all data of Dataplex projects into Collibra Data Intelligence Cloud. The resulting assets represent the projects, lakes, zones, tables, and columns.Because we only integrate the metadata, you cannot get sample data for the columns and tables, nor profile and classify them. If you want to get samples, and profile and classify the data, you can combine the integration of Google Dataplex Catalog with the registration of a Bigquery data source. For more information, go to Methods to work with Google Cloud Platform (GCP).The current Dataplex GCS discovery system has a limit of 1,000 tables per bucket.The following images show the asset types in Collibra after the integration of Google Dataplex Catalog. The asset types from the integration of Google Dataplex Catalog with [[[Undefined variable DataQuality.full Google BigQuery]]] include the Schema asset type. Google Cloud Storage (GCS)Google BigQueryGoogle Cloud Storage (GCS)          Google BigQueryYou can integrate Google Dataplex Catalog only via Edge, not via Jobserver.For information the Google Dataplex Catalog, go to the Google documentation.For information on the supported data types, go to the data types Google documentation.When you add a bucket to Dataplex and Dataplex identifies schemas (tables and columns) for files in the bucket, these tables and columns are also added automatically to BigQuery by Dataplex.Google Dataplex Catalog assets, domain types and operating modelThe Google Dateplex Catalog integration of Collibra Data Intelligence Cloud uses a specific subset of asset types. All of these come out-of -the-box with your software.Asset typeDescriptionGCP ProjectAn asset type representing a Google Cloud Platform Project. Dataplex ZoneA zone represents a logical group of related assets within a Dataplex lake.Dataplex LakeA lake is a centralized repository for managing enterprise data across the organization.SchemaA schema is the highest level of physical structure in a Database. It defines the structure of the tables and columns in the database. This asset type is exclusively used for Google BigQuery data sources integrated from Google Dataplex Catalog and represents datasets in Google BigQuery data sources.TableAn implementation of data entities in columns and rows, in a given database system. It is the basic structure of a relational database.Examples: Account_tbl, CUST_ADDRColumnAn atomic unit of data that can be stored in a database table.Examples: FST_NM, EMPIDGoogle Dataplex Catalog operating modelOperating model with Google Cloud Storage (GCS ) assetsOperating model with Google BigQuery assetsOperating model with Google Cloud Storage (GCS ) assetsThe following diagram shows the operating model for the integration of Google Dataplex Catalog without Google BigQuery:A GCS Bucket asset type for Google Dataplex Catalog is to be introduced in 2024.05. Do not add any manual relations between Dataplex Zone and Table. Any relations added manually will be automatically deleted when the GCS Bucket asset type is implemented. Operating model with Google BigQuery assetsThe following diagram shows the operating model for the integration of Google Dataplex Catalog with Google BigQuery, which includes the Schema asset:Steps overview: Integrate Google Dataplex Catalog via Edge#StepDescription1Enable the Dataplex Catalog synchronization via Edge and give the Edge Site user the required permissions.Indicate that you want to synchronize Google Dataplex Catalog via Edge. If you have defined an outbound (forward) proxy on your Edge site, the integration will take that configuration into account when connecting to the data source. The following proxies are supported for:Path through (No authentication)Path through (Basic authentication)MITM (No authentication)MITM (Basic authentication)No proxy for noProxy hosts defined by Edge2Create a GCP connection to your Edge site.          Create a connection to the Google Cloud Platform (GCP) in an Edge site.3Add the Google Dataplex Catalog synchronization capability to your Edge site.          Add the Google Dataplex Catalog synchronization capability to the GCP Edge connection. The capability allows to retrieve data from the Google Dataplex Catalog projects.4Synchronize Google Dataplex Catalog.You can manually synchronize Google Dataplex Catalog or you can add a synchronization schedule to automatically synchronize it.After the synchronization, the assets are available.Preparing Edge for Google Dataplex CatalogBefore you can synchronize Google Dataplex Catalog via Edge, you need to prepare your Edge site.If you have defined an outbound (forward) proxy on your Edge site, the integration will take that configuration into account when connecting to the data source. The following proxies are supported for:Path through (No authentication)Path through (Basic authentication)MITM (No authentication)MITM (Basic authentication)No proxy for noProxy hosts defined by EdgeEnable the Google Dataplex Catalog synchronization via EdgeYou can enable the registration and synchronization of Google Dataplex via Edge.PrerequisitesYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.In the Register data source section, enter the required information:SettingDescriptionGoogle Dataplex Catalog synchronization via EdgeAn option to enable Google Dataplex Catalog synchronization via Edge. True: You can register and synchronize Google Dataplex Catalog via Edge. False: You can't register Google Dataplex Catalog.Click Save all.      What's Next?Give the Edge Site user the required permissions.Required Edge User permissionsMake sure the Edge Site global role has the Manage all resources global permission.The Dataplex synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge Site user cannot add any new assets in Collibra.What's next? You can create the Edge connection for GCPCreate a Google Cloud Platform connection to an Edge siteAfter you created and installed an Edge site, you can create a connection to the Google Cloud Platform (GCP). Before you begin    You have created and installed an Edge site.You have enabled the Google Dataplex Catalog synchronization via Edge.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.You need a Google Cloud Platform Service Account that can read the Google Cloud Storage (GCS) file system that you want to integrate. This means the Service Account must have the permissions to list buckets (storage.buckets.list) and objects in a bucket (storage.objects.list). For information on GCP, go to the Google documentation.If you use Dataplex, the Service Account must be able to detect file schemas in GCS resources from Dataplex. This means the Service Account must have the following permissions dataplex.*.get and dataplex.*.list, for example, via the Dataplex Viewer role. For information on GCP service account, go to the Google documentation. For information on Dataplex roles, go to the Google documentation.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Connections section, click Create connection.The Create connection page appears.Enter the required information.FieldDescriptionRequiredConnection settingsThis section contains the general settings of your connection.NameThe name of the Edge connection for Google Cloud Platform. YesDescriptionThe description of the connection. No              Connection providerThe connection provider, which determines the available connection parameters.Select the GCP connection to connect to Google Cloud Platform. Yes              Connection parametersThis section contains the settings to connect to your data source.GCP Service AccountThe account to connect to the GCP. Add the full content of the service account key JSON file. {type: service_account,project_id: PROJECT_ID,private_key_id: KEY_ID,private_key: -----BEGIN PRIVATE KEY-----\nPRIVATE_KEY\n-----END PRIVATE KEY-----\n,client_email: SERVICE_ACCOUNT_EMAIL,client_id: CLIENT_ID,auth_uri: https://accounts.google.com/o/oauth2/auth,token_uri: https://accounts.google.com/o/oauth2/token,auth_provider_x509_cert_url: https://www.googleapis.com/oauth2/v1/certs,client_x509_cert_url: https://www.googleapis.com/robot/v1/metadata/x509/SERVICE_ACCOUNT_EMAIL}Ensure the service account has the required permissions. For more information about service account keys, go to the Google documentation. Yes Encryption optionsSelect the type of encryption used to store the Secret Access Key.Default: To be encrypted by Edge management server. Yes Additional parametersYour connection to GCP does not require any additional parameters.Delete the existing blank property. No Click Create.The connection is added to the Edge site.What's next?You can now add the Google Dataplex Catalog synchronization capability to an Edge site.Add the Google Dataplex Catalog synchronization capabilityAfter you have created a connection to the Google Cloud Platform (GCP) in your Edge site, you have to add the Google Dataplex Catalog synchronization capability to the connection.Before you start    You have created and installed an Edge site.You have enabled the Dataplex synchronization via Edge.You have created a connection to the Google Cloud Platform (GCP) in your Edge site.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Capabilities section, click Add capability.The Add capability page appears.Enter the required information.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:Google Dataplex Catalog synchronization Yes GCP ConnectionThis section contains information on how to connect to Google Cloud Platform.GCP ConnectionThe GCP connection to be used. Yes ConfigurationThis section contains information on the configuration of the capability. Project IDsAdd a comma-separated list of the Project IDs where Dataplex is enabled. The capability will search in these projects. If the Project IDs field is empty, the integration will search in the project included in the provided GCP Service Account Credentials JSON. No Save input metadataSelect the checkbox if you want to save the input metadata extracted from the data source in ZIP files. The files can be useful for troubleshooting. Select this option only on request of Collibra Support. The Collibra Support team can provide the location of the saved ZIP files after the synchronization. This checkbox is not selected by default. No Filters and Domain Mapping (Beta)Text in JSON format to include or exclude lakes and zones, and to configure domain mappings. The text must be in JSON format and can contain an include and an exclude block.In the include block, You can specify the domain in which specific lakes or zones must be ingested. The format is: “project ID> lake ID> zone ID”: “domain ID”. For example, integrations-automated-uer > testlake> testzone: c8fe882a-a12e-4284-b655-7ac2a4fb08cb.You can also specify the domain in which specific tables and columns must be ingested. The format is project ID> lake ID > zone ID > table ID:domain IDIn the exclude block, you can specify the lakes or zones that you don't want to ingest. For example, * > test.The exclude block has priority over the include block. If the include block is not present, we ingest all assets into the same domain as the System asset.If there is no explicit domain mapping for a zone, we use the domain specified for the Lake.You can use the keyword default as a domain ID. In that case, the lake or zone will be ingested in the same domain as the System asset.A match with a lake has priority over a match with a zone.The integration fails before the synchronization starts, if one or more domain IDs specified in the include block don't exist. The integration fails before the synchronization starts if a domain ID is left empty in the include block.You can use the ? and * wildcards in the zone and lake names. If a lake or zone matches multiple lines, the most detailed match is taken into account.If you registered the BigQuery data source via the BigQuery JDBC connector, and then integrate Google Dataplex Catalog, assets will be ingested in the same domains that were registered during JDBC ingestion. Specifically, Project assets are registered in the Database domains, and Zone assets are registered in the Schema domains. The mapping created by JDBC ingestion takes priority over the configurations in this field. In this way, no duplicated tables or columns are created. For more information, go to Ways to work with Google Cloud Platform (GCP).ExamplesExample 1 Ingest assets from Projects and Lakes to separate domains  { include: {  integrations-automated-uer > testlake: 20000000-0000-0000-0000-000000000000,  integrations-automated-uer > testlake > us-east-1:8c09099c-2e89-4d06-a880-464172b7767e,     integrations-automated-uer > ay-west-1: e274aed6-fdd7-40bb-80d0-2ae27848855d,  integrations-automated-uer > vb-mapping-test-1: default }, exclude: [  integrations-automated-uer > testlake > testzone ]  } In this example: Assets from Project ID integrations-automated-uer and Lake ID testlake will be ingested into the Collibra domain with ID 20000000-0000-0000-0000-000000000000. However, all assets from the us-east-1 zone will be ingested into the domain with ID 8c09099c-2e89-4d06-a880-464172b7767e.All assets from Project ID integrations-automated-uer and Lake ID ay-west-1 will be ingested into the domain with ID e274aed6-fdd7-40bb-80d0-2ae27848855d.All assets from Project ID integrations-automated-uer and Lake ID vb-mapping-test-1 will be ingested in the same domain as the System asset.All assets from Zone ID testzone” in Project ID integrations-automated-uer and Lake ID testlake will be excluded.Example 2 Ingest assets from Projects, Lakes, and Zones to separate domains  { include: {  project: project-domain-id,  project > datalake : lake-domain-id,  project > datalake > zone1: domain-id-1,  project > datalake > zone2: domain-id-2,  project > datalake > zone1 > *: table-column-domain-id }, exclude: [  project > datalake > zone3    ]  } In this example: The GCP Project, Dataplex Lake, Zone 1, and Zone 2 will be ingested in separate domains from each other. Zone 1 will be ingested in the zone-domain-id-1 domain, and the table and columns from Zone 1 will be ingested in the table-column-domain-id domain.If you use this strategy, ensure to exclude any lakes and zones that you don't want to ingest.Example 3 and 4 Ingest assets from Tables to a separate domainIf your Dataplex has the following structure, JSON example 3 and 4 show different ways of filtering: Dataplex structure   project-1 -lake-1   zone-1    table-1    table-2   zone-2    table-3 -lake-2   zone-3    table-4      zone-4    table-5  project-2 -lake-3  table-7Example 3This JSON example ensures that only the hierarchy of table 1 will be ingested in thetable-column-domain-id domain, and no exclude block is needed:  { include: {  project-1 > lake-1 > zone1 > table-1: table-column-domain-id },  } Assets in Data Catalog resulting from example 3This structure shows the assets in Data Catalog resulting from the configuration in Example 3:   project-1 : system-domain(default) -lake-1 : system-domain(default)  zone-1 : system-domain(default)   table-1 : table-column-domain Example 4This JSON example ensures that the table 1 Table is ingested in a different domain from the other assets in the Project:   { include: {  project-1 > project-domain-id,  project-1 > lake-1 > zone1 > table-1: table-column-domain-id },  } Assets in Data Catalog resulting from example 4This structure shows the assets in Data Catalog resulting from the configuration in Example 4:   project-1 : project-domain -lake-1 : project-domain   zone-1 : project-domain    table-1 : table-column-domain    table-2 : project-domain   zone-2 : project-domain    table-3 : project-domain -lake-2 : project-domain   zone-3 : project-domain    table-4 : project-domain   zone-4 : project-domain    table-5 : project-domainExample 5 Integrate Google Dataplex Catalog with Google BigQuery  { include: {  integrations-automated-uer > testBigQuerylake > us-east-1:10098d38-3e53-463d-8e4b-0b93d308a8ea }  } In this example, all assets in the us-east-1 Dataplex Zone, including the Schema, Table, and Column assets, will be ingested in the 10098d38-3e53-463d-8e4b-0b93d308a8ea domain. No Extensible Properties Mapping (Beta)Via the Extensible Properties Mapping field, you can integrate additional properties from Dataplex: Table creation date, Table modified date, System (showing where the table comes from), and type (the Zone type). If you use this feature, make sure to set up all required characteristic assignments for the asset types. This feature is intended for non-production use at this moment, as it is in Beta. You do this by adding the mapping between the fields for the objects in Dataplex and the Collibra attribute IDs to ingest the data in, using a JSON string.The text must be in JSON format and can contain a Zones and Tables block.In each block, you specify the property name and the attribute ID to which you want to map the value in the property. The format is: [property name]: [attribute resource ID]. For example, system: 19a27fda-8c50-48a8-87b3-f275ad450fe5.  {    tables: {  system: 19a27fda-8c50-48a8-87b3-f275ad450fe5,  create_time: 00c57a11-37ca-4259-9c38-0ac5e522e9e8,  update_time: a415c2a6-8289-4a4d-8d49-3685712d7622, }, zones: {  zone_type: c217db55-b5d6-4430-ad80-8534e691e54a }  } No Advanced ConfigurationThese configuration options help when investigating issues with the capability. Only complete the fields Logging configuration, Memory (MiB), and JVM arguments on request of or together with Collibra Support. No Click Create.The capability is added to the Edge site.The fields become read-only.What's next?You can synchronize the Google Dataplex Catalog.Synchronizing Google Dataplex CatalogAfter Edge is ready to synchronize Google Dataplex Catalog, you can start the synchronization.Synchronize Google Dataplex CatalogSynchronizing Google Dataplex Catalog is the process of integrating metadata from the Google Dataplex Catalog projects and making the data available in Collibra Data Intelligence Cloud. You can synchronize manually, or you can automate it by adding a synchronization schedule. Before you beginYou have enabled the Cloud Resource Manager API in GCP.You have created a GCP connection.You have added the Google Dataplex Catalog synchronization capability to the GCP connection.You know in which System asset you want to add the Google Dataplex Catalog assets.If you have registered Google databases before via the JDBC driver before, use the same System asset. If you never registered Google databases before, create a new System asset manually and use that one.Required permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer. For example, Edge integration engineer.Manually synchronize Google Dataplex Catalog Add a synchronization schedule Manually synchronize Google Dataplex Catalog    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Register with Edge section of the Create dialog box, click Register a Data Source.The Register Data Source page opens.In the Connection name column, locate the GCP connection that you used when you added the Dataplex capability and click the link in the Data sources/Capabilities column. The Dataplex capability configuration page opens.In the Configuration Section section, click Add Configuration.In System, select the System asset in which you want to add the Google Dataplex Catalog assets.(No longer available from 2023.09) In Project IDs, add a comma-separated list of the Project IDs where Dataplex is enabled.The capability will search in these projects. If the Project IDs field is empty, the integration will search in the project included in the provided GCP Service Account.Click Save Configuration.Click Synchronize.A notification indicates the synchronization has started.Add a synchronization schedule    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Register with Edge section of the Create dialog box, click Register a Data Source.The Register Data Source page opens.In the Connection name column, locate the GCP connection that you used when you added the Dataplex capability and click the link in the Data sources/Capabilities column. The Dataplex capability configuration page opens.In the Configuration Section section, click Add Configuration.In System, select the System asset in which you want to add the Google Dataplex Catalog assets.(No longer available from 2023.09) In Project IDs, add a comma-separated list of the Project IDs where Dataplex is enabled.The capability will search in these projects. If the Project IDs field is empty, the integration will search in the project included in the provided GCP Service Account.Click Save Configuration.In the Synchronization schedule section, click Add schedule.Enter the required information and click Save: FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.What's next?The synchronization job synchronizes the Google Dataplex Catalog data.After the synchronization:You can view a summary of the results from the Activities list. The resulting assets get a relation to the System asset that you selected. For information on the integrated data, go to Synchronized Google Dataplex Catalog data.View the summary of a Google Dataplex Catalog synchronizationAfter you synchronized Google Dataplex Catalog, you can view the summary of the results. This shows the impact of the synchronization on the assets in Collibra Data Intelligence CloudStepsOpen the Activities list.In the row containing the Google Dataplex Catalog synchronization job, click Result.The Synchronization results dialog box appears.If anything changed, the information about the total number of resources that were added, modified or removed as a result of the synchronization are displayed.In case of errors, you can receive additional information about the error.Example: Synchronization failedThe Job ID is useful when troubleshooting your synchronization process with Collibra Support.For information on the resulting assets, see Synchronized Google Dataplex Catalog data.Synchronized Google Dataplex Catalog dataAfter the synchronization, the assets are available in the specified domain. If no mapping options were provided, the GCP Project asset and Lake assets will be created in the same domain as the System asset. Zone assets with all corresponding Files, Tables, Columns assets will be created in the new domains that use the following naming convention: {project name}>{lake name}>{zone name}. If you are integrating Google Dataplex Catalog with [[[Undefined variable DataQuality.full Google BigQuery]]], the Schema assets will also be in the same domains as Zone assets. If you registered the BigQuery data source via the BigQuery JDBC connector, and then integrate Google Dataplex Catalog, assets will be ingested in the same domains that were registered during JDBC ingestion. Specifically, Project assets are registered in the Database domains, and Zone assets are registered in the Schema domains. The mapping created by JDBC ingestion takes priority over the configurations in the Google Dataplex Catalog synchronization capability. In this way, no duplicated tables or columns are created. For more information, go to Ways to work with Google Cloud Platform (GCP).Do not move the assets to another domain. Doing so may lead to errors during future synchronizations.Google Dataplex Catalog synchronization relies on UUIDs.By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to show it in a tree structure.The operating model for Google Dataplex Catalog with Google BigQuery includes the Schema asset type, whereas the operating model for Google Dataplex Catalog without Google BigQuery does not include the Schema asset type. Therefore, the synchronization results and Edge naming conventions differ as shown in the following information. Synchronization results for GCS Synchronization results for Google BigQuerySynchronization results for GCS For the best result, we recommend that you use the following relations:GCP Project groups Dataplex LakeDataplex Lake contains Dataplex ZoneDataplex Zone contains TableTable contains ColumnThe following images shows the resulting hierarchical table: Edge naming conventions for created GCS assets The assets created when integrating Dataplex receive a unique full name (fully qualifying name) based on the following naming convention:Asset typeNaming conventionExampleGCP Project systemAssetID>projectID915b4a91-2aa1-4554-aca2-c0dd9c029253>integrations-automated-uerDataplex LocationsystemAssetID>projectID>location915b4a91-2aa1-4554-aca2-c0dd9c029253>integrations-automated-uer>europe-west1Dataplex LakesystemAssetID>projectID>location>lakeID915b4a91-2aa1-4554-aca2-c0dd9c029253>integrations-automated-uer>europe-west1>vb-mapping-test-1Dataplex ZonesystemAssetID>projectID>location>lakeID>zoneID915b4a91-2aa1-4554-aca2-c0dd9c029253>integrations-automated-uer>europe-west1>vb-mapping-test-1>vb_mapping_zone_1TablesystemAssetID>projectID>location>lakeID>zoneID>tableName915b4a91-2aa1-4554-aca2-c0dd9c029253>integrations-automated-uer>europe-west1>vb-mapping-test-1>vb_mapping_zone_1>zone_1ColumnsystemAssetID>projectID>location>lakeID>zoneID>tableName>columnName(column)915b4a91-2aa1-4554-aca2-c0dd9c029253>integrations-automated-uer>europe-west1>vb-mapping-test-1>vb_mapping_zone_1>zone_1>_c0(column)systemAssetID is to be deprecated in a future release. You can view the full name of an asset by editing the asset.Do not edit the full name of assets needed to synchronize or refresh data sources. This may cause unexpected results and break the synchronization or refresh process.Synchronized metadata per GCS asset type This table shows the metadata for each Google Dataplex Catalog asset type. Asset typeSynchronized metadataResource IDGCP ProjectTechnology Asset groups / is grouped by Technology Asset00000000-0000-0000-0000-00000000705Dataplex LakeLake Id00000000-0000-0000-0001-002600000004Location00000000-0000-0000-0000-000000000203Lake Status00000000-0000-0000-0001-002600000005GCP Project groups / is grouped by Dataplex Lake00000000-0000-0000-0001-002700000000Description from source system00000000-0000-0000-0001-000500000074Dataplex ZoneZone Name00000000-0000-0000-0001-002600000007Location00000000-0000-0000-0000-000000000203Any extensible properties defined via the capability. Dataplex Lake contains / is part of Dataplex Zone00000000-0000-0000-0001-002700000001Description from source system00000000-0000-0000-0001-000500000074TableAny extensible properties defined via the capability. Schema contains / is part of Table00000000-0000-0000-0001-002700000002Description from source system00000000-0000-0000-0001-000500000074ColumnTechnical Data Type00000000-0000-0000-0000-000000000219Column Position00000000-0000-0000-0001-000500000020Is Nullable00000000-0000-0000-0001-000500000011Column is part of / contains Table00000000-0000-0000-0000-000000007042Description from source system00000000-0000-0000-0001-000500000074Synchronization results for Google BigQuery For the best result, we recommend that you use the following relations:GCP Project groups Dataplex LakeDataplex Lake contains Dataplex ZoneDataplex Zone contains SchemaSchema contains TableTable contains ColumnThe following images shows the resulting hierarchical table. Edge naming conventions for created Google BigQuery assets The assets created when integrating Dataplex receive a unique full name (fully qualifying name) based on the following naming convention:Asset typeNaming conventionExampleGCP Project systemAssetID>projectID018c90f0-4a28-786f-9594-58ae8d88c5f9>integrations-automated-uerDataplex LakesystemAssetID>projectID>location>lakeID018c90f0-4a28-786f-9594-58ae8d88c5f9>integrations-automated-uer>europe-west1>kasia-bq-lakeDataplex ZonesystemAssetID>projectID>location>lakeID>zoneID018c90f0-4a28-786f-9594-58ae8d88c5f9>integrations-automated-uer>europe-west1>kasia-bq-lake>kasia_bq_zoneSchemasystemAssetID>projectID>schemaName Big Query - ks>integrations-automated-uer>kasia_bq_datasetTablesystemAssetID>projectID>schemaName>tableNameBig Query - ks>integrations-automated-uer>kasia_bq_dataset>kasia_bq_tableColumnsystemAssetID>projectID>schemaName>tableName>columnName(column) Big Query - ks>integrations-automated-uer>kasia_bq_dataset>kasia_bq_table>string_field_1(column)systemAssetID is to be deprecated in a future release. You can view the full name of an asset by editing the asset.Do not edit the full name of assets needed to synchronize or refresh data sources. This may cause unexpected results and break the synchronization or refresh process.Synchronized metadata per Google BigQuery asset typeThis table shows the metadata for each Google Dataplex Catalog asset type. Asset typeSynchronized metadataResource IDGCP ProjectTechnology Asset groups / is grouped by Technology Asset00000000-0000-0000-0000-00000000705Dataplex LakeLake Id00000000-0000-0000-0001-002600000004Location00000000-0000-0000-0000-000000000203Lake Status00000000-0000-0000-0001-002600000005GCP Project groups / is grouped by Dataplex Lake00000000-0000-0000-0001-002700000000Description from source system00000000-0000-0000-0001-000500000074Dataplex ZoneZone Name00000000-0000-0000-0001-002600000007Location00000000-0000-0000-0000-000000000203Any extensible properties defined via the capability. Dataplex Lake contains / is part of Dataplex Zone00000000-0000-0000-0001-002700000001Description from source system00000000-0000-0000-0001-000500000074SchemaData Source Type00000000-0000-0000-0001-000500000018Description from source system00000000-0000-0000-0001-000500000074 Dataplex Zone contains / is part of Schema TableAny extensible properties defined via the capability. Schema contains / is part of Table00000000-0000-0000-0001-002700000002Description from source system00000000-0000-0000-0001-000500000074 ColumnTechnical Data Type00000000-0000-0000-0000-000000000219Column Position00000000-0000-0000-0001-000500000020Is Nullable00000000-0000-0000-0001-000500000011Column is part of / contains Table00000000-0000-0000-0000-000000007042Description from source system00000000-0000-0000-0001-000500000074 Troubleshooting Google Dataplex Catalog integrationWhere do I find the Edge Site ID and Job ID?If you report an error with Google Dataplex Catalog integration, the Customer Support team can ask you for the Edge Site Id and Job ID. The team needs this information to access details about the error.To retrieve the Job ID, see View the summary of a Google Dataplex Catalog synchronization.To retrieve the Site ID:Go to Settings.In the Edge section, click Sites.Click the name of the Edge site.The Edge site ID is available in the ID field.
	About the Physical Data Connector
	Manually classify columns via the Physical Data Connector
	Connect physical data to logical data

	Working with Azure Data Lake Storage
	About the Azure Data Lake Storage file system integration
	Azure Data Lake Storage asset types and operating model
	Steps overview: Integrate an Azure Data Lake Storage file system
	Preparing Edge for Azure Data Lake Storage integration
	Registering and synchronizing Azure Data Lake Storage
	Troubleshooting Azure Data Lake Storage integration

	Working with Databricks
	Ways to work with Databricks
	Integrating Databricks Unity Catalog
	Registering a Databricks file system via the Databricks JDBC connector and Edge

	Working with Google Cloud Platform
	Ways to work with Google Cloud Platform (GCP)
	Working with Google Cloud Storage
	Integrating Google Dataplex Catalog

	 Working with Amazon S3Amazon S3 or Amazon Simple Storage Service is an online object storage service hosted by Amazon. For more information, visit the Amazon S3 documentation. Two ways to work with Amazon S3 Integrating an Amazon S3 file system Registering an Amazon S3 file system via the AWS Glue JDBC connector Two ways to work with Amazon S3Amazon S3 or Amazon Simple Storage Service is an online object storage service hosted by Amazon. For more information, visit the Amazon S3 documentation. In Collibra Data Intelligence Cloud, you can either integrate or register an Amazon S3 file system. It's important to understand the difference between integrating and registering because the result in Collibra is different. Possible way to work with Amazon S3Result in CollibraStepsIntegrating an Amazon S3 file systemIf you integrate an Amazon S3 file system, the resulting assets represent the Amazon S3 folder structure by means of Amazon S3 Bucket, Directory, File, Table and Column assets.Note that you can’t profile and classify the columns and tables.ExampleVia Edgevia JobserverRegistering an Amazon S3 file system via the AWS Glue JDBC connector If you register an Amazon S3 file system via the AWS (Amazon Web Services) Glue JDBC connector, the resulting assets represent the columns and the tables in Amazon S3 without the folder context. You can profile and classify the data, but the folder structure of your Amazon S3 environment isn't represented in Data Catalog.The AWS Glue JDBC connector leverages the Athena JDBC driver.Examplevia Edgevia JobserverIntegrating an Amazon S3 file systemIf you integrate an Amazon S3 file system, the resulting assets represent the Amazon S3 folder structure by means of Amazon S3 Bucket, Directory, File, Table and Column assets.Note that you can’t profile and classify the columns and tables.About integrating an Amazon S3 file systemThe Amazon S3 file system integration allows for the registration of Amazon S3 as a data source in Collibra and the synchronization of metadata in Amazon S3. After the synchronization, the files and directories of Amazon S3 are represented in Collibra by specific asset types, retaining the original names. However, not all file types are fully supported.You can restrict the AWS regions to which Data Catalog is allowed to connect. This step is recommended for efficient synchronization.If you integrate an Amazon S3 file system, you can't profile or classify data. If you want to be able to profile and classify the data, go to Two ways to work with Amazon S3.You can integrate Amazon S3 file systems via Edge or via Jobserver.Amazon S3 asset and domain typesThe Amazon S3 file system integration of Collibra Data Intelligence Cloud uses a specific subset of asset types. All of these come out of the box with your software.Asset typeDescriptionDomain typeData Asset Data Element ColumnAn atomic unit of data that can be stored in a database table.Examples: FST_NM, EMPIDPhysical Data DictionaryStorage CatalogData Asset Data Structure TableAn implementation of data entities in columns and rows, in a given database system. It is the basic structure of a relational database.Examples: Account_tbl, CUST_ADDRPhysical Data DictionaryStorage CatalogData Asset Data Structure Table Database ViewA Database View is a virtual table based on the result-set of an SQL statement.Physical Data DictionaryStorage CatalogTechnology Asset File ContainerAn asset type that represents a Cloud File Container.Storage CatalogTechnology Asset DomainTechnology Asset File Container Directory          A collection of data that is treated by a computer as a unit, for the purposes of input and output.Storage CatalogTechnology Asset DomainTechnology Asset File Container S3 BucketAn asset type that represents an Amazon S3 Bucket, which is a logical unit of storage containing Amazon S3 Objects.Storage CatalogTechnology Asset File GroupA collection of physical files which together represent a single logical file.Storage CatalogTechnology Asset System File StorageAn asset type that represents a Cloud File Storage bucket.Storage CatalogTechnology Asset System File Storage S3 File SystemAmazon S3 (Simple Storage Service) file system abstraction.Storage CatalogAmazon S3 operating modelThe following image shows the relations between S3 asset types and the cardinality of the relation types in the assets' assignment.Amazon S3 supported file typesAmazon S3 can contain a wide range of objects in different file types. However, not all file types are fully supported due to limitations of AWS Glue.The following list shows the file types that are supported by Collibra Data Intelligence Cloud. Note that other file types may work properly as well. For an exhaustive list of supported file types, see the AWS Glue documentation.AVROORCPARQUETJSONBSONXMLIONCOMBINED_APPACHEAPACHELINUX_KERNELRUBY_LOGGERSQUIDREDISMONLOGREDISLOGCSVZIPTARRARGZJARIntegrating an Amazon S3 file system via EdgeIntegrate an Amazon S3 file system via EdgeThe Amazon S3 file system integration allows for the registration of an Amazon S3 file system as a data source and synchronization of Amazon S3 metadata in Collibra, representing the full Amazon S3 file structure in Collibra.Follow the steps below to integrate an Amazon S3 file system via Edge. StepWhat?DescriptionResultsPreparations1Prepare S3 file system for integration via EdgePrepares the S3 file system for integration in Data Catalog. You have access keys that you can use during the integration.2Restrict AWS regionsMakes sure the regions to collect data from are known.Collibra knows which regions to look at.3Prepare your Edge site        Prepares your Edge site for the integration of S3.Your Edge site is ready to integrate Amazon S3 via Edge.Setup4Register the Amazon S3 file systemCreates the initial structure for the integration.A Storage Catalog domain and S3 File System asset become available in the selected parent community.5Connect a file system asset to Amazon S3Links the registered S3 file system to an Edge capability to connect to Amazon S3.The connection is available.6Create crawlersCreates crawlers to find and ingest the Amazon S3 metadata.The crawlers to collect metadata from Amazon S3 are available.Integration7Synchronize Amazon S3Runs the crawlers to ingest the metadata of Amazon S3.By default, the assets are shown in a plain list, but you can create a hierarchy to show it in a tree structure. The metadata of Amazon S3 is available in Collibra. By default, the assets are shown in a plain list, but you can create a hierarchy to show it in a tree structure. For more information, go to Integrated Amazon S3 data.Prepare S3 file system for EdgeBefore you integrate an S3 file system via Edge, you need to prepare Amazon S3 by creating the required roles and permissions.Two types of authentication are available for Amazon S3: IAM or EC2. The preparations in S3 depend on the authentication type you want to use. IAM is the most common authentication type for Edge.EC2 is used to connect to an AWS EC2 instance that is configured with role-based authentication.Each authentication type has different requirements:IAMEC2StepsCreate a programmatic user.Collibra needs programmatic access to Amazon S3 and AWS Glue. This is done by creating a user with the following permissions:AWS managed policy: AWSGlueServiceRole.inline policy: pass_role with the following specific JSON content. Show JSON content{  Version: 2012-10-17,  Statement:   [    {      Sid: VisualEditor0,      Effect: Allow,      Action: iam:PassRole,      Resource: *    }  ] }Show the stepsIn AWS IAM, create the user that you want to use to connect to AWS.During the creation, attach permission policy AWSGlueServiceRole.This is an AWS managed policy. This is an AWS managed policy.If you don't want to use this out-of-the-box AWS managed policy, you will need to work with AWS support to define a more restrictive policy. Make sure to include glue:BatchGetCrawlers and glue:ListCrawlers.After the creation, open the user details and create an inline policy.Use the following JSON content for the inline policy:{  Version: 2012-10-17,  Statement:   [    {      Sid: VisualEditor0,      Effect: Allow,      Action: iam:PassRole,      Resource: *    }  ] }Use the following name for the inline policy: pass_role.When you create the AWS connection in Collibra, you will need the programmatic user credentials and the access keys. For information on access keys, go to the IAM documentation.For more information about creating a user with programmatic access, go to the IAM documentation. Create an IAM role. When you create the capability for the AWS connection in Collibra, you will need to add an IAM role. The AWS Glue crawlers need this role to run their operation. The pass_role permission policy of the programmatic user is used to assign this role to the crawler. The IAM role needs the following parameters:Trusted entities: glue.amazonaws.comPolicies:AWS managed policy: AWSGlueServiceRoleAWS managed policy: AmazonS3ReadOnlyAccess, required only when you want to access a private S3 bucket.Show the stepsIn AWS IAM, create a new role.During the creation, add permission policy AWSGlueServiceRole.This is an AWS managed policy. If you don't want to use this out-of-the-box AWS managed policy, you will need to work with AWS support to define a more restrictive policy.If needed, also add permission policy AmazonS3ReadOnlyAccess.This permission is required only when you want to access a private S3 bucket.Open the role and in Trust relationships check that glue.amazonaws.com is added as trust policy. This should have been added automatically based on the permission policy AWSGlueServiceRole.You will need to use this IAM role when you add a capability in Collibra.If you have enabled Data Lake Formation, complete additional steps.Show the stepsRegister the Data Lake locations and create an AIM role for Lake Formation. To add or update data, Lake Formation needs read/write access to the Amazon S3 path that you want to integrate.Navigate to AWS Lake Formation → Administration → Data lake locations.Click Register location.Select the IAM role for Lake Formation AWSServiceRoleForLakeFormationDataAccess and add the S3 location that you want to integrate.This IAM role needs the following permission policies:AWS managed policy: LakeFormationDataAccessServiceRolePolicyinline policy: LakeFormationDAtaAccessPolicyForS3Click Register Location.Add the programmatic user as a Data Lake administrator.To perform this step, go to AWS Lake Formation → Administration → Administrative roles and tasks and add the user as Data Lake administrator.Give your IAM role permission to access specific storage locations.Go to AWS Lake Formation → Permissions → Data locations.Click Grant.Select the IAM role you created and add the S3 location that you want to integrate.Click Grant.You can provide more restrictive permissions to the IAM role, if dictated by your security requirements. Your AWS subject matter expert can create the appropriate permission set using the steps in the IAM documentation. We recommend that you test a crawler with an IAM role that has these permissions in the AWS console, to ensure that it is successful before you use the IAM role in Collibra.The S3 credentials are stored on the Edge site and not in the Collibra repository.If you use an AWS EC2 instance that is configured with role-based authentication, you can connect to Amazon S3 without an access key ID and secret access key. Use the following steps to configure role-based Amazon S3 access control.PrerequisitesYou have access to the AWS IAM console.You have access to the Amazon EC2 console.You have an Amazon EC2 instance.StepsGo to AWS Identity and Access Management.Create an IAM role. When you create the capability for the AWS connection in Collibra, you will need to add an IAM role. The AWS Glue crawlers need this role to run their operation. The pass_role permission policy of the programmatic user is used to assign this role to the crawler. The IAM role needs the following parameters:Trusted entities: glue.amazonaws.comPolicies:AWS managed policy: AWSGlueServiceRoleAWS managed policy: AmazonS3ReadOnlyAccess, required only when you want to access a private S3 bucketpass_role (inline policy) Show the creation stepsIn AWS IAM, create a new role.During the creation, add permission policy AWSGlueServiceRole.This is an AWS managed policy. This is an AWS managed policy.If you don't want to use this out-of-the-box AWS managed policy, you will need to work with AWS support to define a more restrictive policy.If needed, also add permission policy AmazonS3ReadOnlyAccess.This permission is required only when you want to access a private S3 bucket.Open the role and in Trust relationships check that glue.amazonaws.com is added as trust policy. This should have been added automatically based on the permission policy AWSGlueServiceRole.After the creation, open the user details and create an inline policy via Add permissions.Use the following JSON content for the inline policy:{  Version: 2012-10-17,  Statement:   [    {      Sid: VisualEditor0,      Effect: Allow,      Action: iam:PassRole,      Resource: *    }  ] }Use the following name for the inline policy: pass_role.You will need to use this IAM role when you add a capability in Collibra.In the Amazon EC2 console, attach the IAM role to the Amazon EC2 instance.If the credentials in the Amazon EC2 instance can't be used to authenticate, you can create a credentials file and save it in the user_home/.aws/ folder. The credentials file should look like this:[default] aws_access_key_id = <access key ID> aws_secret_access_key = <secret access key>For more information, see the AWS developer guide.Do not use a credentials file unless absolutely necessary.What's Next?You can now go to Collibra to register your AWS regions and prepare your Edge site. See steps in Integrate an Amazon S3 file system.More information about Amazon Web Services (AWS)Collibra relies on AWS Glue and AWS Identity and Access Management (IAM) to ingest and synchronize data.AWS GlueAWS Glue is an Amazon cloud service to perform extract-transform-load (ETL) processes on data, stored in data sources such as Amazon S3. AWS Glue has the following components:Glue crawlers: Glue crawlers analyze and describe a wide range of data sources such as Amazon S3 or MySQL. However, Data Catalog only uses them for the Amazon S3 file system integration.Glue database: Glue crawlers store their results in a database in the form of tables and columns. Both, the tables and columns in the Glue database, contain metadata that describes the content of Amazon S3. Data Catalog reads those databases for data ingestion. The name of the created Glue database is collibra_catalog_<S3 File System-ID>_<Domain-ID>.ETL processes: The ETL processes can extract data from a data source, process that data, for example, categorize and clean it, and produce output. This component is currently not used by Data Catalog. Although you need an AWS account, you don't have to work in AWS Glue directly because Collibra does everything for you. For more information about AWS Glue, go to the AWS Glue documentation.Collibra only uses AWS Glue to ingest data from Amazon S3. All other features, such as crawling other data sources or ETL processes are not integrated.AWS Identity and Access ManagementCollibra uses the AWS Identity and Access Management (IAM) service to manage access to Amazon S3 and AWS Glue. Similar to AWS Glue, you need an AWS account to use the IAM service, but after setting up the required users and roles, you don't have to work directly with IAM. For more information about IAM, go to the IAM documentation.You need two things in IAM:An AWS programmatic user to access Amazon S3 and AWS Glue, if you use the IAM authentication type.An IAM role for the crawlers.Restrict AWS regionsYou can restrict the AWS regions to which Collibra Data Catalog can connect.When there is no restriction, the S3 integration will make requests to all possible AWS regions, which could result in long synchronization times.PrerequisitesYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.In the Register data source section, enter the required information:SettingDescriptionAWS regions restrictionA list of AWS regions Data Catalog is allowed to connect to. For example, eu-west-3 and us-east-2. For a list of all AWS locations, see the AWS documentation.If you want to allow Collibra to make a connection to any AWS region, leave the field empty.If you remove a region from this list and the region was previously used for an S3 integration, you may want to delete the Glue database from the previously used region manually. By default, Collibra does not remove it. The Glue database has the following naming convention: collibra_catalog_<Asset Id>_<Domain Id>For example: collibra_catalog_d3174a88-5ffe-4d50-8fbe-7bf0832ec3af_5d198ce9-4e56-4d0e-a885-58204da50741When using Edge, a warning is added to the logs if an invalid region is detected in the restricted regions list.Click Save all.Preparing Edge for S3Prepare Edge for the Amazon S3 integrationBefore you can integrate an Amazon S3 file system via Edge, you must prepare your Edge site.Before you begin    You have created and installed an Edge site.If you have defined an outbound (forward) proxy on your Edge site, the integration will take that configuration into account when connecting to the data source.StepsStepWhat?Description1Enable the Amazon S3 file system integration via EdgeEnables S3 integration via Edge.2Required Edge user permissionsMake sure the Edge user has the correct permissions.3Add an AWS connectionAdds connection details to your Edge site to create a connection to Amazon S3.4Add the S3 synchronization capabilityAdds the S3 synchronization capability to the connection to retrieve data from Amazon S3.Enable the Amazon S3 file system integration via EdgeYou can enable the integration of an Amazon S3 file system via Edge.      PrerequisitesYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.In the Register data source section, enter the required information:SettingDescriptionAmazon S3 synchronization via EdgeAn option to enable Amazon S3 file system registration and synchronization via Edge. True: You can register and synchronize an Amazon S3 file system via Edge. False: You can only register an Amazon S3 file system via Jobserver.Enabling the registration of an Amazon S3 file system via Edge does not prevent you from registering an Amazon S3 file system via Jobserver.Click Save all.Required Edge user permissionsMake sure the Edge Site global role has the Manage all resources global permission.The S3 synchronization capability does not store any user credentials. It calls the Import API using the Edge site user credentials. By default, the Edge Site user cannot add any new assets in Collibra.What's next? You can create the Edge connection for S3.Add an AWS connection to an Edge siteAfter you created and installed an Edge site, you can create a connection to Amazon Web Services.Before you begin    You have created and installed an Edge site.Required permissionsYou have a global role that has the System administration global permission.You have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Connections section, click Create connection.The Create connection page appears.Enter the required information.FieldDescriptionRequiredConnection settingsThis section contains the general settings of your connection.NameThe name of the Edge AWS connection. YesDescriptionThe description of the connection. No              Connection providerThe connection provider, which determines the available connection parameters.Select the AWS connection to connect to Amazon S3. Yes              Connection parametersThis section contains the settings to connect to your data source.Authentication typeThe type of authentication you use. The possible values are IAM and EC2.Use type EC2 AWS if you want to connect to an AWS EC2 instance that is configured with role based authentication. For more details, go to Prepare S3 for Edge. Yes Access Key IDThe access key ID of the programmatic AWS user. Yes for IAM authentication type.              Secret Access KeyThe secret access key of the programmatic AWS user. Yes for IAM authentication type.            Encryption optionsSelect the type of encryption used to store the Secret Access Key.Default: To be encrypted by Edge management server. Yes for IAM authentication type. Additional parametersYour connection to AWS does not require any additional parameters.Delete the existing blank property. No Click Create.The connection is added to the Edge site.The fields become read-only.What's next?You can now add the S3 synchronization capability.Add the S3 synchronization capabilityAfter you have enabled the settings to integrate S3 and you have an S3 connection, you need to add the S3 synchronization capability to the connection.Before you begin    You have created and installed an Edge site.Required permissionsYou have a global role that has the Manage connections and capabilities global permission, for example, Edge integration engineer.StepsOpen an Edge site.    On the main toolbar, click   , and then click   Settings.The Collibra settings page opens. In the tab pane, click Edge.The Sites tab opens and shows a table with an overview of the Edge sites.In the table, click the name of the Edge site whose status is Healthy.The Edge site page opens.In the Capabilities section, click Add capability.The Add capability page is shown.Enter the required information.FieldDescriptionRequiredCapabilityThis section contains general information about the capability.NameThe name of the Edge capability. Yes DescriptionThe description of the Edge capability. No Capability templateThe capability template. The value that you select in this field determines which sections appear on the page.Select the following Edge capability:S3 synchronization Yes S3 service accountThis section contains information about how to connect to Amazon S3.AWS ConnectionThe AWS connection to be used. Yes IAM roleThe IAM role to be used by the AWS Glue crawlers. Yes Delete Glue database left after previous synchronization of the file systemSelect the checkbox if you want the capability to delete the Glue databases created by previous runs of the capability, before the capability starts the synchronization. If you deselect this checkbox, the Glue databases created by previous runs are not removed. This can be useful for troubleshooting.By default, this checkbox is selected. No Save input metadataSelect the checkbox if you want to save the input metadata extracted from the data source in ZIP files. The files can be useful for troubleshooting. Select this option only on request of Collibra Support. The Collibra Support team can provide the location of the saved ZIP files after the S3 synchronization. By default, this checkbox is not selected. No Finalization StrategyDefine what you want to do if an asset has been deleted from the S3 data source after an initial synchronization.The possible values are: Change Status (default): If an asset has been deleted from the S3 data source after an initial synchronization, we update the status of the asset in Collibra to Missing from source.Remove Resources: If an asset has been deleted from the S3 data source after an initial synchronization, we remove the asset from Collibra.Ignore: If an asset has been deleted from the S3 data source after an initial synchronization, we don't change anything for the asset in Collibra. Yes Logging parameterYou can use this field to customize the debug logging.Only complete this field on request of or together with Collibra Support. No Custom parameterUse this field to define that you want to ingest File Group assets as File assets.Name: file-group-as-fileType: TextEncryption: Not encrypted (Plain text)Value: true No Glue database configuration Text in JSON format to define the Glue database names, regions, and domain IDs that you want to integrate. Use this parameter if the current S3 synchronization crawler configuration doesn’t meet your needs. With this parameter, you can integrate an AWS Glue database for which you defined crawlers in AWS Glue itself. This allows you to use all crawler options from the AWS Glue Console. If you use this parameter, any crawlers you create in Collibra will not be taken into account during the S3 synchronization. You, however, will need to create a dummy crawler in Collibra to start the synchronization. A dummy crawler is a crawler with an invalid include path, such as s3://dummy.In a future release, we'll remove the need for a dummy crawler.The text must be in JSON format and can contain a block per database that you want to integrate. You can use any JSON validator to verify the format. Collibra is not responsible for the privacy, confidentiality, or protection of the data you submit to such JSON validators, and has no liability for such use.In a block, you can specify the Glue database name, region, and domain ID that must be ingested. The format is: glueDbName: “the name of the AWS Glue database”glueDbRegion: “the region of the AWS Glue database”dgcDomainId: “the domain ID in Collibra where assets of the AWS Glue database must be added”If you don't add the domain ID, the assets are added in the same domain as the S3 File System asset. [ { glueDbName: integrations-auto-1, glueDbRegion: eu-west-1, dgcDomainId: a3fe0607-65af-43d6-bc2c-7c3adae6e162 }, { glueDbName: integrations-auto-2, glueDbRegion: eu-west-1 } ]In this example: Assets from the AWS Glue database integrations-auto-1 will be ingested into the domain with ID a3fe0607-65af-43d6-bc2c-7c3adae6e162.Assets from the AWS Glue database integrations-auto-2 will be ingested into the same domain as the S3 File System asset. No Advanced ConfigurationThese configuration options help when investigating issues with the capability. Only complete the fields Logging configuration, Memory (MiB), and JVM arguments on request of or together with Collibra Support. No Click Create.The capability is added to the Edge site.The fields become read-only.What's next?The Edge preparations are completed. You can now continue with setup steps to integrate an Amazon S3 file system via Edge.Register an Amazon S3 file systemTo integrate an Amazon S3 file system, you register the Amazon S3 file system in Data Catalog to create a S3 File System asset .The newly created S3 file system asset does not automatically connect to Amazon S3. You create a connection manually in the S3 File System asset.PrerequisitesYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have a role with the following resource permissions on the S3 community you create when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Register with Edge section of the Create dialog box, click Register a data source.The Register content page opens.In the row of the data source that you want to register, click Add.The Register AWS file system page opens.Enter the required information.FieldDescriptionCommunityThe parent community in which the initial Amazon S3 structure will be created.File system nameThe name for the S3 file system asset.DescriptionThe description to provide extra information about the file system.This is used as the Description attribute of the S3 File System asset.OwnerThe owner name of the data in the created community.Click Register.An S3 File System asset is created.A Storage Catalog domain is created with the same name as the S3 File System asset.The configuration page of the S3 File System asset is automatically opened.What's next?You can now connect to Amazon S3.Connect a file system asset to Amazon S3 via EdgeTo retrieve data from Amazon S3, you have to connect via an S3 File System asset. You always have to do that after registering a new Amazon S3 File System. You can also edit the settings, for example, if you want to use another capability than the one you originally selected or if you want to switch to Jobserver.Before you beginYou have an Edge capability with the S3 synchronization capability template.You have registered an Amazon S3 file system.Requirements and permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have a global role with the View Edge connections and capabilities global permission, for example, Edge integration engineer.You have a programmatic AWS user and IAM role with the required permissions.Steps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Connection Details section, click Edit.In the right corner, select Edge.Select an Edge capability.Click Save.What's next?You can now create crawlers.Managing crawlersA crawler is an automated script that ingests data from Amazon S3 to Data Catalog. You can create, edit and delete crawlers in Collibra Data Intelligence Cloud. When you synchronize Amazon S3, the crawlers are created in AWS Glue and executed. Each crawler crawls a location in Amazon S3 based on its include path. The results are stored in one AWS Glue database per domain assigned to one or more crawlers. Those databases are ingested in Data Catalog in the form of assets, attributes and relations. The databases are stored in AWS Glue until the next synchronization. At that moment, they are deleted and recreated. The crawlers in AWS Glue are deleted immediately after the synchronization is finished.If you completed the Glue database configuration parameter in the capability, you need to create a dummy crawler. A dummy crawler is a crawler with an invalid include path, such as s3://dummy. This crawler won't be taken into account when you run the synchronization.In a future release, we'll remove the need for a dummy crawler.By default, AWS Glue allows up to 25 crawlers per account. For more information, see the AWS Glue documentation. This has consequences for Collibra:If you created crawlers in AWS Glue directly, Collibra can create less crawlers for synchronization.Because Collibra creates the crawlers in AWS Glue during synchronization, you should avoid having 25 or more crawlers in one S3 File System asset. You can synchronize several S3 File System assets simultaneously, but if the total number of crawlers exceeds the maximum amount in AWS Glue, synchronization will fail. Since Collibra deletes the crawlers from AWS Glue after synchronization, it is safer to synchronize each S3 File System asset at a unique time.Crawlers in AWS Glue can crawl multiple buckets, but in Collibra, each crawler can only crawl a single bucket.Create a crawlerYou can create a crawler for an S3 File System asset in Data Catalog.Before you beginYou have registered an Amazon S3 file system.Requirements and permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.Steps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Crawlers section, click Create crawler.The Create crawler dialog box appears.Enter the required information.FieldDescriptionDomainThe domain in which the assets of the S3 file system are created. More information about linking domains to crawlers:A specific Storage Catalog domain is created automatically when the S3 File System asset is created. That domain is selected by default. However, you can manually create a new Storage Catalog domain and select it.If multiple crawlers point to the same domain, then all assets are created in the same domain.If multiple crawlers point to different domains, then all assets are created in their respective domains.If multiple crawlers from the same S3 File System asset overlap and point to different domains, then overlapping assets are created in each domain.If multiple crawlers from the same S3 File System asset overlap and point to the same domain, then overlapping assets are created once in that domain.If crawlers from multiple S3 File System assets overlap and point to different domains, then overlapping assets are created in each domain.If crawlers from multiple S3 File System assets overlap and point to the same domain, then overlapping assets are created once in the domain and the S3 Bucket asset has a relation to both S3 File System assets.NameThe name of the crawler in Collibra.More information about crawler names:You cannot use the same name for two crawlers in the same S3 File System asset.The name of the corresponding crawler in AWS Glue will contain this name. Its name will follow the following convention: collibra_catalog_<s3fs asset id>_<name_of_the_crawler_in_Collibra>.The crawler name must be compliant with the AWS Glue limitations:              It has to match the single-line string pattern: [\u0020-\uD7FF\uE000-\uFFFD\uD800\uDC00-\uDBFF\uDFFF\t]*.The length should be between 1 and 255 bytes long, including the fixed prefix that Collibra adds. That means that you can use roughly 65 characters, depending on the characters that were used.This restriction is imposed by Amazon S3, which allows up to 255 bytes, including the prefix added by Collibra. If you enter too many characters and exceed the byte limit, synchronization fails.Include pathThe case-sensitive path to a directory of a bucket in Amazon S3. All objects and subdirectories of this path are crawled. For more information and examples, go to the AWS Glue documentation.Exclude patternsGlob pattern that represents the objects that are in the include path, but that you want to exclude.For more information and examples, go to the AWS Glue documentation.Add patternButton to add additional exclude patterns.Click Create.What's next?You can now synchronize Amazon S3 manually or define a synchronization schedule.Edit a crawlerYou can edit a crawler of an S3 File System asset in Data Catalog. For example, you can do this if you want to edit the exclude pattern.Before you beginYou have registered an Amazon S3 file system.Requirements and permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.Steps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Crawlers section, in the row of the crawler that you want to edit, click .The Edit crawler window appears.Enter the required information.FieldDescriptionDomainThe domain in which the assets of the S3 file system are created. More information about linking domains to crawlers:A specific Storage Catalog domain is created automatically when the S3 File System asset is created. That domain is selected by default. However, you can manually create a new Storage Catalog domain and select it.If multiple crawlers point to the same domain, then all assets are created in the same domain.If multiple crawlers point to different domains, then all assets are created in their respective domains.If multiple crawlers from the same S3 File System asset overlap and point to different domains, then overlapping assets are created in each domain.If multiple crawlers from the same S3 File System asset overlap and point to the same domain, then overlapping assets are created once in that domain.If crawlers from multiple S3 File System assets overlap and point to different domains, then overlapping assets are created in each domain.If crawlers from multiple S3 File System assets overlap and point to the same domain, then overlapping assets are created once in the domain and the S3 Bucket asset has a relation to both S3 File System assets.NameThe name of the crawler in Collibra.More information about crawler names:You cannot use the same name for two crawlers in the same S3 File System asset.The name of the corresponding crawler in AWS Glue will contain this name. Its name will follow the following convention: collibra_catalog_<s3fs asset id>_<name_of_the_crawler_in_Collibra>.The crawler name must be compliant with the AWS Glue limitations:              It has to match the single-line string pattern: [\u0020-\uD7FF\uE000-\uFFFD\uD800\uDC00-\uDBFF\uDFFF\t]*.The length should be between 1 and 255 bytes long, including the fixed prefix that Collibra adds. That means that you can use roughly 65 characters, depending on the characters that were used.This restriction is imposed by Amazon S3, which allows up to 255 bytes, including the prefix added by Collibra. If you enter too many characters and exceed the byte limit, synchronization fails.Include pathThe case-sensitive path to a directory of a bucket in Amazon S3. All objects and subdirectories of this path are crawled. For more information and examples, go to the AWS Glue documentation.Exclude patternsGlob pattern that represents the objects that are in the include path, but that you want to exclude.For more information and examples, go to the AWS Glue documentation.Add patternButton to add additional exclude patterns.Click Save.Delete a crawlerYou can delete a crawler from an S3 File System asset.If you delete an S3 File System asset that contains one or more crawlers, the crawlers are also deleted.Before you beginYou have registered an Amazon S3 file system.Requirements and permissionsYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.Steps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Crawlers section, in the row of the crawler that you want to delete, click .The Delete Crawler confirmation message appears.Click Delete crawler.Synchronizing Amazon S3When you synchronize Amazon S3, the content of your Amazon S3 repository is analyzed and represented by means of assets and their characteristics. You can synchronize manually, or you can automate it by adding a synchronization schedule by means of a cron expression.You can only synchronize one S3 File System at a time. If a synchronization job is in progress and a second one is triggered, manually or automatically, it will be queued.If a synchronization job is still running and a new synchronization of the same S3 File System is triggered (manually or automatically), the running synchronization will continue and the new synchronization request is ignored.Technically, the synchronization happens in several steps:If you did not completed the Glue database configuration parameter in the capability:Collibra creates crawlers in AWS Glue, based on the crawlers defined in Collibra.If AWS Glue contains databases with metadata from a previous synchronization, the databases are deleted.Each AWS Glue crawler crawls a location in Amazon S3 based on its include path. For each domain assigned to one or more crawlers, AWS Glue creates a database with the crawling results.Collibra ingests those databases and creates assets, attributes and relations as required to match the metadata.The resulting assets are in the domain that was specified in the crawler.The AWS Glue crawlers are deleted.If you did completed the Glue database configuration parameter in the capability:Collibra ingests those databases defined in Glue database configuration parameter and creates assets, attributes and relations as required to match the metadata.The resulting assets are added to the domain specified in the parameter.The glue database is never deleted, even if the Delete Glue database left after previous synchronization of the file system parameter is selected in the capability.Do not move the assets to another domain. Doing so may lead to errors during future synchronizations. This is a known limitation.Naming conventionSynchronizing Amazon S3 relies on a naming convention to match assets during the synchronization process. We highly recommend that you not change the S3 File System asset's full name.Editing full name of the S3 File System assets may lead to errors during the synchronization process.Synchronize Amazon S3 manuallyYou can manually start a synchronization job of an S3 File System asset. This can be useful if you want to test your crawlers, or if you want to synchronize immediately.You can also add a synchronization schedule to synchronize automatically.PrerequisitesYou have registered an Amazon S3 file system.You have a programmatic AWS user and IAM role with the required permissions.You have created one or more crawlers. You have a global role with the Catalog global permission, for example, Catalog Author.You have a resource role with the Configure external system resource permission on the community or domain that contains the S3 File System, for example Owner.You have a role with the following resource permissions on the S3 community you created when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Crawlers section, click Synchronize now.A notification indicates synchronization has started.The synchronization job appears in the Activities list as a bulk synchronization. The Synchronization Schedule section displays the time of the last synchronization.Once the synchronization is completed, you can view a summary of the results from the Activities list and you can view the assets in their domain. For more information, go to Integrated Amazon S3 data.In case of a partial synchronization caused by a temporary communication issue, the status of the assets that cannot be synchronized is set to Missing from source. During the next fully successful synchronization, the assets are removed or their previous status is restored, depending on their actual status in the source system.Add an S3 synchronization scheduleTo keep the content of Collibra Data Intelligence Cloud synchronized with your Amazon S3 File System, you can synchronize manually or create a schedule to automatically do this with a fixed interval.You can only create one synchronization schedule.PrerequisitesYou have a resource role with the Configure external system resource permission on the community or domain that contains the S3 File System, for example Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have registered an Amazon S3 file system.You have a programmatic AWS user and IAM role with the required permissions.You have created one or more crawlers.You have a role with the following resource permissions on the S3 community you created when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Synchronization Schedule section, click Add Schedule.  Enter the required information.FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.Click Save.Edit an S3 synchronization scheduleYou can edit the synchronization schedule of an Amazon S3 File System asset. For example, you can do this if you think the synchronization job runs too often or not often enough.PrerequisitesYou have a resource role with the Configure external system resource permission on the community or domain that contains the S3 File System, for example Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have registered an Amazon S3 file system.You have a programmatic AWS user and IAM role with the required permissions.You have created one or more crawlers.You have a role with the following resource permissions on the S3 community you created when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Synchronization Schedule section, click Edit Schedule.  Enter the required information.FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.Click Save.Remove an S3 synchronization scheduleYou can remove a synchronization schedule from an Amazon S3 File System asset to stop automatically synchronizing Amazon S3.PrerequisitesYou have a resource role with the Configure external system resource permission on the community or domain that contains the S3 File System, for example Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have registered an Amazon S3 file system.You have a programmatic AWS user and IAM role with the required permissions.You have created one or more crawlers.You have a role with the following resource permissions on the S3 community you created when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Synchronization Schedule section, click Remove Schedule.  We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Integrating an Amazon S3 file system via JobserverWe have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Integrate an Amazon S3 file system via JobserverThe Amazon S3 file system integration allows for the registration of an Amazon S3 file system as a data source and synchronization of Amazon S3 metadata in Collibra, representing the full Amazon S3 file structure in Collibra.Follow the steps below to integrate an Amazon S3 file system via Jobserver.You can also follow a training and watch videos via Collibra University. StepWhat?DescriptionResultsPreparations1Prepare the Amazon S3 file system for integration via JobserverPrepares the S3 file system for integration in Data Catalog. You have access keys that you can use during the integration.2Restrict AWS regionsMakes sure the regions to collect data from are known.Collibra knows which regions to look at.Setup3Register the Amazon S3 file system as a data sourceCreates an initial structure for the integration.A Storage Catalog domain and S3 File System asset become available in the selected parent community.4Connect to Amazon S3Sets up the connection to Amazon S3.The connection is available.5Create crawlers         Creates crawlers to find and ingest the data of Amazon S3.The crawlers to collect metadata from Amazon S3 are available.Integration6Synchronize Amazon S3 Runs the crawlers to ingest the metadata of Amazon S3. The metadata of Amazon S3 is available in Collibra. By default, the assets are shown in a plain list, but you can create a hierarchy to show it in a tree structure.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Preparing S3We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Prepare S3 file system for JobserverBefore you integrate an S3 file system via Jobserver, you need to prepare S3 for the integration. You need to:Create a custom policy and a programmatic userAs a result, you will receive access keys that you have to use during the integration or registration.Create an Identity and Access Management role. This is the role that will be used by the crawlers.Password encryptionCollibra's integration of Amazon S3 does not use a separate encryption services, but reuses the Collibra DGC core service encryption method. This method uses the AES/CBC/PKCS5Padding transformation to encrypt your passwords when you connect to Amazon S3.Required Amazon Web Services (AWS)Collibra relies on AWS Glue and AWS Identity and Access Management to ingest and synchronize data.AWS GlueAWS Glue is an Amazon cloud service to perform extract-transform-load (ETL) processes on data, stored in data sources such as Amazon S3. AWS Glue has the following components:Glue crawlers: Glue crawlers analyze and describe a wide range of data sources such as Amazon S3 or MySQL. However, Data Catalog only uses them for the Amazon S3 file system integration.Glue database: Glue crawlers store their results in a database in the form of tables and columns. Both the tables and columns in the Glue database contain metadata that describes the content of Amazon S3. Data Catalog reads those databases for data ingestion. The name of the created Glue database is collibra_catalog_<S3 File System-ID>_<Domain-ID>.ETL processes: The ETL processes can extract data from a data source, process that data, for example, categorize and clean it and produce output. This component is currently not used by Data Catalog. Though you need an AWS account, you do not have to work in AWS Glue directly because Collibra does everything for you. For more information about AWS Glue, see the AWS Glue documentation.Collibra only uses AWS Glue to ingest data from Amazon S3. All other features, such as crawling other data sources or ETL processes are not integrated.AWS Identity and Access ManagementCollibra uses the AWS Identity and Access Management (IAM) service to manage access to Amazon S3 and AWS Glue. Similar to AWS Glue, you need an AWS account to use the IAM service, but after setting up the required users and roles, you do not have to work directly with IAM. For more information about IAM, see the IAM documentation.You need two things in IAM:An AWS programmatic user to access Amazon S3 and AWS Glue. An IAM role for the crawlers.Programmatic userCollibra needs programmatic access to Amazon S3 and AWS Glue by means of a user. The following policies and permissions are required:AWSGlueServiceRole (AWS managed policy) If you don't want to use this out-of-the-box AWS managed policy, you will need to work with AWS support to define a more restrictive policy.pass_role (inline policy) You can use the following JSON content:{  Version: 2012-10-17,  Statement:   [    {      Sid: VisualEditor0,      Effect: Allow,      Action: iam:PassRole,      Resource: *    }  ] }For more information about creating a user with programmatic access, see the IAM documentation.IAM roleAWS Glue Crawlers need an IAM role to allow the crawlers to execute an operation on your behalf. The pass_role permission policy of the programmatic user is used to assign this role to the crawler. You need at least the following parameters:Trusted entities: glue.amazonaws.comPolicies:AmazonS3ReadOnlyAccess (AWS managed policy, required when you need to access a private S3 bucket.)AWSGlueServiceRole (AWS managed policy)You can provide more restrictive permissions to the IAM role, if dictated by your security requirements. Your AWS subject matter expert can create the appropriate permission set using the steps in the IAM documentation. We recommend that you test a crawler with an IAM role that has these permissions in the AWS console, to ensure that it is successful before you use the IAM role in Collibra.You can also use the IAM role for role-based access control, to authenticate to Amazon AWS without manually entering a user ID and secret access key.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Configure role-based Amazon S3 access control for JobserverWhen you register an Amazon S3 file system, you can authenticate to Amazon S3 based on an IAM role. As a result, you can connect to Amazon S3 without an access key ID and secret access key.PrerequisitesYou have access to the AWS IAM console.You have access to the Amazon EC2 console.You have an Amazon EC2 instance.StepsIn AWS Identity and Access Management, do the following:Create a new IAM role or select an existing IAM role.Attach the following policies to the IAM role:AWSGlueServiceRole (AWS managed policy) pass_role (inline policy) You can use the following JSON content:{ Version: 2012-10-17, Statement: [ {  Sid: VisualEditor0,  Effect: Allow,  Action: iam:PassRole,  Resource: * } ] }In the Amazon EC2 console, attach the IAM role to the Amazon EC2 instance.Install the Jobserver service on the Amazon EC2 instance node.LinuxWindowsMore informationIf the credentials in the Amazon EC2 instance can't be used to authenticate, you can create a credentials file and save it in the user_home/.aws/ folder. The credentials file should look like this:[default] aws_access_key_id = <access key ID> aws_secret_access_key = <secret access key>For more information, see the AWS developer guide.Do not use a credentials file unless absolutely necessary.What's next?You can now connect to Amazon S3 via the jobserver service on the Amazon EC2 instance node.Restrict AWS regionsYou can restrict the AWS regions to which Collibra Data Catalog can connect.When there is no restriction, the S3 integration will make requests to all possible AWS regions, which could result in long synchronization times.PrerequisitesYou have the ADMIN or SUPER role in Collibra Console.You have the SUPER role in Collibra Console.You have the ADMIN or SUPER role in Collibra Console.StepsOpen the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.Open the DGC service settings for editing:Open Collibra Console.Collibra Console opens with the Infrastructure page.In the tab pane, expand an environment to show its services.    In the tab pane, click the Data Governance Center service of that environment.Click Configuration.Click Edit configuration.In the Register data source section, enter the required information:SettingDescriptionAWS regions restrictionA list of AWS regions Data Catalog is allowed to connect to. For example, eu-west-3 and us-east-2. For a list of all AWS locations, see the AWS documentation.If you want to allow Collibra to make a connection to any AWS region, leave the field empty.If you remove a region from this list and the region was previously used for an S3 integration, you may want to delete the Glue database from the previously used region manually. By default, Collibra does not remove it. The Glue database has the following naming convention: collibra_catalog_<Asset Id>_<Domain Id>For example: collibra_catalog_d3174a88-5ffe-4d50-8fbe-7bf0832ec3af_5d198ce9-4e56-4d0e-a885-58204da50741When using Edge, a warning is added to the logs if an invalid region is detected in the restricted regions list.Click Save all.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Register an Amazon S3 file systemTo integrate an Amazon S3 file system, you register the Amazon S3 file system in Data Catalog to create a S3 File System asset .The newly created S3 file system asset does not automatically connect to Amazon S3. You create a connection manually in the S3 File System asset.PrerequisitesYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have a role with the following resource permissions on the S3 community you create when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    On the main toolbar, click   , and then click   Catalog.The Catalog Home opens.    On the main toolbar, click .The Create dialog box appears.In the Create dialog box, click Register system.The Register system page appears.In the Register system page, click Amazon S3.The Register Amazon S3 file system dialog box appears.Enter the required information.FieldDescriptionCommunityThe parent community in which the initial Amazon S3 structure will be created.File system nameThe name for the S3 file system asset.DescriptionThe description to provide extra information about the file system.This is used as the Description attribute of the S3 File System asset.OwnerThe owner name of the data in the created community.Click Register.An S3 File System asset is created.A Storage Catalog domain is created with the same name as the S3 File System asset.The configuration page of the S3 File System asset is automatically opened.What's next?You can now connect to Amazon S3.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Connect a file system asset to Amazon S3 via JobserverTo retrieve data from Amazon S3, you have to connect via an S3 File System asset. You always have to do that after registering a new Amazon S3 File System. You can also edit the settings afterwards, for example, if you want to use another Jobserver than the one you originally selected.Before you beginYou have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.You have registered an Amazon S3 file system.PrerequisitesYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have a programmatic AWS user and IAM role with the required permissions.Steps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Connection Details section, click Edit.Enter the required information.FieldDescriptionConnect viaThe Jobserver used for synchronizing.Access key IDThe access key ID of the programmatic AWS user.Secret access keyThe secret access key of the programmatic AWS user.IAM roleThe IAM role to be assigned to the crawlers.Click Save.What's next?You can now create crawlers.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Managing crawlersA crawler is an automated script that ingests data from Amazon S3 to Data Catalog. You can create, edit and delete crawlers in Collibra Data Intelligence Cloud. When you synchronize Amazon S3, the crawlers are created in AWS Glue and executed. Each crawler crawls a location in Amazon S3 based on its include path. You can make an S3 bucket accessible for crawlers from the same or other AWS accounts than the account in which the S3 bucket is located. The results are stored in one AWS Glue database per domain assigned to one or more crawlers. Those databases are ingested in Data Catalog in the form of assets, attributes and relations. The databases are stored in AWS Glue until the next synchronization. At that moment, they are deleted and re-created. The crawlers in AWS Glue are deleted immediately after as the synchronization is finished.If you completed the Glue database configuration parameter in the capability, you need to create a dummy crawler. A dummy crawler is a crawler with an invalid include path, such as s3://dummy. This crawler won't be taken into account when you run the synchronization.In a future release, we'll remove the need for a dummy crawler.By default, AWS Glue allows up to 25 crawlers per account. For more information, see the AWS Glue documentation. This has consequences for Collibra:If you created crawlers in AWS Glue directly, Collibra can create less crawlers for synchronization.Because Collibra creates the crawlers in AWS Glue during synchronization, you should avoid having 25 or more crawlers in one S3 File System asset. You can synchronize several S3 File System assets simultaneously, but if the total number of crawlers exceeds the maximum amount in AWS Glue, synchronization will fail. Since Collibra deletes the crawlers from AWS Glue after synchronization, it is safer to synchronize each S3 File System asset at a unique time.Crawlers in AWS Glue can crawl multiple buckets, but in Collibra, each crawler can only crawl a single bucket.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Create a crawlerYou can create a crawler for an S3 File System asset in Data Catalog.PrerequisitesFor JobserverYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have registered an Amazon S3 file system.You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.You have connected an S3 File System asset to Amazon S3.  Steps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Crawlers section, click Create crawler.The Create crawler dialog box appears.Enter the required information.FieldDescriptionDomainThe domain in which the assets of the S3 file system are created. More information about linking domains to crawlers:A specific Storage Catalog domain is created automatically when the S3 File System asset is created. That domain is selected by default. However, you can manually create a new Storage Catalog domain and select it.If multiple crawlers point to the same domain, then all assets are created in the same domain.If multiple crawlers point to different domains, then all assets are created in their respective domains.If multiple crawlers from the same S3 File System asset overlap and point to different domains, then overlapping assets are created in each domain.If multiple crawlers from the same S3 File System asset overlap and point to the same domain, then overlapping assets are created once in that domain.If crawlers from multiple S3 File System assets overlap and point to different domains, then overlapping assets are created in each domain.If crawlers from multiple S3 File System assets overlap and point to the same domain, then overlapping assets are created once in the domain and the S3 Bucket asset has a relation to both S3 File System assets.NameThe name of the crawler in Collibra.More information about crawler names:You cannot use the same name for two crawlers in the same S3 File System asset.The name of the corresponding crawler in AWS Glue will contain this name. Its name will follow the following convention: collibra_catalog_<s3fs asset id>_<name_of_the_crawler_in_Collibra>.The crawler name must be compliant with the AWS Glue limitations:              It has to match the single-line string pattern: [\u0020-\uD7FF\uE000-\uFFFD\uD800\uDC00-\uDBFF\uDFFF\t]*.The length should be between 1 and 255 bytes long, including the fixed prefix that Collibra adds. That means that you can use roughly 65 characters, depending on the characters that were used.This restriction is imposed by Amazon S3, which allows up to 255 bytes, including the prefix added by Collibra. If you enter too many characters and exceed the byte limit, synchronization fails.Include pathThe case-sensitive path to a directory of a bucket in Amazon S3. All objects and subdirectories of this path are crawled. For more information and examples, go to the AWS Glue documentation.Exclude patternsGlob pattern that represents the objects that are in the include path, but that you want to exclude.For more information and examples, go to the AWS Glue documentation.Add patternButton to add additional exclude patterns.Click Create.What's next?You can now synchronize Amazon S3 manually or define a synchronization schedule.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Edit a crawlerYou can edit a crawler of an S3 File System asset in Data Catalog. For example, you can do this if you want to edit the exclude pattern.PrerequisitesYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have registered an Amazon S3 file system.You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.You have connected an S3 File System asset to Amazon S3.  Steps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Crawlers section, in the row of the crawler that you want to edit, click .The Edit crawler window appears.Enter the required information.FieldDescriptionDomainThe domain in which the assets of the S3 file system are created. More information about linking domains to crawlers:A specific Storage Catalog domain is created automatically when the S3 File System asset is created. That domain is selected by default. However, you can manually create a new Storage Catalog domain and select it.If multiple crawlers point to the same domain, then all assets are created in the same domain.If multiple crawlers point to different domains, then all assets are created in their respective domains.If multiple crawlers from the same S3 File System asset overlap and point to different domains, then overlapping assets are created in each domain.If multiple crawlers from the same S3 File System asset overlap and point to the same domain, then overlapping assets are created once in that domain.If crawlers from multiple S3 File System assets overlap and point to different domains, then overlapping assets are created in each domain.If crawlers from multiple S3 File System assets overlap and point to the same domain, then overlapping assets are created once in the domain and the S3 Bucket asset has a relation to both S3 File System assets.NameThe name of the crawler in Collibra.More information about crawler names:You cannot use the same name for two crawlers in the same S3 File System asset.The name of the corresponding crawler in AWS Glue will contain this name. Its name will follow the following convention: collibra_catalog_<s3fs asset id>_<name_of_the_crawler_in_Collibra>.The crawler name must be compliant with the AWS Glue limitations:              It has to match the single-line string pattern: [\u0020-\uD7FF\uE000-\uFFFD\uD800\uDC00-\uDBFF\uDFFF\t]*.The length should be between 1 and 255 bytes long, including the fixed prefix that Collibra adds. That means that you can use roughly 65 characters, depending on the characters that were used.This restriction is imposed by Amazon S3, which allows up to 255 bytes, including the prefix added by Collibra. If you enter too many characters and exceed the byte limit, synchronization fails.Include pathThe case-sensitive path to a directory of a bucket in Amazon S3. All objects and subdirectories of this path are crawled. For more information and examples, go to the AWS Glue documentation.Exclude patternsGlob pattern that represents the objects that are in the include path, but that you want to exclude.For more information and examples, go to the AWS Glue documentation.Add patternButton to add additional exclude patterns.Click Save.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Delete a crawlerYou can delete a crawler from an S3 File System asset.If you delete an S3 File System asset that contains one or more crawlers, the crawlers are also deleted.PrerequisitesYou have a resource role with the Configure external system resource permission, for example, Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have registered an Amazon S3 file system.You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.You have connected an S3 File System asset to Amazon S3.  Steps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Crawlers section, in the row of the crawler that you want to delete, click .The Delete Crawler confirmation message appears.Click Delete crawler.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Cross-account crawlingIf you use Jobserver, you can make an S3 bucket accessible for crawlers from other AWS accounts than the account in which the S3 bucket is located. To access the external S3 bucket, the programmatic user and the IAM crawling role must be defined in the AWS main account. PolicyA policy must be attached to the external S3 bucket to allow:the AWS Glue crawler to access and perform S3 actions on an external S3 bucket from another AWS account.Data Catalogto execute the S3 GetBucketLocation API on an external S3 bucket via the programmatic user.You can use the following JSON content:{ Version: 2012-10-17, Statement: [  {    Sid: collibra-jobserver-access,    Effect: Allow,    Principal: {      AWS: arn:aws:iam::<enter_id>:role/collibra-jobserver-s3-role    },    Action: s3:*,    Resource: [      arn:aws:s3:::crawler-name,      arn:aws:s3:::crawler-name/*    ]  },  {    Sid: collibra-jobserver-access,    Effect: Allow,    Principal: {      AWS: arn:aws:iam::<enter_id>:user/collibra-jobserver    },    Action: s3:getBucketLocation,    Resource: [      arn:aws:s3:::*    ]  } ] }We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Synchronizing Amazon S3When you synchronize Amazon S3, the content of your Amazon S3 repository is analyzed and represented by means of assets and their characteristics. You can synchronize manually, or you can automate it by adding a synchronization schedule by means of a cron expression.You can only synchronize one S3 File System at a time. If a synchronization job is in progress and a second one is triggered, manually or automatically, it will be queued.If a synchronization job is still running and a new synchronization of the same S3 File System is triggered (manually or automatically), the running synchronization will continue and the new synchronization request is ignored.Technically, the synchronization happens in several steps:Collibra creates crawlers in AWS Glue, based on the crawlers defined in Collibra.If AWS Glue contains databases with metadata from a previous synchronization, the databases are deleted.Each AWS Glue crawler crawls a location in Amazon S3 based on its include path. For each domain assigned to one or more crawlers, AWS Glue creates a database with the crawling results.Collibra ingests those databases and creates assets, attributes and relations as required to match the metadata.The resulting assets are in the domain that was specified in the crawler.Do not move the assets to another domain. Doing so may lead to errors during future synchronizations. This is a known limitation.The AWS Glue crawlers are deleted.Naming conventionSynchronizing Amazon S3 relies on a naming convention to match assets during the synchronization process. We highly recommend that you not change the S3 File System asset's full name.Editing full name of the S3 File System assets may lead to errors during the synchronization process.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Synchronize Amazon S3 manuallyYou can manually start a synchronization job of an S3 File System asset. This can be useful if you want to test your crawlers, or if you want to synchronize immediately.You can also add a synchronization schedule to synchronize automatically.PrerequisitesYou have registered an Amazon S3 file system.You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.You have a programmatic AWS user and IAM role with the required permissions.You have connected an S3 File System asset to Amazon S3.  You have created one or more crawlers. You have a global role with the Catalog global permission, for example, Catalog Author.You have a resource role with the Configure external system resource permission on the community or domain that contains the S3 File System, for example Owner.You have a role with the following resource permissions on the S3 community you created when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Crawlers section, click Synchronize now.A notification indicates synchronization has started.The synchronization job appears in the Activities list as a bulk synchronization. The Synchronization Schedule section displays the time of the last synchronization.Once the synchronization is completed, you can view a summary of the results from the Activities list and you can view the assets in their domain. For more information, go to Integrated Amazon S3 data.In case of a partial synchronization caused by a temporary communication issue, the status of the assets that cannot be synchronized is set to Missing from source. During the next fully successful synchronization, the assets are removed or their previous status is restored, depending on their actual status in the source system.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Add an S3 synchronization scheduleTo keep the content of Collibra Data Intelligence Cloud synchronized with your Amazon S3 File System, you can synchronize manually or create a schedule to automatically do this with a fixed interval.You can only create one synchronization schedule.PrerequisitesYou have a resource role with the Configure external system resource permission on the community or domain that contains the S3 File System, for example Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have registered an Amazon S3 file system.You have a programmatic AWS user and IAM role with the required permissions.You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.You have connected an S3 File System asset to Amazon S3.  You have created one or more crawlers.You have a role with the following resource permissions on the S3 community you created when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Synchronization Schedule section, click Add Schedule.  Enter the required information.FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.Click Save.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Edit an S3 synchronization scheduleYou can edit the synchronization schedule of an Amazon S3 File System asset. For example, you can do this if you think the synchronization job runs too often or not often enough.PrerequisitesYou have a resource role with the Configure external system resource permission on the community or domain that contains the S3 File System, for example Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have registered an Amazon S3 file system.You have a programmatic AWS user and IAM role with the required permissions.You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.You have connected an S3 File System asset to Amazon S3.  You have created one or more crawlers.You have a role with the following resource permissions on the S3 community you created when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Synchronization Schedule section, click Edit Schedule.  Enter the required information.FieldDescriptionRepeatThe interval when you want to synchronize automatically. The possible values are: Daily, Weekly, Monthly, and Cron expression. CronThe Quartz Cron expression that determines when the synchronization takes place.This field is only visible if you select Cron expression in the Repeat field.EveryThe day on which you want to synchronize, for example, Sunday.This field is only visible if you select Weekly in the Repeat field.Every firstThe day of the month on which you want to synchronize, for example, Tuesday.This field is only visible if you select Monthly in the Repeat field.AtThe time at which you want to synchronize automatically, for example, 14:00.You can only schedule on the hour. For example, you can add a synchronization schedule at 8:00, but not at 8:45. If you try to add it at 8:45, we will default it to 8:00. Use a cron expression if you don't want to schedule on the hour.This field is only visible if you select Daily, Weekly, or Monthly in the Repeat field.Time zoneThe time zone for the schedule.Click Save.We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the integration of S3 via Edge, go to Integrating an Amazon S3 file system via Edge.Remove an S3 synchronization scheduleYou can remove a synchronization schedule from an Amazon S3 File System asset to stop automatically synchronizing Amazon S3.PrerequisitesYou have a resource role with the Configure external system resource permission on the community or domain that contains the S3 File System, for example Owner. You have a global role with the Catalog global permission, for example, Catalog Author.You have registered an Amazon S3 file system.You have a programmatic AWS user and IAM role with the required permissions.You have configured one or more Jobservers in Collibra Console. If there is no available Jobserver, the Register data source actions will be grayed out in the global create menu of Collibra Data Intelligence Cloud.You have connected an S3 File System asset to Amazon S3.  You have created one or more crawlers.You have a role with the following resource permissions on the S3 community you created when you registered an Amazon S3 file system: Asset: addAttribute: addDomain: addAttachment: addSteps    Open an S3 File System asset page.      In the tab pane, click   Configuration. In the Synchronization Schedule section, click Remove Schedule.  View the summary of an Amazon S3 synchronizationAfter you synchronized Amazon S3, you can view the summary of the results. This shows the impact of the synchronization on the assets in Collibra Data Intelligence CloudStepsOpen the Activities list.In the row containing the S3 synchronization job, click Result.The Synchronization Result dialog box appears.The dialog box contains information about the total number of resources that were added, modified or removed as a result of the synchronization.In case of an error, the dialog box contains additional information about the error.The Job ID is useful when troubleshooting your synchronization process with Collibra Support.Integrated Amazon S3 dataAfter you have synchronized the data, the integration of the Amazon S3 file system is completed.Synchronization resultsAfter synchronization, the resulting assets are in the domain that was specified in the crawler. Do not move the assets to another domain. Doing so may lead to errors during future synchronizations. This is a known limitation.By default, the assets are shown in a plain list, but you can enable a multi-path hierarchy to show it in a tree structure. For the best result, we recommend that you use the following relations:File Container contains File ContainerDirectory contains DirectoryFile container contains FileDirectory contains File GroupFile contains TableFile Group contains TableTable contains ColumnThe following images shows the resulting hierarchical table.In case of a partial synchronization caused by a temporary communication issue, the status of the assets that cannot be synchronized is set to Missing from source. During the next fully successful synchronization, the assets are removed or their previous status is restored, depending on their actual status in the source system.Synchronized metadata per asset typeThis table shows the metadata for each Amazon S3 asset type.Asset typeSynchronized metadataResource IDS3 BucketURL00000000-0000-0000-0000-000000000258Location00000000-0000-0000-0000-000000000203File Storage contains/ is part of File Container 00000000-0000-0000-0001-002600000000DirectoryURL00000000-0000-0000-0000-000000000258 File Container contains/ is part of File Container00000000-0000-0000-0001-002600000001 Directory contains/ is part of Directory 00000000-0000-0000-0001-002600000003File GroupURL00000000-0000-0000-0000-000000000258 File Type00000000-0000-0000-0001-002500000012Document Size00000000-0000-0000-0000-000000000259 Number of Files00000000-0000-0000-0001-002500000001 Directory contains/ is part of File Group 00000000-0000-0000-0001-002600000004 FileURL00000000-0000-0000-0000-000000000258 File Type00000000-0000-0000-0001-002500000012 Document Size00000000-0000-0000-0000-000000000259 File Container contains/ contained in File 00000000-0000-0000-0000-000000007060 TableGlue database name 00000000-0000-0000-0001-000500000066 Glue table name00000000-0000-0000-0001-000500000067 File contains/ is part of Table 00000000-0000-0000-0001-002600000002 File Group contains/ is part of Table 00000000-0000-0000-0001-002600000005 Column Technical Data Type00000000-0000-0000-0000-000000000219Column Position00000000-0000-0000-0001-000500000020 Column is part of/ contains Table 00000000-0000-0000-0000-000000007042Delete an S3 File System assetYou can delete an integrated S3 File System asset from Collibra Data Intelligence Cloud. The crawlers of the S3 File System asset are deleted.The assets that were created by the synchronization are not deleted.PrerequisitesYou have registered an Amazon S3 file system. You have a global role with the Catalog global permission, for example, Catalog Author.You have a resource role with the Asset > Remove resource permission.Steps    Open an S3 File System asset page.         On the view toolbar, click Actions → Delete.A confirmation dialog box appears.If Catalog experience is disabled, the More menu is shown instead of Actions.Click Delete S3 File System.Troubleshooting: S3 file system integrationWhere do I find the Job ID and Request ID for AWS troubleshooting? The S3 synchronization results dialog box includes the Job ID. When an S3 synchronization fails, the results includes a detailed error message with the Request ID.Share the Request ID with AWS support to understand why the specific request is failing in AWS. This is typically useful to troubleshoot IAM permission issues in your AWS environment.Message Could not add/change/delete crawler '<crawler name>' for S3 File System '<asset name>'.You can find more information about the actual problem in the Jobserver logs. The problem is usually described in the AWS SDK error message.CauseDescriptionSolutionIncorrect or too limited IAM permissions for the programmatic user defined in the connection details.While connecting, the verification process only checks that the user can log in, but it doesn't verify permissions. Any further operation may therefore fail if the IAM permissions are wrong or too limited.This also applies to the AWS regions. Collibra checks the credentials in the default region, based on the region AWS SDK. Because the IAM service is global, that is sufficient in most cases. However, it is possible to put constraints on specific regions, including the AWS SDK default region.Edit the IAM permissions or connect to Amazon S3 with another IAM user or role.Maximum number of crawlers in AWS Glue reached.When you synchronize Amazon S3, Collibra creates crawlers in AWS Glue and executes them. After synchronization, they are deleted.By default, each AWS Glue account can only store 25 crawlers. This number can be reached easily, especially if the customer uses AWS Glue apart from Collibra.Delete one or more crawlers.Create an advanced crawler by tweaking the include path and the exclude patterns.Create additional S3 File System assets and divide the required crawlers between the assets. Then synchronize them at different times.Synchronize different S3 File Systems at different times.Ask Amazon support to increase that number.For more information, see the AWS Glue documentation.Bucket does not existTypo in a bucket name - bucket doesn't exist.Edit the crawler's include path to correct the bucket name.No permission to access the bucket in Amazon S3. This includes buckets that exist but belong to different accounts.Request permission or delete the relevant crawler.Unsupported AWS region.S3 ingestion in Collibra Data Catalog relies on AWS Glue to analyze S3 buckets. However, AWS Glue is currently not supported in all AWS regions, which may lead to failing crawling creation. The log will display an UnknownHostException. This is a built-in limitation of AWS Glue. For the list of supported regions for AWS Glue, see the AWS documentation.Incorrect AWS region.AWS regions can be restricted so that S3 ingestion and synchronization in Collibra Data Catalog can only be performed in the regions your AWS account has access to. You will get an error message when:A user with a European account tries to perform S3 ingestion in AWS region Canada.A user with a European account tries to synchronize S3 buckets for AWS regions Europe and Canada.A user with a Chinese and Canadian account tries to synchronize buckets for AWS regions Ireland and Canada.This is a security measure. The AWS regions to which Collibra Data Catalog is allowed to connect can be restricted via Collibra Console.[2018-08-03 13:50:38,347] INFO .agent.SprayRoutesProvider [] [] - output: (500 Internal Server Error,{messageCode:s3_bucketDoesntExist,messageArguments:[qsdgqsbqfdscs]})Message Value not allowed. The connection details of the S3 File System are incorrect.CauseDescriptionSolutionThe credentials for the AWS user are incorrect.This message appears when the credentials for the AWS user are incorrect. The access key ID and/or secret access key are wrong. Pay attention that they do not contain trailing spaces.Your AWS account doesn't have access to an AWS region where the S3 bucket is located.This message appears when you add an AWS region in Collibra Console to which your AWS account doesn't have access and then try to ingest an S3 file system. Make sure that you have access to the AWS region where the S3 bucket is located.Glue Crawler fails with an Internal Service Exception error messageThis is an AWS Glue crawler error. For possible steps to resolve the issue, see the AWS documentation.Glue Crawler failed and AWS logs show an Internal server error messageWhen checking the logs in Jobserver you may notice that one or more crawlers failed in AWS Glue. In that case, you need to open the AWS console and check the crawlers list in AWS Glue. Because crawlers are deleted from AWS Glue after ingestion, you will have to manually re-create the crawlers and run them again before proceeding. The failing crawler has a red exclamation mark and the Failed status. You can check the logs for more information.Sometimes, the logged message just shows an Internal server error. The only way to get more information is to contact the Amazon helpdesk. However, we noticed such errors often happen in the following situationsThe number of files to crawl is very large (> 100k)There is a series of very small files to crawl (>100). In both cases, the problem is caused by AWS Glue. All Amazon services are protected against DDoS attacks and they throw throttling exceptions when too many operations are done in a specific time frame. Unfortunately this limit also applies between Amazon services. In this specific case, the AWS Glue database service is denying requests from the AWS Glue crawler service, which causes the crawling process to abort. Because this is an inherent Amazon limitation, Collibra cannot fix this problem. A possible work-around is to use more S3 File System assets with more restricted include paths.Error message The AWS Access Key Id you provided does not exist in our records though credentials are acceptedA user may be able to store S3 credentials in the S3 File System asset, though he cannot synchronize Amazon S3, create, edit or delete crawlers. The following message appears:The AWS Access Key Id you provided does not exist in our records. (Service: Amazon S3; Status Code: 403; Error Code: InvalidAccessKeyId; ...This may be caused by insufficient permissions on AWS Glue services. For more information, see About the Amazon S3 file system integration.Synchronization fails when a directory contains a file and a directory with the same name (known issue)In Amazon S3, you can use periods (.) in the name of a directory. As a consequence, you can give the directory a name that is identical to a file name, for example, Collibra.txt. However, if this happens, ingestion fails. This is a known issue.Synchronizing an S3 File System fails with a relationMaxLimitReachedTarget message in the logsThis error comes from a broken relation in the assets tree. An asset created by S3 ingestion gets more than one parent asset. For example, a File asset has more than one parent directory or a Directory asset has more than one parent directory.This typically happens when a user moves S3 assets to a different domain and then starts a synchronization. In that case, the ingestion jobs try to recreate the missing assets in the original domain while old relations are still present. This can lead to an inconsistency in the relation tree. We strongly recommend that you never move assets created by S3 ingestion to another domain.You work in domain called Amazon, which contains a Directory asset called Main. The Main Directory asset has a child asset of the File type, called Names.You move the Main Directory asset to another domain called Local.When you synchronize again, Data Catalog first recreates the Main Directory asset in the Amazon domain and then it updates the Names File asset.As a consequence, the Names File has 2 parent directories, which is a relation cardinality error.Synchronizing Amazon S3 fails because you don't have the necessary permissionsIn Collibra Data Intelligence Cloud 2020.11 and newer and Collibra Data Governance Center 5.7.7 and newer, Collibra checks the permissions of the AWS user when you synchronize Amazon S3. Synchronizing Amazon S3 fails if the AWS user does not have the necessary permissions. A dialog box shows the following message:Could not get/delete Glue database for S3 File System <name-of-Amazon-S3-file-system>, please make sure you have all the necessary permissions.Solution: Give the AWS programmatic user the permission policy AWSGlueServiceRole. This is an AWS managed policy. If you don't want to use this out-of-the-box AWS managed policy, you will need to work with AWS support to define a more restrictive policy. Make sure to include glue:BatchGetCrawlers and glue:ListCrawlers.No assets are created after the synchronization job is completedThis is usually because AWS Glue didn't find any suitable files to process. A typical problem is a typo in the include path or exclude patterns. AWS Glue does not fail when an include path points to a directory that doesn't exist. Also, always verify there are no leading or trailing spaces in those fields.Only part of the expected files or file groups are integratedJobs in Collibra can only succeed or fail. It's possible that some of the crawlers are correctly defined while others contain errors, such as a typo in an include path or an unsupported AWS region. In that case, the activity is marked as successful, though part of it didn't succeed. Currently, the only way to confirm this is to read the log files of Collibra and Jobserver or Edge.When you start synchronization, the crawlers are created in AWS Glue. Once the crawlers are created, they are executed. If Collibra cannot create one or more crawlers, synchronization fails immediately. If the crawlers are created successfully, but fail later, synchronization only fails if all crawlers fail.Partial ingestion or update of assetsIt is possible to store a very large number of files in S3 buckets, hence leading to a large number of assets, attributes and relations to ingest into Data Catalog. To optimize memory and speed, the ingestion process is not transactional as a whole. It works with small transactional batches. If ingestion fails and aborts after some batches are already executed, it is possible that the ingested data is incomplete (if it is the first synchronization) or only partly updated (if it is not the first synchronization). In this case, it's advised to fix the problem and resynchronize as soon as possible.Some of the folders and files in Amazon S3 are not visible in CollibraYou may notice that the content of your Amazon S3 does not always match the content in Collibra. Some folders from Amazon S3 may not appear in Collibra and some files are merged or split into different assets. This is not a bug in Collibra. When you synchronize Amazon S3, you create and execute crawlers in AWS Glue. Those crawlers create a table with metadata. That table is ingested in Collibra and is the basis for the relevant assets.However, the crawlers in AWS Glue have some specific behavior to deal with partitioned tables. When the majority of schemas at a folder level are similar, the AWS Glue crawler creates partitions of a table instead of separate tables. Based on that information, the assets in Collibra are created.See the AWS Glue documentation for more information about folders and tables in Amazon S3 and what happens when a crawler runs.JSON ingestion shows partial value in technical data type attributes (known issue)For security reasons, all values that contain information between < and > characters are automatically trimmed by Collibra. However, if JSON is ingested by AWS Glue, the technical data type attribute contains those characters to represent the JSON structure. As a consequence, the value is trimmed and thus invalid. In future releases of Collibra, several attribute types will be changed to the plain text kind to avoid this issue.The file size or other property is not filled in for file xxx.yyyAWS Glue only provides the file size for known file types, called classifiers in the AWS Glue terminology. Files that are classified as Unknown are registered but won't have any property associated. For the list of built-in classifiers, see the AWS Glue documentation.The table name has a strange hash-code at the endAWS Glue appends a hash code to differentiate two different files of the same name but different directories, for example, csv_boolean_csv_fe8de80c6f9a2b31463801aa2778a427. This name, including the hash code, is actually transferred to Data Catalog.A file is wrongly considered a File GroupAWS Glue preferably considers a directory as a data set when possible. This leads to a File Group being created in Data Catalog. There are multiple cases where it considers (possibly wrongly) one or more files as a File Group. Unfortunately, those rules are not clearly defined in AWS Glue documentation. Collibra noticed that AWS Glue considers a directory as a data set in the following cases:A directory only contains one file that belongs to a known classifier (file type).All files contained in a directory (including sub-directories) expose a similar schema (for example, all CSV files with columns of text type).If you use Jobserver, experiment with include paths and exclude patterns of the crawlers. For example, if a crawler wrongly takes a directory with subdirectories as a single File Group, the official work-around is to add crawlers with the subdirectories as include paths. Unfortunately, this work-around requires a lot of manual work and is limited by the maximum number of crawlers in AWS Glue (25 by default, but this can be expanded on request).If you are using Edge, check to solution in the troubleshooting item: File Groups get the status Missing from Source File Groups get the status Missing from Source after the S3 synchronization via EdgeFile Group assets can receive the status missing from source if the behavior of the AWS crawler is not consistent, meaning AWS classifies files as File Group one day and classifies them as File on another day. If this happens, File Group assets are created during the first synchronization but no longer exist after the second synchronization, resulting in the status Missing from source.Solution: If you are using Edge, you can add custom parameter file-group-as-file to your S3 Edge capability. By adding the custom parameter, the S3 synchronization will always ingests File groups as File assets. The custom parameter is: Name: file-group-as-fileValue: trueProblem setting up Lake Formation and S3 synchronization via EdgeYou aren't able to see all S3 buckets when choosing a storage location for which to review, grant or revoke user permissions for Lake Formation. For more details, go to Prepare S3 file system for Edge.Solution: Provide extra cross region sharing on AWS side. For information, go to the Lake Formation documentation.Message Resource does not exist or requester is not authorized to access requested permissions when setting up Lake Formation via EdgeWhen you're adding access permissions for specific storage locations, you receive the following message “Resource does not exist or requester is not authorized to access requested permissions“. Solution: Go to AWS Lake Formation → Administration → Administrative roles and tasks and add the IAM user as Data Lake administrator. For more details, go to Prepare S3 file system for Edge.Registering an Amazon S3 file system via the AWS Glue JDBC connectorIf you register an Amazon S3 file system via the AWS (Amazon Web Services) Glue JDBC connector, the resulting assets represent the columns and the tables in Amazon S3 without the folder context. You can profile and classify the data, but the folder structure of your Amazon S3 environment isn't represented in Data Catalog.The AWS Glue JDBC connector leverages the Athena JDBC driver. Register an Amazon S3 file system via the AWS Glue JDBC connector and EdgeThe Amazon S3 file system registration via the AWS Glue JDBC connector allows for the registration of an Amazon S3 file system as a data source and the synchronization of Amazon S3 metadata in Collibra, representing the S3 tables and columns in Collibra.Follow the steps below to register an Amazon S3 file system via Edge. StepWhat?DescriptionResultsPreparation0Make sure the following settings are enabled:Database registration via Edgeto allow registering a data source via Edge.Database profiling via Edge to allow profiling and classification via Edge.Makes sure the required settings are enabled.Your environment is ready for Edge.1Prepare your Edge site         Ensures you have an Edge site with and AWS Glue connection for Amazon S3 and the required capabilities. Setup2Register the data sourceRegistering a data source creates the structure for the metadata in Collibra.A Physical Data Dictionary domain containing a Database asset is created. A list of available schemas is created on the Configuration tab page of the Database asset.3Configure the synchronization of your data sourceMaking a selection of schemas and tables that you want to ingest.The information on the Configuration tab page of the Database asset is filled in.Registration4Synchronize one or more schemas manuallyAdd a synchronization schedule to synchronize automaticallySynchronizing the schema of a registered data source to make the metadata available in Collibra.Schema, Table, Column and Foreign Keys assets are created in the specified domain, and registration data becomes available.5If needed, profile and classify the synchronized data.Data profiling creates a summary of a data source that is registered with Data Catalog and determines the data type of columns in the data source. The summary mainly contains statistics and graphics to give the user an idea what the registered data is about. Classification analyzes and predicts the content of registered data sources based on a subset of the data itself, helping you to easily gain insights on what kinds of data you have and where it resides.The Table and Column assets contain profiling information and the Columns are classified.Prepare Edge for the Amazon S3 registration via the AWS Glue JDBC connectorBefore you can register an S3 file system via the AWS Glue JDBC connector and Edge, you must prepare your Edge site.Follow the steps below to do so.StepWhat?Description1If needed, create an Edge site.Creates an Edge site to have a processing runtime at your premises.Usually, you install one Edge site per virtual or physical network, security domain, virtual private cloud (VPC) or within your public Cloud account.2If needed, install the Edge siteInstalls an Edge site to make the Edge software run on a server, close to your data source.Make sure that you have the necessary system requirements to install the Edge site.3Add an AWS Glue connectionAdds a AWS Glue JDBC connection to an Edge site to connect to Amazon S3.4Add the following capabilities: Catalog JDBC ingestionJDBC Profiling If you also want to collect sample data, Catalog JDBC Sampling.Adds the required capabilities to the S3 connection. We have announced the end of life of Jobserver and all related Jobserver integrations for September 30, 2024, with the exception of Public Sector customers using GovCloud or on-prem environments. For information on the registration of S3 via Edge, go to Register an Amazon S3 file system via the AWS Glue JDBC connector and Edge.Register an Amazon S3 file system via the AWS Glue JDBC connector and JobserverThe Amazon S3 file system registration via the AWS Glue JDBC connector allows for the registration of an Amazon S3 file system as a data source and the synchronization of Amazon S3 metadata in Collibra, representing the S3 tables and columns in Collibra.Follow the steps below to register an Amazon S3 file system via Jobserver.StepWhat?DescriptionResults1Create an AWS Glue connectorCreates a AWS (Amazon Web Services) Glue JDBC connection needed to register the Amazon S3 file system as a data source.The AWS Glue JDBC connector leverages the Athena JDBC driver.The AWS Glue JDBC connection is available.2Register the S3 file system as a data source via JobserverMakes metadata of the data source available.A Physical Data Dictionary domain and new assets of the type Schema, Table and Column, corresponding to the data in your data source are available.3Refresh the registered data sourceUpdates the metadata and profiling of a registered data source.
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	 Catalog workflowsTo keep the information flows in Data Catalog configurable, workflows are used. You can configure the out-of-the-box workflows. However, note that these workflows are designed to work together. If you change one workflow, ensure the other Data Catalog workflows are still functioning because they may depend on one another.NameDescriptionAssign Owner To Data SetThis process automates adding owners to data sets.This workflow is automatically triggered when a new Data Set asset is created.Cancel ProcessThis process notifies the concerned users of a workflow cancellation.Escalation ProcessThis process is the default mechanism for the escalation of user tasks in workflows.Post Data Ingestion WorkflowThis process facilitates assigning the Owner and Technical Steward for newly ingested Schema assets.This workflow is automatically triggered when a new Schema asset is created and after a data source is registered.Propose New Business AssetThis process facilitates the creation of new Business Assets in the Data Governance Council community.Propose New Data AssetThis process facilitates the creation of new Data Assets in the Data Governance Council community.Propose New Technology AssetThe Propose New Technology Asset workflow allows you to create a new Technology asset in Collibra Data Intelligence Cloud. By default, the asset is added to the Data Governance Council community, in the New Applications domain.Request Assets AccessThe Request Assets Access workflow allows you to request access to assets that are referenced in your Data Basket. All data owners have to approve the request before you can access the assets.This workflow accepts by default only data sets that contain Column assets as data elements.This workflow replaces the Request Data Sets Access workflow.However, if you restore a 5.4.x backup or older, the old Requests Data Sets Access workflow will overwrite the Request Assets Access workflow. In that case, you have to deploy the Requests Assets Access workflow again and apply all possible customizations.The workflow calculates the name of the asset by combining the creation date with a sequential number for that day, for example 2019-09-30 #1 and sets the asset characteristics according to the data submitted through the start form. The user who started the workflow receives the Requester role. The user with an Owner role approves the request for each data set and the Owner or Technical Steward provides access to the data set elements.For information on when this workflow is used, go to request access to data sets and reports. For more information on the workflow itself, go to the Collibra Developer Portal.Simple ApprovalThe Simple Approval workflow is a single-step process that allows you to approve an asset in Collibra Data Intelligence Cloud.Voting Sub-ProcessThe Voting Sub-Process is a workflow that can be called by other workflows when users need to vote. It is used within other packaged workflows such as the Approval Process, the Simple Approval or the Issue Management workflow.You can use this sub-process in new custom workflows. The result is a true or false boolean that is provided to the parent workflow.For more information about these workflows or workflows in general, go to the Collibra Developer Portal.
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