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About Collibra Browser Extension

Collibra Browser Extension allows you to quickly search for definitions of business terms
and acronyms, and information about column names and product names, from any web
page against your Collibra Data Intelligence Cloud environment. Thus, when browsing a
web page, you can easily find more information from your Collibra environment about any
text that is displayed on the current page, without having to open the web interface of
Collibra.

Note Collibra Browser Extension works on any web page. However, if you want to
see the Collibra Browser Extension overlay on a web page, you must add a web
domain.
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Power Bl or Tableau

If you are working in a business intelligence (BI) tool such as Power Bl or Tableau, the
Browser Extension can automatically identify the document on which you are working and



Chapter 1

show you the main information of that document, in a single click.

For example, when working on a Tableau dashboard, if you click the Collibra overlay, the
information of that dashboard is shown in the extension.

* T ZE > retention X 3

Responsibilities - I

Attributes ~

Relations -

Note The extension supports dashboards, reports, and workbooks in Power BI,
and supports only dashboards in Tableau.

How the Browser Extension communicates
with Collibra

Collibra Browser Extension uses REST API to communicate with Collibra Data
Intelligence Cloud. When you sign in to Collibra using your web browser, a cookie is
created and stored in your browser. The extension uses this cookie to identify and
authenticate you when making requests to Collibra's REST API.

The extension itself does not handle the authentication process. Instead, it relies on the
browser to provide one of the specific cookies ('JSESSIONID','__Secure-Session-ID', or
' __Host-Session-ID'") from the configured Collibra platform URL. These cookies serve as
proof of your authentication, allowing the extension to access the appropriate information
and perform actions within Collibra.

All communication between the extension and Collibra's APl occurs over HTTPS, using
the Transport Layer Security (TLS) protocol.


https://developer.collibra.com/rest
https://developer.collibra.com/tutorials/rest-api-authentication-jwt
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Get started with the Browser
Extension

You can use Collibra Browser Extension for a seamless interaction between web pages
and your Collibra Data Intelligence Cloud resources.

The Browser Extension allows you to:

» Search for definitions, product names, and more, from any web page via the context

menu.
» Find business context and view the lineage of data in business intelligence tools, for
example Power Bl and Tableau, with a single click.

Step 1: Before you start

Ensure that you can access the Collibra environment of your company.

Step 2: Install the extension

Download and install the Collibra Browser Extension from the web store of your browser.

Note You can add the extension on all Chromium-based web browsers, such as
Google Chrome and Microsoft Edge.

Step 3: Configure the extension

Add the URL of the Collibra environment of your company, and, optionally, some web
domains.

Tip Adding web domains allows the extension to automatically match data from a
business intelligence tool, for example Power Bl or Tableau, with resources in your
Collibra environment.
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Step 4: Use the extension

You can use the extension in the following ways:

e Search via context menu.
¢ Auto-match data.
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Add the Browser Extension to your
browser

You can add Collibra Browser Extension to your browser via the web store.

Before you begin

Ensure that you have a Chromium-based browser, such as Google Chrome or Microsoft
Edge.

Steps

Chromium-based browsers

1. Open the web store of your browser.

Tip For more information, go to the user guide of your browser.

2. Search for Collibra Browser Extension.

» Collibra Browser Extension appears in the search results.
3. Click Collibra Browser Extension.
A page containing the details of the extension opens.
4. Click Add to Chrome, and then, in the dialog box that follows, click Add
extension.
» Collibra Browser Extension is added to your browser.
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Microsoft Edge

1.

On the main menu, click Extensions.
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» The Extensions dialog box appears.
Click Manage extensions.

The Extensions page opens.

Click Chrome Web Store.

Tip If the cookie consent window appears, accept or customize the
default cookie settings.

Sign in to the web store.

In the message that appears at the top of the page, click Allow extensions from
other stores, and then, in the dialog box that follows, click Allow.

Search for Collibra Browser Extension.

» Collibra Browser Extension appears in the search results.

Click Collibra Browser Extension.

A page containing the details of the extension opens.

Click Get, and then, in the dialog box that follows, click Add extension.

» Collibra Browser Extension is added to Microsoft Edge.
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What's next?

Configure the Browser Extension.
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Preconfigure the Browser Extension

If you are an administrator, you can preconfigure the Collibra Browser Extension via
Collibra Console. The preconfiguration enables faster onboarding of new users of the
Browser Extension.

Preconfiguring the Browser Extension involves specifying the web domains to show the

Browser Extension overlay for a quick search and to enable auto-matching for tools such
as Power Bl and Tableau.

The preconfiguration eliminates the need for users to specify the web domains. They can,
however, still add their own web domains.

Steps

1. Open the DGC service settings for editing:

a.

e.

Open Collibra Console.
» Collibra Console opens with the Infrastructure page.

b. Inthe tab pane, expand an environment to show its services.
C.
d. Click Configuration.

In the tab pane, click the Data Governance Center service of that environment.

Click Edit configuration.

2. Go to the Collibra Browser Extension configuration section.
3. Enter the required information.

Field

Description

Domain Type The type of the web domain on which you want the proactive services to be

triggered (for example, Power Bl or Tableau).

Tip

° Forthe Power Bl domain, select POWERBI. We recommend
that you select POWER_BI_UNRESTRICTED only if the
default domain type for Power Bl, POWERBI, does not work
as expected (for example, for an on-premises Power Bl
implementation).

° For websites for which we do not provide the auto-matching
feature, select DEFAULT.
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Field Description

Target Domain  The address of the web application where the Collibra Browser Exten-

sion will be most helpful, such as the web address of your Business Intel-
ligence tool, intranet, or ticket system.

Tip To add more web domains, in the Collibra Browser Extension
configuration section, click Add.

4. Click Save all.
» You have preconfigured the Browser Extension.

Infrastructure

Infrastructure

Backups Diagnostic files

Console settings

Add / Create

— ENVIRONMENTS
— ® Default environment

® Data Governance Center
Node: Default node

® Monitoring

Node: Default node
® Repository

Node: Default node
® search

Node: Default node
® jobserver

Node: Default node

+ REPOSITORY CLUSTERS
+ NODES

Service: Data Governance Center o g

® Stop % Rebuild search index and automatic hyperlinks

24 Hibernate cache config...
24.1 Default configuration
25 Graph query
25.1 Graph query limits
5.2 Graph query timeo...
26 Table

26.1 Multi-column sort
26.2 Inherited Responsib...

27 Purge configuration

28 Data Classification con...
28.1 Classification thresh...

29 Reporting

30 Catalog Experience

31 Diagrams

32 Everywhere Desktop c...

33 Everywhere Mobile co...

34 Collibra Browser Exten...

35 Edge

36 Tableau Metadata API

38 Job Service (Activities)

39 Lineage on Edge

40 Collibra Protect

41 License configuration

42 Data Marketplace con...

43 Data Privacy

Qverview

Monitoring Configuration Infrastructure configuration Logs

Reset to default Edit configuration

34 Collibra Browser Extension configuration v

Collibra Browser Extension

34.a Domains

Domains on which the Browser Extension appears as a popup and proactively triggers services such as auto-matching of reports.

a Domain Type
TABLEAU

b Target Domain
https:/prod-useast-b.online.tableau.com/

a Domain Type
POWERBI

b Target Domain

http://app.powerbi.com/

Select the type of the domain on which you want the proactive services to be
triggered. For Power B, the recommended option is POWERBI

Enter the domain of the web application where the Browser Extension will be
most helpful, such as the domain of your Bl tool, intranet, or ticket system.

Select the type of the domain on which you want the proactive services to be
triggered. For Power BI, the recommended option is POWERBI

Enter the domain of the web application where the Browser Extension will be
most helpful, such as the domain of your Bl tool, intranet, or ticket system.

Note The web domains that you specified appear in the Browser Extension.

% Collibra | Browser Extension 11

Collibra Platform URL *

hitps://demo.collibra.com
Domains
+ 1

|

@D show as an Overlay ©
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Configure the Browser Extension

After adding Collibra Browser Extension, you must add the address of your Collibra Data
Intelligence Cloud environment. Optionally, you can add web domains for Power Bl,
Tableau, and other important web applications. We recommend that you also pin the
Extension to the toolbar of your browser.

Add the Collibra URL
Steps

1. Open Collibra Browser Extension.

2. Inthe Collibra Platform URL field, enter the address of your Collibra Data Intel-
ligence Cloud environment.
» The configuration is saved.

Optional: Add web domains

Why you should consider adding web domains

Some web applications have their own context menu, for example, Google Docs and
Tableau. On such applications, you cannot perform a search via a context menu, as you
would on other applications. You can consider adding web domains for such applications
so that you can use the Browser Extension via the Collibra overlay.

You can also consider adding web domains for the web applications that you consider
important so that the Collibra overlay appears on those applications for you to quickly
launch the extension or as a reminder for you to use the extension. Adding web domains
also allows you to benéefit from the auto-matching feature.

Steps

1. Open Collibra Browser Extension.
» The Collibra Browser Extension configuration dialog box opens.

10
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2. In the Domains section, click +.

Tip
° |If you want to add the URL of the webpage that is currently open, click W
instead and ignore the following steps.
o W js disabled if the URL of the webpage that is open is already added.

3. Inthe drop-down list box, select the web application, for example, Tableau or Power
BI.

Tip If the required web application is not available in the list, select Other.

4. Inthe text box, enter the URL of the webpage.

%% Collibra | Browser Extension 131

Collibra Platform URL *

‘ https://demo.collibra.com }

Domains

A N
’ nrg: v ” https://collibra.online.tableau.com } [
+/ The configuration has been saved.
Tip

» To remove a web domain, click @ next to it.
» The Show as an Overlay option is selected by default, indicating that
the Collibra overlay is shown on the webpage that you added.

Q

» The Open on Current Page button enables you to show the Collibra
overlay on the page that is currently open. This overlay, however,
disappears if you refresh or reopen the current page.

» The configuration is saved.

Note When you search via the Browser Extension for the first time, you are
prompted to enter your credentials.

11
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Web domains added via Collibra Console
An administrator can add web domains in advance via Collibra Console.

Reset todefault  Edit configuration

32 Everywhere Chrome Extension configuration v

Everywhere Chrome Extension

In the Browser Extension configuration dialog box, you cannot edit or delete a web domain
that is added via Collibra Console.

Recommended: Pin the Browser Extension

Tip Ensure that extensions are visible in the toolbar of your browser.

If you want the Browser Extension to always be accessible in your browser, pin the
Extension to your extension list.

X % Settings X | M Extension % | + o

@O W R

X badioe 1

1 . rading List
Extensions

No access needed

These extensions don't need to see and change

information on this site.

ChromeLens n
% Everywhere Browser Extensi... I H
L
B Google Dictionary (by Google) 1 3 Pin :
@ Grammarly for Chrome 3
B LastPass: Free Password Ma... X
E!'E'-Jlfl Tab Resize - split screen layo... I
£ Manage Extensions

After you pin the Extension, the Collibra logo is shown in your browser.

G v % [i]8®

12
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Search via context menu

To perform a search from a web page against your Collibra Data Intelligence Cloud
environment, select the text, right-click the text, and then select Search in Collibra. The
Browser Extension window shows the search results.

Global Location Number (GLN)

(= Searc & Comment —+ Create issue
AGlobal Location Number (GLf Look Up “GLN" n uniquely and unambiguously. This can be:
* Alegal entity: your compan copy your company
« Afunctional entity: a specif CoPY to Note ty (e.g. your accounting department)
« Aphysical entity: a specific Print.. ur storage warehouse, unloading quay or hospital room)
« Adigital location:e.g. aloc: & Search Google for “GLN"
Search With >
‘ w LastPass >

Search in Collibra

Enter Full Screen

Top categories per user

Developer Tools >

ProductCategoryKey ProductSubcategoryKey
Speech
Services (« Explore in C4D)
Nelson 416-7363-39 880 172374
Barnes 814-1072-13 674 374210
Walker 235-4984-67 566 562516

Q GIN X

Wouter Dusar
< Searchresults (3/3)
C4D Demo page Confluence

Created by Wouter Dusar
. Last updated: Jan 18, 2022 - 4 minread - |22 7 people viewed
LIl Global Location Number (GLN)

G|Oba| LOCGtiOn Number (GLN) & Data Architecture

E Conceptual/Business Data Models

Business Context Business Term

(== Search for business terms or acronyms)

AGlobal Location Number (GLN) identifiesits address/location uniquely and unambiguously. This 858 Global Location Number (GLN)

« Alegal entity: your company, a branch or department within your company & Data Architecture 5 Y Logical Data Models

« Afunctional entity: a specific department within a legal entity (e.g. your accounting department)
 Aphysical entity: a specific location in your building (e.g. your storage warehouse, unloading qua; 88 Global Location Number (GLN)

« Adigital location:e.g. a location on your Sharepoint & Data Architect 7
ata Architecture Logical Data Models
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Auto-matching in the Bl tools

When configuring Collibra Browser Extension, you can add domains of Bl tools or web
applications such as Power Bl and Tableau. The Browser Extension then detects the data
from those applications and displays the equivalent Collibra Data Intelligence Cloud
resource details, with a single click. When visiting a web domain that you added to the
Browser Extension, the Collibra icon is shown as an overlay.

Examples

When viewing a dashboard in Tableau, if you click the Browser Extension overlay logo, the
extension displays the details of the equivalent Tableau dashboard asset in Collibra,
including responsibilities, report attributes, and related assets.

& Explore / TrainingTeam / test / US Sales # Order Details Y

@ Reresn [ Pause O Datavetails [ View:Original £ Alerts weries B3 swserbe S x Q x Green

Order Details

Order Date Region State City

< Order Details
Yrirdrdrdr  Candidate & o

03/01/2018 30/12/2021 (Al ~ [y ~ [ty
o Relations ~

Product Detail Sheet

Order ID Customer Name Order Date Ship Date Ship Mode Sales Quantity Discount Profit Pre USES REPORT il

(CA-2018-100006 Dennis Ka 8 S $378 3 0% $110 5

(CA-2018-100090 $699 9 40% ($19) WELE Product Detail Sheet 3

CA-2018-100293 $91 6 20% $32 4

jpo-2018-160325 # # 1S GROUPED INTO REPORT B

CA-2018-100363 s21 8 4

cA2018-100391 $15 7 EETY us sates 4

CA-2018-100678 3697 62 3

CA-2018-100706 $129 8 $18 4

cA2018-100762 $509 5219 >

CA-2018-100860 $19 $9 4

CA-2018-100867 $322 6 $20 3% 6 5

(CA-2018-100881 $302 3 $23 6 4

(CA-2018-100895 $605 7 $177 % 18 12

CA-2018-100916 $789 0 $123 6% 18 15

CA2018-100972 $166 $80 3

€A-2018-101147 52 (36) % 1

CA-2018-101175 $101 6 (31) % 6

CA-2018-101266 $13 56 3

CA-2018-101364 100 338% B

CA-2018-101392 $269 7 $70 26.0% 6 6

CA-2018-101427 $8 $1 13.8% 6

CA-2018-101462 $60 4 $28 46.0% 6

CA-2018-101476 $70 $30 43.0% 1

(CA-2018-101560 $542 $111 20.4% 2

CA-2018-101602 $804 8 ($31) 3.9% &

€A-2018-101770 $2 1 1) 70.0% s 4

cA-2018-101833 534 3 $17 50.0%

CA-2018-101931 $1253 f $19 15%

CA-2018-102008 349 1 4 50.0% B

CA-2018-102085 29 4 $14 a70% s

CA2018-102274 3866 3 23 73 0

CA-2018-102295 $121 ($18) 15.0%

CA-2018-102330 $409 0 80 19.7% 0

CA-2018-102645 $40 6 $19 48.0% 6

CA-2018-102652 $200 65 32.3%

CA-2018-102673 $1,044 $128 2.3% 4 &

The following image shows a report in Power Bl and the details of the equivalent
Power Bl report asset in Collibra.
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i Power Bl BrmoWorkspace report_using_dataflow | Data updated 24/01/22 \/

[ File v - Export v & Share K ChatinTeams Q Getinsights [ Subscribe ¢ Edit -« SE Q reportusing x

< report_using_dataflow
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F T
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=
g 3
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@
g
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z
3
b

PBDS  report_using_dataflow

% 3% B K0 + 0 % B |

Deployment pipelines

B
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Workspaces >

BmoWorkspace @ \/

A Getdata

How auto-matching works

When you use a web application such as Power Bl or Tableau, Collibra Browser Extension
can detect the visited report from the application and retrieve the equivalent report from
the connected Collibra Data Intelligence Cloud environment. This topic describes how the
Browser Extension performs such auto-matching.

Auto-matching for a Power Bl dashboard

When you work on a Power Bl dashboard, the extension extracts the title displayed on the
browser tab and the universally unique identifier (UUID) of the dashboard from the page
address (URL).

[ NON J ] Retail Analysis Sample - Powe: X 4

< C' @ app.powerbi.com/groups/me/dashb

The extension then searches the Power Bl dashboard asset in Collibra to identify a URL
attribute that contains the UUID from the Power Bl URL. If no match is found, the extension
searches for an asset whose name is the same as the name found in the browser tab title
of the Power Bl dashboard.

15
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Tip If auto-matching fails, the extension searches for the name of the dashboard
with the asset type as a filter.

Auto-matching for a Tableau dashboard

When you work on a Tableau dashboard, first, the extension searches for the following
pattern in the page URL to determine if the current page is a dashboard:

<tableau url>/#/site/<path or uuid>/views/<path or uuid>

Note In this pattern:

» The content within the angle brackets (<>) may match any string.
« /site refers to the workbook or site name and is optional for auto-matching.
» path or uuid is not used for auto-matching.

Tip
The following image shows a Tableau page URL that meets the required pattern.

https://tableau- .com/#/views/DataProgressReport-9/DASHBOARD?:1id=2

Next, the extension extracts the following information from the breadcrumb on the current
page:

e Tableau project
e Tableau workbook
e Tableau dashboard or report

If the page URL meets the required pattern and if the extension can extract the required
information from the breadcrumb, the extension automatically identifies the dashboard in
the connected Collibra Data Intelligence Cloud environment.

Tip If auto-matching fails, the extension searches for the name of the dashboard
with the asset type as a filter.

16
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	 Search via context menuTo perform a search from a web page against your Collibra Data Intelligence Cloud environment, select the text, right-click the text, and then select Search in Collibra. The Browser Extension window shows the search results.
	 Auto-matching in the BI toolsWhen configuring Collibra Browser Extension, you can add domains of BI tools or web applications such as Power BI and Tableau. The Browser Extension then detects the data from those applications and displays the equivalent Collibra Data Intelligence Cloud resource details, with a single click. When visiting a web domain that you added to the Browser Extension, the Collibra icon is shown as an overlay. ExamplesWhen viewing a dashboard in Tableau, if you click the Browser Extension overlay logo, the extension displays the details of the equivalent Tableau dashboard asset in Collibra, including responsibilities, report attributes, and related assets.The following image shows a report in Power BI and the details of the equivalent Power BI report asset in Collibra.How auto-matching worksWhen you use a web application such as Power BI or Tableau, Collibra Browser Extension can detect the visited report from the application and retrieve the equivalent report from the connected Collibra Data Intelligence Cloud environment. This topic describes how the Browser Extension performs such auto-matching.Auto-matching for a Power BI dashboardWhen you work on a Power BI dashboard, the extension extracts the title displayed on the browser tab and the universally unique identifier (UUID) of the dashboard from the page address (URL).The extension then searches the Power BI dashboard asset in Collibra to identify a URL attribute that contains the UUID from the Power BI URL. If no match is found, the extension searches for an asset whose name is the same as the name found in the browser tab title of the Power BI dashboard.If auto-matching fails, the extension searches for the name of the dashboard with the asset type as a filter.Auto-matching for a Tableau dashboardWhen you work on a Tableau dashboard, first, the extension searches for the following pattern in the page URL to determine if the current page is a dashboard:<tableau url>/#/site/<path or uuid>/views/<path or uuid>In this pattern: The content within the angle brackets (<>) may match any string./site refers to the workbook or site name and is optional for auto-matching. path or uuid is not used for auto-matching.The following image shows a Tableau page URL that meets the required pattern.Next, the extension extracts the following information from the breadcrumb on the current page:Tableau projectTableau workbookTableau dashboard or reportIf the page URL meets the required pattern and if the extension can extract the required information from the breadcrumb, the extension automatically identifies the dashboard in the connected Collibra Data Intelligence Cloud environment.If auto-matching fails, the extension searches for the name of the dashboard with the asset type as a filter.
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